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IOT Main Concept

The implementation of smart services may implies the:

 acquisition of data from the field

 computation and imposition of actions/values

 Save of historical values, computer data analytics, etc. 
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IOT Context Broker

Context Broker operations: create & pull data
 Context Producers publish data/context elements by invoking the update operations on a Context 

Broker. 

 Context Consumers can retrieve data/context elements by invoking the query operations 

on a Context Broker
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Context Producer
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Context Broker
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• IOT Application are data driven functional programs for data 
transformation.

• The IOT Application can subscribe to some  IOT Brokers to receive data 
in Push from a specific IOT Device (sensor)

• The IOT App can publish some message toward some IOT Device 
(Actuator), passing via an IOT Broker.

• Continuous lines are messages via TCP/IP
• Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, …)
• IOT Brokers and IOT Gateway can be distinct servers
• IOT Brokers can be on cloud
• IOT Gateway performs the SW update, the business management, 

access in Push and Pull

• Sensors are programmed to send data (i) periodically, 
or (ii) when a relevant change occurs in the sensor 
value, or (iii) when events occur (for example a 
change of status of something), etc.

• Actuator perform some action on the field: change of 
status, reset, turn on something, change setting 
value, etc.
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• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Application

• IOT Brokers can be connected each other
• Adapters / Wrappers transcode one 

message from one protocol to another
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• MQTT

• HTTP(s)

• AMQP

• COAP

• NGSI

• OneM2M

• WebSockets

• …….. 

• Etc.
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IOT Brokers

AMQP STOMP JMS COAP NGSI MQTT

OASIS

RabbitMQ X X X X X

Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION

BROKER
X X X

http://www.hivemq.com/wp-content/uploads/pub-sub-broker-1.png
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MQTT: Message Queue Telemetry Transport

❑ security obtained with SSL/TLS since it is over TCP

❑ ISO/IEC PRF 20922

❑ Over TCP/IP, Async, pub/subscribe, 

❑ payload agnostic (can be encrypted)
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MQTT QoS
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AMQP Advanced Message Queuing Protocol

❑Over TCP, binary wire protocol 

❑Exchange decoupling



IoT ecosystem

• “a dynamic global network infrastructure with self-configuring capabilities 
based on standard and interoperable communication protocols where 
physical and virtual ‘Things’ have identities, physical attributes, and virtual 
personalities and use intelligent interfaces, and are seamlessly integrated into 
the information network” Institute of Network Cultures

• “a global infrastructure for the information society enabling advanced 
services by interconnecting (physical and virtual) things based on, existing 
and evolving, interoperable information and communication technology” ITU-
T (2012) Next Generation Networks 
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IoT architecture

• Independent IoT ecosystems that can be 
• physical 

• virtual 

• hybrid mix of the two 

• consist of a list of active physical devices, sensors, actuators, 
services, communication protocols and layers, final users, 
developers and interface layers
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IoT architecture

• Several functional blocks are defined in an IoT system, even if a common 
conceptualization is not found, but several different approaches are usual 
considered: 3-layer, 5-layer, cloud and fog systems, social IoT paradigms. 
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Application Layer

Network Layer

Perception Layer

Application Layer

Network Layer

Perception Layer

Business Layer

Processing Layer

https://www.google.com/imgres?imgurl=http%3A%2F%2Ftechgenix.com%2Ftgwordpress%2Fwp-content%2Fuploads%2F2017%2F06%2FRole-of-Cloud-Computing.png&imgrefurl=http%3A%2F%2Ftechgenix.com%2Ffog-computing-and-cloud-computing%2F&docid=qkyLAuSxDbXJSM&tbnid=SzJvxJSQg1UyMM%3A&vet=10ahUKEwjr54nHvffeAhXD3KQKHZEMCPcQMwg4KAIwAg..i&w=872&h=632&client=firefox-b-ab&bih=707&biw=1210&q=fog%20cloud%20computing&ved=0ahUKEwjr54nHvffeAhXD3KQKHZEMCPcQMwg4KAIwAg&iact=mrc&uact=8


IoT Sentient solutions

32

Dashboards and AppsIoT and City data World IoT Applications

My IoT Devices Big Data Analytics, Artificial Intelligence
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State-of-the-art IoT architecture
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Azure Microsoft IoT (1)
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Azure Microsoft IoT (1)
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Azure Microsoft IoT (2)

• IoT Hub / Cloud Gateway  that communicate with the internal ecosystem

• Supported languages in Azure Functions:
• C# (Full . NET Framework), Java, Node.js, Python

• communication protocols: MQTT, MQTT over WebSockets, AMQP, AMQP over 
WebSockets, HTTPS

• Azure Security Center: TLS, SAS Token, IAM, x.509, Role-Based Access Control, 
Shared Access Signature, ….
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Azure Microsoft IoT (3)

40Corso UNIFI, DISIT lab, Security and Privacy, 2022-23



AWS – Amazon IoT (1)
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AWS – Amazon IoT (1)
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AWS – Amazon IoT (2)

• Data collected by Rules Engine and Device Shadows. AWS Lambda event-
driven, serverless computing platform

• AWS Lambda programming language:
• Java, Node.js, Python, Go, .NET, Ruby

• MQTT, MQTT over WebSocket, HTTPS

• AWS Cloud Security: TLS, x.509, IAM, Amazon Cognito, Federated Identities, 
Application Security, regulatory frameworks…
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AWS – Amazon IoT (3)
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Google IoT (1)
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Google IoT (2)

• Clout IoT Core that communicate with internal functionalities, in a Pub/Sub 
and Dataflow manner

• Cloud Functions can be written using:
• JavaScript, Python 3, Go, or Java runtimes

• MQTT, HTTP

• Google Device security: TLS, JSON Token, IAM, x.509, PKI, Key rotation, …

46Corso UNIFI, DISIT lab, Security and Privacy, 2022-23



Google IoT (3)

• Application Security Requirements for IoT Devices
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IoT Architectures comparison
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http://www.disit.org

IoT Platform: Snap4City
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Dashboards and Apps

IOT Apps

Data Analytics, 
Artificial Intelligence

Big Data
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IOT Broker
IOT Broker

LD, LOD
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API, External Services

KPI, POI, MyKPI, …BIM

KB
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Back-End

Knowledge base
Semantic Reasoners
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special tools

Rendering
Acting, 

Widgets, 
Synoptics,  
MicroApps

User 
interface,

Drill down, 
maps, 

heatmaps

Inform, announce, Act!, warning, alarms, What-IF, ..

Search and Query, 
Smart City API, 

Web Socket Server, 
GIS, Facet, semantic

Indexing and aggregating
NIFI, OpenSearch

Data Analytics, Simulations, Special Tools
R Studio, Tensor Flow, Python, ….

IOT Applications, Business Logic
Node-RED + Snap4City MicroServices

Snap4City, Snap4Industry Architecture, V2

Front-End

Federation

Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, …



Smart City Functional Architecture
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Public Services, 
Govern, events, …

Sensors, IOT Cameras, 
Wi-Fi ..
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Social Media 
Crawler and 
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Dashboards, visual tools,
Web and Mobile Apps

Back office tool
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(IoT) Discovery
Knowledge Base
Semantic Reasoners



IoT main components

• IoT Device

• IoT Router (with/without computation capabilities)

• IoT Broker (+ Shadowing)

• IoT Device Directory

• IoT User Management

• IoT Service Bus (Pub/Sub, Rule-engine, Data-driven)

• IoT Analytics

• IoT Data repository

• IoT Applications (off-grid/on-cloud)

• IoT Dashboards
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Standards and Interoperability (5/2022)

57

Compliant with: 
• IOT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, 

Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, ..
• General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, ….
• Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 

Enfuser FMI, …
• Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, OBD2, PostGres, MS 

Azure, ..
• Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
• Mobility: DATEX, GTFS, Transmodel, ETSI, ..
• Social:Twitter, FaceBook, Telegram, ..
• Events: SMS, EMAIL, CAP, RSS Feed, ..
• OS: Linux, Windows, Android, Raspberry Pi, Local File System, ESP32, etc.

https://www.snap4city.org/65
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IOT Data Driven
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Snap4City 
IOT Brokers

Snap4city Platform storage 
for «Data Shadow» and

much more

Towards any IOT Device 
and/or Dashboard

Managing Public and 
Private IOT/IOE Devices

Sensors

Snap4City 
IOT Brokers

Dashboards also provide 
rendering for sensor values  

Actuator

IOT Applications

Real Time



IoT Devices

• Conceptually are IoT Devices with sensors/actuators, IN/IN-
OUT

• They are classified in terms of nature/subnature
• For Searching and showing on maps and dashboards

HLT of IoT Devices can be:
– IoT Device Models, for example: «personal coffee machine»
– IoT Device name, for example: «mycoffemachine1», «CM23»
– IoT Device Variable, for example: «Temperature»
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IoT Device Models

IoT Device
• Name:…..
• Model:…..
• Position: …….

IoT Device Variables
• dateObserved: ………..
• ID:
• Status: ready
• Temperature: 70%
• WaterLevel: 35%
• UsedCapsBox: 30%
• Power: OK
• …..



Mobile Devices

• They are a special case of IoT Devices
– they are managed as IoT Devices in the system

• They are classified in terms of nature/subnature
• For Searching and showing on maps and dashboards, they are 

different 
HLT of Mobile Devices can be:
– Mobile Device Model, for example: «sedan»
– Mobile Device name, for example: «BMW JD7356HD», «Ford KO786KK»
– Mobile Device Variable, for example: «velocity»
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Mobile Device Models

Mobile Device
• Name:…..
• Model:…..
• Spec:…

Mobile Device Variables
• ID:
• dateObserved: ………..
• Status: ready
• Temperature: 70%
• Gasoline: 35%
• Velocity: 231,3 Km/h
• Position: 44.3223, 11.3432
• …..
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Dashboards and AppsIOT Applications

Big Data Analytics, Artificial Intelligence

IOT 
Brokers

Snap4City Services also on IOT Edge!!!
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IOT Networks

IOT Devices

IOT 
Gateways

IOT Brokers
IOT Brokers

IOT 
Gateways

IOT Edge Devices

Mainly fog computing and NGSI V1, V2 with security
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Dashboard-IOT App
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IOT Application

From Dashboard to IOT App

MyKPI variable onchange

Synoptics

MapClick



Dashboard-IOT App
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IOT Application

From IOT App to Dashboard



Widget vs HLT
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Widgets ICONS Widget Name, Description IOT App Dashboard-IOT 
App

KPI 
(metric)

MyPersonalD
ata

MyDa
ta

My KPI Sensor

Single Content X (cs) X (DD) X X X X X

Speed Limit (see custom widget for more) X X

Speedometer X (cs) X (DD) X X X X X

Gauge X (cs) X (DD) X X X X X

Single Bar, V/H X X (DD) X

Single and Multiple Bars, 
stacked or not, ordered

X (cs) X (DD) X X X X X

MultiSeries, shaded, 
staked and non staked, TTT

X (cs) X (DD) X X X X X

Time Trend (single) X X (DD) X X X X X

Time Trend Compare X X X

SpiderNet, radar, Kiviat X (cs) X (DD) X X X X X

Pie, Donut, 2 layers Donut X (cs) X (DD) X X X X X

Table X (cs) X (DD) X X X X X

Calendar X (cs) X (DD) X X

Speak Synthesis X (cs) X (DD) string string

Maps X (cs) X (DD) Many High Level Types X X



Data Analytics on Snap4City platform
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Resource Manager

Creating 
MicroServices

Saving / 
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Data Analytic Container  
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Develop .py or .r program on (i) Snap4City 
platform online, or (ii) your Development 
Machine.
The code has to respect the guidelines 
provided. For examples see: 
https://www.snap4city.org/641 
https://www.snap4city.org/645 

1

2
Open an advanced IoT 
App / Node-RED

3
Use Snap4City Data Analytic 
Node, and load in the code 
you developed

4

5 Deploy the IoT App → Snap4City Container Manager based on 
Marathon/Mesos is creating a Container for your Data Analytic code

https://www.snap4city.org/drupal/node/641
https://www.snap4city.org/drupal/node/645
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Snap4city Data Ingestion Flow Diagram
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Federation of Smart City Services

• Km4City Semantic Reasoner

• ServiceMap interoperability

• Seamless for multiple 
Mobile Apps

• Smart City API

• Super: 
• distributed access and 

sharing services 

• Each city control its own data

• Final user can pass from one 
city / area to another in 
seamless manner: without 
changing the mobile Apps
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FiWare & Snap4City
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vs
• Snap4City - Powered by FIWARE Solution & Platform:

• https://marketplace.fiware.org/pages/solutions/b8905e91973b420189cce972
• https://marketplace.fiware.org/pages/solutions/d68534ec827500f1bde8720f
– NGSI V1, V2 The IOT Orion Broker

– IOT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigFOX, etc. see 
FiWare Https://www.fiware.org

• Snap4City - FIWARE Training Services:
• https://marketplace.fiware.org/pages/solutions/03bccd83a0e1b0398ba7a0bf

• Snap4City - FIWARE Consultancy Services:
• https://marketplace.fiware.org/pages/solutions/907f5ecc63927f643dd8421b

• Snap4City is compatible with all the above protocols

– via IOT Orion Broker, 

– via IOT Applications.

– via direct connection on ETL processes on their corresponding IOT brokers, and/or 

• Snap4City is also compatible with many other protocols, see the table reported in 
page: https://www.snap4city.org/65

Corso UNIFI, DISIT lab, Security and Privacy, 2022-23 73

https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/b8905e91973b420189cce972
https://marketplace.fiware.org/pages/solutions/d68534ec827500f1bde8720f
https://www.fiware.org/
https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/03bccd83a0e1b0398ba7a0bf
https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/907f5ecc63927f643dd8421b
https://www.snap4city.org/65


Overview

–https://fiware-
foundation.medium.com/sna
p4city-fiware-powered-
smart-app-builder-for-
sentient-cities-acfe24df49d5

–https://www.snap4city.org/d
rupal/sites/default/files/files
/FF_ImpactStories_Snap4Cit
y.pdf
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https://fiware-foundation.medium.com/snap4city-fiware-powered-smart-app-builder-for-sentient-cities-acfe24df49d5
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https://fiware-foundation.medium.com/snap4city-fiware-powered-smart-app-builder-for-sentient-cities-acfe24df49d5
https://fiware-foundation.medium.com/snap4city-fiware-powered-smart-app-builder-for-sentient-cities-acfe24df49d5
https://fiware-foundation.medium.com/snap4city-fiware-powered-smart-app-builder-for-sentient-cities-acfe24df49d5
https://www.snap4city.org/drupal/sites/default/files/files/FF_ImpactStories_Snap4City.pdf
https://www.snap4city.org/drupal/sites/default/files/files/FF_ImpactStories_Snap4City.pdf
https://www.snap4city.org/drupal/sites/default/files/files/FF_ImpactStories_Snap4City.pdf
https://www.snap4city.org/drupal/sites/default/files/files/FF_ImpactStories_Snap4City.pdf
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Other Snap4City ToolsIOT Directory

Exploiting FIWARE Smart Data Models
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Area 3

Federation of Snap4City vs IOT ORION Broker
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Snap4City Security
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Complexity in Smart City IOT Platforms
End to End security

– From IOT Devices to Dashboard (user interface)
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The secure stack
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End 2 end security
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IoT/IoE on the fields

87
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Generic IoT architecture
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IOT on premise vs on cloud

89

On the Field IoT local 
solution
(on premise)

Dashboards

IoT Devices
(sensors, actuators)

IoT Edge
IoT App

IoT cloud 
infrastructure 

IoT Firewall
(IoT Broker)

M
ic

ro
Se

rv
ic

es

All the other 
cloud services 

IOT On Premise
Corso UNIFI, DISIT lab, Security and Privacy, 2022-23



IOT Devices vs on Cloud Platform

90
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Security IoT Requirements

• Supporting security among
• IoT Brokers, IoT Discovery, IoT Applications, 

Dashboards, Storage, etc…

• Authenticated Connections: H2M, M2M

• Secure Communications: H2M, M2M

• Authorization according to the role, group, organization 
of the user

• Deliver Open Software on well known platforms, 
end-2-end secure IoT stack
• Arduino, ESP32, Raspberry Pi, Linux, Windows, Android, 

etc.
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• GDPR recommendation:
• Individuals must provide explicit consent to 

data collections

• Right to be forgotten

• Provide easy access to individuals data

• Explanation about how automated decision 
are computed against personal data

• Disclosure within 72 hours of data breach

• Data protection by design



End-to-end security
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Authentication, Authorization

• Authentication is performed via OpenIDConnect 
as (SSo) which is based on OAuth2
• User Registry on LDAP/CRM for user data

• Authenticated users have Role of the LDAP registry

• Thus Communication start with SSL/TLS protocol, 
sharing a secret via JWT Token

• H2M: login is needed

• M2M: first time it has to be H2M
• then a Refresh Token is retrieved based on the first 

JWT
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Authentication & Authorization
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Security and Privacy Management

• From proprietary server:
• The device are registered and data collected by the 

proprietary servers: SigFOX, TheThingsNetwork, etc.

• SigFOX: the server provides K1, K2 to read the data or 
subscribe

• TTN: other kind of keys are used for the same purpose

• From Open Solutions
• K1, K2 can be produced for IoT Device registration, 

subscription, etc.

• K1, K2, plus SHA1/3 of Certificate to establish TLS 
connection

• Certificate and credentials for the mutual authentications 
(for TLS connection)
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• Ownership and delegation
• Identification of user data type

• User’s group, organization. User’s roles
• User’s grants and rights to access data

• Auditing, right to be forgotten
• Values, Devices, Brokers, IoT App, 

Dashboards, User Profiles, time series, etc.
• Data breach intrusion detection

• Assessment
• User and device limit constrains



On regards GDPR (1)

• Assessment and auditing

• CMS for personal data information, encryption

• Explicit Consent, Ownership and delegation

• Roles and organization (groups) to permits fine access control

• Any collected data labelled with
• Data of collection
• Data of injection
• Data of elapsing
• Data of deleting

• +process to purge elapsed data
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On regards GDPR (2)
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• Unified Login → via Keyclock + LDAP

• My Personal Data

• Data auditing

• Federated modules

• IoT Directory and certificates

• IoT Button

• IoT Dashboard



• C. Badii, P. Bellini, A. Difino, P. 
Nesi, "Smart City IoT Platform 
Respecting GDPR Privacy and 
Security Aspects", accepted for 
publication on IEEE Access, 2020. 
10.1109/ACCESS.2020.2968741 h
ttps://ieeexplore.ieee.org/stamp/s
tamp.jsp?tp=&arnumber=896634
4
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Any Devices in the IoT ecosystem

• Microcontroller ESP8266, Arduino

• Raspberry boards

• AirQino, Libelium

• Android devices

• PC

• On cloud virtualization

• As much as user friendly VS as much as secure channel

• On embedded devices, cypher suite not always available. Use: 
TLS_RSA_WITH_AES_256_CBC_SHA

• Impact of certificate size on available heap: NIST Special Publication suggestions: Use 2048, 
but WARNING close future!
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Any Devices in the IoT ecosystem (2)
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Any Devices in the IoT ecosystem (3)
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More on breach (1)

• Dangerous examples of network vulnerabilities include
• Improperly configured routing causing leak paths in between protected network 

enclaves or to the Internet itself

• Temporary or test configurations of firewalls that don’t operate as designed or don’t 
get reversed-out properly

• Password password password

• Password password password

• Network analysis in real-time → dashboards, acceptable level of traffic, trigger of 
alarm → Notification (SMS, Mail, Calls leveraged depending on the sensitivity)

• Two authenticate factors → FIDO2 with hardware support
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More on breach (2)
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Blockchain solution (1)

• One node validates the block (called mining in 
bitcoin) and broadcasts it back to the network. 

• The nodes add the block to their chain of blocks if the 
blocks is verified and the block correctly references 
the previous block
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Blockchain solution (2)

• Central hub that maintains references of 
member repository where the datasets 
are actually stored and distributed

• Delete from Block chain? 

• Rule enforcement (everything 
distributed)?

• … work in progress
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