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* The Snap4xxxx solution is released in Open Source, VM and Docker
with fully support of MultiTenacy/multiple-Organizations
— Each Organization may be configured for a separate environment with a set of

Maps, Menus, Users, Data, Dashboards, IOT Applications, MicroApplications,
Custom Widgets, etc.

e Https://www.Snap4City.ORG is the main instance of Snap4xxxx
solution managed by DISIT Lab. The main documentation is located

and updated on Snap4City.org and GitHUB and dockerHub and Node-

Red Library. Snap4City.org is where the last tools are tested and news
published.

— Organizations on Snap4City.org have been created with contracts as for
Platform as a Service, for testing and for providing SmartCity as a Service or
Industry 4.0 as a Service
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Main Organizations/areas
* Antwerp area (Be)

* Capelon (Sweden: Vasteras, Eskilstuna, Karlstad)
* DISIT demo (multiple)

* Dubrovnik, Croatia

* Firenze area ()

* Garda Lake area ()

* Helsinki area (Fin)

* Livorno area (l)

* Lonato del Garda (l)

* Modena (l)

* Mostar, Bosnia-Herzegovina
* Pisa area (l)

* Pont du Gard, Occitanie (Fr)
* Roma (I)

* Santiago de Compostela (S)
* Sardegna Region (l)

* SmartBed (multiple)

* Toscana Region (l), SM

* Valencia (S)

* Venezia area (l)

* WestGreece area (Gr)

A
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https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Antwerp&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=DISIT&fromSubmenu=false&sorts%5btitle_header%5d=1
https://dubrovnik.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Firenze&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Garda&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Helsinki&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Livorno&fromSubmenu=false&sorts%5btitle_header%5d=1
https://lonatodelgarda.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Modena&fromSubmenu=false&sorts%5btitle_header%5d=1
https://mostar-bosniaherzegovina.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Pisa&fromSubmenu=false&sorts%5btitle_header%5d=1
https://pontdugard-occitanie.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Roma&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MTc5NQ==
https://sardegna.km4city.org/smosm/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Toscana&fromSubmenu=false&sorts%5btitle_header%5d=1
https://servicemap.snap4city.org/
https://valencia.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Venezia&fromSubmenu=false&sorts%5btitle_header%5d=1
https://westgreece.snap4city.org/
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Most of Organizations on Snap4City.org also
correspond to companies or institutions that

have an installation of Snap4City tools on their
Premise,

— such as: Pisa, SmartGarda Lake, Snap4, ALTAIR,
etc.

This double way allows them to:
— test the news,
— share experiences with other groups,
— get visibility,
— work in the collaborative environment, and

— be better supported by Snap4City.org and DISIT
Lab personnel.

Each instance of Snap4xxxx solution can decide
to join the federation of SmartCity API to
exploit shared data.
— This allows to exploit regional data for city
installations applications (web, mobile,

dashboards, etc.) without reloading them for
example.
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Free Tria

Register on WWW.snap4city.org 0T anddata world

— Subscribe on DISIT Organization

* You can:
— Access on basic Tools

— Access to a large volume of Data
— Create Dashboards

t
— Create |OT Applications °p
— Connect your IOT Devices GVe/;\ ger
. . . Nalytics, Macs eNt, 5 it fujy
— Exploit Tutorials and Demonstrations dChjnea lea SO for Dat,
rnj
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https://www.snap4city.org/577 ¢Y'SNAPAousTry = E;:_E

On Line Training Material (free of charge)

Ist part (*) 2nd part (%) 3rd part (%) 4th part (%) 5th part (*) 6th part (*) 7th part (*)
. Data Ingestion |System and Deploy] Smart City API:
what General Dashboards IOT App, 10T Network Data Analytics HOLE Install Web & Mob. App

PDF

Inter

active

\Videol

\Video2

\Video3

\Video4

2:00 2:48 2:35 1:47

duration 2:55
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Architecture of Snap4industry
— Creation of Dashboards and Applications
— Dashboards’ Intelligence on Web and Mobile Devices
— 10T Applications: virtual sensors and actuators
— 10T Applications integration with Synoptics
Data Gathering and Knowledge Management 4.0
|OT Devices and 10T Applications
— 10T Application vs 10T Edge Devices
— Managing IOT Applications
— Remote Control of 10T Applications on IOT Edge Devices
— Secure IOT Devices, IOT Edge Sensor and Dev Networking
Integration with Ticketing System Workflows
— Managing Maintenance, predictive maintenance, anomaly detection
Data Analytics, Big Data Science
— Anomaly detection
Living Lab for Collaborative Work
Roadmap and Projects
Acknowledgements
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Big Data

Cloud Computing
Cybersecurity
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System Integration
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Data Analytics

Y SNAPmousry E'l?-E

AUTONOMOUS
Robots
||-:-||
o — E Simulation
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Things

Cloud
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DISIT lab, BigDataArc 2020-21
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* Industry

— |ntegrati0n of SCADA (Supervisory control and data acquisition), DCS (Distributed Control Systems), RTU (remote terminal units)
concepts

— Industry 4.0 protocols
* |OT:

— Abstraction of 10T Devices (Edge) on 10T Directory and 10T App

— High integration with IOT Networks and IOT Directory for IOT net abstraction

— Usage of Node-RED as IOT Edge, controllable/editable from remote
e Scalability

— Big Data: MicroServices for data access and retrieval, discovery
— Cloud Management on dockers and scalability

* Secure connection for Data and Dashboards: SSO, TLS
— Privacy with GDPR compliance

* Exploitation of Data Analytic on Edge and Cloud, from Edge and Cloud
* Synoptics via Secure WebSockets, custom widgets

Snap4Industry by Snap4City (C), October 2020
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External Fleet loT Devices/Edge
Services 1
000 oW ® management
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Internet

SECURE = =

Control and Supervision on
Multiple Supply Chains
Industry 4.0 as a Service
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Snap4 Services also on |OT Edge!!!

CUSNAPACITV

|OT Applications

Dashboards and Apps

10T
Bro_lgg rs

Gateways .

- e e
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— e —) I s
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Big Data Analytics, Artificial Intelligence

= OT Edge Devices
= ¢“SNAPcrry

| : Mainly fog computing and NGSI V1, V2 with security
|OT Devices
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Snap4lndustry Architecture, V2

« Back-End » Front-End
E'i = w .’& S“mwamcmy Data Overview
bV ¥
Data . oz i)
Sources, Semantic reasoners ¥ . m€ i
‘1...“‘4‘/”,‘ e PIRS.
External :
Services Facet, semantic _Hg!’“ .......
PULL Data Elastic search search User
interface,
NIFI, 10T App Interactive
Data o . . Dashboard,
Prediction, anomaly detection, alerting, ... )
Sources, Drill down,
Brokers, maps,
External S _ heatmaps
A Node-RED + Snap4City MicroServices
Services
Data
Driven,
Real Time
Inform, announce, Act!, warning, alarms, What-IF, ..
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP,
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP, WSDL, Twitter,
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS,
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC,
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android,
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT,
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, etc.

https://www.snap4city.org/65

ahundati"" E Fl- E@15 bee srﬁrt city

Node-RED digital ecosystem

: | _ EUROPEAN DPEN
I ;Idg rft?‘nxer network ¥ ckan -—@GJL @ esrl Italia ~p  SCIENCE CLOUD

FHE SCAENCE OF WHERE
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
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P Measuring any kind of sensors values

Controlling Energy Power \ ®? Q @
Measuring ‘ Wk
Energy Consumption

Any kind of notification channel

Contextual (smart city/home) data, Data Analytics
Historical Data, Remote Control, Mobile App

Full Screen

1020 bar

Administrative Servers

Cc*SN:A,—P4¢|Tv
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Dashboarc

Snap4City

User: paolo.hel2, Org: Helsinki
Role: AreaManager, Level: 3

LOGOUT

My Snap4City.org

Dashboards (Public)
Dashboards of My Organization
My Dashboards in My Organization
Data Inspector

My Data, KPI, POI
10T Applications

10T Directory and Devices ¥
Knowledge and Maps ¥

Micro Applications

External Services ¥

Data Set Manager: Data Gate

Resource Manager: Process Loader ¥

A Development Tools ¥
Management ¥

Help and Contacts ¥

J Documentation and Articles ¥

My Profile ¥
Km4City portal

DISIT Lab portal

B Iz a o

Advanced Mode for HTML CSS embedding
Passive
] Advanced Mode for HTML €55 embedding

509y - sealant Sact aMalytic APplication Budidor for
sentien dities

Public (DISIT)

Public (Antwerp)

BottonePaoloNuovo
10T apps
o BottonePaoloNug

Public (DISIT)

Prev 1 2 3 .. 14 Next

ALERTS IN FLORENCE REGION
10T apps

Public (DISIT)

Public (Antwerp)

Bus Locations on the base of TimeSchedule

Passive
LneBulocationsFiorence

Public (DISIT)

Public (DISIT)

ArcGIS Integration
Passive
AreGIS Integration

Public (DISIT)

Public (DISIT)

Public (DISIT)

Background image and transparency

Passive

.. 00
L

Public (DISIT)

Caglliari Dashboard

Passive

Public (DISIT)
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Selector and POI

Preset widget choice

MicroApp and services

Preset widget choice

Manual widget choice

DINFO |DISIT

ART IMENTO DI DISTRIBUTED SYSTEMS
NERIA AND INTERN
DELL INFORMAZ|ONE TECHNOLOGIES LAB

Dashboard template

Click on a template to choose it, click on it again to unselect it

Data and trends

Preset widget choice

Selector, POI, trend

Preset widget choice

Fully custom

Manual widget choice Manual widget choice

Empty Dashboard
Empty dashboard

You must choose one template

ates to Wizar

C“';SNANanusmv i

d and Dashboards

e to create a new
Dashboard

Events vs. map
Manual widget choice

* to add widgets and/or
groups of them on any

Dashboard

10T applications

Manual widget choice
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Wizard
Data and widgets Check and summary
Slngledatamch‘]ets
. ‘ - — : o : (ST =
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& Slgna '1 Vespucei W1 i T T S o
) Pontameve N . ‘ - ©
Lastra a Signa ky F|renze S — | Y il | | i ||

Murtl data widgets

Dashboard features

Scandicei A
Bagno a R|poh
AL

Mnn}elup 0 X /"
Fiorentino M
‘f_,_.-—-/ N S

All selected (10) ~ Al selected (55) ~

& OpenStreethap contributors

Al selected (776) ~ Al selected [315] ~ Allselected [47) » All selected (2) ~

High-Level Type 1 Nature Subnature Value Type Value Mame Data Type Last Check Ownership

Special Widget
Special Widget
Special Widget

Environment
Environment
Environment

Weather Forecast
Weather Forecast
Weather Forecast

Previ_Meteo
Previ_Meteo

Previ_Meteo

special weather
special weather
special weather

2018-07-0816:0018
2018-07-0816:0018
2018-07-0816:0018

public
public
public

Special Widget Environment Weather Forecast Previ
Special Widget Environment
Special Widget Environment
Special Widget Environment
Special Widget Environment

Hide columns s '

ngh—l_ew.l Type 4 I N.le 5 Subnatu

Meteo special weather valano
Meteo special weather Vaglia
Weather Forecast Previ_Meteo special weather Vagli sotto
Weather Forecast Previ_Meteo special weather Vagli di sotto
Veather Forecast Previ_Meteo special weather Uzzano

* Select the area of your interest: panning and zooming
e Select the
graphic aspect of your interest, or
High Level Type of your interest, or
* Make a search if you a have a precise idea or
* Act on filters: nature, subnature, type, name, value, date, health, owner, ...
* Combine them as you like
* Select the lines of your interest
* Then click on Next and get the Dashboard by wizard

2018-07-0816:0018 pukblic
2018-07-0816:0018 public
2018-07-0816:0018 public
2018-07-08 16:0018 public
2018-07-0816:00:18 pukblic

Weather Forecast Previ
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SVG Symbols Collection
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My Own Dash/App
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Dashboard
Collection
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elopment @

Inkscaﬂe editor on your computer
e Create, save a Custom

Widget in SVG

. ez« T = =
: Cadne :
¢ T e _ G
2 N cos ] XL - e
1 oy - ;
T %2 B
R e I
1| Terwa ] Ersom oert—_—
" [r— sem \
g ok, il i
I e ] RS 8 s

Create, save, load,
delegate, grant access
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Q
=
o
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Create and Load a Custom SVG
Select/Reuse an SVG
Make and Instance of Synoptic by
Associate Variables with MyKPI
Create on Dashboard a Widget based on
Synoptic HLT such as Ext. Srv.:

* https://www.snap4city.org/synoptic/v

2/synoptic.html?id=xxxx
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User manual on: https://www.snap4city.org/595

Snap4industry by Snap4cCity (C), October 2020



https://www.snap4city.org/drupal/node/595

R N T
brovsron: | DINFO | DISIT d"”s NADPAmoustry [
FIRENZE | Boeayena o | ANBINEREL o USTRY i1

=
AT

Upload as List of Custom Dashboard Editing
Widgets / Synoptics ~ MyLight BulbSVG -Cloned (WS2

SVG Symbols Collection

- a ¥ "
Ty ¥ 2 SynopticTemplate [Utilities and supply: Energy Supply)
Sy —
i1

‘

ﬂ; @ F oR.. B )

From any open library

Jelete

Instantiate as

Final Dashboard

Custom Widgets /

Synoptics
Select MyKPI and Connect with
Sensor Data for WebSockets

Synoptics cases
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v s

Lustom Widgets lemp

Snap4City Register Custom Widget Template

User: roottooladminl, Org: DISIT

Role: RootAdmin, Level: 7 Prev 1 2 3 Next

Iz & @

LOGOUT m :
Activate in Time new SVG Air Conditioner SVG Blinking Alarm SVG debug fan
My Sna p4City.Org SynopticTemplate ([Covernment Office: Police Headgua.. SynopticTemplate (Utilities and supply: Energy Supply) SynopticTemnplate (Emergency: Emergency Services) SynopticTemnplate (Entertainment: Forest)

& Dashboards

BEGIN 17:00
@ My Dashboards in All Org.

END 14:30
@ Dashboards of My Organization
@ My Dashboards in My Organization
@ Extra Dashboard Widgets = nictoolad minantwerp: Public - Antwerp nicola.arearmnanager: Public - DISIT nicolaroot””  _.w - L1, msoderi: Private - DISIT
Edit Management Instantiate Delete Edit Management Instantiate Delete Edit Managem 1t Instantiate Delete Edit Management Instantiate Delete

Micro Applications

@& External Services, WebPages

L Register External Service, WebPage -

& Custorn Widgets / Synoptics Double Pole Isolator SVG Energy Synoptic Simplified new A ck faces first versionSVG
2 Register Custom Widget Template SynopticTemplate (Utilities and supply: Energy Supply) SynopticTemplate (Utilities and supply: Energy Supply) [ 3 puesemplate [Tourism Service: Wifi)

[J Doc: MicroApplications
[J Doc: External Services, WebPages
[J Doc: Synoptics, Custom Widgets

A Notificator

Data, my Data, OpenData ~
i Knowledge and Ma ps v nicolaroot: Public - DISIT nicolatooladmin: Private - DISIT nictooladminantwerp: Public - DISIT nicolaroot: Public - DISIT
Edit Management Instantiate Delete Edit Management Instantiate Delete Edit Management Instantiate Delete Edit Management Instantiate Delete

10T Applications *

= |OT Directory and Devices *

Horizontal Double Value Slider Horizontal Single Value Slider My SVG Humidifier My SVG Switch template

*2 Resource Manager ¥
SynopticTemplate (Environment: Noise Level Sensor) SynopticTemplate (Utilities and supply: Energy Supply) SynopticTemnplate (Utilities and supply: Energy Supply) SynopticTemplate (Utilities and supply: Energy Supply)

[# Development Tools ~

Management ¥
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e Suitable as: City Dashboard, App interface, and Control Room Dashboards, Situation
Room Dashboard, Operator Dashboard

e Created visually compounding graphic Widgets
— Each widget can be set to have an autonomous update

— Each metric/data-source may have associated with an alarm: blinking and sending events to
people and machines in different manners

e Can be: public or private, private dash can be delegated or passed in ownership

° See https://main.snap4city.org/management/dashboards.php?linkld=dashboardsLink&fromSubmenu=false&sorts[title header]=1

e See the following tutorials
— HOW TO: create a Dashboard in Snap4City
— HOW TO: add data sources to the Snap4City Platform
— US1. Using City Dashboards

— US2. Using and Creating Snap4City Applications with Dashboards
— US4. Creating City Dashboards and related Event Monitoring and Actions
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€3 Bluetooth
() ( ) ] o A~ Sensors
J ” ( e / e Actuators
LoraWAN +  Arduino, Snap4All  Snap4All PAX 10T Edge |OT Edge LoraWan
Arduino + Wi-Fi NGSI 10T Button Counter NodeRED: NodeRED: Gateway:
12C. NGS ’ LoraWAN Raspberry Pi,  Android, LINUX, 10T Edge, NGSI,
’ ES_P' NG5, WIFL, NGSI.  NGSI, WiFi, Windows, ... WIFI, RJ45, GPS
Wi-Fl, BT GPS RJ45,..

Any Sensor / Actuator
Open to other protocols
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Big Data Analytlcs Artificial Intelligence
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¢ SNAP/woustry

Control Room Operator

Would like to:

- Monitor traffic flow,
Environment, Car parking,
Cycling, First aid, temp., ...

- Act and monitor Dynamic
Plates

- Act and monitor red lights

Driver, Policeman

Would like to:

- Monitor traffic,
Parking, env., speed
limit, ...

- Act and monitor red
lights

Snap4industry by Snap4cCity (C), October 2020
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VsSNAPMmsmy | OT Application with Dashboard
Simple development

Snap4City - App
8

dashboard

82.4%

Request Green

S | e | DINFO | DISIT,
'-ﬁf‘ FIRENZE | SRR, | SEemmiiil”

Snap4industry by Snap4City (C), October 2020

(| updatestateCount | —xreciStatcCount  TemeLgniCountun |7
il connecied fo wssdashiboand kmdcRyongr8080's
€ 1 cvaasiaierine © Temeincemoon
i cormeciad o weildashiboard e cRyporg BiElse
_1 - E— . OE
Orff

-Virtual Sensors and Virtual Actuators
-From Dashboard to IOT App and viceversa
-From Dashboard to IOT Brokers/Devices and vice\ggersa
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A First aid

® OpenStreetMap contribttors

Free parking
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12:00

15:00

O Air temp €O Air Humidity [i]

82.4%

Request Green

Morgagni

- |

A First aid
A reosenser
A Pollination
A Smart bench
A Cycle paths.
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% | DEGLI STUDI SNAp4 NG
= FIRENZE | R | SEieee INDUSTRY "‘*“‘

J OT Applications Development

MicroServices collections

ServiceMap Discovery

< Knowledge Base, Km4City

My (0]} Appllcatlons

Sharing/saving
reusing 10T App

Dashboard Collection,
Editor and Wizard ol — — —
Resource Manager
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

& Dashboards
#@ My Dashboards
A Notificator
O |OT Applications
My Personal Data
= 10T Directory and Devices *
W Knowledge and Maps ~
Micro Applications
I External Services *
Data Set Manager: Data Gate
=2 Resource Manager: Process Loader ¥
@ Dewvelopment Tools ¥
Management *
& Ssettings ~
User Management and Auditing ¥
Help and Contacts *
[J Documentation and Articles ~
My Profile ¥
¥ snap4City portal
¥ Kma4City portal

' DISIT Lab portal

IOT Applications

1i Prev 12 3 .. 9 Next Filter Q.

© 2018-09-21T03:19

©® 2018-09-14T04:44

© 2018-10-19T16:07

@),
@.f .‘ @.f .' @.f .‘ @.f .‘

IOT Edge App IOT Edge App IOT Edge App IOT Edge App

owner: badii owner: panesi owner: pb3 owner: pb3

l. l. Management l. Management l. Management l. Management

© 2018-10-19T17:17

3«?—99 E’.
ﬁ@e ‘

= ® O0_06
©

Y 0. & o ©

IOT Appllcatlon IOT Application

owner: semolarudy owner: testers owner: semolarudy
Management Management Management l. Management

owner: comunedashres

® Deprecated - SiiMobilityControlRoom @ SansungGalaWBarOode

S .
§ o’ 6% @ ! o’ D b o ®
IOT Appllcation IOT Edge App IOT Appllcation

owner: badii owner: badii owner: tester2 owner: testerl4
Management l. Management Management Management

® |ot-App

E’.
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o =< Node-RED N -
Q flow1 Flow 1 + info debug |dashk

reottocladmini

RootAdmin | Idap v input Flow
a
@ Dashboards .- () show micro web app Name flow
- ID "49a71aa8.b297b4"
My Dashboard
@& My Dashboards .. Status Enabled
& Notificat [ service-search-near-marker )
otificator
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* |OT Applications, realized by using Node-RED and integrated with
Snap4City Nodes/MicroServices block, can be behind dashboards to
get data from them with Virtual Sensors and Actuators.

— Dashboards may be connected to multiple IOT Applications and IOT devices
— |OT Applications may be connected with multiple Dashboards and IOT devices

* A network of Dashboards, IOT Apps and IOT Devices and data is
easily realized exchanging data via secure connections.

* Training Cases:
— US2. Using and Creating Snap4City Applications with Dashboards

— US9. Creating Snap4City IOT Applications, different formats, protocols,
brokers, communications
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* Dashboard widgets can be classified in:

— Virtual Sensors

* Those that produce the data
From IOT App on Dashboard

— Virtual Actuators

* Those that produce the data
From Dashboard to IOT App

— Virtual Sensors Actuators

C"SNANanusmv
/Clt/_DastJ/]:gecs

e Those that produce/receive the data 2] switch buton
From/to Dashboard to/from 10T App o =

TC9.18: Advanced Features of Sensors Actuators of Dashboards vs IOT App
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’ ] = connected to ws:/fdash
copy é)—(i] - .

dcity org-8080/server

@ connected to ws:/ashboard

@ Created on dashboard
@ connected to ws:/fdasr

@ Created on dashboard

delay 3s l‘]‘)—cm—‘:b get rand
@ connected to ws.//dashboard km4city org-8080/gerver

random l;:,
@ connected to ws:fdashboard_kmdcity org-8080/serg

[aTauT]
Dooo
oo

B connected to ws./dashboard.kmdcity.org-8080/server |
. Created on dashboard connected to ws:idas

@ connected to ws./fda
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O C“ SNAPinpusTRy [

FIRENZE | BSsuni o | RBNEIEL
| I Y -
oW to change the set up

ensors Actuators Allo
:. E delay 5s '\~ putoff c}

=

B connected to ws:/idash

connected to ws:ffidash
'3080/S\ver )

i O é copy é}__é random §I
iy
) ) B connected to weAidas
B connected to w/ashboard™sgdcity. org:8080/server EE” onecien o e lidach
EII:I -g *
@ connected to ws:/fdasr

@ Created on dashboard

@ Created on dashboard

I cnnnected to ws:ffdas
I cunnected to ws:fida:
I connected to ws fidas

@ connected to ws./fda

:b get rand §3

.
fc.//dashboard km4city org-8080/9erver

@ connected tg

(-
agQ
@ connected to ws://dashboard kmd4city.org: E-{I'Bi}.fsewer ”" -

[=1
o
Y]
=
[}
n
Ly T

S com 0

@ connected to ws ydashboard kmdcity org-8080/ze

@ Created on dashboard
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el
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.........

New Share
Variables

Constant
Values
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Y SNAP/wousay o

el

e

Storage and
IOT App on
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Premise

MyK
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Sensor
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Case 2

New Shared
Variables

2500 Msg/s

Case 3
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l

Case -I SV | W53 https://www.snap4city.org/dashboardSmartCit
y/view/index.php?iddasboard=Mjc4ANA==

34.66563913330602

e 0000

10 WS messages per second

@@ Created on dashboard

N —

@ Connecied to the serverl @ connected to ws:/fdashbi
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ase 2: Event Driven 100%

case 2 SVG WS3

s e https://www.snap4city.org/dashboardSmartCity/vie
w/index.php?iddasboard=Mjc4NQ==

12.16894079137732
&

-

40 messages per second

Update valuel ’z’ B alue Written!

B Value Written!

B Value Written!

® Update valuel

_—é adapt o SC §T§ adapt to Write #3———{

@ connected to ws://dashboard kmdcity org-3080/server
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TC9.19: Custom Widgets / Synoptics controlled by IOT
Applications

Custom Synoptics and Widgets for Dashboards

Scenario: 5G Enabled Water Cleaning Control

Snap4industry: Snap4City for Industry 4.0

TC1.22: Create and configure a Snap4City SVG Custom Widget for
real-time interaction
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O Open Data:

— Data gate, federation of Open
Data Portals

— ETL processes (PULL)
— |OT Application processes
* |OT Networks:

— |OT Application processes, data

driven or PULL

— 10T Brokers (Push) = 10T
Shadow

*  Web Pages:

— Web scraping, crawling
processes

*  Social media: Twitter, Facebook,..
— Twitter Vigilance, IOT App
*  Mobile Apps
— Smart City API
. Files upload: CSV, Excel, etc.
— 10T Applications, ETL
*  RESTAPI, WS, FTP, LD, LOD, etc.
— 10T Applications, ETL
* Data base accesses
— GIS: WFS, WMS
— ETL, 10T Application

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

OT Device

|OT Device |

— !

1 N\ r~

Y SNAP/wousay o

and tiows

IOT Ap

IO Brokar ~
|

Sensors/
Actuators

IOT Edge

: Web Scraping =)

GIS data, Maps, ...

API, External Services

Rest Call

1%

i

) - VOGNS0
or=

External Data Stores @ ~
a LD, LoD ¢
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Snap4City

e

roottooladminl
RootAdmin | Idap

@ Dashboards
@& My Dashboards
& Notificator
O 10T Applications
My Personal Data
= |OT Directory and Devices ¥
W Knowledge and Maps v
Micro Applications
I External Services ¥
Data Set Manager: Data Gate
¢ Resource Manager: Process Loader ~
Development Tools v
& Management v
¢ Settings ~
User Management and Auditing v
Help and Contacts v
[J Documentation and Articles ~
& My Profile ~
&' Snap4City portal
@' Km4City portal

@' DISIT Lab portal

v input
Sl e
R

status

link 0
maqtt 0
http ®

=
o
o
7]
o
o
=
@
(a
O

tcp

udp

amgp )

amqp?2

0 link

< -.
I!°I|

=

S

| I

=

—

O

matt

Chttp response

() websocket

tep

» ° —
' J y J o y J Val - —
a - | ara a - , alalaalolia
oW o U N R0l A — J J ,/ _ _ J = Hinid =2 debug |dashk
Flow
pe - Name flow1
show micro web app
- ID "49a71aa0.b297b4"
Status Enabled
service-search-near-marker )
Information

\ — .
() transform results (O e € world map ‘
{ J
( event-log S

Id )
N

) point

() ¢

() popupopen
O

f

:é vehicleflow(carlh)‘ g

I
B

A

vehicleFlow

e i

switch
7

{ sensor ‘

—
D) get value
| J

( event-log

I [ | 0
C J

@ connected

@ connected to ws://182.168.1.185
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Communication Patterns

&a® @ ® "

e HTTP(s)

« AMQP
 COAP

* NGSI

* OneM2M

* WebSockets

Bro
Gat

B
G

Br k
Ga e

Discovery Telemety Inquiries Commands Notifications *® ........
Discover, register Information Fows Requests from Commands from e B
and “thrust™ new From device to devices looking to other systems to a P M K E
GERSS Ouyine another )stem for gather required device or a group systems to a tc.
network conveying status information or asking of devices to device or a group

Chahges in the to initiate activities perform specific for conveying

- activtes status changes in

Registration Push Bulk action the world
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP,
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP, WSDL, Twitter,
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS,
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC,
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android,
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT,
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, etc.

https://www.snap4city.org/65

ahundati"" E Fl- E@15 bee srﬁrt city

Node-RED digital ecosystem

: | _ EUROPEAN DPEN
I ;Idg rft?‘nxer network ¥ ckan -—@GJL @ esrl Italia ~p  SCIENCE CLOUD

FHE SCAENCE OF WHERE

Snap4industry by Snap4City (C), October 2020 94


https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

V\

o

T T

e
@ w0 €

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

NNNNNNNN

‘ »

\

SSSSSSSSSSSSSSSSSS Y SNAp4INI]USTRY
AND INTERNET

TECHNOLOGIES LAB

* Snap4City is capable to ingest and work with any format:

— Data exchange: JSON, GeoJSON, XML, HTML, HTMLS5, DATEX, GTFS,
binary, etc.

— Table: CSV, XLSX, XLS, database, ...
— Any archive file format: zip, rar, 7z, tgz, ...
— Any image format: png, gif, tiff, ico, jpg, ...
— Any video format: mp4, avi, moy, ...
e Search the format you need to cope on the search box of
Snap4City portal

Snap4Industry by Snap4City (C), October 2020
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o https://www.snap4city.org/drupal/node/474
a ,.
Pl |OT Broker ¢YSNAPLcrry Case B2
(4]
|IOT Device
=
g |OT Broker - ¢YSNAP/cny Case B1
w |OT Device i) Registered 10T Broker
(7)) on Snap4City
(1]
@ E—» |OT Broker ¢“SNAP/cry Case A1.2
K - IOT Device ) Registered
(& ) |OT Device on Broker
oo
N P [
; |OT Broker - ¢YSNAPcrry Case A2
: IOT Dovice @) Registered i) Registered IOT Broker on Snap
prom— IOT Device on Broker ii) Registered IOT Device on Snap
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Snap4City supports a large range of protocols for communicating with
servers, services, |OT devices, legacy systems, GIS, etc., and format

See also
— Supported Protocols

— High Levels IOT Protocols
— TC9.2 - Managing heterogeneous File Ingestion, protocols, formats via 10T

applications, and open standards
— US9. Creating Snap4City IOT Applications, different formats, protocols

brokers, communications
— TC2.14 - 10T Applications using multiple protocols, and formats for files

Creating IOT Applications coping with heterogeneous data
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univirsita | DINIFO | DISIT ; s iy
DIPARTIMENTO DI DISTRIBUTED SYSTEMS s NA p4
INDUSTRY |

&Jnx@ﬂor

Data Inspector

Single dat:a widgets
User: roottooladmini, Org: DISIT = |

Role: RootAdmin, Level: 7

LoGOUT

Campi Bisenzio

- ? 7
My Snap4City.o L /Flesole
ﬂeropnr;a
Firerze,

A nY
Dashboards : o~ ——Anierigo
a : ¢’ £ Vespucci

My Dashboards in All Org. L i % F|renze £
. A
\

= e e R e e T Scandicei
Dashboards of My Organization Bagno a Rlpoll
My shboards in My Organization WMontelupo
Fiorentino
Notificator ROlagia5tigerficie
Empoll

Data Inspector

ata, KPI, POI © OpenStreetMap contributors

10T Applications Data sources

d Devi All selected (14 ~ All selected (B1) ~ All selected (1085) = All selected (1393) ~ All selected [55) = All selected (2) ~ All selected [2)
ory and BVICes -
High-Level Type '{ Nature Subnature ¥ ValueType % Value Name & Data Type Healthiness Ownership %
and Maps * Special Widget ronment / t Previ_Meteo special weather Pian di scO 1 -29 170405 public
Special Widget ronment MNeat Fo Previ_Meteo special v ther Vernio 2019-06-2917 public
Micro Applications Special Widget Environment Neat Previ_Metso special weather ergemol 2019-06-29 17 public

Special Widget ronment MNeat Previ_Meteo special v L Castelnuovo di garfagnana 2019-06-2917 public

nal Services Special Widget Environment Neat Previ_Metzo special weat Pian di sc& 2018-10-11 09:00:21 public

Special Widget Envircnment MNeat Previ_Meteo special weat Montepulciano 2019-06-29 170405 public

) Se E - D ate - — . e e e T .
Data Set Manager: Data Gate Special Widget t / t S Previ_Meteo special \ it Isola del giglio 2019-06-29 17:04:05 public
Special Widget ent fi S Previ_Meteo special weather Abbadia san salvator 2019-06-29 17:04:05 public

Manager: Proi
Hide columns : Previous

Developmen

Management ¥

- 54 o L

Help and Contacts Rel 04:00 00 10:00 1200 16:00

Documentation and Articles




[ | DINFO | DISIT *VSNAP!
= RTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | hocoyenn oo | SSNEREL o INDUSTR

ta Inspector (open on your left side menu)
* Cross Filtering on the basis of:

— MAP: pan and zoom -2 lock, center on GPS coordinates of the user

— Data Source Classification:
* faceted filtering
e full text search

— Click on data source to see it on map, and see the graphlcs representatlon JUSt to learn
how widgeting it.

* Selecting a Data Source on Map:
on its Pin you can see:

— Real time data

— Time trend: 4 hours, 12 hours, 1 day, 1
week, 30 days.

— Full status and description (only for
Administrators)
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FIRENZE
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DIPARTIMENTO DI
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DISIT ”
‘-
ANGINTERNED ™ SNAp4INDUSTRY
AND INTERNET
TECHNOLOGIES LAB

— <

o

Jnitied Dz

—

ta and

eIVl

a .

Vioc

=

) o e
LIaSSITICA!'

A B A A 0 A 6 ed A

= p e b e Type Data Type ast Date 3 = A8 O D Org o
MyKPI Environment Weather_sensar Gradi Centigrad BattenyTemperatureGalaxyTab54 float-mykpi °C 2019-11-2115:51:25 28 [ ] 2020-04-0310:23:02 private Firenze dc=Ildap,dc=disit,dc=org
MyKPI1 Ervironment Weather_sensor Gradi Centigrad BatteryTermperatureS6Edge float-rykpi °C 2020-01-23 123734 25.299999237060547 . 2020-04-0310:23:.02 private DISIT
MyKPI1 Environment Weather_sensar Gradi Centigrad BatternyTemperatureSamsungs9 float-rykpi o [2019-04£-23 05:54-21 24 399999618530273 . 2020-04-0310:23:.02 private Firenze dc=ldap,dc=disit,dc=org
MyKPI1 Ervironment Smart_waste_container Level_percentage Bin_001 percentage-rmykpi % 1970-01-01 01:00:00 . 2020-04-0310:23:02 private CISIT de=ldap,do=disit,dc=org,
MyKPI Environment People_counter Battery Percentage borrowed_tbeam_pax_green BATTERY percentage-mykpi % 2019-03-13 20:24:52 4202 [ ] 2020-04-0310:23:02 private Firenze dc=ldap,dc=disit dc=org
MyKPI Enwironment People_counter Battery percentage borrowed_ttgov2Inew_pax_black BATTERY percentage-mykpi % [2019-05-06 10:03:55 4132 . 2020-04-031023:02 private Firenze dc=ldapdc=disit,dc=org
MykP1 Environment People_counter Battery Percentage borrowed_ttgovZinew_pax_green BATTERY percentage-mykpi % 2019-11-19 08:56:56 4072 . 2020-04-0310:23:02 private Firenzedc=ldap,dc=disit,dc=org
MyKPI1 HealthCare Health_district tassodicrescita corkpimemilia float-mykpi % 1970-01-01 01:00:00 . 2020-03-2413703:24 private DISIT

3
Hide columns . Selected rows: 0 Previous 1 2 3 4 5 .. 35 [Next Search

ip
ion

t

SubNature
Value Type
Value Name
Data Type
Last Date/Time

ganiza

Value Uni
Ownersh

Or

n

o Nature
3

o

e Last Check

=
e
S
=
>
Q.
3
=)

Technical
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oniversia | DINFO
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TECHNOLOGIES LAB

HLT: MyKPI

Nature: Industry and manufacturing
Subnature: Chemical

Value Type: Density percentage
Value name: CloroParaffine

Data Type: float mykpi

Value Unit: %

Last Date: 2019-02-25

Last Value: 87.0

Healthiness:

Last Check: 2020-04-03 10:28:12
Ownership: private
Organization: Firenze

¢ SNAPwoustry =

HLT: Sensor

Nature: From IOT Device to KB
Subnature: IOT Sensor

Value Type: Battery Level

Value name: Irrigator fioriera Gag
Data Type: float

Value Unit: V

Last Date: 2020-04-01 12:59:00
Last Value: 5.18

Healthiness:

Last Check: 2020-04-03 03:28:12
Ownership: public

Organization: Firenze
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rRenzE | B BT How to In gest ¢ SNAP/mousrey
All of them can be shown on Dashboards, what about manlpulate them!!!!

HLT, High Level Types++ m--m LI AN I How to ingest/change/manage

Complex Event (msg) Yes Dashboard, ETL, Special, IOT App

API (Ext. Srv., any prot.) Yes Yes Yes Yes Yes Yes Yes Yes ETL, Special, IOT App

External Service (web pag) Yes - Yes ETL, Special, IOT App, Web Scraper
KPI (metrics) data Yes Yes Yes Yes Dashboard, IOT App, API, Metrics SQL calls
MicroApplication (webapp) Yes - Yes Dashboard, IOT App, API, FTP
Dashboard-IOT App (msg) Yes Yes Yes Yes Dashboard, IOT App, API

My Personal Data Yes Yes Yes Yes Dashboard, IOT App, Userinterf, API
MyKPI data Yes Yes Yes Yes Yes Yes Dashboard, IOT App, Userinterf, API
MyPOI data Yes Yes Yes Yes Dashboard, IOT App, Userinterf, API
Heatmap matrix Yes Yes Yes Yes Yes IOT App, MicroService, Userinterf, API
Sensor data Yes Yes Yes Yes Yes Yes IOT Directory, I0T App, Userinterf, API
Sensor Actuator data Yes Yes Yes Yes Yes Yes Dashboard, IOT App, Userinterf, API
POI (Point of Interest) Yes Yes Yes Yes DataGate, ETL, IOT App, API

Special Widget (complex) Yes Yes Yes Yes Yes ETL, special, IOT App, API

Synoptics MyKPI (groups) Yes (Yes) (Yes) (Yes) Yes Special, API

Special Tools (functional) (Yes) (Yes) (Yes) (Yes) Yes As MyPersonalData

WFS/WMS (GIS data) Yes [yes] [yes] Yes GIS tools, or GeoServer, I0OT App



OB S7,

S no% UNIVERSITA DINFO -‘*
JDE | PR | L. | R €~ SNAP/inousTr (25,

ey i yg
Hsines

* Dashboard: by creating a Dashboard Widget that can act/change the values with actuators (2nd Day Slides)
* API: you can use the Smart City APl to change / provide the values (see 3rd Day Slides)

* 10T App: by developing an IOT Application on Node-RED exploiting Snap4City MicroServices (4th Day Slide, and
in part in these slides)

* DataGate: you can use the DataGate tool to ingest the data, and publish them
* ETL: by developing an ETL process, and put it in execution via DISCES

* 10T Directory: you can use the IOT Directory tool to change the parameters, and set up the ingestion process,
via |IOT Brokers, IOT Devices, |0T Edge.

* Special: by using a special tool for developing a process, or for creating SVG Synoptics

* Userinterf: there is a number of Tools with Graphic User Interface that you can use to change the values, see
in the menu on the left.

* Web Scraper: by creating a Web Scraping process and exploiting the results into an IOT Application

* As MyPersonalData: they are substantialy MyPersonalData
* From third party tools: they can be manipulated by using third party tools

Snap4Industry by Snap4City (C), October 2020
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Snap4City BigData
Storage and KB

e — —

R —— M——

Metric, KPI

—

MyKPI, MyPOI, ...

universia | DINFO | DISIT ;
DEGLI STUDI RTIMENTO DI DISTRIBUTED SYSTEMS SNAp4INDUSTRY
FIRENZE | S5 R one | 428 NEAEL: ae

API, External Services, MicroApp

. Reﬂ. ServiceURI I

l * Req. KPI, Metric ID |
I * Req. MyKPI ID l
GIS, HTTPs URLs

.'ﬁ

[

10:52:16.

- ! — g e rman e ServiceURI (ID)
— F e e MyKPI, Metric (ID)
. — * Dynamic Data, computed
—S T’"— i S— into IOT Application
: ;‘ T — w
G - ) ) — l ¢ 90.786%
e S S — = AR T -

|OT Application
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., | UNIVERSITA
z | DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGE NERIA

—
_ - DVRamic (4 ¢“SNAP! o
R oone | SENGEEL e W INDUSTRY ez
Widgets ICONS Widget Name, Description Dashboard-10T MyPersonal MyDa My
App Data KPI

Single Content I X (cs) X (DD) X X
’ Speed Limit X X
) Speedometer SRR X (cs) X (DD) X X X X
~ Gauge TN X (cs) X (DD) GCJ X X X X
T F | Single Bar, V/H- - X  X(DD) .= X
B wm Singletar vH S ST (oD) £
= g | Single and Multiple Bars, X (cs) X(DD) X X X X X
= M stacked or not m o)
A
MultiSeries, shaded, X (cs) X @ X X X X X
2 |:= staked and non staked m )
tad Time Trend (single) X X(DD) A X X X X X
Ead % Time trend Compare O x X X
SpiderNet, radar, Kiviat m X (cs) X (DD) X X X X
X X X X

(Q} Pie, Donut, m X(cs) X

2 layers Donut

’Ew Table SRR X (cs) X X X X X X
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=z | DEGLI STUDI

£
D | PR AL T ¥ SNADP/ inousTRY [
* |OT APP column in previous table:

— X: means that from the IOT App you can send a new value or array to the
widget directly, without the need to have is stored into Sensor or MYKPI
variable, etc.

— CS, widget supports Change Source, in the sense that: from the 10T App is
possible to send a command to the Widget to change the data source. E.g.,
selecting sources among: Sensors (service URI), MyKPI (ID), any value
produced on the I0OT App directly. (cs) recent additions

 Dashboard IOT App column in previous table:

— X: there is a MicroService / node on IOT App to act on those widgets on
dashboard. The data are visualized.

— DD, widget is Data Driven, in the sense that new data in push can be sent and
the widget is updated in real time on web page without web page realoading

DINFO

INGE NE
DELL" INFORMAZIONE

TC4.9: New Support Widgets for Bars, Barseries, Trend, and Series, on Dashboards and 10T
Applications (partially obsolete)
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Dynamic Widget data

v8: cbject ServiceURI (ID)

metricId: "http:/fwww.disit.org/kmdcity/resource/tusc_weather_sensor_ow_316654@"

s

AT

metricHighlevelType: "Sensor”

airTemperature.

Temperature Room Temperature

metrichame: "tusc_weather_sensor_ow_3166548"

® tusc_weather_sensor_ow 3166540 @ tusc_weather_sensor_ow_3182522
Room 117057458 Room 2_T7057459

metricType: "airTemperaturs” -

*1: object .
[
metricld: "https://servicemap.disit.org/WebAppGrafo/api/vl/? SerVIceURI (ID)

servicellri=http://www.disit.org/kmdcity/resource/tusc_weather_sensor_ow_3182522&format=json"

c VECTs

metricHighlevelType: "Sensor”

¥
il e oot

metrichame: "tusc_weather_sensor_ow_3182522"

metricTyps: "airTemperaturs”
° clorn  parine e uote 100

*2: object

metricId: "17@56320" MyKPI (ID)

metricHighlevelType: "MyKPI"

¥ Livorne

metrichame: "SiiMTuscanyTrackerLocation”
metricType: "Velocity"
*3: object

metricld:
metricHighLevelType: "Dynamic" Dyna mi C

metrichame: "BatteryTemperatureGalaxyfote"

metricType: "Gradi Centigradi” .
metricValueUnit: "oC" ¢ SerV|CEU RI (I D)
measuredTime: "2019-11-21T14:51:007"

value: 6.688898111364585 d MyKPI (ID), Metric (ID)

*4: object

setricte: ™ . * Dynamic Data in JSON (single or Vector),
metricHighLevelType: "Dynamic" Dynamlc

metrichame: "BatteryTemperaturemia” CO m p UtEd I nto I OT Ap p I I Cat I O n
metricType: "Gradi Centigradi®
metricValueUnit: "oC"

neasuredTine: "2019-11-21714:51:8aZ" TC4.9: New Support Widgets for Bars, Barseries, Trend, and Series, on Dashboards and IOT Applications
value: 62.8502788741156 Snap4Industry by Snap4City (C), October 2020 107
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J‘
*isw r\\‘\

HLT: Sens

e Complex Event

* Dashboard-IOT App
e External Service

* Heatmap

 KPI (Key Performance Indicator)
* MicroApplication
My Personal Data
 MyKPI
 MyPOI

* POI (Point g
* Senso
e (Sensor Actuator)
* Special Widget

e Wfs (GIS)

O3

High Level Types

Selector
~ / Traffic Sensors
A First Aid
FL

A Smart waste
A Meteo sensor in via

Bolognese
‘ Air quality

U

e
%
fw g
—a
A Smart bench ;

Bike sharing (Pisa)

Test api fromTime

Thu 8 Mar 09:18:52

aaaaaaaaa

Temperature 1 (last 12 hours)

224
168
20.5°C - =0
: 55 <2
o
08:00 1200 16:00
Temperature 1 (H24)
2332
174
ne
58
o0
&8 Jul 04:00 08:00 12:00 16:00 20:00

9. Jul

Current
Previous

Current
Previous
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HLT Sensors

Sensors can arrive in platform as
follows (see Nature)

DISIT 2 L
T Y SNAPmusty e
Nature

E Accommodation +

E Advertising + 4

E AgricultureAndLivestock + S u b N a tu re
E CivilAndEdilEngineering +

g CulturalActivity +

-

) Bl educationAndResearch [# B EducationAndResearch =
— ETL processes in PULL ¥ g fEm—omimmE
* As Periodic processes g * E“’Mh.
" From IOT Devices to KB (knowledge | . & Lo
base). Registered via |IOT Directory, P Governmentoffice % g e scation
arriving via IOT Broker and saved [ Healthcare + e s .

@ IndustryAndManufacturing +
\/ IoTDevice +

ﬁ MiningAndQuarrying +
ShoppingAndService +

H TourismService +

“ TransferServiceAndRenting +
ﬁ UtilitiesAndSupply +

E Wholesale +

m WineAndFood +

into the Data Shadow,
e |0T data driven process in PUSH
— From Dashboard to IOT Devices

(echo) is a virtual sensor
Sensor Actuators (HLT),

* |OT data driven process in PUSH

IOT Data Driven
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Real Time N

N » ”‘/, X b A A,

|IOT Applicatio | | ‘
- Rea\T‘me GG D00 B0 G GO0 D0 M0 Thn KO R0 B0 Ao GO0 0D B Sho GO0 RN
+ Historical
Snap4city Platform storage
for «Data Shadow» an
Actuator
oeq\" Dashboards also provide
pe rendering for sensor values

Lavagnini Statuto

Snap4City
|OT Brokers @ @

€ ..o XO
Managing Public and
gro™ Private IOT/IOE Devices Towards any I0T Device
and/or Dashboard

Sensors Snap4industry by Snap4City (C), October 2020 110
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From Dashboard to IOT Devices

Y SNAPmousry

* Widgets:

— Impulse Button fg \
— Button |
— Switch
— Dimer/Knowb
— KeyPad

— geolocator

* Registered on some
|OT brokers with
NGSI mutual
authentication

N

PeopleNumber

Confirm

None
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HLT: Ser

UNIVERSITA @SHT
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 Complex Event
Dashboard-10T App
External Service
Heatmap

KPI (Key Performance Indicator)
MicroApplication
My Personal Data
MyKPI

MyPOlI

POI (Point of Interest)
Sensor

Sensor Actuator
Special Widget

Wfs (GIS)

NSOrs-ACtuators

¥ SNAPAwousty %@é

|OT Application

ot — oot 10 Dashbo

T B |
H

o
From IOT A

10T App

From Dashboard to

Dashboa rds

-

Reauest Green
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/S‘)ﬂ S

Dashboardl T App

ol & bl

MyKP! variably
Synoptics

Nature

¢YSNAP/cry B
From Dashboard to IOT App

|IOT Application
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Dashboard-| T App
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Qiberncdes || Snapachy-Clyapp Fiow 1
~ function
S | — Cp < e ' S
W= /; ----- o -
dlay @ connecied i we dasat
o e
_anm 1)
e '
S TD !
e e
o d
ang
— Q — -
st
S — s
— ¥
i
L m— i o
= JU——
D —{=
A e s

From IOT App to Dashboard

Bz

kwlajcrry ]

¢“SNAP/crry

Mm€
A

20.5°C

O |

T Application
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Single Content Widget (flexibility)

DISIT ;
e erens C"SNANanusmv

TECHNOLOGIES LAB

246 TOT. EVENTI SULLA RETE

From Dashboard
Editor and IOT 74 20.5°C 176 INSTALLATE
Applications, accepts hafm3 B
INnin pUt: N Position Updated,

7 11440 Utenti WiFI press Show My
e Numbers Position
[ St r‘i n g Interpolation agg_g;e:(;c;\;go%ompleted 2019- = & S —— [EI
° HTM |_ Code ..m.f?.fm uml;;i.ﬂ

LEOPOLDA (Bm) CALZA (em)

SO2average24HourFlo
o Chbibitlaachaliio 2777 446

% occupati s 300 posti % ocrupat] su J8

x| -
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MyKPI as Trajectories

 Complex Event
 Dashboard-10T App b
* External Service
* Heatmap
 KPI (Key Performance Indicator)
* MicroApplication 580 i S

My Personal Data LR
* MyKPI
 MyPOI
* POI (Point of Interest
* Sensor
* Sensor Actuator
* Special Widget

([ J WfS (G IS) Snap4lndustry by Snap4City (C), s v S\ ST - =

< Points Of Interest

/ Le Pain Quotidien
©243m

1 €ior
/ Copyright
/ ®250m
AR
. = amuseum

High Level Types

* Real Time Tracking
* Hystorical Tracks
* MicroApplications
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MyKPI: Tracking of Devices and Mobiles

* Real Time Trajectories for
* Mobile Phone

. .
M IOT D
oving evices
OBD2 - Engine RPM - p...(7m)
. . e " Quarrata 7 ry
¢ OBU V h I K t (B a2 0BD - Throttle Por™
, Vehicular Kits » N A
i = 4 - Intal '
. Multiple track ‘ oo - T e 2083
Multiple tracks £ . B , _
— N\ Last sant §10/2010 23137 04 100 205 130 24 2200 2215 2230
Trock Date: 2019-10-06
° Da b da ‘ @ | || 0BD2-Vehidespeed - m) OBD2 - Vehicle Speed - pid_val TS@WFOLXXTACLKYES816 3
b O prev day 150
Sm(mg no 4 » N - —
Montespertan | 1 VaLdIPess g?TMVQhIdOSpoA 77 9 100 : 2
. . . m: NA . 50
* Micro Application e :
Greve in Chiang A é’; wosu 204s 200 s 230 n4s 2200 215 230
pPps 9o O prevday OBD2 - Engine Coolant . (7m)]  OBD2 - Engine Coolant Temperature - pid_val_ S@WFOLXXTACLKYG58. (7]  ©
r OBD2- Engine AP o
Status still
Speed: NA 90 = —_— T ———,
Last sent 6107092927 90 /
Track Date: 2019-10-06 60
IS &z & 0
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e Data ingestion can be performed by using multiple tools:

ETL processes, |IOT Applications, Data Gate, WebScraping. We suggest:
» ETL for static / periodic data in PULL
* 10T App for real time data and flow, from 10T Brokers/Devices
» DataGate for Static Data, upload them as files, or collected from other CKAN
* WebScraper for scraping data from Web Pages, when authorized!

 See how to test cases:

HOW TO: add data sources to the Platform

HOW TO: define privacy rules for personal data, produced by the end-users own device

US6. Developing and using processes for data transformation

TC6.1 - Managing DataSets via DataGate: ingest, search, download, upload, annotate, share
TC6.3 - Creating ETL processes for automated data ingestion and data transformation

TC6.5 - Managing Heterogeneous File Ingestion via ETL processes

TC6.9 - ETL processes for multiprotocol and format data ingestion, see on GITHUB for library

TC9.2 - Managing heterogeneous File Ingestion, protocols, formats via |IOT applications, and open
standards
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To Start we are going to use Direct Dashboards
Dashboards accessing data avallable on Platform, including your
own data coming from Mobile App, already registered!!!

|OT and data World iaSTiEZ;;(:]SS
My IOT/IOE Devices | PP )
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|OT Network Manager vs Final Usel

Network of IOT Brokers |IOT Directory
— LT ] I e : 7
D |
—LnT P 1 I .
_ |OT Broker == s |OT Network
W = —TT Register
=3 Manager ¢
Registerin <
~—~—_  Knowledge Base, i
N — Km4City ]
Final user
Manager

= Discoverin
A%

Browsing‘

ServiceMap
Knowledge Base

Knowledge and Storage
Data from the Field and
From the City if needed
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€3 Bluetooth
() ( ) ] o A~ Sensors
J ” ( e / e Actuators
LoraWAN +  Arduino, Snap4All  Snap4All PAX 10T Edge |OT Edge LoraWan
Arduino + Wi-Fi NGSI 10T Button Counter NodeRED: NodeRED: Gateway:
12C. NGS ’ LoraWAN Raspberry Pi,  Android, LINUX, 10T Edge, NGSI,
’ ES_P' NG5, WIFL, NGSI.  NGSI, WiFi, Windows, ... WIFI, RJ45, GPS
Wi-Fl, BT GPS RJ45,..

Any Sensor / Actuator
Open to other protocols
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IOT Devices can be open or proprietary
IOT Devices: a large range of protocols, formats and kind

— |OT Devices (single or in bulk) are registered on IOT Directory and thus according to Knowledge base
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

— |OT Models are saved on IOT Directory for shortening the registration process
— |OT Device healthiness is monitored automatically

IOT Devices can be public or private
— Full support of Proprietary protocols and devices
— Providing Open Hardware and Open Software 10T Devices/IOT Edge: NGSI fully secure

IOT Edge are devices with some computing capability, realized by using: Raspberry, Android,
Linux, Windows, etc.

— Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

|OT Devices are connected via Secure Encrypted Mutual Authenticated channel of
communication

Snap4Industry by Snap4City (C), October 2020
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Lora 101 Device, Ardull
* Arduino Uno, Mega
* LoraWan Connection
* Any sensor, + |2C

* Fully Customizable

* Open Source |
e NGSI or any other protocols & ..
* Gateway: Dragino

—_—
(S Fl LoRa | :
= https://www.snap4city.org/drupal/node/216
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/ ) ) r =
Dravwan Garews: [ F OT Thhe ROX

e Raspberry Pi Based LoraWan Gateway
* Physical UpLink as: Wi-Fi, RJ45

* Logical UpLink: LoraWAN TheThingsNetwork,
NGSI V2 (mutual authenticated Snap4City)

e Powered 5V
e Geolocated GPS Antenna
* |OT Edge Snap4City Included if needed

)

©)
A
Q)

& Fl L

(
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|OT Device with Ardulno

e Arduino Uno

* Wi-Fi shield, standard y
 Mutual Authentication with
certificates, or K1,K2,sha =

e Secure encrypted connection,
NGSI

* Open Source

* Fully Customizable
— Any sensor

— NGSI or any other protocol
s

-
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n4All 10T Button
Multi Wi-Fi
Ready to use BLE

ESP based, cheap & easy
— low/no energy consumption/ standby

Mutual Authentication with o Sauared o

certificates, or K1,K2,sha — Squared Double
\ Snapdall Button \ Squared Long
secure encrypted connection, NGSI Round Short
yp ’ = \ Round Double
Open Source, Fully Customizable Round Long

HW extensible to sensors https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config
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(_ o d = » Y < ay = d = » I
J JF de2e O J{CJJ(JJJtJf, / ol 16503
_J J
1720
Raspberry Pi e
Mutual Authentication with —
. o 3920
certificates
. 3550
Secure encrypted connection
3840

|OT Application inside
Any sensor

Any protocol from IOT devices

NGSI or any other protocol
Fully Customizable
Local and Cloud Dashboard
Special MicroServices

>

-

Vi

7 B8

mmmmm

Snab4|ndustry by Snap4cCity (C), October 2020
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~ Raspberry_Pi

rpi gpio
rpi gpio
rpi mouse
rpi keyboard

ledborg

MicroServices:
- DHT

- ModBus

- any shield

- etc....
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3.3V Power - 1

2 - 5V Power

SDA1 - GPIO02 -3 O

4 - S5V Power

6 - Ground

': Temperature1
| pe

~ Raspberry Pi

SCL1-GPIO03 -5 O
GPIO04 -7 O

Ground - 9
GPIO17 - 11 O
GPIO27 - 13 O
GPIO22 - 15 O

3.3V Power - 17
MOSI - GPIO10- 18 O
MISO - GPIOO0S -21 O
SCLK-GPIO11 -23 O

Ground - 25

SD - 27
GPIO05-29 O
GPIC06 - 31 O
GPIO13-33 O
GPIO19-35 O
GPIO26 - 37 O

() rpi-dht11(BCM PIN 2)

O 8 - GPIO14 - TXD
O 10-GPIO15 - RxD
O 12 - GPIO18
14 - Ground
O 16 - GP1023
O 18 - GPIO24 L
20 - Ground Ll
O 22 - GPIO25 8 Temperature2 E.‘
O 24 - GPIO8 - CEO [
O 26 - GPIO7 - CE1
28 - SC
30 - Ground
O 32 - GPIO12
34 - Ground
O 36 - GPIO16
O 38 - GP1020

Humidityt (>

[ rpi gpio qJ
()  httprequest ()
‘ tﬁl pi gpio ] ‘é file

[ i mouse qj

L
.

DY twesenpr

Humidity2 ()

(pi-cht11(BCM PIN10) ()

rpi keyboard [;j

W Retrieval

Map Search ~

Ground - 39 O 40 - GP1021 ~ S4CDashboard
= Topic rpi-dht11{BCM PIN 2)| [{—] ledborg ]
dashboard
‘ websocket [}j
= Sensor [ Sense HAT q]
model DHT11 v
£, dashboard
e T O [{] Sense HAT ] websocket
= Pin
numbering BCM GPIO A RaspberryPi_Environment EdgeDevice
= Pin number 2 v
% Hame msg.payload={"temperaturel™:{"value”:msg.payload , "type":"Float™}};

_

+1ds F I J -
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City user 7 -\ __E
Would like to: | \

- Monitor and exploit
temperature and humidity

- Manage sensors

- Perform edge computing

- Using these data for
multiple applications

|OT Broker

- & .
he re % ] timestamp & ,\_] RaspberryPi_Environment CO—) = event-log =~} =) split =) CO=C] chart i

Steps: = Raspberry Environment

1. Registering the device and sensors ) % gz B

2. Create flow on edge device using NodeRed with Snap4City, qg A ERemIvE [ Emperstued Y Emperabres
sending data to Broker 20 \A_,\._'l\__v\,.\h,\f

3. Use data from Broker on Snap4City IOT App 10

0
21:06:00 21:26:00 21:46:00 22:07:00
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* Android, any version, App from:
https://www.snap4city.org/download/vi
deo/Snap4All.apk

 Mutual Authentication with certificates .
* Secure encrypted connection, NGSI e o
* 10T Application inside ——
* Any sensor + Local device sensors |
* Any protocol from IOT devices L
* NGSI or any other protocol -
* Fully Customizable =" = -
e Local and Cloud Dashboard . . . e
* Special MicroServices

Snap4Industry by Snap4City (C), October 2020


https://www.snap4city.org/download/video/Snap4All.apk

SR, | UNIVERSITA

Z MY 2 | DEGLI STUDI
% | FIRENZE

termux-battery-
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termux-camera-
info

termux-clipboard-
get

termux-contact-list

termux-telephony-
cellinfo

termux-telephony-
deviceinfo

termux-tts-engines

lermux-camera-
photo

termux-clipboard-
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termux-dialeg
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termux-download

termux-location

termux-tis-speak

termux-vibrate

termux-sms-inbox

termux-toast

termux-sms-send

termux-share

termux-notification

termux-wifi-
connectioninfo

termux-wifi-
scaninfo

(P T

o

B‘._tp;:@lﬂ- A

A7 100% B10:25

< > <% localhost (6} a m O

MicroServices:

- Snap4City

- Termux Snap4cCity specific
- etc.

i

v input
N —— i< — 1 e

@ Created on dashboard T E—
3 )
g

@ Autherticaton Ok

ik & 8 Created on dashboard 33

<) TrSspesk I
& Toast | 3 ¥ =1 1005 11025

g 77 locathost (6] & m O
5 Notification ,

(&

® Creatod on dasnboard

Edit impulse-button node

N e

> node settings
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Control
Room

Video
Decisor

loT Edge <
N |
I@ I

Local Control
Dashboard

Safe and resilient solution

manging Degradated conditions
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* A large range of Devices can be used on Snap4City:
— Proprietary or Open HW/SW.
— Devices of/for makers on which we provide Open source code

 Documentation and instructions:
— TC9.4 - 10T application exploiting Edge computing with Raspberry
— TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
— Snap4City: Arduino & ESP8266 IOT Device NGSI
— SnapA4City IOT Devices Registration
— Snap4All 10T Button: based on ESP32, NGSI compliant secure connection
— IDE Setup for Snap4All 10T Button, and source code
— Registering IOT Edge: example of Raspberry Pi, total security
— Creating: 10T Device, Raspberry Pi based, totally compliant with Snap4City
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MyKPI: Tracking of Devices and Mobiles

* Real Time Trajectories for
* Mobile Phone

TrackerFordOBD2

* Moving IOT Devices
. . - : racker : : OBD2 - Engine RPM - pl...7m)
* OBU, Vehicular Kits B S o o g 5 e
0 { \ ',\ma{.gf_‘ Y W A OBD2 - Engine Cooa 2085'3
* Multiple tracks sl e A . I o o
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\ Status still
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SiiMTuscanyTrackess

Status: il OBD2 - Throttle Position - pid_val T7T@WFOLXXTACLKY6S816 [

Speed: N/A 40
Last sent 71072019 16738 .
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PaxCounter devices

Fixed PaxCounter LoraWan
— Based on Wi-Fi- Bluetooth

Mobile PaxCounter LoraWan
e Based on Wi-Fi- Bluetooth

Fixed
PaxCounter(LoraWan+Wifi

out)
— Based on Wi-Fi- Bluetooth

= =
LgRa® @ €3 Bluetooth

https://www.snap4city.org/drupal/node/456
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— On IOT Edge Android
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Click the icon to
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* Properties

— Name, Type, Creation date

e Control
— Restart
— Delete

* Change of ownership
— Toward another Snap4City User

y 9

[ Applicati

Y an
DISIT C(' S
QTARLIRD SYSTEMS SNAPANpusTRY [
AND INTERNET i
TECHNOLOGIES LAB 8

Qf] J\/J 2 IJ:J o g'f“ r_)»”.'r | loT Application Management
c clg s S L .

loT App_lication Management
Properties ‘ Control Ownership

New owner username Confirm

New owner username can't be empty

* From inside the flow v S4cioTapp

— Restart
— Update

l? iotapp restart %l

| iotapp |
upgrade
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* Need to transform data from your local devices to Snap4City
devices or data storage or dashboards,

* Need to play the role of multiprotocol HUB as in:

— Snap4Home: Scenario: Snap4Home, how to exploit Snap4City solution
on home automation

— Snap4industry:
e Scenario: High Level Control of Industrial Plant

e Snap4industry: Snap4City for Industry 4.0

e Scenario: 5G Enabled Water Cleaning Control
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* Computer based solutions with Node-RED + Snap4City Library
* Node-red supports:

— Raspberry pi, Linux based, Windows based, android with Termux, and also
on a several servers. https://nodered.org/docs/getting-started/

* SnapA4cCity Library:
— From Node-RED: “manage palette” in the main menu’.

— From Node-RED library:
https://flows.nodered.org/search?term=snap4city

You can add any kind of protocol and interface to IOT Edge Device
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* You do not need to be/move in the local network to access at Your IOT Edge
Devices for programming or maintenance, SINCE With Snap4City:

— You can update the logic flow of your IOT Edge Devices from remote,

— You can perform remote maintenance of your IOT Edge Devices and
programms without moving from your office

AND

* You can access to the |OT edge from remote by using a secure connection
* You can activate the remote control feature singularly for each 10T Edge Device
* You do not need to reconfigure your Firewall or Gateway in most of the cases
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* The installation is very simple
1. install Snap4City basic library

2. Drag and drop block from
S4CUtility

3. Configure the block with your credentials
4. Deploy of the IOT App

5. Goin the list of Your IOT Applications on Snap4City.org or other cloud
or on premise installations

6. ldentify the IOT Edge IOT App and click on it to open the view on the
IOT Applications flows

edge-tunnel-to-cloud
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* Creating IOT Applications for:

— Controlling industrial/local processes locally and globally
— Exploiting 10T Edge for local IOT Applications

e Local smartness, limited computational capabilities, limited dashboarding
* Resilience wrt lack of power and connectivity: autonomous

— Sending data on Cloud via secure connection and for:
* business intelligence, data analytics, machine learning

Global scale and local scale analytics

Dashboarding at global scale

remote control and actions on industrial processes

Logging of the activities
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* Inventory of industry assets (movable, logistics, equipments,
etc.)

* Tickets management for corrective maintenance
* Reports and Dashboards

* Predictive maintenance and Early Warning support via
analytics

* Business Intelligence support
* User management with different levels of access
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deviceName temp_station04 10,016 (3.41%)

Predictive Maintenance
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Planned Condition-based
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WHAT IS DATA SCIENCE

¢~ SNAPousrey 5

 u

&
/

Sentient and

2 active processes
a
=2 Simulations and S%;",ANT'C . Big Dat
= 1| understanding Optimization WA 'g La ? ,
<< Patterns Systems E . ;s‘.g_c* , * Semantic Computing
& e, . .
S REDICTTUE ) * Machine Learning
e g * Geo Spatial Reasonin
"( rx.s, Understanding . P : &
1 =X s * Sentiment Analysis
Identifying Factors ||, \cnosTics || 1 >— snd Mesnin * What If Analysis
and Causes - > AL — eaning .
. / ¢ Text Analysis
Pl 2 Farecasting afnid —e—  Simulations
| s doss” Probabilities h . .
DESCRIPTIVE TETE. Text analytics e Visual Analytics
e Multivariate Network analytics . .
] Jtatistics Geospatial analytics * MicroServices
__ =3 Social media analytics ° HH
= || DATA QUALITY f,:kls . 8 " Sentiment analysis Scalablllty .
2 01101001 »st— * Engagement Analysis
= 10 Descriptive ) .
=] ‘ Statistics Business Business .
@2 Intelligence Acumen
#” Transactional _ Strategic >
AN O\ J N J
Progrynmer \ v J Statistian \ Y J Programmer
v Business Analyst Business Analyst J)

DATA S(XENTIST Snap4industry by Snap4City (C), October 2020 170



DELL'INFORMAZIONE

DINFO | DISIT g o G o z
/ / / / / /
DIPARTIMENTO DI DISTRIBUTED SYSTEMS
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dio and/or Tensor Flow

R Studio Development

Data Analytics Dev. in R Stu

SO

Saving /

e gy " Creating Sharing
Ontology Schema  LOG.disit.org reusing

=

~—~—_ Knowledge Base, — —~ ~— —~

Smart City APl from Knowledge Base and other tools

SN Km4City " [>— _ g
Big Data .,:
Store S —
Facility = T - Resource Manager
Using them into
N~ |OT Applications
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| braitin: | DINFO | DESIT | elelelelel ¢“SNAP!/ o
FIRENZE | Neecneria AND INTERNET INDUSTRY 0% émi,,e

DELL'INFORMAZIONE TECHNOLOGIES LAB

“ ==, Coding
§ = Testing
<
]
O
O
(=
(4]
777777 Q
(9p]
(4]
(aa)]
| go | Saving
e « ‘ D Creating Sharing
Ontology Schema LOG.disit.org § Micro services Rusing
_— Knowledge Base, —~ — —~ | < L
N~ KmaCty _— >~—m o — g [
&= e
Big Data > E =
Store = = =
o O = Resource Manager
Facility = =
5 Using them into
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DEGLI STUDI ?Anlnﬂﬂfmo DISTRIBUTED SYSTEMS ' SNAp4INDUSTRY m
F I RE N Z E IDNE?_EIE_H\’I‘FORMAZIONE ?SEANBE%“GEIES LAB -pdalﬂ-

0 Utenti attivi (giorno)

* Aiming at improving
— quality of service, distributing workload “ -
— e3 r|y wa rning Predicting City Users on Areas

2. Nov

I
* Predictions: Short (15 min, 30 Min) and W
mid Term (1 week) IR AM/UJ
* Data Analytics: ML, NLP/SA, ClUSt., Predicting at EXPOZOlS s w2 o owa
— Traffic Flows = multi-flow reconstruction S A
— Parking Status =2 free slots .
Early Warning Water Bomb

— Environmental Alarms
— Air Quality parameters and indexes |

— People Flows (Wi-Fi, Twitter)
- crowd , #tnumber of people

Snap4industry by Snap4City (C), Ccroverzuzu
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Careggi car park
Model BRNN model results
features R-squared | RMSE | MASE
Baseline 0.974 24 1.87 N T -
Baseline + Weather 0.975 24 1.75 * Parchaggl X

. W Parcheggio
N Stazione
Firenze
S.M.N.

. . i1 vicini ® Pil vicini Q Posti liberi
Baseline + Traffic sensors 0.975 24 2.04 ; : oz
. . Parcheggio Stazione Firenze S.M.N. ; 2;“‘:; ;?; o
Baseline + Weather + Traffic ¥ parcheggio auto

0975 24 187 ©2546m Q 263 m S

Sensors
< Parcheggio Stazione Firenze SM.N. X
Active On MObiIe Apps as: Andamento Giornaliero
— «Firenze dove cosa»
( 200 )
— «Toscana dove cosa» Precision: 97,5%
KS:M;I’IJ// ) 00 02 04 06 08 10 12 14 16 1
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UNIVERSITA
C DEGLI STUDI DR'TIQNTEDIO CBR!B&!;ITEMS
FIRENZE | 856 8uaone | SENEREL e
4
r ' r / L [‘_/
rreaictin 'K’

* |ssue:

— How they move: vehicles,
pedestrian, bike, ferry, metro,

— Where they go....
* Impact:
— Tuning the services: cleaning,
police, control, security + Daily trends 123
* Several metrics related to e OD matrices  *°
— Knowledge of the Context + Trajectories > § 388888883383
— :c\llloc:Arllitoring traffic and people W e

Snap4Industry by Snap4City (C), October 2020 176



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PAFTT!MENTO DI
INGEGNERI
DELL INFORMAZIONE

L ¢ sii-Mobility
\\\‘ P\ T g ) . \. P4

* Monitoring movements by traffic | N
flow sensors ., Ly

— Spires and virtual spires
* Monitoring movements from | -

R ] g 0 5 o
= N 2 i ™ O
NI AN £ : > el LA
otk p A P & - J
e ® 8-10 NN I. ‘ = i = R Sl
‘ S o
MObI Ie EI IS 10212 - W R ' - .
and / W \ K o . e
/ \“
|

— Unsuitable for precise tracking | @
and OD production

* Monitoring movements from Wi-Fi

* Monitoring movements and much
more from mobile Apps
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Prediction and ldentitica

fion

Guessing number of users o

I-Fi Access Points

DT Anomalies

/Cluster confidernce

AP average and confidence

Actual AP trend for today

AP prediction for the next time slot in the

ay on the basis of past weeks
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T 7 DI | & AN | -
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o o o : 1200 ! Nﬂ\@ Ww
. . k=12, cluster =10 = k=12, cluster = 11 = k=12, cluster =12 =
Figure 14 — Average BIC for mixture models vs K - = - = o =
number of cluster, higher values are better, the o v e v 1 v :
Curves are truncated at the best Value for K they 06:00 12:00 18:00 06:00 1200 18:00 06:00 12:00 18:00
found. WM i | 0| | i
12:00 12:00 12:00
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vyt | DINFO | DISIT
EGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS SNAp4INDUSTRY
[RENZE | SERRAazone | TEGHNOIOGEs Lae

Qualita Trasporto Pubblico - Cloned

Firenze - 6 linee

Sat 22 Jun 07:45:48

Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 13 (in Sec) Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 31 (in Sec)

Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 17 (in Sec) Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 36 (in Sec)

Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 23 (in Sec.) Andamento del ritardo medio sulle corse attive nei 5 minuti - linea 6 (in Sec))

Andamento settimanale - Linea 13 Andamento settimanale - Linea 7 Andamento settimanale - Linea 23

16. Jun : 18.Jun 19. Jun 18. Jun 19. Jun 16. Jun L 18. Jun 19. Jun

Andamento settimanale - Linea 31

Andamento settimanale - Linea 36 Andamento settimanale - Linea 6

16.Jun 17.Jun 18. Jun 19.Jun 17.Jun 18. Jun 19.Jun 16. Jun L 18. Jun 19. Jun

@ [z owee | B VsNAPAcry
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User: reottooladminl, Org: DISIT
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Knowledge and Maps =
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& External S
Data Set Manager: Data Gate

% Resource Manager: Process Loader ¥

@ Development Tools

& Management =
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@ Data Anshyzer DevDash
c# Data Analyzer DevDash Firenze
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Container Cluster Monitoring
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Netifieator Monitoring
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Mobile Applcation Monitoring
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# 10T App for Conf Clust Monitor
= Smart Decision Support Sys
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Data Analyzer: DevDash DISIT
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Cione
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STATUTO

* Dynamic Filtering, Adaptable, ...

* Full data details, drill down,...

e Synergic with Data Inspector which
addresses data relationships, processing
and information
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Snap4City Data Analyzer: DevDash

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7
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(1]

Dashboard / Sensors-ETL-I0T-v4 Fullscreen Share Clone Edit CAutorefresh <€ ©lLlast24hours D>
‘ Q

My Snap4City.org A

My Dashboards in All Org

Dashboards of My Organization 3 = 1 | | | ’ ' C — 1 2
My Dashboards in My Organization 2 . : ] = = : - — y 444' 44

Dashboards @
g

I
Ml
Count
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» B B B @

Notificator 2 2 2 2
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Snap4City

User: adifino, Org: DISIT
Role: Manager, Level: 4

Dashboards (Public)
Dashboards of My Organization
My Dashboards in My Organization

10T Applications

= My IOT Devices

Knowledge and Maps *
Micro Applications

External Services

Data Set Manager: Data Gate
Resource Manager

Help and Contacts ~
Documentation and Articles

My Profile ¥

Snap4City portal

Km&City portal

DISIT Lab portal

Snap4City

Home  Partners and Interoperability Tools «

Home | Tutorials and Videos lcome: how to start using Snap4City

Welcome: how to start using Snap4City for beginners

o Personalized Suggestions
Snap4City developers suggest you reading: Fu "

You have already created a Dashboard _MNow, you may decide to make it public (visible and accessible) to all on WEB, or to provide access in view to other specific users that you know by nickname.
In addition, you can pass the Ownershiillof a Dashboard to some other user of the system, and you can clone the Dashboard as well. So that you can create Dashboard for other users as well.
We sugget to test these functionaltiiegilince you can:
» access to Data Set Manager to Iload/download, share data sets as files in CSV: hitps://datagate.snapdcity.org/ssologin_handler
s upload data for the knowledge base and dashboards via Data Set Manager,
* access and share of resources as: dashboards, 10T Applications, blocks, etc.; https://processloader.snapdcity.or|
s access to help and contacts, FAfdocumentation and articles
* manage personal data: profile, Sensors, Annotations, Personal Data, Dashboards..; https://fwww.snapdcity.org/drupal/myprofiledata
* Auditing Access to My Data ac ing to GDPR.

°
See this EcXTEDmrsESOVE possibilities:

TCL10. Dashboard delegation to aci .and passage of ownership,_and/or cloning

SLIDES

If you are not registrad please apply for a free registration from https://www.snapé4city.org and then pass to ACCESS AT THE TOOLS and full Snap4City enviro

Snap4City puts in the hands of City Users a fldllble environment to quickly create a large range of smart city applications/views exploiting heterogeneous data and services of | ] e 2
stakeholders by I0T/IOE and big data technol @lles. For SnapdCity, City Users can be citizens, students, operators, researchers, dacision makers, developers, etc. see Users'
Roles on Snap4City.

* Manager: is a final user, has the capability of: accessing and creating Dashboards with a large set of data (high level types as: POI, sensors, KPI, micro applications,
external services, etc.), attaching alerts and notifications; registering IOT Devices; creating 10T Applications exploiting MicroServices; loading and sharing data sets;
managing personal data and annotati full access to documentation, help desk, FAQ, coworking; managing persanal profile and data according to GDPR;

MOTE: accessible features are mainly al and simple to understand and to use, and provide a limited number of parameters on each dialog and for each action.
Default values of created elements ca changed editing elements.

* AreaManager: is a Developer/researcher, students, city operator, with additional capabilities with respect to the Manager to: register |0T Brokers; creating advanced
10T applications; create massive data transformation processes; create data analytics in multiple languages, testing and load them, create microservices; adding
external services; sharing results, loadigm shapes; analyzing performance of the back office; NOTE: tachnical views and details are fully accessible F I

OW to use SnapdCity: m VI D E 05

how the solution allows you to incrementally pass from Level 0 to 5, from a Manag®o an Area Manager:

It e EmdCity g

B s anapdL g g
i

Suggested Activities to be performe

This page would guide you along few steps

¢ |evel 0 user: access at data/services views of the city by using public Dashboards; (Public User) I ': l (overview on dashboards)

 Level 1 user: create personal/professional views/dashboards on data; [MM;WMW}(%CEMW POR@ards can be created)

Tutorials and Videos

Blog - Contributions «

Username: adifino

Powered by Mdm:
www.km4city.org el

Organizaticcﬁqo

Groups

DISIT Q&
« Operati, -:>°

Recent

comments

T month & days a
mon ays ago &.

Recent

%

content X,
S

Ti Suggerig -:@ne
realizzare &Jrima
Dashboard (Step 1) [[E0)
roottoocladmini

Benvenuto al nostro
Sindaceo ed al suc Team

roottocladmini
We sugges to Antwerp

Developers: How to 187
manande myv Dashboarcds
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 Multiple modalities to perform the

Snap4City Satisfies all same activities

Requirements of ENOLL

SelectdCities and EIP-SCC Tuned for Beginners and Skilled people

e Visual interface and programming tools

§

Resources and artefacts sharing for

§_

ot e learn acceleration and co-working
* Open Living and co-working Portal:
I l-,p--.l https://www.Snhap4City.org
aa . 19 et O ¥ / EIP-SCC

for Cities
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https://www.snap4city.org/

UNIVERSITA
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FIRENZE

e : isfy all
Snap4City Living Lab Life Cycle ;ZZZ%% ents European

TC8.6 - Snap4City Living Lab Life Cycle of ENOLL SCRL
US8. Using the Living Lab Support tools

Snap4City platform: from cloud to data analytic as a Living Lab for
Student and Researchers

Contributing as city stakeholder: company, citizen/developer,
researcher, etc., to the Living Lab

TC8.1 - Snap4City Portal as a support for Living Labs, collaborative
and co-work, Snap4City Portal as a single point to information Access
and Discussion

Snap4industry by Snap4cCity (C), October 2020
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https://www.snap4city.org/drupal/node/82
https://www.snap4city.org/drupal/node/206
https://www.snap4city.org/drupal/node/163
https://www.snap4city.org/drupal/node/286
https://www.snap4city.org/drupal/node/74
https://www.snap4city.org/drupal/node/201
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- Mobilit
Km4City MOSAIC nglaln)cl:l/Offer SEii
2013 Km4C|ty 1.6.4 M %zw o — Analytics and

...2022

5G tech
Energy
Industry 4.0

E Strategy
Ontology 1.1 H2020 RepLICATE ‘ (2018-20) o o (2018-21) synoptics
- Tuscany, o - Smart Energy ‘% Mo L 2018 ._m
IF\{/Ioaqu?raph - Sustainable Mobility O - \—J O 2021
= beuelailisy - Control Room Oriai inati ~BEELT TRAFAIR
) , - Origin-Destination .. sii-Mobility 1
. El\jletﬁ:: foursm . - Dashboard §|1_nd ﬁErajlszctories e CEF (2018-21)
' - Traffic Reconstruction ‘ ’- User engagement - Traffic and Mobilit
- Parkin . : raffic and Mobility
2 Servicgs Km4City 1.6.2 - Offer Analysis - Bike Sharing Impact on Pollution O
- Linked open graph - OBU, smart devices - Data Analytics ++ VB prefEaTe - CAPELON
=~ (2016-21) E@]_S - Social Predictions 2019 - Sweden
. ; -
o 201 4 St g Qo ° dlgltal ecosystem oBD2 O ‘@
- Weather Forecast I MOBILITY SCN _ o |OT/IOE _my,  EUROPEAN OPEN =
- Real Time Wi-Fi o Infomobility o e (2016-19) KmACity 1.6.6 = SCIENCE CLOUD anaCARDA lake
- Entertainment :\Q/Ioa"e App 2 0000 \
-LOD - Routing D ety ) a5 | [ ]
- Twitter Vigilance - : Node-RED Azog (SR, . MOBI
ssaauess Q) e e Y
: mart City Strategies ¢ 4 o
Analytics, | 2016 & | and plan » SNAP4cry - Smart Mobility
Sentiment Analysis SELIECT H2020 (S GREEN FIELD PEAS - PISA, PUMS
o \& g._:--ﬁ-‘l' _ fx. Ci!ie!s ’:.l'} _E’- §8'9‘9j :\glml‘:d Decision System 4.0 - LIVIng Iab
‘ Km4C|ty 1 _5 : IMPACT C APACITY. (2017_9) 45% _ L}w MWWN -
Km4City 1.4 _Resilience GREEN IMPACT - 10T/IOE, 10T App - Industry 4.0 et
Decision Support POR FESR 2014-2020 = LIVIng Lab —
pp - HERIT-DATA
2015 - Smart First Aid - Industry 4.0 - Maker Support bee smart city .
- User Behaviour - Critical Plant - 10T Edge - Smart Tourism
Analysis, predictions - Monitorin - Smart City |OT - Smart Lonato - PCP Award - 6 Pilots
- Risk Ana|ys|s = GDPR . O - Data AnalytiCS
2017 o - Privacy & Security Reverberi Enetec - Extended platform
Gruppo MPES
v rzsolutz H2020 (2017 20) * seecr 2020
Cka n .- (2015'18) mcw‘:smm v

DISIT Iab roadmap vs model and tools’ usage

- Smart Waste
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Green Impact Capacity / IC)

* |Improve productivity of
chemical plant

 Keep GREEN the
environmental impact

* Exploiting innovative , it @
technologies %

ICIHI | IMIIICIA

Sigma ingegneria

e Diversify the production

(] (] lanning and dL"J"JIJpT-L!fu
* Monitoring |
environmental conditions
"’& POR Regione Toscana :E:“‘ih Y
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Fields:

— Internet of Things: Industry 10T, Canofila
Smart City [opeﬂ HOGT oo ot | O J
— Mobility and transport

Partners:

|

— Safety & Security: video analysis ;

Y y y ﬂ)niversitéeEntidi ricercx M)rese con competenze nel set@ / Ulteriori Soggetti \
— Culture and Tourism, Education,

Health o
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FIRENZE

SELECT

for Cities

!IJ‘]D)')
1

REPLICATE

life

witerreg M

/Vlediterranean
HERIT-DATA

DINFO

lPAFTTlMENTO DI
INGEGNERI
DELL lNFORMAZIONE

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

o °

( Su Moblhty )

— e

fH

resolute .
o
o
Al .
TRAFAIR o
| MOsAiC .
[ }

=
smantCARDAIlake L

(]
‘&WACTCAPACITT —3

[__JGREEN FIELD PEAS
?’EE:?“-O -

ot g Twmininn Bwem 40

R bfﬁlsPrt Bed °

& nerreg E

MARITTIMO-IT FR-MARITIME

NMOBI
MART

Reverberi Enetec
Gruppo MPES

Sii-Mobility = mobility and transport, sustainability
REPLICATE - ICT, smart City Control room, Energy, IOT
RESOLUTE - Resilience, ICT, Big Data

GHOST —> Strategies, smart city

TRAFAIR = Environment & transport

MOSAIC = mobility and transport

WEEE Life 2 Smart waste, environment

Smart Garda Lake = Castelnuovo del Garda

5G =2 Industry 4.0 vs SmartCity

Green Impact = Industry 4.0, Chemical Plant
SmartBed (laid 2 smart health

Green Field Peas (soda) =2 Industry 4.0, Chemical plant
MobiMart and PISA Agreement = data aggregation, Living Lab
Lonato del Garda = smart parking, environment

Herit Data = tourism, culture and management

ISPRA JRC - site management and services

Capelon (Sweden) = smart light solutions
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released as open sources and are interoperable, scalable, modular, standard compliant, etc.
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% SN AP/ mousTy

¢“SNAP/

Appliances and Dockers

Installations

CONTACT

www.snap4city.org
DISIT Lab, DINFO: Department of Information Engineering Email: snap4city@disit.org
Universita degli Studi di Firenze - School of Engineering

Office: +39-055-2758-515 /517
Via S. Marta, 3 - 50139 Firenze, ITALY Cell: +39-335-566-86-74
hitps://www.disit.org Fox.: +39-055-2758570
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