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« HOW TO Create an IOT Device
Model: https://www.snap4city.org/591

« HOW TO: Create an IOT Device Instance;
https://www.snap4city.org/590

[Entity/loT Directory tool - IotAPP]

« HOW TO Develop an IOT Application for Data
Ingestion https://www.snap4city.org/593

« HOW TO Managing Notifications on IOT
Application https://www.snap4city.org/142

Snap4City (C), May 2024



() -'.&‘lg

UNIVERSITA DlNF Wl N (5 :
DrOLL ST | pemeo = RETEUTED SYSTEMS | N Ap4 m
F I RE N Z E DELLINFORMAZIONE TECHNOLOGIES LAB CITy a ’@m- g

Open Weather data, Open Pollution data and Open Sea Condition
data for each pilot.

Data Source Data Source Main Periodicity for Variables
Address Data ingestion
Open Weather https://openweather |30 mins " airHumidity
3 e airTemperature
map.org/apl * cloudCoverPerc
* feelsLike

* groundLevel

* maxTemperature
* minTemperature
* pressure

* sealevel

* sunrise

* sunset

* visibility

* windDirection

* windSpeed
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Data Source

Data Source Main
Address

Periodicity for Variables

Data ingestion

Sea Conditions

https://open-
meteo.com/

* oceanCurrentDirection
* oceanCurrentVelocity
* swellWaveDirection

* swellWaveHeight

* swellWavePeakPeriod
* swellWavePeriod

* waveDirection

* waveHeight

* wavePeriod

* windWaveDirection

* windWaveHeight

* windWavePeakPeriod
* windWavePeriod

60 mins
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Data Source Data Source Main Periodicity for Variables
Address Data ingestion
Open Pollution https://openweather |30 mins e
map.org/api/air- - NO2
pollution o
*S02
* PM2.5
* PM10

Dashboard:
https://www.snap4city.org/dashboardSmartCity/view/newTheme.php?iddasboard=NDMzNQ==
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Wed 5 Feb 11:59:21

TOURISMO Malta

Partner

openweathersMalta
.
OW_2562735 I | n k
1 Cirkewwa

VALUE NAME: OW_2562735

Sea conditions malta DETAILS DESCRIPTION RTDATA

Devi
Last update: 2025-02-05 11:54:42.000+01:00

selector o
Air pollution Malta airHumidity 72 Sag::;I it
aiins -4 Selected device

cloudCoverPerc 75

2025-02- Pembroke,
Hal Gharghur

dateObserve ’
ObseNVed  05110:54:42.0002 Tramuntano
™ San Giljan.,

feelsLike 1424 ]
In-Naxxar Tas-Sliema
groundLevel 1026 1l:-Mosta
maxTemperature 15.08 Malta ik
Birkirkara Valletta

minTemperature 14.82 . Re | ated Va | ues Limsida ™

ressure 1028
: Il-Hamrun QliBirgu

PO 4000 PR— m m » DO Ir-Rabat Burmm

HaliQerl Haz-Zabbar

Haz-Zebbug Rahal Gdid

Tal-Mandaq

Air Temperature airTemperature - Day

14.8 °C
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HOW TO Create an 10T Device Mode

Edit Model - SirSensors

Ceneral Info oT Broker Static Attnibutes Va\ueGe , l eral In ’ 0
Sirsensars maodel for Sir Sensors data Ed|t Model - SirSensors A tt - b t
Name Description C rl u eS
Ok
General Info aT Broker Static Attributes Values
weather Sensor v
Device Type Kind [ Device in Mobility
Ok
Subnature
SIR 200 | Weather Sensor  (Environment) x T
producer Freaveny Edit Model - SirSensors
Add Attribute
Refresh Rate ~ 300
Healthiness Criteria Healthiness Value
Save as
- dateObserved Timestamp [timestame v timestamp in millisecor v string
Automatically generated v - Value Name Va\ueTy Value Uni Data Type
Key Generation Edge-Gateway Type Ok Ok Ok Ok
Refresh rate 200
Healthiness Criteria Healthiness Value

Edit Model - SirSensors Value Narne value Type ] | Value Unif g | DataType
ok Ok Ox
General Info IaT Broker Static Attributes ‘»B?/‘O ke'r‘
ContextBroker Protocol Healthiness Criteria Healthiness Value
Ok
json ~ temperature Temperature (temperat v v float
Format Value Name Value Type- E -E, Data Type
ok Ok o
. Values
Refreshrate 300 O Real Time
Healthiness Criteria Healthiness Value
rainDeltals Rain (rain) w Millimeter (mm) '3 float
Value Name Value Ty Value Unl Data Type
Ok Ok Qe
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Edit device - SIRSensor_TOS30355400

: Info loT Broker Position Static Attributes Values Status
L4071 102081
Latitude Longitude
Ok Ok

Edit device - SIRSensor ™" ____ ..o

Static Attnbutes Walues Status

1aT Broker Position

Info

SIRSensor_TOS30355400

Device Identifier Model
weather
Device Type Mac Address
Ok Parco noturale y
« regionale 3
“ delle Alpi {
s Aa
A
Edge-Gateway Type Edge-Gateway UR s.,.",\ Edit device - SIRSensor TOS30355400
B e-Ga Y
Info IoT Broker Position Static Attributes Values Status
SIR MyCwnPublic [ Device in Mobility
Producer Ownership Subnature .
l Weather Sensor (Environment) =T
.- - . B Locality ~ - -
300 sec http:/fwww.disit. org/kmécityfresourcefiot/orionUNIFI/DISN :A:ucc'a w
ue
Freguency Service URI e -
L Remove
£ ==
Generate Keys
[isinroad ~] httpfwww disit orglkmicitylresoun
Value
Bab2b7c1-00a8-4977-938C-11e994518163 03101802-0fbc-4341-b52c-3932babafef2 [Altitude ~ e Rpmove
KEY1 KEY 2 Value
[River name ~] Bagnone E—
. =
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Swiitch To New Layout (Beta) =< Node-RED
Q RealTime Statico
ser: envdatacollection, Org: DISIT
Role: AreaManager, Level: O ~ subflows
| = gstAccessTok|
y Snap4City.org &l
ur Again — Tuttr —
v common timestamp function

pww.snap4solutions.org

lashboards (Public)
lashboards of My Organization
ly Dashboards in My Organization | complete

ly Data Dashboard Dev Kibana

xtra Dashboard Widgets ~

| status )
ata Management, HLT ~ i C ) ¢ 3 1 { . A
g | inkin O pluvio O=(] function — function N
(a] . 2| )
nowledge and Maps ~ J
e h i C — e —r—
. P ] linkcall 0O I
ocessing Logics /10T App = T T function p——t split ——t
Processing Logics/ 10T App o link out |
MicroServices for Proc.Logic/laT Apps " ‘ :: hl‘tp request [ L | json Fstom
MicroServices from DataAnalytic commen — = —
10T MicroServices for Final Users
10T MicroServices for Developers v function
4
How to Develop Proc Logic | Q function 0
Create A MicroService from RestCall I+ ool
8] switch [ 1
ntity Directory and Devices 17L timestamp TR
o change 0
Esource Manager ¥ S ———
- R . ) I L
evelopment Tools + T L, function hitp request JLH Jsen
. o
Management ¥ ol template O
ision Support Systems ¢\ delay ¢|

eploy and Installation ~
and Contacts ~

ocumentation and Articles =

10 Cr

catch

DISIT

DISTRIBUTED SYSTEMS
D INTERNET
TECHNOLOGIES LAB

ol

(e

alll

-

Sistemazione sensori pubblic

1
3
3
1
|

function

I—I_ function I:

: termo g function

1
[
0

function i:

I

function

I—I_ function I:

D1 Devi

Flow 1

Flow 2

limit 1 msg/20s ~ C—— function ::

)| iotdirectory-new-device-from-model
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= Q

Node-RED v2.2.2
~ Node Help
» Subflows
> & node-red
» & node-red-contri-amgp2
> &g node-red-contrib-fiware_official
& node-red-contrib-ftp
&) node-red-contrib-lwm2m
& node-red-contrib-mds
& node-red-contrib-snap4city-d3-dashb.
& node-red-contrib-snap4city-user
& node-red-contrib-soap




UNIVERSITA
DEGLI STUDI

FIRENZE

DWW |

Snap4City

Switch To New Layout (Beta)

User: envdatacollection, Org: DISIT
Role: AreaManager, Level: 0

My Snap4City.org

Tour Again
www.snap4solutions.org
Dashboards (Public)

Dashboards of My Organization

My Dashboards in My Organization
My Data Dashboard Dev Kibana
Extra Dashboard widgets ~

Data Management, HLT ¥

Knowledge and Maps ~

Processing Logics /10T App =

Processing Logics /10T App
MicroServices for Proc.Logic/ioT Apps

MicroServices from DataAnalytic

10T MicraServices for Final Users

0T MicroServices for Developers

DOC: Processing Logic/ICT App

How to Develop Proc Logic / laT Apps

O Create A MicroService from RestCall

Entity Directory and Devices ~
Resource

Development Tools ~

Management ~

INGEGN

I getacceseTok|
en

~ common

‘ complete ¢|
catch [
O
‘ link in ¢|
|¢| link call ¢|
¢| link out ‘
comment ‘

~ function
o function ()
[= switch O
¢| change ¢l
.i. range .j
|¢| template |¢|
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an |01 Application Tor

Sistemazione sensori pubblic

RealTime Statico

:7 timestamp U funcﬁon :
: : anemo i—i: function — func1mn —-.:
: : termo —:: function e : function j:
:Z: igro —:: function i function j:
: : pluvio —:7 function _—_,7 function

: : function i—i‘i

function

function

SIR

éSNAP4C|T

Data Ingesti

-

== Deploy ~ 2
Flow 1 Flow 2 P + - & help i & | o
= Q
MNode-RED v2.2.2
~ Node Help
> Subflows

o
@
@
3]
L=
@
L]
L]
L=

s ] ’

lucianoalessandro.ipsaropalesi@unifi.it
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Snap4City Entity Instances, loT Devices

Switch To New Layout (Beta)

User: envdatacollection, Org: DISIT v device
Role: AreaManager, Level: 0 1] |d " :"SI Rsensor TOS30355400",

. frF. RVIATOJISO - GMIT "type":"weather,

R - "dateObserved":{"type":"string","value":"2024-05-30T07:45:00.000Z"},
_ "humidity":{"type":"float","value":""},
"rainDeltal5":{"type":"float","value":0},
"temperature":{"type":"float","value":""},
"windDirection":{"type":"float","value":""},
"windGust":{"type":"float","value":""},
" "value":""}}

oty s "windSpeed":{"type":"float

L]

E
H
D

O ¢
0
O

d Actuators = =

Entity Instances, IoT Devices Longitude: 102081

10T Brokers Device Uri: http:/www.disit.org/kmécitylresource/iot/orion UNIFI/DISIT/SIRSensor_TOS30355400
Organization: DISIT
Owner: undefined

Kl: 6ab2b7c1-0088-4377-938¢c-11e994518163 = - = P 2c-3932babafef2
Created on: 2022-10-28 T:47:02

@ | TestArpat orionUNIFI air_quality Arpatsensor MYOWNPRIVATE

4

Showing £61 to 467 of 467 entries i
Previous
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AHOW TO Managing Notitications on |OT Application

- -

Snap4City SIR

~ e = -RED == Deploy ~ &
ot Q RealTime Statico Sistemazione sensori pubbli Flow 1 Flow 2 LI S & help i | & ¥ &
User: envdatacol ion, Org: DISIT
Role: AreaManager, Level: 0 ~ subflows = a
= [ 3l Node-REDv2.2.2
= S0 U timestampts | ————_ function
l gelhccess‘lukl L Mode Hel
— = D v p
o
My Snap4City.org = > Subflows

. anemo [~ function — function
Tour Again

www.snap4solutions.org ( ' -
e BT i termo — function

Dashboards [Public)

i node-red

<
a
8
2
3
2
=

& node-red-contrib-amgp2

&) node-red-contrib-fiware_ofcial
—C function e -

WY

& node-red-contrib-fip

>
>
3
>
C : —— —_ > & node-red-contrib-lwm2m
igro - function —_— function >
>
>
>

Dashboards of My Organization

y

My Dashboards in My Organization | & node-red-contrib-snap4city-d3-dashb.

& node-red-contrib-mds
complete () C——_ —— -
My Data Dashboard Dev Kibana :I: pluvic (-~ g fimefon™ —{
ly Data Dashboard Dev Kibana |

@ Extra Dashboard Widgets -

& node-red-contrib-snap4city-user

i node-red-contrib-soap

L
T

function
- R ——
, —— I
o] ( T fi S - -
. unction = split — limit 1 msgfs
: = == T R——
T
L
T

status
Data Management, HLT ~

linkin —

W Knowledgeand Maps ~ E— : function — =l function
u) linkeall () — —1—
Ly L oaeon
i
T

lucianoalessandro.ipsaropalesi@unifi.it

Processing Logics /IOT App  ~ @ Success
* Processing Logics/ 10T App ) link out
MicraServices for Proc.Logic/iaT Apps —
MicroServices from DataAnalytic comment
J 10T MicroServices for Final Users
) 10T MicroServices for Developers ~ function

0o
0
0
0

T .. if(msg.payload.status.statusCode!=200){
S msg.topic="Check Acquisition SirSensor Sensor»
- — msg.payload="Problem with"+JSON.stringify(msg.payload)

¢ Management ¥

T return msg;

}

return null;
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Snap4City

Switch To New Layout (Beta)

RealTime
User: envdatacollection, Org: DISIT

Role: AreaManager, Level: 0 kpidata I -

function

o)

Sistemazione se

b7

My Snap4City.org values

1

1

anemo  (—(]

Tour Again

ww! ap4solutions.org

Dashboards (Public)

Dashboards of My Organization

My Dashboards in M

My Data Dashboard Dev Kibana i piuvio ()

g

—

nsori pul

/ |
2l

Extra Dashboard Widgets ~ C
ice function

Data Management, HLT ~

function function :
mo (O] function function :
:Z- igra (o function function :
function function __:
split limit 1 msg/s

Knowledge and Maps ~ P C-_ﬁ;

ssing Logics /IOT App =

Processing Logics / 10T App
MicroServices for Proc Logic/IoT Apps

MicroServices from DataAnalytic i function

function

10T MicroServices for Final Users

IOT MicroServices for Developers
DOC: Processing Logic/IOT App

How to Develop Broc Logic / 1oT Apps

Create A MicroService from RestCall

Entity Directory and Devices ~ | fiware orion |
o o
'[\ queryvi T

Resource Manager ~ i

Development Tools L fware orion |
1 update vi |

Management ~

PERT I I-

fiware orion 1

Deploy and Installation ~

Help and Cont 'ﬂr
Documentation and Articles ~
fiware orion l

RS 0

My Profile - query api VZT
Kmé4City portal e |
, o]

Y ¢ .
DISIT Lab portal B update api v2 T

alv

function

[y curved-iine-series
@ geolocator
@ dashboard-map

D delegate-my-device

[ celegate-my-ipidata

delegate-my-device

It allows to delegate a device

L « Inputs

timestamp

function

AJSON with these parameters:

id string
the nome of the kpi device (you MUST have the ownership of the device)
kind string
Kind of delegation. You can choose between
READ_ACCESS READ_WRITE and MODIFY.
usernamedelegsted string
5 Username of the person to be delegated to view the device
TRt groupdelegated
Group to be delegated to view the device

An example of the JSON array filled with correct data
{
"id": "nameDevice”,
"usernamedelegated”: "username”,
“kind": "READ_ACCESS™

~ Qutputs
Returns an object containing the delegation

~ Details

The node can receive a JSON with the parameters described in the Inputs
section and with them generate the output JSON. If the values are not present in
the input JSON, these are read by those in the configuration. If they are not

Snap4City (C), May 2024
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Client-Side Business Logic on Snhap4city.org platform
Manual: https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

Data, web pages, etc, (-
) ) _ (Http(s), WS, ...)
Third Parties APIs, services, gateways, pages » TEREECTTETTTEY Web and Mobile Applications
é Data (ODBC, JDBC, Mongo, ...)
. Direct storage, databases TYTTTTTTTTTTY ©
| ]
' ‘ GIS, Maps, Heatmaps, Dashboard Builder — ,Dashb_o,a,r.di
: ) Traffic Flow, ODM L (Rle ==
' ' Data Manager Dashboard Wizard  Dashboard Editor i 4 e
. : (X L ) N Modify widget
"
Entities, devices, data
| ] n | ’ ’ & 2 3 A = S
» » s AP'/SEMCEMﬂp Metric and widget choice Generic widget properties
. s . Widget category  AtUator Tile  widget2 Backgound color | rgb
| ] | ] ] Perso
» . " Ackusbar taros A . Content Content font color
M . u W R -
= B ! - . o : Header color  rgba(: Header text color  rgba(Z
L] " " C] Ay . Im':“ ol Period  No v Refresh rate ()
[ ] ] Gooserver | " AN bt 47 v Width
. B : = w PN Domain type Helgl
. . - . il stk Widget type  WidosteviceTable um U/Mposition | Nexttoy v
" " | LI Show haader Fout type
" " " Fl (autosuggestion)
MicroServices r @ =
" " ME osef!kes - Specific widget properties
v ' ' ' Storage
\ it e, ey
= EE=0
Events and Actions (WSs)
SERRERNEREERD
MicroServices \1,
Client-Side Business Logic (Visual Editing, and JavaScript)
) \ 7

Processing Logic/loT App (Server-Side Business Logic)

Snap4City (C), May 2024 15
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Selector - Map
a Scenario Editor °"’;"‘_"’“°

Paperino

palle
bt San Giorgio

a Colonica

. Air quality Sensors

12 Santa Maria

a Weather Sensors

|
Campi Bisenzu?

EV‘UHO i

San Piero a

San Doni

N | Signa
S
Lastga a Signa
7

L 7y

™ o o Y
‘w m | # Edit ‘ @ Rinaldi
It @show Road graph |
| & show Traffic Sensors ‘E
Draw sub-area [
‘ Filter by road types {

-

Ponti C‘(@ _

DISTRIBUTED SYSTEMS
AND INTERNET

a8

\\ Querceto
R

Padule N\

Ses;&Fi

Colonnataf

Quaracchi

Casellina

:‘; Scandicci
>./

Scenary

Load Scenario: O Init @ Acc

Scenarios waiting to be processed: FI(NEIIY] v

BRI EIGLE 2024-07-30 14:46:12 v

Ao
/) esieq
e N
Compiobbi \

=
} @y San Frany ® @
= A _Pontassieve. ¥
W Sanjacopd % LE Palal
L al Girone \}
N
s s
[} ]
) . A i
i

li ‘-‘\

e C e
ascine del 4

Riccio;

Antella

¢“SNAP/crry

edlilfldpPs

(P T

o

e
B Témg

Wed 28 May 16:06:18 [ [530)

Form Invio

Compute
Predictions

Compute Show
Heatmaps Heatmaps

Heat Map Model
heatMapModel_traffic v

Heat Map
AlessandroTryHeatmap4_vehicleFlow v

Heatmap Update

Show Heatmap
Remove Heat Map

Pozzolatico Grassina

Selected Trend And Predictions

. 5. 12. 19.
Jul Aug Aug Aug
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Computing Predictions And Heatmaps - Cloned Last

Storage
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avascript
url: Target API endpoint.
$.ajax({
url: “https://api.example.com/data’, o .
s e i type: 'POST": Method of the request.

contentType: ‘application/json’,

f‘ﬁ%_:-‘f"_--itfi’giﬂ“i{ contentType: Tells the server the format of the data (application/json).
. data: Payload sent to the server (must be stringified).
headers: {
'Authorization’: "Bearer YOUR ACCESS TOKEM® . . L
. - headers: Include Authorization if needed.
success: function(response) {
: console.log("Success: ", response); success: Callback for a successful response.
error: function(xhr, status, error) { ]
console.error('Error: ", error); error: Callback for failures.
h
1)

Snap4City (C), October 2022 18
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Introduction to Flask

What is Flask?

* Flask is a micro web framework for Python.

* Flexible and ideal for creating APIs and web applications.

* Based on Werkzeug (server) and Jinja2 (templating engine).

Main Features:

* Minimalist: only what's needed to start.

* Extendable with plugins and libraries.

e Great for small or medium projects.

Main Components:

* Routing: associates URLs with functions

* Request/Response: handles data from forms, JSON, URLs
* Modular structure for large projects

* Many useful extensions.

¢“SNAP/ciry

from flask import Flask

app = Flask(__names__)

if _name_ == " main__g
app.run(debug=Trut

threaded=True
Enable multi-threading:

Each request is handled in a separate thread.

Alternative: processes=n for multiprocessing
management, but less common for Flask in
development.

Snap4City (C), May 2024
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Prediction

User

Dashboard (CSBL) ‘ ‘ Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Pre-trained Model | ‘Uisualizatinn Widget

Select sensor, variables,
and time slot

I > I I |
| . Send REST APl request | | :
| i {sensor, variables, time slct}:h. i | i
| | 'R t data _ | | |
| | | equest sensor da a}l | !
| | | Return sensor data | | :
| | | Run prediction with data }: :
| | . Return prediction result | :
' ' Send prediction result ' ' ' !
| <k | | | |
| | Create and display | | | :
[ i visualization widget | i i i
I T T T T )‘l
User Dashboard (CSBL) ‘ ‘ Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Pre-trained Model | ‘Uisualizatinn Widget

Snap4City (C), May 2024
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User Dashboard (CSBL) ‘ Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Heatmap Generator ‘ ‘ Visualization Widget

Select multiple sensors,
variables, and time slot

I > I I I
: . Send REST API request | | |
i i {(multiple sensors, variables, time slot) > i i i
: : : Request data for sensors }: : :
: | | Return sensor data | | |
: | | Generate heatmap from data }: |
! ! ' Return heatma ! ! !
| | < . : | |
! ! " Save heatma ! ! !
| | | b > | |
E E{ Return OK E E E E
! ' Display heatmap in widget : : : )_:
User Dashboard (CSBL) Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Heatmap Generator ‘ ‘ Visualization Widget
// \\

Snap4City (C), May 2024
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* APl Heatmap:
— https://github.com/disit/snap4city/blob/master/Computing/predictions

/heatmap service.py

* Funzione Heatmap:
— https://github.com/disit/snap4city/blob/master/Computing/predictions

/heatmap.py

* API prediction:
— https://github.com/disit/snap4city/blob/master/Computing/predictions

/predictions service.py

Snap4City (C), October 2022
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https://github.com/disit/snap4city/blob/master/Computing/predictions/heatmap_service.py
https://github.com/disit/snap4city/blob/master/Computing/predictions/heatmap.py
https://github.com/disit/snap4city/blob/master/Computing/predictions/predictions_service.py

