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« HOW TO Create an IOT Device
Model: https://www.snap4city.org/591

« HOW TO: Create an IOT Device Instance;
https://www.snap4city.org/590

[Entity/loT Directory tool - IotAPP]

« HOW TO Develop an IOT Application for Data
Ingestion https://www.snap4city.org/593

« HOW TO Managing Notifications on IOT
Application https://www.snap4city.org/142
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Open Weather data, Open Pollution data and Open Sea Condition
data for each pilot.

Data Source Data Source Main Periodicity for Variables
Address Data ingestion
Open Weather https://openweather |30 mins " airHumidity
3 * airTemperature
map.org/apl * cloudCoverPerc
* feelsLike

* groundLevel

* maxTemperature
* minTemperature
* pressure

* sealevel

* sunrise

* sunset

* visibility

* windDirection

* windSpeed
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Data Source Data Source Main Periodicity for Variables
Address Data ingestion
Sea Conditions https://open- 60 mins * oceanCurrentDirection
* oceanCurrentVelocity
meteo.com/ * swellWaveDirection

* swellWaveHeight

* swellWavePeakPeriod
* swellWavePeriod

* waveDirection

* waveHeight

* wavePeriod

* windWaveDirection

* windWaveHeight

* windWavePeakPeriod
* windWavePeriod
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Data Source Data Source Main Periodicity for Variables
Address Data ingestion
Open Pollution https://openweather |30 mins :ﬁ%
map.org/api/air- “NO2
pollution o
*S02
* PM2.5
* PM10

Dashboard:

https://www.snap4city.org/dashboardSmartCity/view/newTheme.php?iddasboard=NDMzNQ==
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https://openweathermap.org/api/air-pollution
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Wed 5 Feb 11:59:21

O e==er==TOURISMO Malta

Partner
OW_2562735 . hat? N Iin k

I Cirkewwa

openweathersMalta

VALUE NAME: OW_2562735
Sea conditions malta DETAILS DESCRIPTION RT DATA

.
Devices

Last update: 2025-02-05 11:54:42.000+01:00 :
Se I e Cto r Description Value It me

Air pollution Malta airHumidity 72 San Pawl,il:

airfemperature ’-.. st .Baha SeleCEtEd deVICe

cloudCoverPerc 75

2025-02- _’ Pembroke,
dateObserved 05T10:54:42.000Z ‘ e i al Gharghur 7
San Giljan._

feelsLike 14.24 " Rean
il avei iiise In-Naxxar Tas-Sliema
groundLevel 1l-Mosta_ ~

maxTemperature 15.08 Malta

- Related values

pressure 1028

Birkirkara JVallettai
L-Imsida

1l-Hamrun U Birgu . Ixxghajra
e o e : ' : Ir-Rabat - Emmla
Rel ey Haz-Zabbar

Hai-Zebbug Rahal Gdid

Tal-Mandag
@ OpenStreetMap contributor

Air Temperature airTemperature - Day

14.8 °C

" SNAP4ciry
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«General Info

Ceneral Info oT Broker

Static Attnibutes

Sirsensors model for Sir Sensors data
Name Description
Ok
weather Sensor v
Device Type Kind
Ok
SIR 200
Producer Frequency
Refresh Rate ~ 300
Healthiness Criteria Healthiness Value
Automatically generated v ~

Key Generation

Edge-Gateway Type

Edit Model - SirSensors

General Infa 1T Broker

Static Attributes

Broker

oricnUNIFI ~ ngsi ~
ContextBroker Protocol

json ~

Format.

General Info

[) Device in Mobility

Subnature

Edit Model -

aT Broker

| Weather Sensor  (Environment)

Add Attribute

SirSensors

Static Attributes
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Static Attributes

Values

Edit Model

- SirSensors

dateObserved

Value Name
Ok

Refresh rate

Healthiness Criteria

Timestamp [timestamp

Va\ueTy;-
Ok

900

Healthiness Value

timestamp in millisecor v

Value Uni.

Ok

string

Data Type
Ok

Remaove Value

Vali

Value Name Value Unif [ | Data Type
Valve uni{ 8] oz
Refresh rate 900 0 Real Time
Healthiness Criteria Healthiness Value
Ok
temperature Temperature {temperat v v float
Value Name Data Type
Ok Ok
Refreshrate 300 O Real Time
Healthiness Criteria Healthiness Value
rainDeltals Rain (rain) w Millimeter (mm) '3 float
Value Name Value Unl Data Type
Ok Qe




REIJ DINFO DISIT._ ~ ¢YSNAPlary
O O Create an 10T Device Instance

Edit device - SIRSensor_TOS30355400

: Info IoT Broker Position Static Attributes values Status
L4717 102081
Latitude Longitude
Ok Ok

Edit device - SIRSensor ™" ____ ..o

Static Attnbutes Walues Status

1aT Broker Position

Info

SIRSensor_TOS30355400

Device Identifier Model
weather
Device Type Mac Address
Ok .,\
v o A
Edge-Gateway Type Edge-Gateway URI Edit device - SIRSensor_TOS30355400
B e-Ga Y
Info IoT Broker Position Static Attributes Values Status
SIR MyCwnPublic [ Device in Mobility
Producer Ownership Subnature .
l Weather Sensor (Environment) =T
.- - . B Locality ~ - —
ano sec http-/Awwwdisit. org/kmcity/resourcefiot/orionUNIFI/DIS :":““'a ne
ue
Freguency Service URI — -
L Remove
£ ==
Generate Keys
[isinroad ~] httpfwww disit orglkmicitylresoun
Value
Bab2b7c1-00a8-4977-938C-11e994518163 03101802-0fbc-4341-b52c-3932babafef2 [Aitide 9 e —
KEY1 KEY2 Value
[River name ¥] sagnone E—
. =
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Swiitch To New Layout (Beta) =< Node-RED == Deploy ~ a
Q RealTime Statico Sistemazione sensori pubblic Flow 1 Flow 2 P+ - & help i | & W% o
ser: envdatacollection, Org: DISIT
-
Role: AreaManager, Level: O ~ subflows = Q
LOGOUT P Node-RED v2.2.2
l‘ getl\m;cessTokllI ~ Node Help
v Snap4City.org & » Subflows
ur Again i Tut — > © node-red
- ~ common timestamp ~— function - » & node-red-contrib-amgp2
pww.snap4solutions.org F —— _J » &g node-red-contrio-fiware_official

g
|

o
L3
@ node-red-contrio-fip
anemo ([~ function - - function B

— - - 4_,) > W@ node-red-contrib-twm2m
w
L3
L&
L3

ashboards (Public)

lashboards of My Organization

! node-red-contrib-mds

0

y Dashboards in My Organizati | STTEEE .i. :7 termo function 3 . function B r) node-red-contrib-snap4city-d3
- _> > &0 node-red-contrib-snap4city-user
ta Dashboard Dev Kibana [:I:;I ( — e : ) P ; 1 > & node-red-contrib-soap
y : igro ] function — function -
P — == G| b)
|‘ status )

ata Management, HLT ~

7"“ n N pluvio O=(] function — function N
I . i
nowledge and Maps CF )

al

0

h i —— ———
. ] linkcall ¢ . L I - L I o 1 i = L
ocessing Logics App = T 1 function : ] split —C limit 1 msgi20s  C— function :.
Processing Logics/ 10T App o) link out |
P e T e A ¢ ] :Z hitp request  [—— json — function | ———  iotdirectory-new-device-from-madel
MicroServices from DataAnalytic commen — m— 1 — =T ] ]
10T MicroServices for Final Users
10T MicroServices for Developers v function
IS il
How to Develop Proc Logic / laT Apps d function 0
Create A MicroService from RestCall I+ ool
8] switch [ -
ntity Directory and Devices 17L timestamp R
o change (I
Esource Manager ™ hp——
ST —— -
evelopment Tools = T fange O function http request {1 jeon
. o
Management ~ o template O
ision Support Systems ¢\ delay ¢|
eploy and Installation ~ .:\ trigger ¢|

E it a8
| '}

ocumentation and Articles =
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Snap4City SIR

- oy v s
s ( =<2 Node-RED = Deploy -
Q RealTime Statico Sistemazione sensori pubblic Flow 1 Flow 2 P+ - & help i@ | o
User: envdatacollection, Org: DISIT
Role: AreaManager, Level: 0 ~ subflows = Q
LOGOUT i 3 MNode-RED v2.2.2
l’ 1 timestamp [ ———() function R e !
a getA.ccessTukl ) - = ) ~ Node Help
My Snap4City.org T 0 | F —— L > Subflows
. . anemo (] function  C——C function > & node-red
Tour Again | ==l =l b)
~ common > @ node-red-contrib-amap2
www.shap4solutions.org — =T =T & node-red q
vWW.Snap g C I oo - function ! ! function ! > h;'l node-red-contrib-fiware_official
Dashboards (Public) ! —f— —f— —— ) » & node-red-contrio-ip
C‘_ — | — » & node-red-contrib-wm2m
Dashboards of My Organization . igra ) function —{ function j: > i@ node-red-contrib-mds
My Dashboards in My Organization ‘ complete & » i@ node-red-contrib-snap4city-d3-dashb.
=0 7 ( e r » i node-red-contrib-snapdcity-user
My Data Da Gbana . pluvio =] function : 8 function N
My Data Dashboard Dev Kibana ¢| ol E 8 » ®© node-red-contrib-soap

Extra Dashboard widgets ~

1

T ——
‘ status 0| funcion )
Data Management, HLT ¥ —
‘ link in ¢|
Knowledge and Maps  ~ — e q o : - - =
wieag : P —— ] function function lucianoalessandro.ipsaropalesi@unifi.it
: - P a linkcall 0O R
ssing Logics /IOT App T J
Processing Logics /10T App .j link out ‘
MicroServices for Proc.Logic/ioT Apps —
MicroServices from DataAnalytic comment |
0T MicroServices for Final Users
|OT MicroServices for Developers ~ function
DOC: Processing Logic/ICT App
- .
How to Develop Proc Logic / laT Apps a function 0
O Create A MicroService from RestCall SFYEL
o swiich 0
Entity Directory and Devices ~ J—
A L
o change ()
Resource Manager ~ el
I il
Development Tools H iy (8
. o
Management ~ = template 0
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Snap4City Entity Instances, loT Devices

Switch To New Layout (Beta)

User: envdatacollection, Org: DISIT v device
"id":"SIRSensor_TOS30355400",

"type":"weather",
e "dateObserved":{"type":"string","value":"2024-05-30T07:45:00.000Z"},
& outtomi i ‘ "humidity":{"type":"float","value":""},
| "rainDeltal5":{"type":"float","value":0},
— ‘ "temperature":{"type":"float","value":""},
"windDirection":{"type":"float","value":""},
"windGust":{"type":"float","value":""},
1" llvaluell llll}}

020000

"windSpeed":{"type":"float

Longitude: 10.2081

Device Uri: http:/www.disit.org/kmécitylresource/iot/orion UNIFI/DISIT/SIRSensor_TOS30355400
Organization: DISIT

Owner: undefined

PAROADNGSH 2

Kl: 6ab2b7c1-0088-4377-938¢c-11e994518163 K2: 031b1802-0fbc P 2c-3932babafef2
Created on: 2022-10-28 T:47:02

B | TestArpat orionUNIF air_quality Arpatsensor MYOWNPRIVATE active

4

Showing £61 to 467 of 467 entries i
Previous
)evelopment Tools

Management -

Decision Support Systems =

Deploy and Installation -

11
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Snap4City

Switch To New Layout (Beta)

User: envdatacollection, Org: DISIT
Role: AreaManager, Level: 0

My Snap4City.org
Tour Again
p4solutions.org
ublic)
Dashboards ty Organization
My Dashboards in My Organization
My Data Dashboard Dev Kibana
@ Extra Dashboard Widgets -
Data Management, HLT ~
W Knowledge and Maps ~
Processing Logics/IOTApp =

* Processing Logics/ 10T App
MicraServices for Proc.Logic/iaT Apps
MicroServices from DataAnalytic

J 10T MicroServices for Final Users

) DOC: Processing L«

0
[ IOT MicroServices for Developers
0
0

) How to Develop Proc Logic / 16T Apps

[ Create A MicroService from RestCall
+= Entity Directory and Devices ~
Resource Manager ~
Development Tools ~

Management ~

FO

DIPARTIM E{'ATO DI

FIRENZE | t&tfi\ekuazione

DISIT

DISTRIBUTED SYSTEMS
AND INTE!
TECHNOLOGIES LAB
SIR
=< Node-RED == Deploy ~ a
a RealTime Statico Sistemazione sensori pubbli Flow 1 Flow 2 L & help i & oo
~ subflows = Q

[ ethcmseto|
| G )

~ common

(I
| linkin )
¢w link call ¢w
\:\ link out |
comment |
~ function
[ function )
¢\ switch ¢\
SAD ==t
\t\ range \t\
¢w templaie ¢w

Node-REDv2.2.2

timestamp b | ——( function
—_— ) « MNode Help

> Subflows

. anemo [ function i ——in function :: > &g node-red

A

> &g node-red-contrib-amgp2

> &2 node-red-contrib-fiware_official

. termo O function . . function .
— e e ) > &g node-red-contrib-fip

0

> & node-red-contrio-lwm2m

i igro no function - : function : > & node-red-contric-mds

0

- pluvio

> & node-red-contrib-snap4city-d3-dashb.
= i A > & node-red-contrib-snap4city-user

function . function . e pac

> &g node-red-contrib-soap

)

= e T
. function . split p—_ limit 1 msg/s
L 80

lucianoalessandro.ipsaropalesi@unifi.it

if(msg.payload.status.statusCode!=200){
msg.topic="Check Acquisition SirSensor Sensor»
msg.payload="Problem with"+JSON.stringify(msg.payload)
return msg;

}

return null;

Sistemi Distribuiti 2026 12
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Snap4City

Switch To New Layout (Beta)

RealTime

Statico Sistemazione sensori pul Flow 1

User: envdatacollection, Org: DISIT

Role: AreaManager, Level: 0 I kpidata I - =
curved-line-series -
1 Fizehuy= 1 [ timestampU | ———— | function [ @
(s kpidata- O ) @ geolocator
Snap4City.org I values C——* L
J anemo ([~ function  C—0) function @ dashboard map

Tour Again

y

wwwsnap4solutions.org

mo (O] function C— function [

y

Dashboards (Public)

E/\‘
a
¢

Dashboards of My Organization function -j—j.‘ function

y

My Dashboards in M

D delegate-my-device

1

My Data Dashboard Dev Kibana i { o Plvio ()i function  (—(); funclion [E2] delegate-my-ipidata
——— — NimsmeilE] o
Extra Dashboard Widgets ~ C
iice ] function (] split Co—0 limit 1 msgls _my_devi
Data Management, HLT ~ = ) delegate-my-device

. _ e e e i It allows to delegate a device

AJSON with these parameters:

id string

MicroServices for Proc. Logic/loT Apps the nome of the kpi device (you MUST have the ownership of the device)

P e ErEha e function () Q). function

kind string
10T MicroServices for Final Users Kind of delegation. You can choose between

10T MicroServices for Developers READ_ACCESS READ_WRITE and MODIFY.

DOC: Processing Logic/IOT App

usernamedelegated string
How to Develop Proc Logic f loT Apps. Username of the person to be delegated to view the device
5 5 - [, delegate-my-device
Create A MicroService from RestCall groupdelegated
Entity Directory and Devices ~ | fiware orion | timestamp function Group to bs delegated o view the device
(o]
T queryvi T An example of the JSON array filled with correct data
Resource Manager ~
Development Toals  ~ L mareonon | {
1 update vi | “id": "nameDevice”,

Management ~

PERT I I-

Deploy and Installation ~ ﬁwareorionl

(A, subscribe apil)

[ - I ~ Qutputs
Returns an object containing the delegation

"usernamedelegated”: "username”,
“kind": "READ_ACCESS™

Help and Cont

Documentation and Articles ~
fiware orion l

My Profile = NS query apive T v Details
; The node can receive a JSON with the parameters described in the Inputs
Km4City portal ,[,\ Tware orion ‘1, 1Ehecl‘inn Tjggah:‘hem generalj ;het:ulpl_fl JjON \;lhe v;]lueT'alllre not preslenl in
- 3 - & inpu , these are read by those in the configuration. If they are nol
DISIT Lab portal MRy T
alv
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ows.nodered.org/search?term=

Node-RED

Search library

EEa |

Sign in with GitHub

recent downloads

ratin

g

node-red-contrib-websocket-header
Custom Websocket with Header

node-red-contrib-mobilealerts

This provides a node for receiving Mobile Alerts
status infos

node-red-contrib-cx-alarm-log
A Node-RED industrial alarm parser for simple
HMI applications

~

vil6 &6

v052 &8 144 node v305 & 71 %50 node vi10 & 16 #5650 node
node-red-contrib-websocket- node-red-contrib-websocket- node-red-contrib-message-queue
header-acknowledge header-subscriber Message queueing for Node-RED
Custom Websocket with Header Custom Websocket with Header
vl01 &0 node v 01 &0 node viid & 11 node
node-red-contrib-zigheeZmaqtt @mschaeffler/node-red-asterisk- node-red-contrib-sendmail
Zigbee2mgtt connectivity nodes for node-red ami-manager send emails with help of a local senmdmail

Transfer Asterisk AMI events to json object command.

string representation
v209 & 1326 %46 node vii2 &6 node vi05 & 16 node

N
node-red-contrib-nooperation node-red-contrib-sun-position node-red-contrib-websocket-
just do nothing ModeRED nodes to get sun and moon position header-test
Custom Websocket with Header
node v211 & 1259 %438 node

v001 &0

node

/|

(@nikolay_kuropatkin/node-red-
contrib-dynamic-file-path

A simple node that generate a file by dynamic
file path

node

v0.08 & 164 50

node-red-contrib-miio-localdevices

Node for Node-Red to control Mi Devices locally
via node-mihome (Humidifiers, Purifiers,

node-red-contrib-daylight-rgbw
Daylight RGBW Color control for Node RED

Heaters, Lights - list of devices to be enlarged).
v041 @270 %19

node

10f429

Next

v213 & 128

Snap4City (C), February 2025
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Snap4City

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

generasvg

[

My SnapéCityorg User Settings
Dashboards

My Dashboards in All Org.

Dashboards of My Organization complate ()

RN et rE Nodes Install
My Dashboards in My Organization Pl
.
af
Extra Dashboard Widgets ¥ o
| staws (1 Keyboard
Notificator ‘#L © node-red
inkin 1
? y
Data, my Data, OpenData ¥ Palette A4 3
0 link out |

Knowledge and Maps ¥

( comment

10T Applications =
10T Applications

MicroServices for IOT Applications v ER

Microservices from DataAnalytic
' 10T MicroServices for Final Users function
D 10T Micraservices for Develapers g A D @ node-red-contrib-amgp2 5 Flow1 a
[ Doc 10T Application: D —
I )
O How to Develop 10T Applications Q change () Flow "€392435F 10037"
O Create A MicroService from RestCall P
5 range )
10T Directory and Devices e — & node-red-contrib-fiware_official
J template 11 .
Resource Manager ¥ as % 102
a delay O
Development Tools = T y 9
fa] tigger 0
Management ¥ Q 0 @
A - 1
Decision Support Systems ¥ 4 e »
Settings ¥
User Management and Auditing ~ olx
Help and Contacts * ©
>
) Documentation and Articles ¥ ) [
¥ )
o sting O
My Profile ald = 7 B
. . ,
& node-red-contrib-mds ToTe

L4

© node-red-contrib-snap4city-developer

& node-red-contrib-snap4city-user

Node-RED

https://flows.nodered.org/

Node-RED

Search library

flows

Sign in with GitHub

Node-RED Library

Node-RED.

Recent nodes

node-red-contrib-ui-time-scheduler

Recent flows

You Like Big Cocks

Recent collections

rramizzle bla

AINE ITS ALL MINE

Find new nodes, share your flows and see what other people have done with

node-red-contrib-heatweh

Two views of the same libraries

Snap4City (C), February 2025

see more (2905) »

node-red-contrib-tasmota
RED integration for Tasmota

r working with

al

Node-RED

node-red-contrib-heatweb

A Node-RED set of nod ems, handiing message topics, agd Downloads
data storage 2

26610

Pre-requisites

re-requisiles

Install }

Run the fol This ts usually

-/ -node-red

rib-heatweb

Usage

Heatweb Connect Node

16
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Business Logic is going to be implemented in Proc.Logic (lIoT App), with a set of flows.
Decompose your problem and sequence diagram in single Data/event Flows, from
client side and server side.

Identify the single Data/Event Flow, as those that start from a certain event (periodic
or provoked from other messages), and that finish with: sending of data in the storage,
change status, send an event, provide a message into a dashboard, send an email, etc.

Design the single Data/Event Flows with a mixt of possible activities.

1. The design can be performed using data flow diagrams.

2. It can have sequences, switch, serialization, packing, joining, distribution, communication,
transformation, search, etc.

. When the design of Data/Event Flow mechanism is clear the designers can pass to

directly sketch the flow in Node-RED which is a visual programming.

. Incrementally improve the Proc.Logic (loT App) Node-RED flows by adding nodes

needed

. Once obtained the Proc.Logic (IoT App) Node-RED flows in the correct data model you

can send data to the ingestion broker, but also perform many other actions on several
services.

SnapA4City (C), February 2025
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Actually, there are more than 180 nodes/blocks in the Snap4City libraries on Processing Logic (loT App) which
can really facilitate your life and save you time in producing Smart Applications for composition of the
following microservices and using those that you can install from internet, thousands of functionalities:

* Dataingestion: more than 100 protocols I0T and Industry 4.0, web Scraping, external services, any protocol database, etc.

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system Km4City ontology, call to
Smart City API, etc.

» Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin BIM Server, any
external service REST Call, etc.

 Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.
* Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, scenarios, etc.

« Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices (predictions,
anomaly detection, statistics, etc.)

* User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, buttons, switches,
animations, selector, maps, etc. ), send data to special graphical widgets: D3, Highcharts, etc.

 Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.

* Special tools as: routing, georeverse, Twitter Vigilance and sentiment analysis, etc.
 Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.
* Etc. etc. Snap4City (C), February 2025
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> 60.000 downloads Areas

Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations
Synoptics, External Content
Micro Web App

Data Analytics

Statistic, Optimization Snap4City
Simulation Microservices

Artificial Intelligence Proc.Logic
What-if Analysis Support '
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

loTApp Management
Data Logs, A&A, Security
Ownership Management
VPN remote access

T

Node-RED
SnapA4City (C), February 2025 .
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Storage
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¢“SNAP/ciry!

Node shape

Description

Snap4City
or
standard

inject

To generate injection messages into a flow, scheduled/periodic
or on manual demand by click it on left.

standard

function

DATA TRANSFORM
A JavaScript function, from a JSON input to one or more JSON
outputs, which can be produced by setting it.

standard

SAVE to STORAGE via internal BROKER

To send an Entity Message of an Entity Instance into the storage.
The Entity Instance has to be registered on Entity Directory (loT
Directory) and you have to be the owner or to be delegated in
READ-WRITE to send messages to it. The node represents the
broker, so that the same node can be used to send any Entity
Message you need. Please manage the error in output.

Snap4city

arion-subscribe-
e api-v2

SUBSCRIBE to an Entity change on BROKER

To subscribe the Processing Logic (loT App) to receive event-
driven notifications related to Entity Instances changes. The node
is substantially a listener connected to an Orion Broker. You can
subscribe to many Entities and then to get all of them from the
output of the listener. The new version will go to provide an input
port to send at this listener multiple subscriptions.

PLEASE NOTE THAT ALL THAT YOU CAN DO IN MQTT CAN BE
DONE IN ORION BROKER NGSI. Moreover, Orion broker is
authenticated, in SSO, provides JSON, etc. This node-red block
allows you to subscribe to a topic / device and get event driven
actions on l1oT App directly. Please manage the error in output.

Snap4city

saervice info
dew

READ from STORAGE

Query call to Smart City API to get any information about a SURI,
ServiceURI. There are many other Nodes which can be used to
pose Smart City APl queries in very simple manner and recover
vectors of ServiceURIs. Please manage the error in output.

Snap4city

Snap4City (C), February 2025
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SEARCH on STORAGE Snap4city
Get Data from service - To perform queries on the storage to obtain a list of ServiceURI.
Storage TELIET The nodes of this family can allow you to perform searching

gueries by filtering for distance, area, subnature/category, values

of attributes, time period, etc. Please manage the error in output.
Send email Send email. With other nodes you can send Telegram, SMS, etc. | standard

email

To send a REST CALL (get, post, etc.). Please USE THIS NODE ONLY | standard

Gen/access to http request

for the access at external APl and not to access at the Snap4City
HTTP, HTML pages APl for which a lot of MicroServices are accessible as
NODEs/Blocks in the Processing Logic and they are simpler to be
used and ready to use. Please manage the error in output.

A block which is printing on debug view the data JSON passed in | standard
its input. Please note that the node can be tuned to provide only
msg.payload or the full JSON message, change configuration of
the node.

A node to insert a delay to each message arriving, or to limit the | standard
rate of messages in output. In some cases, the node creates a
Stream Delay, o buffer of messages regularizing the rate in output if the rate in

Iimiting rate | limit 1 ITISQ.".E Input Is greater In some moments.

Monitor messages debug

delay

Snap4City (C), February 2025
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A block which is printing on debug view the data JISOM passed in | standard

x

USage To
be trained

DR s

its input. Please note that the node can be tuned to provide only
mse.pavload or the full JISOM message, change configuration of
the node.

|’ lotdractony To create an Entity Instance (device instance) from a model | Snapdcity
new device prepared on Entity Directory (loT Directory).
l from model
| change To change the ownership of an Entity Instance (loT Device]. Snapdcity
owwnership vy
[ dewice
delegate my | To delegate a certain Entity Instance (loT Device) to some other | Snapdcity

dewvice '|

be: Read access, RBead write, Modify (to modify the Entity

To show something on SnapdCity dashboard with a single
content widget (one of the simplest widgets). A large set of
dashboard nodes/widgets to send and retrieve data to/from
dashboards are provided. This specific Nodes allows to send on
dashboard HTML formatted messages with some limitations.
Full HTTP widget is also accessible.

See in the following section for the Full list of Modes for

MQTT broker listener, to receive messages from the Broker

Another similar node can be used to send MQTT messages to
the MQTT broker. This node allows to perform a subscription to
a topic of the MOTT broker.

Snapdcity

standard

python - data J_
- analytic '|'

DATA AMNALYTICS

Request performeaed on a Container including a Python data
analytics, which is loaded into the node and the container is
created at the first Deploy of the Processing Logic. Similar
Approach is performed for RStudio Data Analytics.

Snapdcity

SPLIT: This block takes in input a buffer, or an array, or an obhject

standard

1 split I and split it on a set of mMmessages in output, for each line in the
buffer, each element of the array, sach element in the object,
respectively.

I join il JOIM: This block takes in input a set of messages and join/merge | standard

on the basis of specific criteria.
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Client-Side Business Logic on Snhap4city.org platform
Manual: https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

Data, web pages, etc. (:
: : : (Hittp(s], WS, ...)
Third Parties APIs, services, gateways, pages o EELEEETELEEELE - Web and Mobile Applications
‘ Data (ODBC, JDBC, Mongo, ...
. ( 8o -)
" Direct storage, databases sEEEEEENEEEEE ' 3
]
« oy — Dashboard Builder -
: . Traffic Flow, ODM LT ) L
- . Data Manager Dashboard Wizard Dashboard Editor i
: : ) Modify widget
Entities, devices, data
E E : AFUSEMCEMEP “‘ Metric and widget chaice Generic widget properties
(I 00 AEEEEEEEEEEEEEEEEEEEEEEEA R T R T R L I e e e K ¥ T
B . - Widget category . Title  widget2 Backgound color  rgba(:
[} [ " Acheutns Sermt , Content ‘Content font color
[ [ . u nL
s s - . — Headercolor  rgba(: M Header textcolor | rgba(z
5 5 . BN ——— . (e R L e e - B i 5 Pperiod No v Refresh rate (s)
[] [] ] ] A e “ width | as
] ] ] a s | T o g
[ [ ] . L g i Ready-to-use Widget M s L e ~
[] [] ] ] ¥ emangons 1 = =—= Show header | ves v Fonttype  Auto
u " (] L] | - i (sutosuggestion)
MicroServices  MitroServices | h Sl &
[ ] [ ] [ ] [ ] I Specific widget properties
v v ' ' Storage |
| e
|
AT -
MicroServices - ] - - \ﬂl i -
Client-Side Business Logic (Visual Editing, and JavaScript)
)

o =y

Pracessing Logic/loT App (Server-Side Business Logic)
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o Scenario Editor

. Air quality Sensors

o Weather Sensors
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ascript
url: Target APl endpoint.
$.ajax({
url: “https://api.example.com/data’,
s e ’ type: 'POST": Method of the request.
contentType: ‘application/json’,
e e contentType: Tells the server the format of the data (application/json).
1} data: Payload sent to the server (must be stringified).
headers: {
Authorization earer YOUR ACCESS TOKEN® . . .
- ) B headers: Include Authorization if needed.
success: function(response) {
: console.log("Success: ", response); success: Callback for a successful response.
error: function(xhr, status, error) { )
console.error('Error:", error); error: Callback for failures.
¥
1)
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Introduzione a Flask

Cos'e Flask?

* Flask € un micro web framework per Python.

* Leggero e flessibile, ideale per creare APl e applicazioni web. from flask import Flask
» Basato su Werkzeug (server) e Jinja2 (templating engine). sop - Flask( name )
Caratteristiche principali: @app.route("/")

* Minimalista: solo il necessario per iniziare.
* Estendibile con plugin e librerie.

e Ottimo per progetti piccoli o medi. if _name_ = "_main_gg
app.run{debug=Trui

Componenti principali: threaded=True

 Routing: associa URL a funzioni Abilita ';_gets“o,”e m“'t't'_tthr_ead: ond
. . ogni richiesta viene gestita In un rea

* Request/Response: gestisce dati da form, JSON, URL & &

return “Ciao, Flask multi-thread

separato.

e Struttura modulare per grandi progetti

e Tante estensioni utili. Alternativa: processes=n per gestione con
multiprocessi, ma meno comune per Flask in
sviluppo.
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User

Dashboard (CSBL) ‘ ‘ Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Pre-trained Model | ‘Uisualizatinn Widget

Select sensor, variables,
and time slot

I > I I |
| ' Send REST API request | | !
i i {sensor, variables, time slct}:h. i i |
| | 'R t data _ | | |
| | | equest sensor da a}l | !
: | | Return sensor data | | :
: ! | Run prediction with dat }: |
: ! . _ Return prediction result | |
' ' Send prediction result ' ' ' !
| <k | | | |
: | Create and display ! | | |
[ i visualization widget | i i i
I T T T T )‘l
User Dashboard (CSBL) ‘ ‘ Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Pre-trained Model | ‘Uisualizatinn Widget
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User Dashboard (CSBL) Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Heatmap Generator ‘ ‘ Visualization Widget

Select multiple sensors,
variables, and time slot

I > I I I
: . Send REST API request | | |
i i {(multiple sensors, variables, time slot) > i i i
: : : Request data for sensors }: : :
: | | Return sensor data | | |
: | | Generate heatmap from data }: |
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E E{ Return OK E E E E
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User Dashboard (CSBL) Server (Backend) ‘ ‘ Snap4City API ‘ ‘ Heatmap Generator ‘ ‘ Visualization Widget
// \\
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Selector - Map

Form Invio
Scenario Editor PR orsanslle L5 KL 3o =
° N § o Compute Compute Show
+ ! Qe L () IR Scenary
’ ) palle ; Ny N - Predictions Heatmap: Heatmap:
- e iy %, /@ radule Colonnataf Piandi San— o |}

Caldine
'

Alcaualize Saceq . 2 Load Scenario: O Init @ Acc - HELLETLETE
https://www.snap4city.org/dashboardSmartCity/view/Gea- %) Sconaries waiing 1 b processed: ETETETTNS

. . Scenario version:
Night.php?iddasboard=NDYwNA== Heatvap

AlessandroTryHeatmapd_vehicleFlow v

k 3% . -Heatmap Update
3 v == - /f Le‘?iec\n
— ] s P N o
= _all #- | @ ) e ! X Compiobbie. /
.-;’.\\ Signay e | ®‘P\"‘ Ty y ; (i / Show Heatmap
2 ( Badia mok, ' L ; ) ] San Fray
< | Dty | 2
@ e LB Palal

J - F - o " Pontassieve-
Last}'a asigna Hesls Y e
4§ ;

i
Sanjacopa

|’_-r" 7 43 . < . !

| @ - i, |

o1t @show Road graph ! i ;

[ Show Traffic Sensors 1
|
|
|
|

>

Cascine del#

Riccig# — |
Antella el . |

Draw sub-area

Filter by road types

ey v
1 —— ® Pazzalatico Grassing

DISIT:OrionUNIFI:METRO1059 - VehicleFlow

_—
© OpenStreetMap contributors

Selected Trend And Predictions 13m @

Jan 25 Feb 25 Mar 25 Apr25

# METROM468 - anomalylLevel + METRO463 - Predicted - anomalylLevel

Sistemi Distribuiti 2026 36



