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Data Driven Decision Suppot
* Decision Support system
* Assessment / Strategies
* Data Rendering, visual analytics
—Business Intelligence
* Data Processing

* Data aggregation, Storage,
indexing

* Data Ingestion
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Simplifying the development and integration of verticals
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* Produce value from data
— Stimulate virtuous behavior, influence Users!
— put in action Strategies

* Data Exploitation performing
— predictions, reasoning, business intelligence,

— users behavior analysis, decision support system,

— Control Room, Real Time Monitoring tools,

* Aggregate & integrate data
— Multiple protocols from operators,

— open data, 10T, sensors, internet of everything,
cloud, mobile devices, Wi-Fi, social media,
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Private and static

Real time private

UNIVERSITA
DEGLI STUDI IRR.FIMNEN‘EUO

FIRENZE | S&fNSAvazione

%SﬁlBUTEb SYSTEMS
TECHNOLOGIES LAB

d‘ SNAP/city

Static Public (open data)

statistics: accidents, census, votations
Fiscal Code, SSN

Non shared pictures 4 AcCesses to ZéTO\;I

Level aspects Data from public

Patient healthrecord

Commercial aspects Osition ¢ m * My
Ctivities, po, T CrClal Seums

Real time public (open data)

Snap4City (C), October 2026 10
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* POI, IOT Devices, shapes,..

* FIWARE Smart Data Models,
* |oT Device Models

GIS, maps, orthomaps, WFS/WMS,

GeoTiff, calibrated heatmaps, ..
Satellite data, any kind..

traffic flow, typical trends, ..
Vector fields + heatmaps, ..
trajectories, events, workflow, ..

3D Models, BIM, Digital Twins, ..

OD Matrices of several kinds, ..
Dynamic icons/pins, ..
Synoptics, animations, ..

KPI, personal KPI,..

social media data, TV Stream,

routing, multimodal, constraints, ..

scenarios, ....
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Standards and Interoperability ""SNAv

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

 General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, WCS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, OGC, ....

* Formats:JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

 Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, ElasticSearch, Phoenix, PostGres, MS Azure, ..

«  Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, R5232,.. _ .
«  Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEx, .. https://www.snap4city.org/65

e Social:Twitter, FaceBook, Telegram, ..
* Events: SMS, EMAIL, CAP, RSS Feed, ..
* 0S: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS. ESP32. etc.

Foundation (& ok BEAS —=
- @""" ation (& F SRUALEE bee smart city

g Ala-X digital ecosystem
> : 1 : EUROPEAN OPEN
" 5[3':?1); network Ckan @GJL @?S&[th?ha A SCIENCE CLOUD

//
\
\

WYLORE,.
) 2
fgﬁ %\?

UNIVERSITA
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

. | UNIVERSITA
z | DEGLI STUDI

DISIT D
il | FIRENZE L C"SNAMC,TV
0T Device WNhat About a Time Series

* Aset of data coming from an Entity (may be a
device, an action, etc.) with multiple values
become a time series of values for the Entity.

Send — For example: taking a new measure every 10
€nas a minutes (Red Lines)

message — Nonregular rates can be valid dataas well.

Message (  Each hew measure in Snap4(_2ity is

_ conventionally time located in
timestamp: 02-04-2020 at «dateObserved», which has to be Unique.
10:30, — Only one message per dateObserved is
Temperature: 29.34, allowed

Humidity: 35
)

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

dateObserved s 1 - _ e _’_'I:_e_rp_p.er fue
02-04-2020 10:30  34.5 23 I .
02-04-2020 10:40 36.5 24

02-04-2020 10:50  36.0 22.5

Snap4City (C), October 2026
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Day by day traffic flow, on the week data from 3 sensors
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"/

* As soon as you have a variable changing over time = time series

= &
/
DISTRIBUTED SYSTEMS I , 4
AND INTERNET T ‘,
TECHNOLOGIES LAB s N A CI

— You are ready to get Future data, may be arriving in PUSH
— Recall and store historical data as well, but they have to be

* recalled in PULL with some process taking from API, database,..

Past, historical data.... Future data! ... predictions

——

Snap4City (C), October 2026 15



UNIVERSITA /+ T T
H it | B | e ¢“SNAP/crry
DELL'INFORMAZIONE TECHNOLOGIES LAB il
A Fimme cariac .
. GINENIS OoGIIGY Colorfor missed

The messages posted on Entity Instances  device42  Entity Messages over time

/ 10T Devices can produce different m 13-12-22 15-12-22

effects on time series.

17-12-22 | 18-12-22
9 9

V1:5 9

Omitting the message would allow the v2: 10 10 12 4 15 18 24
broker to reuse the last data to fill it, as V3:16 15 16 nu 18 30 null
for V5, which appear V4: 20 20 21 3 null null 29
* validin all messages on graphs V5: 75 55 55 )5 )5 )5 >

 With holes in tables

35

30

Putting null values (as in V3) would .
produce a missing data and thus would ..
lead to create: 15
* interpolate line on graphs: dashed o

are actually continuous lines in

12/12/2022 13/12/2022 14/12/2022 15/12/2022 16/12/2022 17/12/2022 18/12/2022
DaShboardS —m ] 2 V3 V3 5

 Empty values in the tables

Snap4City (C), October 2026
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e Structured: JSON, XML, database, CSV, excel, etc.

* Non structural Textual, multilingual, NLP (Natural Language
Processing)

— For social media data, but also for metadata, descriptions
* With:

— Temporal = Historical data, real time data, predictions

— Semantic: relationships among entities.

— Spatial, geographical, geo-reversing 2 Knowledge Base
* Around a point, along a line/path, near a path, into a polyline, etc.

— Data Values different data type (Data Lake/normalization), data unit, etc. >
the so called IOT shadowing of Azure, AWS

* Relating to Knowledge Base reciprocally

Snap4City (C), October 2026
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Data

— Open and private: Open Data: CKAN
* licensing, private, GDPR

— Static vs Real time
— Any protocol, any standard: Push and Pull
— Any format

From observations and milestones:
— sensors, database, KPI, etc.

From legacy services of in-place operators, API, WS, FaaS,

— External Services: call of any kind
— MicroServices, MicroApplications
— Local databases

From users, customers, ..:

r 1 <&
iNgcoll

)

— participated processes, feedback, Apps, etc.

— Crawling web pages, etc.

k\"‘\
_—

Snap4City (C), October 2026
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Data processing: ETL/EL

* Data analytics

— Periodic or event driven
On demand ——

)

Explorer | al i iz | D efipP XEHR B [ |+

e ETL: extract transform load 5 S = P

» [ Database connections

e ELT: extractload transform o s

;
— Control Flow, data transform o | B @ e @ o T L
- Node-RED: Node.JS NG e o]
* For example: = B E T
— Assessment/monitoring m
— Predictions es g et i v w0
— Anomaly detection
— Simulations

(=)

R Studio Development

Snap4City (C), October 2026 =
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— Street-Guide
— Mobility and transport

— Multiple DOMAINS

— Geospatial reasoning — Poaints of interest

— Temporal reasoning — Sensors, |OT, ...

— Metadata B ~ Energy Big Data Tools
— Statistics T Agmirdstration e

: = — Citations from strings = 3\
— Risk and Resilience I iﬁw | f“ |
— Licensing S BIE ‘f” 2504 s=usly

= ey’ “ LOD and
— Open and Private Data - Ltk giy reasoners| |
— Static and Real time Do J .
E= (= \RDF_

— |0T/IOE | Zlyyy
Ontology Documentatior+: F === ( =
http://www.disit.org /6506 S ) zzzz Schema: http://www.disit.org/km4city/schema |
http://www.disit.ore /6507 = \“ LS RDF version: http://www.disit.org/km4city.rdf
http://www.disit.org /5606 ;; e ﬁ |
http://www.disit.org/6461 I J20
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* Allin terms of Triples
— <Subject><Predicate><Object>
— «cat» «is a specialization of» «animal» // generic definition for the ontology
— // instances of the knowledge base

* «micu» «is an instance of» «cat»
e «legl» «is part of the» «table»

e «carl» «is belong to class» «5c¢c»
e «carl» «is child of» «frank»

e «frank» «is father of» «carl»

— Etc....

Snap4City (C), October 2026
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— DCTERMS: for metadata Dublin Core Metadata Initiative
— FOAF: friends of a friends

— Good Relation: entities relationships

— iot-lite: IOT Vocabuary

— OTN: Ontology of Transportation Networks

— OWL-Time: time reasoning

— SAREF Smart Appliances REFerence extension for building devices available at
https://saref.etsi.org/saref4bldg/

— Schema.org for people and organizations
— SSN: Semantic Sensor Network Ontology (see https://www.w3.org/TR/vocab-ssn/
— WGS84 Datum of Geo-Objects

— GTFS, General Transit Feed Specification, and Transmodel, for public transport
infrastructures: lines/rides time schedules, real-time records, paths, etc.;

— BOT: Building Topology Ontology. https://w3c-lbd-cg.github.io/bot/
— S4CITY: SAREF extension for Smart City. https://saref.etsi.org/saref4city/v1.1.2/

Snap4City (C), October 2026
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The Ontology Pipeline

From Business Language to Enterprise Knowledge Graph

Turn complex data into meaningful business knowledge — with the right tools at every step.

Business Meaning )

BUSINESS a
3 | TAXONOMY

VOCABULARY /

THESAURUS /
CONTROLLED
VOCABULARY

METADATA &

GLOSSARY STANDARDS

) — 2

Describe and govern Define preferred and

(databases, files, APIs, ...)

Agree on business names, Organize concepts into Define classes, properties,
definitions and synonyms data and metadata broader / narrower alternative labels and relationships and constraints.
with domain experts. consistently. hierarchies. related terms.
Term DCAT
Definition w= .  Dublin Core
Synonyms - SKOS
e v e
Standards Standards Standards
Tools Tools SKOS | 1502594 | OKG SKOS | SKOSXL ROF | RDFS | OWL | SHACL
itz 2% collibra
== collibra ':‘.. = Tools Tools Tools
€ Purview ot &2
3 s £~ TopBraid EDG’ ANZ <\ protégé
atlan ™ ellies B utian 2 Topbraid £ 5 Topbuaid E06 ANZOQg <gprotég
606 %, TopBraid EDG
</ Alation poclparty @me g © - i s -
ot Atlas poolparty
erwin &</ Alation 14 VocBena
€ reormacs A NeOn Toolkit ,"SS!mg A Ontop
s Standards layer: SKOS | RDF | RDFS | OWL | SHACL | SPARQL | R2RML/RML |
Enterprise data sources Semantic Laver /
: m yer
Other enterprise sources
g+ % B Zmmms ) >

v Enterprise Knowledge Graph

9

Enterprise Knowledge Graph

Map and integrate data
from enterprise systems
to ontology concepts.
Structured
(SAP, Snowflake, DB)
Semi-structured - Q
USON.CSV, APIS) |y

R2RML /
RML
SPARQL

Unstructured
(Documents, PDFs)

% snowfioke: CortextAl
2\ ALTAIR ANZOP
statend N Fivotran

™ MuleSoft Aontop

@mwwef ni

DCAT |  Dublin Core |

Business value

ll' =

| l»
SEMANTIC MAPPING &
6 DATA INTEGRATION 7 KNOWLEDGE GRAPH
y=

Connect ontology with
enterprise data into a
queryable semantic graph.

Tools

nNeoqj
j,ﬁStardog

3ii ORAPHWISE

e
S

M TiguCaph
ArangoDB

J\ ALTAIR

ISO 25964

Analytics | @ Al Agents
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* Textual Data coming from:
— Social media posts
— Dialogue with users, posts, blob, complains, emails
— Documents, manuals, slides, web pages
— Media: images, video, audio, drawings, etc.
* Non structured can be processed by

— Al NLP solutions, BERT, LLM, LLM RAG, etc.
e See webinar of the 14 October 2025, 15:00

Snap4City (C), October 2026
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DISIT https://www.disit.orq/

DISTHIBUTED SYSTEMS

TECHNOLOGIES LB Paolo Nesi, paolo.nesi@unifi.it

Data Lake vs Data Warenouse
https://www.snap4City.org  https://www.KmA4City.org
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http://www.disit.org
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Lambda Arch
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* Script language
 Smilar to workflow or flowchart

Job File

Actopt! * Sequence of Commands

Deny
Rules

* |ntermediate status on disk or
memory

* Executed command driven:
— On demand, sporadically
— Periodically

Snap4City (C), October 2026 30
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Batch 1 Batch 1.1 Time

~¢

Vv

Batch 1.2

A

Activated/Fired/Triggered by events, on demand, etc..
— Synchronous with something
— chained or not

May fire/generate (ask to do or directly do) other jobs/batches:
— on the same or different computers
— ldentical or different

Activation may be asked to a third party manager
Duration of execution depending on data !

Fvent: request, action, etc.
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,Batch 1.1 Batch 1.2 \Batch 1.3
yim /70 77
/ k / ‘i / i ) / I [/
L/
Time Period Time Period Time Period

* Scheduled on periodic Firing time event (with a validit
period of firing conditions from xx to yy)

—
— synchronous ‘é /

e Execution time duration depending on data or other..
— Execution may exceed the Time Period

* Each single execution MAY or MAY NOT depend on the
preceding one

Snap4City (C), October 2026
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Batch 1.1

N

http://www.disit.org
@ Batch 1.3

a4

LT

/ —

Vv

Time Period _ﬂa,t»c'h/ Time Peri
T eriod

 If the Execution Time Duration exceeds the Time Period

— A) the successive execution (Batch 1.2) is overlapped (yellow)

* If it happens systematically: the number of tasks grow indefinitely
consuming all resources = until crash

— B) the successive execution (Batch 1.2) is canceled to wait for
the next one (Batch 1.3, green),

* skipping the second execution, Batch 1.2
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paradigma di programmazione parallela
— Detto anche direal time processing
Lavora con:
— Dati parziali e non su tutto I'insieme dei dati.
— Per esempio: valutareil contenuto spettrale di un segnale:
e Sututtoil segnale
* Su una finestra temporaledi 30 secondi, per ogni secondo un nuovo valore, small delay/latency,
(but present, see pipeline)
'attivazione del processo corrisponde spesso all’arrivo del dato nello stream, nella pipeline,
— si ha sincronizzazione e comunicazionein un solo colpo.
— Tipicamente una sequenza di azioni semplici attivate da
* l'arrivo delle condizioni e dei dati per calcolarei risultati
* edin modo asincrono
* tipicamentesenza avere necessita di memorizzare il dato
— -2 eliminaalcuni problemidella programmazione parallela.
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 Example on languages

— SISAL (Streams and Iteration in a Single Assignment Language)
— CUDA (Compute Unified Device Architecture) for NVIDIA GPU, SIMD

* Applications:

— 10T, media recognition, log processing, social media enrichment, indexing,

/" Stream Processing )

» Filter Event Consumer
e Tranformation
e Enrichment | Result > Dashboard
Event Stream e Splitting

( A A A A A O_. * Routing _ L A1 A1 A1 ——p Business
* Aggregation Process
e Simple Decision Rules
« Pattern Detection Business
o Time Window Service
e Correlation / Join

\- Geo-Streaming/-Fencing

Snap4City (C), October 2026
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* To store a large amount of data, big data, and they can be
structured and un-structured, several different kind of data:

— Direct Data: Time series, geolocated data, events, shapes, measures,
social media posts, video, files, logs, etc.

* Most of them may have multiple features, e.g.: geolocated events with shape

— Derived Data: predictions, typical trends, trajectories, flows, heatmaps,
3D reconstructions, traffic reconstruction, planning, simulations, etc.

* for exploiting them for producing:
— Deductions, hints, early warning,

— Derived Data as well, in real time

Snap4City (C), October 2026
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- Data Extraction:
— gathering, harvesting, ingestion, receptionin push,....

* Data Transformation:
— Adaptation, mapping, formatting, conversion, enrich
— Cleaningor leaving asitis

» Data Loading and Refreshing: saving in the storage
— As itis, converted and ready to use, etc.

 Data Usage:
— Asiitis from Storage (faster, more rigid schema, higher volume in access)
— Transformed on the fly (slower, more flexible, moderate volume in access)
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* ETL-Usagevs ELT-Usage
* DW:

— More complex data ingestion
» Simplify data ingestion for sporadically used data

— Faster date usage unforeseen patterns/combinations
* DL:
— Faster data ingestion
— More complex data rendering since all combination are unplanned

* Prepare data rendering for well known patterns

Snap4City (C), October 2026
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Structure
Data

d
ETL

“ Data Version Control €

omise
Eihdg

Structured, Semi-Structured,
UnStructured Data
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Parameters |Data Lake Data Warehouse
can contain all data and data types; it empowers users to . . .
: P P Data warehouses can provide insights into pre-defined
Task access data prior the process of transformed, cleansed and . :
guestions for pre-defined data types.
structured.
empower users to access data before it has been o . : :
. P . Data warehouses offer insights into pre-defined questions for
Processing |[transformed, cleansed and structured. Thus, it allows users )
. . . pre-defined data types. So, any changes to the data warehouse
time to get to their result more quickly compares to the .
N needed more time.
traditional data warehouse.
.. Typically, the schema is defined after data is stored. This |Typically schema is defined before data is stored. Requires
Position of . s :
Schema offers high agility and ease of data capture but requires work at the start of the process, but offers performance,
work at the end of the process security, and integration.
Data Data warehouse uses a traditional ETL (Extract Transform
. use of the ELT (Extract Load Transform) process. (
processing Load) process.
. Data is kept in its raw form. It is only transformed when it |The chief complaint against data warehouses is the inability, or
Complain |, . .
is ready to be used. the problem faced when trying to make change in in them.
They integrate different types of data to come up with
Kev Benefits entirely new questions as these users not likely to use data [Most users in an organization are operational. These type of
y warehouses because they may need to go beyond its users only care about reports and key performance metrics.
capabilities.

https://www.guru99.com/data-lake-vs-data-warehouse.html
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e Data Lake

— Original data preserved,
structured and unstructured

— Lower costs of ingestion
— Lower performance in the usage
ecurity: possible control at

SO

simpler in storage

— More scientist oriented
e Moderated results in access

— More difficult to extend in usage,

¢YSNAPlcrry B

e Data Warehouse

— Original data transformed and
prepared for mainly structured or

semi-structured
— Higher cost of ingestion
— Higher performance in the usage
@ﬁ{y:\Control on organized data
— More difficult to extendin storage,

simpler in usage
— More Business and Purpose Oriented

* Large volume of accesses

42
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Top Cloud Data Warehouses at a Glance

Initial Release

Separates Storage and Compute

Multi-Cloud
Query Language
Elasticity
MPP
Columnar
Foreign Keys
Transaction
Concurrency
Durability
Automation
Website

Free Trial

Amazon Redshift

2012

No

No

Amazon Redshift SQL
Yes - Manual
Yes

Yes

Yes

ACID

Yes

Yes

No

Link

Yes

Microsoft Azure Synapse

2016
Yes
No
TSQL
Yes — Manual and Automatic
Yes
Yes
Yes
ACID
Yes
Yes
No
Link

Yes

Google BigQuery

2010

Yes

No

Standard SQL 2011 & BigQuery SQL
Yes — Automatic
es

Yes

No

ACID

Yes

Yes

No

Link

Yes

Snowflake Cloud Data Platform

2014

Yes

Yes

Snowflake SQL
Yes — Automatic
Yes

Yes

Yes

ACID

Yes

Yes

No

Link

Yes
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Data Structure

@ Purpose of Data

Users

Accessibility

Data Lake

Not yet determined

Data scientists

Easier to ingest and
update unstructured data

¢“SNAP/ciry

Data Warehouse

Processed
Currently in use

Business professionals

More difficult to ingest and
update data due to the need
for uniformity and structure, but
easler to consume
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Batch

Data
Sources

Knowledge
base

Stream SOLR,

Data
Sources

Elastic Facet,SQL,
noSQL ETL, NIFI search cluster

Data Marts

Data Storage

—

Data Lake Data WareHouse

Snap4City (C), October 2026

User
interface,
Dashboar

d

Drill

down

48



«\\\"ST(/

S

10

Hrsne

Big Data Pipelines on AWS, Microsoft Azure, and GCP
scgupta.link/big-data-pipeline

Athena

EDA
Lambda RedShlft RDS (E0A)
Function GIacuer EMR
Lambda
. Function
<+ @ — 4P

AWS loT aWS—’ /

SageMaker D namoDB
cé'}’f e a'c p QuickSight
Kmesns 83 Kinesis
Streams / Ansyice ' p—
Firehose Glue Kinesis

Catalog Streams
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10

CO
&) Google Cloud Colab
Cloud loT (EDA)
Cloud
Cloud SQL
Cloud Datastore@ a9
Function DataProc Datalab
Bigtable
- Memory-
2y
— Cloud DataPrep @ AutoML ’ Q Cloud
Storage BigQue Function
PubSub DataFlow S(t):(tj?o
Data PubSub il
) r me
- picnran onon SR Catalog it comvacqupt ¥
Q] CTOMIVICOMmOn, orpicansesty-ncndd O linkedin com'inscgupta
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> l:%1Azure loT Hub AAzure /D:Azuréﬂ

signer/Studio
Azure Cosmos DB (EDA)
Function -
IR < §> Databricks ‘ 5 i
e, FUNCLION
* i > ‘ ‘ Azure | | f;
. - g / Redis : ||| $ 2
» ata .
> AL Explorer \./‘ Azure ML Azure SQL Cache Power Bl
[ Azure St —
Event Data Lake ream - H
Hub Store Analytics . .E_t.
ata ven
Catalog  Hub
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CLOUD COMPARISUN

AWS VS.

AZURE :
= ATATASS

\—/‘7

AWS Regions and Zones

BGOOGLE  €) @simonnoldort

S8 Azure @

Soogle Compue=
Azure Regions e &Zgnas

. Elastic Compuis Cloud (EC2)

(o] Virtual Machines . Compute Engine
-

.i '  Amazon Elastic Beanstalk

@ Azure Cloud Services oeoogle App Engine

A_ AWS Lambda

‘; Azure Functions o G?:ogleﬁCloud

B: Elastic Contsiner Service

a:t:i Azure Container Sewvice o Container Engine

g‘. Auto Scaling

E = Azure Autoscale @ Autoscaler

ﬁl Amazon Simple Storage (S3)

Azure Blob Storage . Cloud Storage

- Ams=on Elastic Block Storage

9‘ Azure Manaeged Storags . Persisent Disk

wBa Amszon CloudFront

N Azure CDN 9 Cloud CDN

Ameszon RDS

@-, Azure SAOL Daitmbass . Cloud SQL

@ 6 O O O o o o o o ¢

0@

AWS Dyrmeg(c)l Octalas m Azure DocumentDB
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LLOUD COMPARISON

AWS VS. AZURE . GOOGLE €D @simonnotdort

@’VE J§ Azure =

- s Amazon VPC (“w<s  Azure Virtual Network Slotl Vistim!
- L Dy,
‘ AWS Direct Connect A Azure Express Routle . Cloud Interconnect
- =
1" Amazon Route 53 . Azure Tmaffic Manager Cloud DNS
4 X
;; Amazon CloudTrail m Azure Operational Insights e Cloud Logging
- — atch o e 2 . Stackdrive
Monitoring 1;, Amazon CloudW T Azure Application Insights Maearn
= . AWS Iden and Access r b Cloud kb"h“)'
Mmag:r?tent (IAM) Azure Active Directory e N (
il Lh AWS CloudHSM UV Azure Tnst Conter o Pl ooty
® = Amazon Kinesis i:,:‘i» Azurs Stream Analytics ° Cloud Dataflow
= = - : AWS O orks 7y Azure Automation Compute Engine
C on - e e Management
ag ent - [D Ameazon Cloudinformation & & Azums Resource Manager Clouﬁ-la‘aoly:nerrt
& Options TS aa=
>

Amazon Simple | e—_ - 2
l" Notification Servrcea (SNS) —— Azure Notification Hub None
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Scenario manager

Visualization B Faxglove,

Webvi
tooks ) 3,,”;:'), Azure Adure Synapse
& P’ Databricks Analytics ‘
DataOps En | ' ' ji %) Azure Container
= DQ check >s, P C— e
@ @ Test driver extraction and 1 STy m.. R
enrichment Qualty  Metadata  \oeadars AP
- ‘\\“y? check
: | DataBax
Copy station =% (landng AzureData  Raw/ Extracteo/ Labeled (detected and . hit]et]
%‘, Factory split annctated scenes) ‘ +—— DD
Expressfioute ‘ == )} ) ' e
‘ J Telemetry topics | Orive sessions Dre
M extraction via Spark management
AL o b B mon
ExpresRoute
HIL farms / ez Software g Machine (evOpd
colo Scenario Learnin
artifact Sconano manager ; ng
3" panty) e storage AD
Azure Machine develope
// ‘ Learming 5
| —f‘\ a [0 Azure Con!anef for perception
storagc R"R"'c""';":“ 4 PRMm Registry ‘J
BCOMPUTE %00
. Azure DevOps
Veldytom Grafana  in Azure Batch) Simulation = Machine F
engineer 3" party) Learning
compute
Centralized AVOps functions (autonomous driving data management, E2E lincage, and event-driven
overall orchestration) GRHub
e | | = (517
( ;b & 5> - BED» » rb'
- Rl 4 y BD 7
APl Management Monitor Service Bus Event Grd Function Apps  Data Lake AKS AzweActive  Azure DevOps
BB Microsoft Saage Dsedon

BE Azure
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01T Main Concept

 The implementation of smart services may implies the:

— acquisition of data from the field
— computation and imposition of actions/values
— Save of historical values, computer data analytics, etc.

Sensors

Standard API
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 The implementation of smart services may implies the:
— acquisition of data from the field
— computation and imposition of actions/values

— Save of historical values, computer data analytics, etc.
—J_IOE Device

Sensors

IOT Device IOT Edge

gg, IOT App
Computation
ktuators Msg from cloud
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Edge Computing, Fog Computing

-'l— W ebh Browser
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[ SO
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SRR
o | =
% DS Wels
ToT (Cloud) . » = Gatewsay AMOQT T/ XM PPS P/
Flatform fﬁ ™ =
/,_—-t' Processing \ = ' l’
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1 i 4 3 ; MMessage Broker 4
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Broker operations: & data

¢“SNAP/ciry

— Context Producers publish data/context elements by invoking the operations on a Context Broker.

— Context Consumers canretrieve data/contextelements by invokingthe
Context Broker

update guery

operationson a

Broker

Snap4City (C), October 2026

——————
vigl | 1]

alaTyl
Cj ]

«'Pé’m_

B‘M

64



UNIVERSITA WSIT Z

DEGLI STUDI Qpclnﬂugolo @R@B%QKTEMS m g m

FIRENZE | AR cone | RRNERELS ae T Realear CITY ==
v J / ] J

* Broker operations: create

— Context Producers publish data/conte

— Context Consumers can retrieve data/context elements by invokingthe #uk l&'.f r%@_n%
Context Broker ’ [ > S

ko>
update /7{4 :

eleménts by invoking the update operations on a Context Broker.
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Reg(Devl, schema...

Action

Sensor / Actuator Sub(Dev1)

Sensor
Dev2
Broker
Sensor @
Pull
Schema Last value
Devl ... Adtion @
Clientl Devl
Clientl Dev2 IO ConNntext BroKers
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@l n

Field

Conceptual architecture

> RabbitMQ

Cloud

IOT ContextBroker

IOT Auth.
Support

IOT Device Management

IOT Broker

IOT Discovery

Y~_

Wrapper

Actuators

IOT Broker

IOT Discovery

IOT Edge

P

T~

Actuators

Sensors

Sensors

Actuators

Sensors
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Subscri
.............. &2 subscribe

""""" receiver

v
|OT Broker/ j@
|OT Gateway Pubéh/ | )
. |OT Broker/ Publish |

|OT Gateway o , _
T e 10T Application are data driven functional prog
L=’ transformation.
/ * The IOT Application can subscribe to som
IOT Actuator in Push from a specific 10T Device (sensor)
SEnsors Device * The IOT App can publish some message toward some IOT [Device
(Actuator), passing via an IOT Broker.

* Continuous lines are messages via TCP/IP
* Dashed lines are message via some radio channel (Lora, B
* |OT Brokers and IOT Gateway can be distinct servers

* |OT Brokers can be on cloud
business mﬁggme‘t,/}

* Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

* 10T Gateway performs the SW update, th
access in Push and Pull L
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* 10T Brokers can be connected each other e
» Adapters/ Wrappers transcode one '

message from one protocol to another £ e I subscribe
receiver

IOT Applicatior

-
ws®?
.
.
»* 2
.* g
* %
. %
o*
*
.
.
.
o*
-

|OT Broker [ 10T Broker
_— 7 e 10T Edge may includelOT
|OT Gateway |OT Edge Ap.pl.ications
10T Gateway |OT Broker * Missing knowledge about
- fr |OT Gateway /A\ ,?\ the semantic of IOT devices
‘um ) Adapter/ | . /AN * Lack of capability for 10T
? : - »:'\ Wrapper Discovery: value type,
“R 2t location, etc., which could
Device ? - = be used by IOT App
10T Lack of Storage of data
Device Device(” 10T values over time

Device
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C D Discovery requested data e
e — ™ IOT Discovery —:_—============ ===== R4 4 ‘\h:_
/\/\/\)Mﬁ e R
led |OT Application
Knowledge A—— | subscribe ‘*:.
Base |OT Directory receiver
o~ 1 3

Re

|OT Broker
1T
_— ﬁ‘ _ e 10T Edge may includelOT
] ") Applications
|OT Gatewa |OT Edge

10T Gateway |OT Broker )kj 3 Shalle DN Missing knowledge about

/\-— . .

L ’,4 IOT Gateway /A\ : 7 the semantic of IOT devices
om0 A Adapter/ Lack of capability for 10T
I /

Discovery: value type,
location, etc., which could
be used by IOT App

Lack of Storage of data

Q_L 4 /L\/ values over time
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Co munication Patterns

@l/ 0 HTTP(S)
0 AMQP
0 COAP
0 NGSI
g’ 1 WebSocket
M)WY Telemety Inquiries Commands Notifications S
Discover, register Information Fows Requests from Commands from Information flows
and “thrust™ new From device to devices looking to other systems to a P 0
devices on the another system for gather required device or 3 Froup ke, 0 - CUUTeee
network conveying status information or asking of devices to device or a group
changes in the to initiate activities perform specific for conveying 0 EtC
o activties status changes in
Registration Push Bulk action the world
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* Not all Communication Patterns are supported by all Protocols

* Protocolsimplement Patterns, + formats, + sequences, etc.

* They are referred at level of communications
— |OT Device €< =2 10T Gateway < —210T Broker

* |OT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS,

e Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
* Formats: JSON, Geo-JSON, Linked Data, XML, CSV,
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|

A%ﬁ_\ STOMP IMS COAP N/G/:al \ M

a)

O S
RabbitMQ [ X X X X | \ X
Mosquitto ! X
ActiveMQ X X X X
StormMQ X
HIVEMOQ X \ / X

ORION \ / X \ x/
BROKER _

C

AN vm.,
'aY

}—— 1:Subscribe
&E:Fu blish = MQTT Broker 3:Message Ah

RaspberryFi Control Center

with sensors E R a b b | _t
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G, |OT stack protocols
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NGSE.
Session MQTT, SMQTT, CoRE, DDS, Security Management
AMQP , XMPP, CoAP, ...
TCG, IEEE 1905,
Network | Encapsulation] 6LowPAN, 6TiSCH, 6L, Oath 2.0, IEEE 1451,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ... ISASecure,
Datalink WiFi, Bluetooth Low Energy, el
. DTLS,
Z-Wave, ZigBee Smart, Bice

DECT/ULE, 3G/LTE, NFC,
Weightless, HomePlug GP,
802.11ah, 802.15.4¢e, G.9959,
WirelessHART, DASH7,
ANT+, LTE-A, LoRaWAN, ...
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LI omparison high level 10T protocols %TM—
9/ /7 oe

Selurity and Header Size Max

Protocols UDP/TCP Architecture

0S (bytes) Length(bytes)
MQTT TCP //be\/‘s?\ /)/ Both /{\ / /5;’—)?0)@/
e |1cp ewisiw/  [|sn | Jls || |- ]

\_/
CoAP UDP Reg/Res ( Both L / \ 20 (typic

XMPP TCP Both Security / - -
DDS TCP/UDP PUb/Sub \Qos / i -
[ —
(= oo [Qub/Sub v, | — —
—— ' = .
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TVIQTT Message Queue Telemetry Transport

0 securlty obtained with SSL/TLS since it is over TCP
0 ISO/IEC PRF 20922
0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

' ]
Publishers

Publish

Subscri

~

"TT4

S

T rrrrrT T -
; Ty

Broker

Ciueuwe or Topic Endpoint

P

Subscrnbers

/N

/
R
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PUBLISH [QosS = 0]

MQTT QoS
Q S O : At most once (fire and forget)

PUBLISH

Delete message

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

PUBACK

Delete message

Delete message

Store message

PUBLISH

PUBREL

PUBCOMP

Delete message

A
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i AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

g ™ il ™~

Publishers Publ”“h/’ Broker \ SubEcHbe Subscribers

[_,—l—'_
'-P."*'i-
- L
P R ™

r ____d_,-"" J—
- ."H----
Exchange o~
™| sew .l
L - -
Y "“—\—-_______‘_-_\_._____‘__
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“CoAP: Constrained Application Protocol

DISIT

a OMA LWM2M over IETE CoAP (Internet Engineering Task Force)
0 security obtained with DTLS, Datagram TLS
2 HTTP like over UDP with fixed header, no TCP

Client SErvers Client Servers Clhient Servers Client Servers
; :

__CON message ] . CON message

- ACK message -« ACK message

-

CON message .

NOMN message

L ACK messase

COMN message CON message

-

ACK message ACK message

1
e | b

Piggyvback

Confirmable Mon- Confirmable

Separate

Message

Messages

Messapes

Messages
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STOMP Streaming Text Oriented Messaging Protocol
& Similar to HTTP

0 XMPP: Extensible Messaging and Presence Protocol
& Based on XML, proposed by IETF
&% Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol

& WebSocket protocol by IANA
& Over level 6

0 SNMP by IETF, level 7
&% Over UDP, or IP
& Monitoring status of servers

0 SigFOX
0 OneM2M AIOTI
& a strategic enabler for 10T applications and companies developing loT solutions
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Action Rt
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MQTT broker vs. Apache Kafka

Kafka producers PUSH; Kafka consumers PULL

MQTT broker Apache Kafka |
Lightweight publish / subscribe Distributed event streaming
[
Publishers Subscribers Producers R ’ ?rf"f'?n_ef' _lo_g_ —— Consumers
C,:i\ Broker I g | Fetch request
-V . . I artition T s R
> _/. [
8 sensors/ _) . a E n . : Rocoits ; _4'_
temperature frsetd
~~ \ -~ Eaoni : Fetch request —
5 i ;’j’_ J \ '. : ~-‘: - a 5 / . ! ! a 3 . n e
- _.A—"" l = —é —)
2 devices/ PUSH: broker sends PUSH Records
gistue el e i=-J=-1=-] -
PULL: consumers request records
o@ Routes messages by topic g Durable history with configured retention
g Retained message: latest value per topic ; .." Consumers track independent offsets
@ Persistent sessions can buffer offline delivery U" Replay retained events; order per partition
loT telemetry and device commands Event pipelines, analytics and stream processing

MQTT is a protocol; Kafka is a platform. Both use brokers and support publish / subscribe.

Simplified comparison. MQTT storage and clustering depend on the broker implementatation.
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m FIWARE Orion Context Broker Apache Kafka

Manage the current state/context of entities  Transport and retain streams of events
Mental model “What is the current state of this thing?” “What events happened, and in what order?”

Data model Entities + attributes, via NGSI Records/eventsin topics
Typlcal example Vehicle123.speed = 52 km/h Vehicle123 speed changed to 52

Query current state Yes, directly Not its primary abstraction

Historical replay Not the main purpose Core feature

Yes, notify when context changes Yes, consumers continuously consume topics
Persistence Orion focuses on current context; historical Kafka durablyretains events according to
persistence normally uses additional retention policy
components

m Mainly HTTP REST / NGSIv2 Kafka producer/consumer protocol and client
APlIs

Scaling model Context broker/API service Distributed partitioned event log

Typical use cases Smart cities, loT digital twins, context-aware  Event-driven systems, pipelines, telemetry,
applications logs, stream processing
Protocol model No at most one Yes at most one
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“#Comparison of lowlevel 10T prot.

Standard Frequenza Range Data Rates

loT —S

Bluetooth Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) ([1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on [2.4GHz 10-100m 250kbps
IEEE802.15.4 T T

6LoOWPAN [RFC6282 (adapted and used over a variety [Vedi protocollo di \Vedi protocollo di supporto

of other networking media supporto
including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz)

WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most — T ~meretypical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Ghbps)

Cellular GSM/GPRS/EDGE 900/1800/1900/2100MHz 35km max for GSM,; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTS),
(3G), LTE (4G) ' 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 [13.56MHz (ISM) . 10cm 100-420kbps

LoRaWAN |LoRaWAN Z-5km(ur 0.3-50 kbps

T 475 O

\arious (europe; 868Mhz) <K_E$

nvironment);
15km (suburban

environment)

JOA

SOt~
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viain

Create =% POS
Read
Update =——»  PUT
Delete =——»> DELETE

- GET

DISIT

R}“SS'RIBUTED SYSTEMS
TECHNOLOGIES LAB

HTTP

" Methods

LS

HTTP/3 - -“‘f Conneetion _ _y fumme,
(Quic) ! ‘-El D
——— € — —TCP Connection— =
HTTPs L) - —public key @@= - frmi;
[ﬁ ______ Yy _g:é_) » | L
Web Browsmg

I]IIII:'
l'.‘I:Il:
~—

Real-Time Data |
Live Chat ~ Transmission

WebS kt{_ ________ * fmms
e OCKe N ¢ — Full Duplex >) ﬁ

rer ) w5 ™M
- ACK_ _ _ % Web Browsing Email Protocols
- 4 € — — —REQUEST— — — =
UDP (r — — — RESPONSE— — - [[[IID3| E
LLILELLS
iy Video Conferencing
f — 22
(7)) O R Vi
SMTP @@ i) “ |
sender SMTP Sewer receiver Sendlngn'Recewmg Emails
Control I(.':ha':mnel >
________ [ s | :5
FTP ('_[J) « — _DataChannel » e
— (LT
- Upload/Download Files

R Y L R CTOD ez 2/ T N
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HTTP GET

[

HTTP HTTP
Client Server
TCP 3-way handshake A
‘_ --------------------------------
_________________________________ ’
/ \
—  HTTPGET flight  —~ i
HTTP 200 OK (application/xml)
-
—— /
__________ ‘[CP 2-way termination e
‘- ________________________________

225 C

T

temperature

GET /temperature
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HTTP
Method

Request has
body

Response
has body

l |
Safe |Idempotent Cachable

r

GET NO YES

YES

YES

POST

o | e

NO

NO

/T
s
YES

o [ [ves] | e

NO

YES

DELETE

N

NO

YES

TRACE NO YES

YES

YES

OPTIONS NO YES

YES

YES

NO

CONNECT NO YES

NO

NO

NO

PATCH YES YES

NO

NO

NO

used to retrieve information without modifying it.

Submits data or creates a new resource on the server.
It is used to send data to be processed by the server,
often resulting in the creation of a new resource.

POST

Retrieves data or resources from a specified URL. It is
,l\ GET P
8 | PU
e D8]

T Updates an existing resource with new data. It replaces

B
8 !‘\:" v .

ud

k :“ DELETE Deletes a specified resource on the server.

A -".‘: AR

Partially updates an existing resource. It is used to
apply modifications to a resource, specifying only
the changes that need to be made.

>
-
(@)
i

Bl G

HEAD

Retrieves only the headers of a response. It is used to
check the status or headers of a resource without
fetching the entire content.

Retrieves the allowed methods and other
information about a resource.

OPTIONS

Echoes back the received request to the client. It is
mainly used for diagnostic purposes.

TRACE

w
-y Establishes a tunnel connection to a remote
: ‘Q‘ CON N ECT ‘ server, typically through a proxy server.

www.automateNow.io A

automatefow
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DISTRIBUTED SYSTEMS

http GET vs POST

GET

POST

Data will be re-submitted (the browser should alert the user

BACK button/Reload Harmless that the data are-@bouifo be re-submitted)
Bookmarked Can be bookmarked Cannot bé%ookma}ke/d’
Cached Can be cached Not cached —

Encoding type

application/x-www-form-urlencoded

application/x-www-form-urlencoded or multipart/form-data.
Use multipart encoding for binary data

History

Parameters remain in browser history

Parameters are not saved in browser history

Restrictions on data length

GET method
e data to the URL; ang the length

URL is limited (maximum URL length
Is 2048 characters)

Yes, w
ad

restrictions

Restrictions on data type

Only ASCII characters allowed

No restrictions. Binary data is also allowed

GET s less secure compared to POST
because data sentis part of the URL

POST s a little safer than GET because the parameters are

Security Never use GET when sending passwords [not stored in browser history orin web serverlogs
or other sensitive information!
Visibility Data is visible to everyone in the URL Dafa is not displayed in the URD

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 201/-2018
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Snap4city Platform
Data Shadow
/2>

&

N

o Dashboards also provide

'/
f CNSOrs
Snap4City
|OT Brokers

Managing Public and
Private IOT/IOE Devices

\

IEVET T T Statuto

u® @

D
Towards any IOT Device
and/or Dashboard
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Actuator

ShapdCity
IOT Brokers

Managing Public and
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Snap4city Platform
Data Shadow

Dashboards also provide
rendering for sensor values

IEVET T T Statuto

&

Towards any IOT Device
and/or Dashboard

Snap4City
|OT Brokers
Managing Public and /o

Private IOT/IOE Device®
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10T eclipse.org [56]

|OT IGNITE [57]

Thingsboard [55]
FIWARE [47]
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Azure 10T [44]
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Carriots [54]
Google 10T [45]




Azure IoT AWS Google IoT

Data di rilascio (Out of beta) Febbraio 2016  Dicembre 2015  Febbraio 2018

Quota di mercato 31.21% 51.82% 18.79%
10%; &
= 016
E0% = C i
& " 2018
5%
40y
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Azure [oT AWS Google ToT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
['applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specifici
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
alla communityed  accesso ad eventi

eventl

Azure IoT AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
Servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
i vari servizi. si interfaccia agli
altri servizi
SN
@ REST REST REST
Protocolli MQTT, .!m’
MOTT o
Wﬁ%’; Ket, MQTT, MQTT on MQTT, HTTP
WebSocket, HTT
WebSocket, —
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, [AM, Amazon JSON Token,
X.509 Cognito, Federated, IAM, x.509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, 1I0S, Javascript, 105,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
tarter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

1UVU



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Prot i MOTT, AMQP, MQTT, MQTT MOQTT, HTTP
SQL MQTT on on WebSocket,
A - WebSocket, HTTPS
Big Data /) / / HTTPS,
C_\ AMQP on
4
Data Visualization @er Bi 3 O WebSocket
Artificial Intelligence )( >( < Telemt_?t_n_;, Query, Telemt_?t_ry , Query, Telemg:tlry, Query,
Notification, Notification, Notification,
. Command Command Command
Intelligence API Language, Speech, .
Vision, Knowledge X / \
Azure IoT AWS Google IoT Azure IoT AWS Google IoT
Prezzo Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di COHflgUfal'E sC allng_ automatico
messaggi scambiati connessione del dati scambiati mediante automatico
dispositivo funzione
Azure IoT AWS Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 99%, nella fascia fino al
. 99%, al di sotto 99%, al di sotto 95% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS viene viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, x.509 Federated Identities [AM, x.509
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FIRENZE | BSteizone | SRNEEEL CITV e snE

(®

A
DEVICE GATEWAY

« @ »» MESSAGES
4
7 =
\_/
RULES ENGINE
Cornmurncate with devices via
MOTT WebSockets, and

AWS SERVICES

With these endpoints you

Trensform device messages
based on rules and route to
AWS Services

can deliver massoges fo
ry AWYS servicg

MESSAGES

AWS loT DEVICE SD

Set of client libraries to conrfect,
authenticate and exchange mdssages -

HTTPILI
APPLICATIONS
Applications can connect to
dows at any time using an API
<
AWS loT API @
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\' S AWS SERVICES
pir—— \ 1 RULES ENGINE With these endpoints you
7 AY Trensform device messages can deliver messages t
MESSAGES MESSAGES ( @ based on rules and route to
D q AWS Services
\ Z
AWS loT DEVIC sox\/ AUTHENTICATION DEVICE GATEWAY
Set \ client librarief to connect, j & AUTHORIZATION Commuricate with devices via
authentiXgte and egdhange messages - Secure with mutual MQTT, WebSackets, and
: authentication{and encryption HTTPLI

MESSAGES

APPLICATIONS
Applications can connect to
hadows at any time using an AP

g riermittent
connections

REGISTRY

Assign a umique identity
to each devices

<
AWS loT API @
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Google loT (1)

Sensors

ESF 32

ESFEZEE

=

MOTT
Prlatocal

™ Google Cloud Platform

Ingest Data

/

Cloud loT Core

Report and Share
Business Analysis

Google Data Studio @ e

Report Ugers

Cloud Puby/Sub Cloud Functions B.gﬂuerr

Deskiap and
Mcbile

Firebase Database
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Data Pipelines on
AWS, Azure and

Arnalytics

Sage Maker

2= 4

Glue

Catalog
Dymamo DB

RaedShift

Kimesis
Streanms

Quic kSight

1l &

Lambda
Furncriomn

Ingestion

Data Lake

Preparation & Computation

Data Warehouse

Prasantation

f&. AZure

Azirre
Fumncticm

Arvare Dot
Lakae Storos

Data Explorer

Strearmy

Databhricks ! Analytics

Azure ML

Drantam Azure SOCL
Catalog

e

Il s

Arure Redis Cache

Doesigrners
Seuadio
(EDAD

Poweesr BI

G

Azeare
Functiorn

Ingestion

Data Lake

Preparation & Computation

Data Warehouse

Prasentation

=

Google Cloud

Clowud Storage

DataPrep

DataProc

Chowd
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PubSuk Memory Clowd SO
store

Clousd
Furnctiom

Preparation & Computation Data Lake Ingestion

Data Warehouse
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DEGLI STUDI DAR.HMNEN‘E ouo DISTRIBUTED SYSTEMS d s N A pAIHDUSTRY
FIRENZE | D8tNhmazione | TECHNOLOGIES LAB

Mob / Web
HTTPS @ Apps
= o %
Devices Firewall, | HTTPS 3 WSs Dash!ooard
loT | loT K—> E‘ﬁ Builder
Context App
Broker

Via MicroSefvices:

Cloud computing
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

IPARTIMENTO DI
INGEGN RIA
DELL'INFORMAZIONE

& = n..m@
DlSTRlBUTED SYSTEMS
RN SNAp4C|T Y @, 0e
s F &

E nd security @

— From 10T Devices to Dashboard (user interface)

loT Devices ~ loT App _ ) [JoT A
(sensors, actuators) L - tof - f A Dhards
loT Edge — loT Registries i
loT P Directory and $torage
GateWay /
Sﬁiturity and Privacy Management j
S —
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UNIVERSITA | DINIFO | DISIT https://www.disit.orq/

DIPARTIMENTO DI DISTHIBUTED SYSTEMS

il | FIRENZE | Beimzone | TG Norosits La PaOIO NESi, paOIO.ne.Si@unifi-it

Snap4City Architectures
https://www.snap4City.org  https://www.Km4City.org

Pa rte : 4 b SOME HIE:E:E;EF:‘i'EI] L®w® EJ

(2024)
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https://www.disit.org/
mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.km4city.org/
https://www.snap4city.org/

INTEROPERABLE +« INTELLIGENT « SUSTAINABLE ¢ FOR A BETTER TOMORROW

Snap4C|

‘Development Environment . | | EF
From Data to SmartC|t|es Together. | g til [ 1 I Gl

-
e

A Enwronment ¥ ; Y Al L ; y : -l
",’ Momtorlng = . k= A o :

Ports & Loglstucs s
- b { LS T ' Managemgnt -

A Home (@) Dashboards B Data Models 88 Applications X Tools

City Live Map @ @ X Total Sensors Active Services

‘0 @ \© 0 0 O1428 & 24
@ Q . - Q *+12% 1+ +6%

@3 Data Interoperability

Node-RED @2 Python

- i . ; i 0000 0400 08:00 1200 1600 20:0 d 7
Sensor Input Filter CO, (avg) Energy C p SAME NATA
(0] \
Q @ e @ ” 18.5 pg/m* * 2.4 Gwh Traffic Flow ® Cars @ Buses Bikes /s BRIGHTER CIV!ES
® I—v Transform —> \‘ 0 @ é 6 ¥ -6% ¥ -11% 1K . . \
d ) ‘ , _, / :
e 00  © Sl il [/ seapaavir

/ y ‘ 00:00 04:00 1200 1600  20:00

How can | help you today?
I can assist with development, data analysis,
city operations and smart city solutions.

&> Al Tools & MLOps

©-0-0-0-0-0-6

import snapdcity as sdc (G Create an Al workflow for city data

data = sdc.get_sensors_data("parking")

(@ Build an MCP agent for smart mobility

Data M
df = sdc.to_dataframe(data) Pre‘p Training Validation Re;sfry Deployment Monitoring Retraining S R
AutoML | Experiment Tracking | Model Versioning—=

(® Generate insights from urban data

# Process and publish

ﬁ # Read data from IoT devices
)
3
4
5
6

STANDARDS

result = df [df['status'] == 'free'] @ Visual Editor APL @ Hel h model de;
; : ' f, Task Z  APls it 1
sdc.publish(“smartcity parking”, result) ?::n o o %5 °° o o 24 e i \ / 2 g services ko el doploymmen
Q Linked Data G KPlCard o UL /= City Data Memory (® Support decision making with Al
B Table ! o) (real-time)
T Text . = Ack Sn dvicor
CRCOR 111 N RESARN || e g gom | ks,
REAL-TIME @ Container Connect intelfigent agents. Connect data, tools and services,
@ 3 . = e ——SIN L - A\ SCALABLE 8 PEOPLE-CENTRIC
DATA : BUILD > INTEGRATE > ANALYZE > DEPLOY > SMARTER CITIES L — ) sourions SOLUTIONS




THE POWER OF AGENTIC Al
AT THE SERVICE OF YOUR OPERATIONS AND PLANS

UNIVERSITA
DEGU STUDI

% FIRENZE
100%

A B3 K

LT
e
e ru

BaEe | - ¢ SNAPAcry

OPERATION ANDP

SMART ASSET \ SN/.PADVISOR & COPILOT
Powered by
ECFILARE
FREE
TRIAL
PEN Test : & BT : .\ AGENTIC Al
Passed ' ‘ | =] =TT ;: ] 5 ; 'WWMENT
) 3 [ S B= T AND METHODOLOGY
: | L3085 + VISUAL PROGRAMMING, ML, Al, HPC
» TRAINING COURSES

LOW-CODE DEVELOPMENT, VISUAL PROGRAMMING, o ARTIFICTAL INTELLIGENCE, AI-POWERED DIGITAL TWIN, ADVANCED ANALYTICS,

DIGITAL TWIN DEV. PLATFORM, PROCESSING LOGIC, MICROSERVICES PREDICTTION OPTIMISATION SIMULATION MACHINE LEARNING,
API-DRIVEN DEV., o ek : RAG, GRAPH Al, MLOPS

¢“SNAP4

Appliances and Dockers

Installations

bt

3  SoiENce cLoun

KNOWLEDGE GRAPH, SEMANTIC KNOWLEDGE, INTEROPERABILITY, SEMAN 3 : ATA INGESTION, REAL-TIME, INTEGRATION,
KNOWLEDGE-DRIVEN, CONTEXT-AWARE DATA, CROSS-PLATFORM, OPEN STANDARDS IOT/WOT, HETEROGENEOUS DATA,

== SEMANTIC REASONING, DATA HARMONIZATION VENDOR-AGNOSTIC, LEGACY SYSTEMS EDGE-TO-CLOUD DATA INTEGRATION,
Node:RED BIDIRECTIONAL EVENT DRIVEN

@ roundation
EQ15

digital ecosystem

<X

NVIDIA.

PRVATE
DATANPACES

DATA
SPACES
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TRENZE | REgueroo  pemereecivesn. SNAP/ gt
F I R—E N Z E DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE CITy & ‘Pém ,‘

AND TECHNOLOGIES LAB

Live Data k Actionable
. Directives
' t-lf/
Optimization
N Tactical
Risk Parameters S— Plans

What-If Analysis: Scenario-Based Optimization:

Grounded on robust predictive algorithms and simulations. Test traffic light plan optimizations digitally. Evaluate major
traffic infrastructure changes. Assess tactical risks and
generate prescriptions before spending public funds.

S » 7
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pata Driven Decision Support

“Decisio

S ste ;
“Assessment / Strategies

izata Rendermg, visual )

* Data Processing

* Data aggregation, Storage,
indexing

*Data Inw
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NIVERSITA
EGLI STUDI

FIRENZE

O C

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISTRIBUTED SYSTEMS AND
INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

ontrolling Status: management, and
operational

o Monitoring via KPI
o Early warning on critical conditions
o Predictions vs KPI

o Anomaly detection

o Neuro-Symbolic analysis
o Risk assessment

o Fast What-if analysis

Making plan: tactic and strategic,
medium and long range, micro/macro

o Simulation & optimization

o Generative Al Prescriptions, scenarios
o Resilience to Unexpected unknows

o What-if analysis wrt scenarios

o Collaboration with stakeholders

()

Monitoring

Digital Twin j

' Model Predictions,
Decision Makers a Anomaly Detecti n,
Analysis, Assessment
Decision Suppo e
€s Simulatiens,

—Scenariou

TFR, Crossroad;
Public Transport,
Routing, ..

2
> What-If Analysis,
Optimization <
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DEL L INFORMAZIONE DISTRIBUTED DATA INTELLIGENGE pE
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ST

(P T
LB

Digital Twin Development Platrorm

—

” Snap4City Microservice Platform

------\

g —

<l Things Edge‘ - m e 4 MicroService Based, Proc.Logic | el gt _ I
S S i ) — M < Server-Side Business Logics, SSBL / e LRl er 31 ofth i
- Lty ;

s GW
Sensors and Y

- Actuators Data
i s Data Knowledge .
i e ) Analytics:
~ Ingestion Bases & -
& HU"R3 Storages MLOps, '
S @ External ML, Al

-

Web/Mobile App
Dashboards & Interfaces

Services —

—
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/

®
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Expert System semantic queries

via.

* Smart City API for
Apps and third party

* MicroServices data
driven develop via
visual language
Node-RED

01

Interoperability: any format, any protocol, any API,
visual programming node-red, Python, brokers, etc.
Server Sides Business Models, ETL, ELT, ..

02

dictionary, ontology; Data Spaces, MDS; data models

Data Model: standard and custom data models,
FIWARE, etc.

Snap4Citv (C), October 2026
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Linked Open Data
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGEGNERIA
DELL INFORMAZIONE

DISTRIBUTED SYSTEMS
AND INT
TECHNOLOGIES LAB

DCTERMS: for metadata Dublin Core Metadata Initiative
FOAF: friends of a friends

Good Relation: entities relationships

iot-lite: |IOT Vocabuary

OTN: Ontology of Transportation Networks

OWL-Time: time reasoning

SAREF Smart Appliances REFerence extension for building devices available at
https://saref.etsi.org/saref4bldg/

Schema.org for people and organizations
SSN: Semantic Sensor Network Ontology (see https://www.w3.org/TR/vocab-ssn/
WGS84 Datum of Geo-Objects

GTFS, General Transit Feed Specification, and Transmodel, for public transport infrastructures:
lines/rides time schedules, real-time records, paths, etc.;

BOT: Building Topology Ontology. https://w3c-lbd-cg.github.io/bot/
— SACITY: SAREF extension for Smart City. https://saref.etsi.org/saref4city/v1.1.2/
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High Level Type

S ~October 2026 DIgita SL2C :
e POI, IOT Devices, shapes,.. :
 FIWARE Smart Data Models, = e ==
* loT Device Models = =
* Any custom data model
* GIS, maps, orthomaps, WFS/WMS,
GeoTiff, calibrated heatmaps, ..
e Satellitedata,any kind.. 4 e ‘ ‘
- traffic flow, typical trends, .. S Byl Be. T e
 Vector fields + heatmaps, .. () S o '
* trajectories, events, workflow, .. e g "

* 3D Models, BIM, Digital Twins, .. S \ *‘f —— e RO ae B
* OD Matrices of several kinds, .. " [P "‘ e _0‘.)@

ix o= Firenze-Trafair-AirQua\IiI ¥
g S F -11050 = L =
« Dynamicicons/pins, .. = o tagiente 4
9 o I hmerigolgwpucci
* Synoptics, animations, .. B:
e KPI, personal KPI,.. e
* social media data, TV Stream, ; G
1M
* routing, multimodal, constraints, .. 4
* gscena ri oS Data Model: standard and custom data models, ML
IS 02 dictionary, ontology; Data Spaces, MDS; data models
FIWARE, etc.
. etc. —
Shse | eyl | DINFO | DISI
0/26 | PR | . |mmE =:
Tyl < o 7% 1 2 6
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Compose ingestion and
processing flows.

Add Python or R analytics and
connect external services
through APIs.

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

X = | notificator
function - sacsearchbev T o f POiRtVARIRN) | )| getjobdewiy 1 o TOTER ()~ sacsearcn ‘
> network ok search within [ search by textl l polygon . ; - - ‘
et triggers o 7
S e [ = gps area exp —l y | O & j?:i O~ s4cDataAnalytic { service
[ . routing C ‘search near
> L |
cutput f search | full text address poi . 1 descriptive | r e 2
> sequence r— o search near |8 search by text L - get job group ‘ statistics | R
- { service ‘ gps position Q e N [ pn:lier . names [ o ‘
H | search near S L ) trend plot [
T e position ot trigger (= search within| T
P — | gps position | full et coordinates b e [ circle
e search exp \ ( group names I 1
> social — bus routes | to address = ‘
servi — \ ( B ProTictons
- [ - ‘ event search search P get paused \_ service
] search near | ‘ - . . service info | trigger groupe! :“ad‘_‘"g w search within ‘
> ) eaming |
[0 seniee | e |
o event search Q search near [ :I edge-tunnel-to-cloud get job fire
R [ service J [ o oG mes anomaly [ service ‘
! search within i ! search along
> twmzm [ ‘ T o et system ’- path
gps area event search bus routes 3 get ey o : plumber data L ‘
S4C SearchDev . [ within wkt F ssarch within e status analyse m—
> SacUtility e J = gps area mapped | TN . ‘
T — trigger job : python data | (] comm
sssss pping analytic
wkt area ( event search = ;
e within gps bus routes oLl L] pause all (- ‘
" = search within(
> S4cDataAnalytic ’ e ‘ wkt area o wnlh (
search within
> sacBigData | event search circle
stored wkt \
. sacioTapp T near gps
position - full text ‘
>S4 pause trigger ) rch withi
....... R —— i |
cacwwhatr search by ge pause a§ omeom
_________ ’- municipality } sear — . e tpl routes | | check exist ‘ triggers > create Tlted ‘

A shared toolbox for developers and system integrators

© Snap4cCity, Nov. 2026

event search i tpl routes by d
‘within agency
pelygon R
2 tpl routes by |
t search | | line
along path |
: tpl stops by
| (
rch | || route
tpistop

searcn near
marl

]
| timeline

recommendatig

l within circle '
geomel lry
aaaaaaaaa value type
m-“k | search near |
marker
e o |
search hy lexl| value type
1 search within (
| circle
ch byl ext
I value type
search within |
p— | polygon
sear d" hv 19’4
‘within din | value type
search along [
bus routes | path
search near
marker | ~ S4CData
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Ingestion, aggreg. = exploitation

* loT App Visual
Programming,
coding

e Data transfor
* Integration

 Scripting Data Analytic

* Data ingestion
* Business logic

* MicroServices data
riven develop via
visual language
Node-RED

Snap4City (C), October 2026
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functicn
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Ee= function
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DIPARTIMENTO DI

Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analytics

Statistic, Optimization
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

oS

Node-RED

UNIVERSITA
bronsn DINFO - DISIT

DISTRIBUTED SYSTEMS AND

F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

> 60.000 downloads (up to 2024)

MicroServices ¢“SNAP/cry =
Areas

entities

Snap4City
Microservices
Proc.Logic

Snap4City (C), October 2026

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations

Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

VPN remote access
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Solutions: reliable, secure and fast to realize =~ ¢ SNAPer

«‘Pé’mg

B‘M

IOT and data World

sl B (=
Q\@%_E?%@
% n

Dashboards and Apps

IOT Applications

* Via SnapA4cCity tools
* Dashboard Wizard
* Dashboard Builder
* Data/Visual Analytic

 Smart Solutions results to be
* Real time data drive
* Secure end-to-end
 GDPR compliant
* Reliable, interoperable
* Auditable, marketable i o & e

B 106125 §
B 126150

| B3G5
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Alerting Generation

Kind: River Floading
Severity: Relevant
#People: 10

Impact : People Disease
Impact 2 Pollutant
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City: FIRENZE

)

Sat 16 Jan 010327

Adr: VIA ADRIANO CECIONI N.undefined

Registered Green‘1610755283309

sevxraoco P

D Multi Data Ma

mataa
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ifferent Themes

Firenze - Trafair - AirQuality Heatmaps -

a
i

This dashboad contains data derived from actual sensors and predictive values under validation Sun 25 Oct 18:52:00
Muiti Map
o o vitx s
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Heatmap Controls: B
“e MaxOpacty: ¢ emmll) > 028
& [<prer 20201025 18:00:00 Next> |
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uNvERITA - DINIFO
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I REN Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Sl cYSNAPicrry :ﬂ

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

¢“SNAP/ciry

Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www disit.org with its Snap4City solution

Snap4City:

*  Web page: Https://www.shapdcity.org
e https:/f

witter.com/shapdeity

w.facebook.com/snapdeity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

o Phone: +39-335-3668674

o Linkedin: https ww.linkedin.com/in/paolo-nesi-849ba51/
o Twitter: https:; .com/paolonesi

o FaceBook: https://www facebook.com/paolo.nesi2

"..m%
:: 4[CITY]
Vit &9 =

«'P‘ﬁ’m'

G‘M

¢“SNAP/ciry

* https://www.snhap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf

Snap4City (C), October 2026
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

uNvERITA - DINIFO
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELL\GENCE
AND TECHNOLOGIES LA

SNAP/crry B

DINFO

. Powered by https://www.snap4city.org/d
.”SNAP4Tech ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Development Llfe-Cycle

From SnapdCity:

= We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf

er.com/snapdcity
s facebook.com/snapdcity
s  https://www.youtube. com/channel/UC3tAQOPEBNba8f2-udvandg

Coordinator: Paclo Nesi, Paclo.nesi@unifi.it

DISIT Lab, hitps://www disit org
DINFO dept of University of Florence,
Wia S. Marta 3, 5013%, Firenze, Italy
Phone: +39-335-5668474

UNIV II II

ﬁ._ﬁ_ﬁ\f’:|iu ENZE

ano ‘ D
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https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

Available Al Solutions on Snap4City ¢ SNAPlcry

https://www.snap4city.ore/997  More than 80 Available Solutions & 300 Al applic.

Artificial Intelligence: ML, Al, DL, Fed.Al, LLM,
DRL, Agentic Al, MCP tools, generative Al, ...
SnapAdvisor Copilot for developers, MLOps supp.

Visual Intelligence: visual programming for visual
intelligence tools, Business intelligence, CSBL
services, etc.

Smart Applications: dashboard builder, wizard,
exploiting Al tools, Advisor Copilot, CSBL services,
mobile Apps, multi services

* Mobility and Transport (e
» Waste Collection Optimisation .
» Tourism Management o
 City Users Behaviour \
» Security and Safety (o
* Energy and Control \

 Environment, Weather, Water

* High Level Decision Support Solutions
* Asset management
 Resilience and Risks Analysis

https://www.snap4city.org/download/video/course/p4/

Snap4City (C), October 2026
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https://www.snap4city.org/download/video/course/p4/
https://www.snap4city.org/997

Data Analytics on Snap4City platform

Swagger

ETLILL
6o Eg

e e 3
SLEY

AT

9 ?nﬁ"“ﬁ%‘m»

(=

Ontology Schema LOG.disit.org

Y
N

Big Data
Store

'é‘; 26 IEE...

|;|¥

Snap4City (C), October 2026

Facility
\_/

p

Smart City APl from Knowledge Base and other tools

.CUSNANCHV
'A %-.’.m,
@ python (e (G35

w0
Studio

Creating
MicroServices

' ]
| ]
! TRAR 5
16
Frivile ii |
JT1HHEEEEE i |

| Saving /
Sharing
reusing

Using them into
|OT Applications

Resource Manager \=-l
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UNIVERSITA D hIFo *

DEGLI STUDI | ; @
DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

FIRENZE  Nercyera INTERNFT TECHNOLOGIES LAB s N A p4CITy 05

DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Al/ Vil develoners. VMILObs https://www.snhap4city.org/download/video
g Attt it St /Snap4City-MLOps-Manual.pdf
MLOps: Al, ML development prme Eos
Automatingtraining, hyperparam, optimisation df’:%;éfﬂ
Any library and Al model, API, Agentic Al, MCP Data{\na‘.yﬁcs,,n:j;‘tquy,
Exploiting CPU/GPU clusters Gps'on snapiciy v Ciean

MLOps on Snap4City via ClearML

Artificial Intelligence: ML, Al, DL, Fed.Al, LLM,
03 DRL, Agentic Al, MCP tools, generative Al, ...
SnapAdvisor Copilot for developers, MLOps supp.

138
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https://www.snap4city.org/download/video/Snap4City-MLOps-Manual.pdf

https://www.snap4city.org/944

On Line Training Material (free of charge)

¢“SNAP/ciry Eﬂ‘—“:

Ist part 2nd part 3rd part 4th part 5Sth part 6th part 7th part 8th
: z Data Ingestion |[System and Deploy| Smart City APl: |Design and Develop
O Dashboard IOT A IOT N Kk ta Anal
s e e Ligisd Dt nalvies processes Install Web & Mob. App Smart Solutions

Snap4City (C), October 2026
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https://www.snap4city.org/944

UNIVERSITA
DEGLI STUDI

V= | FIRENZE

DINFO

DIPARTIMENTO DI
INGEGMNERIA
DELLINFORMAZIONE

DISIT https://www.disit.orq/

DISTHIBUTED SYSTEMS

TECHNOLOGIES LB Paolo Nesi, paolo.nesi@unifi.it

Interoperapility
https://www.snap4City.org  https://www.Km4City.org

Parte: 4b
(2024)

© ] [©080]
SOME RIGHTS RESERVED
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https://www.disit.org/
mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.km4city.org/
https://www.snap4city.org/
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UNIVERSITA DINFO —
e DEGLISTUDL ' pparivento o DISTRIBUTED SYSTEMS AND T” S E A NY x 1]
FIRENZE Norencoa INTERNET TECHNOLOGIES [AB |
DELLINFORMAZIONE DISTRISUTLD DATA INTELIGENCE
AND TECHNOLOGIES

Control Room

— Not only a collection of verticals

Exploiting analytics: prediction, simulations,
anomaly detection. ..

— Big data approach to Data Analytics

* Connecting Heterogeneous data to defined
strategies and alerting

 Connected interactive dashboards for different
kind of decision makers: operators and majors

 What-if Analysis taking into account multiple
data sources, scenarios for hyp., KPI!!!!

simulationis needed

From strategies to Actions

European
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......
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Micro Applications: Travel Planner, routing -
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Entity Directory:
Smart Data Models
loT Data Models

Digital Twins

/E Federation

Smart City API

<Y OpenSearch

% [ Entltylnspectdr ]

[ DataManagér ]

g GeoServer [ HLT Mary{ger ]

&’) BIM«cwener ( Seryide Map |
Zz

Social Media

OSM, BIM, GIS, ITS <=

Gateways, satellite

External Services gy ProclLog.
Web Scraping On Edg
TV CAM streams
On Cloud

loT App

Simulators: SUMO,
MODOM, TFR, Flood.. ..

Node-RED

o>

r— @ python €3 studio
Artificial Intelligence tools: J —

pred., classif., optim., LLM, ....

( Dashboard/View
Builder & Mng.

.

/ \\

Business Intelli-

J

Y SNAP/ciry

I

/ Facilities \prplications\

Permissions

|
Traffic Optimiz.
|

Traffic Light Plan
|

L gence CSBL

Custom Themes

J
| |

' Synoptics & Widgets

J
| |

2/3D Digital Twin

Tools

[ Routing, MulDyn

[ Heatmap Gen.

Public Transport

Parking Mng.
|

Fines Mng.

Participation Mng.

Lighting Mng.

Building Mng.

[ Prediction Gen.

Environment Mng.

[ Measure & Compare

Waste Mng.

[ Notification Mng.

[ KPI Support

loT App
ProcLogi
ror o8 Event Driven

[ Scenario, What-If
[

Sharing/pool Mng.

Energy Mng.
1

Tourism Mng.

Mobile Apps
|

(

MCP Agentic Al: Multi Experts and Multi Agents

SnapAdvisor & Co-Pilot

{ S_—
@1

A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

Sharing / Market Place

",

a8

W

Third parties solutions

”
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UNIVERSITA DlNF ’711’“7
DEGLI STUDI DIPARTIMENTO Dlo Rﬁgﬁgég;EISETS'YSTEMs
FIRENZE | D8troimazione | TECHNOLOGIES LaB

Z/d' Plairy &

Mobile Device Variables

* |D:
 dateObserved.:...........

e Status: ready

* Temperature: 70%

* Gasoline:35%

RRL * Velocity: 231,3 Km/h

e Position:44.3223, 11.3432

imousine

They are a special case of 10T Devices 8 s
— they are managed as loT Devices in the system P
. R B culturalActivity + ) 7
* They are classified in terms of nature/subnature ool F
. . 0 . B e

* For Searching and showing on maps and dashboards, they are oo o

different %32:712221"?“‘“ B E

HLT of Mobile Devices can be:

m MiningAndQuarrying +
ShoppingAndService +

— Mobile Device Model, for example: «sedan» B rowimeonion &

TransferServiceAndRenting +

— Mobile Device name, for example: «BMW JD7356HD», «Ford KO786KK» &:emeeer

] . . . m WineAndFood +
— Mobile Device Variable, for example: «velocity»
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO | DISH 2

IPARTIMENTO DI bISTRIBUTED SYSTEMS
INGEGN RIA AND INTERNET c T
DELL'INFORMAZIONE TECHNOLOGIES LAB I y

Sensors
e dateObserved: ...........
* |D:
e Status: ready |
« Temperature: 70% N
" Waterlevel: 35% B erar—
[ UsedcapSBOX: 30% gCulturalActivity + . ]
EI EducationAndResearch + EIEd ndR: b
- * Power: OK 0 8 .o
* Position: ....... . o gu
..... D g::
U Fin alServic @ e
g Eealth(;a“::tfﬁ i E ::
They are classified in terms of nature/subnature
. . m MiningAndQuarrying +
For Searching and showing on maps and dashboards fe—
HLT of Sensors/Sensor-Actuator can be: - i
° L E Wholesale +
— Sensor Device name, for example: «mycoffemachinel», «CM23» B wineandrood +

— Sensor/sensor-actuator is a variable of a Sensor Device, for example: «Temperature»

They do not have a model, while, in KB, have a reference process from which their
real time data are collected from the field, from gateways, etc..
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UNIVERSITA
D EG Ll STU D I DR.TIMENTEDIO EBR!B§E! lTEMS
FIRENZE | BERUEER "  | RENEer oo CiItTy
i = = - i
r Q\ J’ C Df interest @ ccommaton

m AgricultureAndLivestock +
> E CivilAndEdilEngineering +
i g Cultural Activity +

* They dare Piazza Santissima Annunziata - P
& +
TR IE LINKED OPEN GRAPH G cmironment %
— classified in terms of nature/subnature Name: 775fcaed9e6cb2al722113c260aab5 1e 0 inancioisersice 3

u GovernmentOffice +

Nature: CulturalActivity B Healthcare '+

relevant services with codified Subnature: Squares B avruananacucing ¢ £ S

|D|g|tal anatmn| [} MiningAndQuarrying '+

to simplify the massive N B o

ﬂ TransferServiceAndRenting +

management of huge amount of POls City: FIRENZE - e

Prﬂvl: Fl E Wholesale +

m WineAndFood +

Photos:

— mapped on Knowledge Base on oo y —
specific GPS location |

= = n'.p
- DO n Ot m Ove Ove r tl m e Eéscriptinn: Al centro della piazza compare |a
statua equestre di Ferdinando |, Granduca di

rep resented as P I N Toscana, opera del Giambologna e le due

fontane marine di Pietro Tacca. Incorniciano 1o

spazio pubblico, colorato di scene di vita
fo r Va rla b I e quotidiana, monumenti di vario genere: Palazzo

Grifoni; il portico della confraternita dei Senvi di

Ove r‘ tl m e Maria, opera di Antonio da Sangallo e Baccio d

Agnolo; la chiesa della Santissima Annunziata
con il portico del X\l secolo; | ospedale degli

* May sporadically change over time innocent el Erunellesch
d
B || By (- SO 7 R 2 R
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

IPARTIMENTO DI
INGEGN RIA
DELL'INFORMAZIONE

DISTRIBUTED SYSTEMS :: a4 CITY
RENGISELs Lae CITY ===
s F &

* POI: point of interest

Regular Services | Transversal Services

* type: macro (nature) and subcategories (subnature)
* Position: GPS, address, telephone, fax, email, URL, ...
* Description: textual, multilingual, with images, ... 3

* Link to dbPedia, Linked Open Data ~ P

A rram_stop

* Links to other services | f:“

* Real time data if any: sensors data, timeline, events, | E
prices, opening time, rules of access, status of 3 ruct cion
services, status of queue, etc.. | B3 e

. . | ]
* See transversalservices on ServiceMap IEE
— Regular and in test platform g
| oa
j,_ Kl police_headquarters
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UNIVERSITA | IJINIFO [ DISIT Py SO
DEGLI STUDI h}P/ERTIMENTO DI DlSl')I'Fer‘I‘BLEJTE%rSYSTEMS @
FIRENZE | SSENema cone | 4RNGREL xs CITY L=z

museums, restaurants, banks, email, urls, etc.

— Typically arrive as: excel files, GIS dat

— Suggested approaches: POl Loader,
* |oT Devices, Data Tables,... (Devices

— Description, including geolocations, etc.

— Time Series: measures that change over time,

p, ETL
irtual Devices/KPI), including

+ Aset of data coming from an [0T
Device with multiple sensor become
a time series of values for devices.

— They can also move = loT Device Mobile, Data Tables s ETleuknganewmeasure

message
in Snap4City is
Message ( conventionally tim®ocated in

= timestamp: 02-04-2020 at 10:30, «dateObserved»
Temperature: 29.34,

Humidity: 35

— Typically arrive as:
* description and real time values or additional vz
 Excel files with description and data all togethé

— Suggested approach: Data Table Loader, I¢
* |oT Brokers also send datain real time

dateObserved

02-04-2020 10:30\ 345 3
02-04-2020 10:40 \36.5 24
02-04-2020 10:50 368 22.5

TIME

Shap4City (C), October 2026 ETL: deprecated approachin V2 148



UNIVERSITA
DEGLI STUDI

DINFO

User: roottooladmin, Org: DISIT ik i =
Role: RootAdmin, Level: 7 =

LOGOUT

i Select an agency:

| |- Select an Agency - V[
Select a line:

| |- Select a Line - v

| Select a route:

é - Select a Route - v

Select a bus stop:
| |- select a Bus Stop - V\

! Position of selected Busses

My Snap4City.org

Dashboards

My Dashboards in All Org.

Dashboards of My Organization

My Dashboards in My Organization

DISIT

PARTIMENTO DI DISTRIBUTED SYSTEMS
F l RE N Z E INGEGN RIA AND INT
DELLINFORMAZIONE TECHNOLOGIES LAB

|
J

- Hide Menu

| Public transport | Municipalities | Text Search | Address Search | Events |

4 .

A &V p

yervice

- =

| J

Service Map (Toscana)

e Glornat

[ 3
Pasticceria
Caffée Marzocco

‘ Actual Selection

My Data Dashboard Dev Kiba A
Y bt e tobs || service: METRO758

My Data Dashboard Kibana

Extra Dashboard Widgets ¥ pon;; dcgl{ixl{]ini

Bianchi

Notificator

T TS o
S«gﬂf/——_ NrateTTppY

Data, my Data, OpenData ¥

Knowledge and Maps « Porta Mugnone

.
Sala delle Nazioni

Service Map (Toscana) .
Service Map 3D (Firenze) Polveriera

Porta Soccorso
alla Campagna

Helsinki Service Map
Antwerp Service Map

Garda Lake Service Map

.
avista Padiglione Arsenale

Cagliari Service Map
Lonato Del Garda Service Map

Valencia Service Map

Pont Du Gard Service Map Padiglione delle Ghiaie O

Laboratori dell'Opificio

@le Pietre Dure

Dubrovnik Service Map
a

WestGreece Service Map Portaa Faenza

Mostar-Bosnia Service Map .
Porta Santa

Svealand Service Map Maria Novella

Roma Service Map c'\\'\?\)os
Pisa Service Map
Creating WKT

Service Map 3D (Antwerp) |

Weather Forecast for Mucipality of : FIRENZE

Saturday Sunday Monday Tuesday
Service Map 3D (Helsinki)
z = | =
Producing POI triples for KB
sr bit cloudy overcast cloudless cloudy
Load WKT on ServiceMap (Helsinki) l cIT 2 aCITe A /eC

Foed WKTonServiceMap (foscana) resource/Firenze1610780220000

. disit org/kmAci

Load WKT on ServiceMap (Antwerp)

ala della Ronl

PadignSpadolini

i \eF

Fortezza da Basso

wo Strozzi BS4

Bastione Cav

ippo S ozt

P SOOI SR

- Hide Menu

Wednesday

overcast
5°C/10°C

Vi Venti Settembre

Ch
-]

l Ospedale Santa Chiara

shi

<
)
Bl
B
)
2
%
9
o
2
2

e Student Hol
nze Lavagm

5r\‘

.
Casa dello Studente @

ﬂ Biblioteca dell'Istituto ‘

di studi leI\ICI 3
Renalo Branzi ‘

20v]

Hotel Piccadilly o=

Serviceuri: hitp
Name: METRO758

Nature: TransferServiceAndRenting
Subnature: SensorSite

Address: Lavagnini dir. Viale Strozzi (38)
DBpedia: "Spartaco_Lavagnini

disit.org/kmdcity/resource/METRO758

De/Select All

= Accommodation +

E Advertising +

m AgricultureAndLivestock +

Property/Value Type Value

avgDistance Not Available

avgTime 14.291604

fecupancy Not Available u CivilAndEdilEngineering +
) concentration 825 g CulturalActivity +
cleFlow 1344.0 k- m EducationAndResearch +
erageSpeed 29613344 (.’ Emerg g
threshoidPerc Not Available ':: [a Carabinieri
speedPercentile Not Available z:’a"s-t”t“m“
congestionLevel 119.0967 m_ L=

oPpS_of_forest_rangers

anomalylLeys 101.56033

/4 4 @ Emergency_medical_care
| ibliofecaYellaC Emergency_services
Y {
La Fortezza a ortodossa Fire_brigade
_— | First_aid
y . -
alg -a/ [ 1talian_finance_police
&) s \ e
b=
—— r
Vp“ '
- Z
‘ B 8 ’90 £
o % -
k= Bialioteca deliad ("5& 99’

overnmentOffice +
HealthCare +

.
Ufficio Imposte
S. Caterina

IoTDevice +
MiningAndQuarrying +

ShoppingAndService
=] 2
Hotel Cimabue

Saaaaald

ifsa di Nostra Signora

del Sacro Cuore. Carrefour Express

s ’ tilitiesAndSupply +
- X ! . | g Wholesale +
Malaspina § Il Vegetariano 3220 Pandol
o m WineAndFood +

A

Filter:

i Regular Servicesl Transversal Services -

IndustryAndManufacturing +

viceAndRenting +

- Hide Menu |

Ze

o

|
Sani G|o1\./ann|no . |search text into service
dei Cavalieri S

N
&

' A 474

N. results: \500 V|
Residenza la Rondini

Cloister of thei

Search Range \ 2 km v

Search Area

N
Caffé Noir m & 5 |
=] Palazzo Le Monnier Ca; @Mediceo ==
Tourist House Liberty M‘";;";N o | O g
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High Level Types

SnapA4City (C), October 2026
e POI, IOT Devices, shapes,..

* FIWARE Smart Data Models,
* loT Device Models
* Any custom data model

* GIS, maps, orthomaps, WFS/WMS,
GeoTiff, calibrated heatmaps, ..

Satellitedata, any kind..

* etc.

&,

\_UR .

\\“’\oc}
2
)=

k) S
T

(o]
~
N
(@)}

scenarios, ....

traffic flow, typical trends, ..
Vector fields + heatmaps, ..
trajectories, events, workflow, ..
3D Models, BIM, Digital Twins, ..
OD Matrices of several kinds, .. o
Dynamicicons/pins, ..
Synoptics, animations, .. :‘;
KPI, personal KPI,..

social media data, TV Stream,
routing, multimodal, constraints, ..

UNIVERSITA
DEGLI STUDI

FIRENZE

Altitude
meter

Firenze

[ Data Model: standard and custom data models,
02

dictionary, ontology; Data Spaces, MDS; data models
FIWARE, etc.

ueg/m3
W o
W us
DINFO s
DIPAR’Y[MENTO DI D!STRIBUTED SYSTEMS M 3660
INGEGNI AND 61-75
DELL" INFORMAZIONE TECHNOLOGIES LAB 7690
- Bt

i Csnapdary S

ad SNAp4CITV

Di1gita olor:
O O O
D
2 : A e
» e e See
=5 =
3k , : -
_— =

Gio 11 Giu
Prato

ioggia e schiarite
18°c/22°C

\

1‘

\eropb\(o‘iuenze 7

Amerigol§
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Any API

Technical ﬁrchitectu re ¢“SNAPay

/[ APl Manager /Facilities \prplications\
Federation ( Dashboard/View ) | Permissions

|

Smart City API (__Builder & Mng. | Traffic Optimiz.
Business Intell- ) — L

"'J OpenSearch | zence CSBL | Traffic Light PIarI\

Public Transport

Parking Mng.
|

@ Custom Themes
[ Entltylnspector ] ) =
Synoptics & Widgets
KB, graph [ Data Manager ] : T
2/3D Digital Twin ]

@ GeoServer | HLT Manager
4 | ] Tools

') carverCenter
k BIM [ Serwce Map ] [ Routing, |v|uIDyn

)

[ Heatmap Gen ]

I Simulators: SUMO, ]4_»[ Prediction Gen. ]
MODOM, TFR, Flood.. .. [ Measure&Compare ]

B

)

]

Fines Mng.

Participation Mng.

]
[ ]
[ ]
[ ]
[ ]
[ ]
[ : )
[ Lighting Mng. | ]
| Building Mng. ]
[ ]
[ ]
[ ]
[ ]
[ ]
[

Bro ke—rs

1
Environment Mng.

77 ) Node-RED Waste Mng

f loT App
ProclLog.

Sharing/pool Mng.

Energy Mng.
1

ocial Media
OSM, BIM, GIS, ITS
Gateways, satellite
External Services

ﬁ Duthon ’ Studio [ Notification Mn
KPI Support

|f|C|aI Intelligence tools: ] —
OGE e f p

[ Scenario, What-lf Tourism Mng.l

Web Scraping pred classif., optim., LLM, .

On

et Cloud oglc [ Advisor ] Mobile Apps
: SeE == Event Driven (L —— -V 5 |
} ( \ MCP Agentic Al: Multi Experts and Multi Agents ] [ SnapAdvisor & Co-Pilot
| 11 1
3,‘? Q‘ \ A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing ] [ Sharing / Market Place
A | Third parties solutions

@ (3 ) g 2R N %
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ol
Standards and Interoperability SNAv
?or?:-:-l:' LoRa, I-ORaW?:‘AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Encan,

Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

 General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, WCS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, OGC, ....

* Formats:JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

 Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, ElasticSearch, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. _ :

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, .. https.//WWW.Snap4C|ty.org/65

° SociaI:Twitter, FaceBook, Te|egra m, .. [01 Il_'lteroperabilit.y: any format, any protocol, any AP,

visual programming node-red, Python, brokers, etc.
* Events: SMS, EMAIL, CAP, RSS Feed, .. Server Sides Business Models, ETL, ELT, ..
* 0S: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS. ESP32. etc.

=t O 3 E@A1S —
- a oundation u FI _ Zoan s bee snzrt citg

g Ala-X digital ecosystem
uf : 1 : EURDPEAN OPEN
¥ e neon can - HGIL @esriaia My seience cLoun

S -f’({, UNIVERSITA
5//,“ ?' DEGLI STUDI DINFO
X% | FIRENZE

SSSSSSSSSSSSSSSSSS
NNNNNNNN IA AND INTERNET
‘ORMAZIONE TECHNOLOGIES LAB


https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

of Smart City Services Sy

0 '/ Semantic Reasoners T-r=n€

S aady

4. m4City Semantic Reasoner

aprus

j Smart
g ' City API

P ServiceMap interoperability

e Seamless for multiple

Smart

City AP! obile Apps
art City API
Smart :
City API - i mu er:
<SVORION T * distributed access and
Smart City API sharing services
******** _ * Each city control its own data
|| smartcity ﬁ_r e * Final user can pass from one
Arda ab. [ KaZilityr API 9 J 85 o : P .
' - 7 city / area to anotherin
i T — Independentservice 7~ seamless manner: without

changing the mobile Apps
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universith | DINIFO | DISIT ; “waze
DEGLI STUDI | peartimMenTo ol DISTRIBUTED SYSTEMS m‘
FIRENZE | B0, | REREE CITY ==

Dictionary for Data Fields
Semantics and Technical Meaning

2 Resource Manager =

View Resources

Managing Resources

Process Models

Processes in Execution

Process execution Archive

Dictionary Editor for Data Fields...

OB mon Nk kK

Doc: Resource Manager
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s(/
‘ UNIVERSITA
DEGLI STUDI

DINFO | DISIT
‘SgﬁngRﬁo SYSTEMS
ELRENZ% TECHNOLQZ

NNNNNNNN

Jm et Data =

Semg nt:c -
Nture < SubNature
N ~ SubNature

e
—  —

Technical meaning

/
\Value Unit

Value Unit
Value Type

d’ SNAP4C|TV :,;
lel/C DI

Exists a Dictionary for the 4
categories

They are related each other
and not all values are possible
Right setting lead to right
rendering on graphs and
automated combinations and
processing

The D/@lonary is used by
many tools

Snap4City (C), October 2026 156



wvesa | DINFO | DISH : avamnle 2

e | e e COF @xample C"SNANCH
. . P

Technical meaning =

Value Type

// \

Value Unit Value Unit Data Type Data Type

mwW KW Integer Float

Link to Friend Sensor as ServiceURI: \/glue Type

ﬂ '\

Value Unit Value Unit Data Type Data Type

URL KW String, URL Float
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NIVERSITA
EGLI STUDI DINFO DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
I RE N Z E INGEGNERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB

Example of Energy and its

Snap4City Dictionary Editor for Data Fields

AlU
— »-_.J

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti..

Bollard subnature Bollard TransferServiceAndRenti... m E
Bookshop subnature Bookshop ShoppingAndService EE
boal wvalue unit boolean dali_com_error, dali_dim... m E

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... m E
brightness_flag value type Brightness Flag string mm
broken_bikes value type Broken Bikes integer m E
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment m E
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINF

DIPARTIMENT oDl
INGEGNERIA
DELL'INFORMAZIONE

E-'.m-
«‘Pﬁm-

&
\ }
DISTRIBUTED SYSTEMS é
AND INTERNET ‘,
TECHNOLOGIES LAB CIT G.M

* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

 Therefore main Data Types are:
— Float: numbers with decimals large as you like, etc.
— Integer: numbers, booleans (0/1), etc.
— String: url, links, names, id, descriptions, status code, etc.
— Json: structured data, vector, matrices, etc.

Snap4City (C), October 2026
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> > > THE FIWARE
SMART CITIES REFERENCE
ARC CTUR

SMART CITY GOVERNANCE SERVICES

N < Open Data Portal Data Marketplace

C)., % ~ \ E (supporting Right=Time Datasets) == (Data Economy Support)
Complex Event Big Data Advanced

Al
Processing Algorithms Algerithms Data Metps Extended Data Publication Platform (e.g. CKAN)

e
” R— Wirecloud Knowa
Processing EngirZ (AZix, Sprirk, HoZor p... Mashup Bl

ORION CONTEXT BROKER

=1 i F < (0

STREET - Location PARKING - Location BUS - Location WASTE - Location SHARED - Location CITIZEN - Location
+ Traffic SPACE * No. Slots * Route BIN * Capacity CAR + Status CLAIM - CitizenID
« Pollution * Next stop « Level * Driver + Description
+ Time next stop = Threshold

Histsry Data
Stream

IdM & Access Control
APlinf Management
and Biz Framework

Keyrock/Wilma = AuthZForce

IDAS NGSI AGENT FRAMEWORK

Alternative loT Platforms System System System System
(e.g. OneM2M) Adapter Adapter Adapter Adapter

Ly o
[b% 1—@-" g e P| = @ E TM Forum
;_\‘;'_9' social Smart Air Public Waste Business

Parki li T t M t
Networks arking Quality ranspor anagemen Open APls

DEPLOYED loT NETWORKS, CAMERAS, ROBOTS OTHER INFORMATION SOURCES VERTICAL SOLUTIONS
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. Snap4C|ty - Powered by FIWARE Solution & Platform:

« https://www.fiware.org/marketplace/product-details/?category=powered&id=snap4city-
snap4city

* NGSI V1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigfFOX, etc.
see FiWare Https://www.fiware.org

* Snap4City - FIWARE Training Services:

° h‘étfps://marketplace.ﬁware.org/pages/solutions/OBbccd83aOe1b0398ba7a
Obf

 Snap4City - FIWARE Consultancy Services:

. https://marketplace.fiware.org/pages/solutions/907f5ecc63927f643dd8421
b

* SnapA4City is compatible with all the above protocols
— via IOT Orion Broker, Powered bl—'J

— via IOT Applications. = FI
— via direct connection on ETL processes on their corresponding IOT brokers, and/or

* Snap4City is also compatible with many other protocols, see the table reported in
page: https://www.snap4city.org/65
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Technical Architecture

Any API

Entity Directory:

Smart Data Models

loT Data Models
Digital Twins

[ Entity Inspector ]

oo

[ Data Manager ]

GeoServer[ HLT Manager ]

BIM:ervercentsr [ Se rvice Map ]
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MODOM, TFR, Flood.. .. ’
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[

[ Scenario, What-If

KPI Support
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| | | 1
3,‘? Q‘ ASBB™C, SSO, Blockchain, Resource Managers and Sharing ] [ Sharing / Market Place
A [ Third parties solutions
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] Discovery I \Registration via Rules J) Semantic Reasoners "-75%8
]
. regisgration Snap4City N
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Snap4City

o 2, Node-RED
Q flow1 Flow 1 +

roottooladminl
RootAdmin | Idap ~ input

info debug dashk
Flow

Name flow1

inject H I show micro web app
ID “49a71aa@.b297ba"
catch Lr [ Status Enabled
S service-search-near-marker

status 0

[ Information
world map ) \ a transform results — world map
ik C ] ) point [ o
matt event-log

hip O k T w

tcp .
[ udp 0O i f [
. - - - . S wvehicle flow (car/h) r
X timestamp service-info H i g
y L

(http response event-log

O websocket

- = - Data Adapati
rgmfgf@rfm@{tn@m Conversion
ﬂmt@g[r@{m@m Interoperability

Node-RED

©
S

—1 usihess Logic vs Dashboards

Editing 10T Ap)

DNS Data Anal

ytics control

Everywhere: Cloud, on loT
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In the 10T Application of Shap4cCit ossible to:

— Execute flows that process data a

vent Driven, Batch (periodic or not)

— Create multiple concurrent Flows for each I0T Application

— Create subflows as macros to be reused

— Create Groups of nodes as macro

— Save/load, share, of nodes, flows and applications with other users via

@Resource Manager or
e with JS Foundation or

* via email, skype, file sharing in general
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In the IOT Apps of Snap4City, it is possible to Extend the

Capabilities:

— Load other Nodes, segments of flow and entire flows from several
sources: email, libraries, S4C repository, etc.

— Load other libraries of MicroServices/Nodes/Blocks from Manage
Palette e — 7 -

* Alarge set of Libraries of Node is available.
* The loading may have some limitations for security reasons

— Get more IOT Apps above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin
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Snap4City generasvg

Node-RED

User: roottooladmin, Of
Role: RootAdmin, Level: 7

ttps://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org Node-RED flows

ration nodes

@
®
@ Dashboards of My Organization
[
®
A

View Nodes Install
My Dashboards in My Organization Search library Sign in with GitHub
Extra Dashboard Widgets ¥ g
= 3 f staws Keyboard
Notificator [ e b © node-red Manage palette .
7 113
Em e G < S Palette v Node-RED Library
T
O fink out
W Knowledge and Maps L ‘ Find new nodes, share your flows and see what other people have done with
10T Applications ‘ comment ‘ board shortcuts Node-RED.
Nod
) 10T Applications )
MicroServices for IOT Applications v (I
MicroServices from DataAnalytic R t nod -
10T MicroServices for Final Users izt ecent nodes see more (2005)
10T MicroServices for Developers I -
R = § Flow1 e node red- conmb ui-time-scheduler node- Ied conmb hea\web node-red-contrib-tasmota
Doc: 10T Applicatiens e N o N N
How to Develop 10T Applications Q changs () Flow "e3924351.10d37" i
Create A MicroService from RestCall P —
o T . Node-RED flows
10T Directory and Devices + J— W node-red-contrib-fiware_official
[ template P
Resource Manager as " 7 * Sign in with GitHub
I "
Development Tools » 2 dey  Q Recent flows
TR
> Management ¥ Q trigger () _ oo d d ib-heatweb
— ®© node-red-contrio-fip You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ fo. eec - ou Lik ou Like s N
Settings A )
g | O
User Management and Auditing _ o=
‘ ) -
Help and Contacts e © N
sonp request - 8 210.1 D set intera 1 Heatweb and and
Documentation and Articles ¥ — e 10 211 Recent collections e
¢ string ¢
My Profile = . | ™ rramizzle bla no _
@ node-red-contrib-md5 —Tole AUAHHAAHAHHAH MINE ITS ALL MINE Dz Pre-requisites
¥ 1.0
1 node s
@ node-red-contrib-snapdcity-developer Install
f; fi ) 1 the " ny y Node D instal h sually
. . .
Two views of the same libraries
Usage
Heatweb Connect Node o
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- msg.paylnaé(

Import sdc

Public flow: RecommendationsForYou2
Public flow: SuggestionsForyou

Public flow: TC2.7 (b) - 10T protocol Telemetry
Public flow: TC2.7 (a) - 10T protocol Telemetry
Fublic flow: TC2.5 - 1QOT application; 10T Discovery of sen
Public flow: TC9.2 (JSON)_- Managing_heterogeneous
Fublic flow: TC9.2 (XML} - Managing heterogeneous
Fublic flow: TC9.2 (RDF) - Managing heterogeneous
Fublic flow: TC9.2 (HTML) - Managing heterogeneous
Publie 2 - Managing heterogeneous

P 05

{"id":"99d0cebt 66a7f" "type""json","z""18bbf2b5.57d68d", "name"
™ Ypretty"-false,"x":343.00002288818,"y":110.0000095367 4, "wires"
‘[["aB5d77fc.50fees" ]},

"id":"3d04d6a4 S0e6ea" "type""inject","z""18bbf2b5.57d68d","na
me""™ "topic""™ "payload™ "[\"contacts\":[{\"contact\":

¢VSNAPdcy i

View

Clipboard Import
Library
Import S4C

Search flows
S ETES

Configuration nodes
Flows
Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website
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Open Data CKAN

Ticket Management, workflow
BIM Server

Social Networks

Video Management sygtem
Gateways

Data Analytics

Statistic, Optimization
Simulption

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Fl
MLOps support
Python support
R Studio Support

oS

Node-RED

NIVERSITA
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DISTRIBUTED SYSTEMS AND

I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

MicroServices ¢“SNAP/cry Fe

Areas

cntities

Snap4City
Microservices
Proc.Logic

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

igh Level Types: heatmaps, ODM,...
oY / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations

Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

City (C), October 2026
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Smart City and IOT main needs

\- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

E,Q Historical Data: search and access to data
=" collected over time into the smart city data
aggregator.

% Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

™~ | Advanced Dashboards: This means to have the

il | 5 ossibility of developing a real user interface of
the IOT App (to render and produce data for the
|OT network).

@ Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4%, 10T Device Connection: This means that the

b2 developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of IOT brokers.

Lo lOT Directory: It should be a single point service for
109 _ _ _ :

~>" searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure

by means of a large set of heterogenous IOT Brokers.

Snap4City (C), October 2026
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|OT Applications

10T Applica ons@D+S p4City Plat

> social

A collection of more th f icroServices have been N <.
developed covering the above entloned requirements and e mm
mUCh more. > advanced

« The issue was not only to formalize the MicroServices, but > T
also to create the infrastructure that enable their usage. In ) Stcsearchoey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacoatmanalytc
Platform).  sacsignata )
« They are formally distributed as two official libraries of > sicsearcn 7]

Node-RED nodes (Snap4City Basic and Advanced) by the | ™™
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, «ces

Operatlng SyStem > S4CLogDev node-red-comtrs Acity- node-red-comribM
developer TSOCs IO STy PTOle T, targeted to
> S4CView Mode-red nodes for developing loT standard user (no developer
lications for smart cities. These nodes are
> S4CSocial
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~ input

X winerow 7))
N _—

~ adwvanced

on our Advanced 10T Apps

v dashboard

(5 button (:j
:‘ \dropdown ij
AN

text input aj

- date picker aj

~ colour picker gj

form é'j
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* Dataingestion: more than 70 protocolsIOT and Industry 4.0, web Scraping, external services, any protocol database,
etc.

2
7
&

SLOREy,
W

—

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system
Km4City ontology, etc.

« Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin
BIMServer, any external service REST Call, etc.

 Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

e Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data,
scenarios, etc.

» Data Analytic: managing Python native, calling and scheduling Python/Rstudio containersas snap4city microservices
(predictions, anomaly detection, statistics, etc.)

* Userinteraction on Dashboard: get data and message from the user interface, providing messages to the user (form,
buttons, switches, animations, selector, maps, etc.)

* Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc
 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.
* Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.

Snap4City (C), October 2026
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* loT App Visual
rogramming, no coding

e Data transformation

Integration, Interoperab.

Scripting Data Analytics

Data ingestion
Business logic

* Edge and Cloud

* MicroServices data
driven develop via

visual language
Node-RED
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

@@ Dashboards
#@& My Dashboards
A Notificator
O 10T Applications
My Personal Data
& IOT Directory and Devices ~
W Knowledge and Maps ¥
Micro Applications
I External Services ~
Data Set Manager: Data Gate
* Resource Manager: Process Loader *
& Development Tools ~
Management ¥
o Settings *
User Management and Auditing ~
Help and Contacts ¥
[J Documentation and Articles *
My Profile =
[#' Snap4City portal
Z Km4City portal

[ DISIT Lab portal

IOT Applications

1% Prev 123 .. 9 Next

® 2018-09-14T04:44 @ 2018-09-21T0319

B, O N-FONO
|IOT Edge App |IOT Edge App

. - e

® 2018-10-19T16:07 ® 2018-10-19TI717

=
|IOT Edge App

owner: badii owWner: panesi

owner: pb3 owner: pb3

l. l. Management l. Management l. Management l. Management

:«*?:méw (4 =
} & o© 4 ’ ©
|IOT Application

owner: semolarudy owner: tester5

Management Management

® Deprecated - SiiMobilityControlRoom ® SamsungGalaxyS4BarCode

K<
§ o’ 6%
IOT Application

owner: badii owner: badii

Management l. Management
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® Fib APP ® ChurgingStations
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1e’ 6%ae le 620

|IOT Application

owner: semolarudy owner: comunedashres
Management l. Management

IOT Applicatio

owner: tester2 A r.ar esterls

Management Managemznt
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Proc.Logic / loT App Development

Snapacity

0

loT Ap pasese With Dashboard

—

NoteRep  Sharing/saving
reusing loT App

lo}

=

ServiceMap Discovery
< Knowledge Base, Km4City >

Dashboard Collection,
Editor and Wizard

B "gez Resource Manager —n
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Limited
Limited
MQTT
MQTT
(MQTT, CoAP,
http)
MQTT, HTTTP

(Y)
(Y)
(Y)
(Y)
(Y)

Y
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(y)

(Y)

N/Y
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SNAP/4

®
KAA

Siemens MindSphere

FIWARE ref SC arc.
IBM Watson loT
IOT eclipse.org

PTC ThingWorkx
CISCO Jasper

&

AWS

Azure 10T

IOT IGNITE
BEZIRK

Bosch loT Suite
Carriots
Thingsboard
Google 10T
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Requirement

Manage different kinds of IoT entities
Connect External and Internal Brokers
Use any Data Model with any data type

Verify the correctness of IoT Messages of IoT Devices

Semantic Interoperability

Automatics deploy of Internal IoT Brokers
Register External Brokers

Discover IoT Devices on IoT Brokers

Easy management graphic interface to list and test IoT entities

Manage IoT Device Model and Device Data Type ownership and access grant

Snap4City Google IoT Cloud

N

< << |<x|<| <x|</|< /=<
pd <

<
<
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AzureloT
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AWS
Amazon
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* Dashboard Builder of Snap4City

. For accessing and browsing data on: OpenDistro x ElasticSearch, Mongo, MySQL,
Smart City API, Super and thus from federated Smart City API, etc.

*  Supports sensors/actuators: data driven data, maps in extended manner, data driven
widgets, large collection of widgets, direct IoT Connections, custom widgets,
animated PIN on maps, a large set of panel/widgets, etc.

. Very simple to be used for control room, decision makers, situation rooms, operators,
etc.

*  Very well integrated with IoT App, Custom widgets, animation, external services.

*  Verysimple to be customized for non programmers since all the tools are visual.

*  Support for GDPR and deep control of access.

*  Canintegrate Kibana/Grafana Views into a Widget D.w,.y,,n
 Kibana (so called DevDash, AMMA and recently My Dashboard (Dev)

Kibana ), also accessible as Grafana

*  For accessing and browsing data on OpenDistro x ElasticSearch storage and other
sources supported

*  No Support for real time event driven widgets/panels, actuators and synoptics, no

My Data Dashboard Kibana

7,642,593

2y,
Y

7

st

RS

sophisticated maps, etc.
. Not simple for control room, decision makers, etc.
*  Not integrated with IoT App, Custom widgets, animation, external services.
¢ Oriented to developers, complex production of custom views, etc.
*  Partial support of GDPR and deep control of access.

Snap4City (C), October 2026 ' 2 : L
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ynap4City Dashboard Bullder (2023) vs )yanNa/Gralec
T s | snapaity DashbosrdBuider | Kibans, Grafana-
Large Collection of Widgets, also from D3 library YES Nothing
Custom Widgets SVG of any kind, full defined process for customization YES Nothing
Real time event driven widgets and data YES Nothing
Server/Client Side Business Logic for data transformation with visual programming: Node-RED YES: visual/coding coding
Maps with custom PIN, bubbles, animated and moving, etc. YES Nothing
Maps with paths, shapes, traffic flow, scenarios, routing, heatmaps, what-if, Origin Destination Matrix, ... YES Nothing
Maps with Orthomaps from WFS, WMS, GIS connection, etc. YES Nothing
TV camera integration and selection YES Nothing
Widgets for business logic integration on real time: buttons, selector, switch, etc. YES Nothing
Kiviat, Spider net, Calendar (also any other D3 Widgets) YES Nothing
Typical Time Trends: day hours, month week, month days, ..... YES Nothing
Time Trend Compare: day, week, month, year YES Nothing
Selectors/Menus: text, icons, etc., also in connection with IOT APP, Node-RED YES Nothing
Full control of graphic layout, font, colours, refresh per widget, etc. YES Nothing
Iframe integration of third party widgets and web pages, nesting dashboards, embedding Kibana YES Nothing
Connection among multiple Dashboards and Widgets YES Nothing
Synchronization with Video Wall, and Operators Views YES Nothing
Multiseries, bar lines, charts, pie, donut, simple selectors, trends, etc., also from business logic YES Limited
Single content, string, html, any data, etc. YES Limited
Special widgets: Weather forecast, civil protection, road plates, Twitter, SVG, etc... YES Nothing
Digital Twin Local (BIM) and Global (3D city representation) with 3D traffic, Heatmaps, Devices, ... YES Nothing

Faceted search YES: selectors, forms, buttons YES 130
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Multiple Protocols: |0T, Databases, etc.. 10 on |OT, Limited on databases, = More than 200, very very wide @

etc. fb@@

Large set of high level types: maps, trends, Yes: @ @ﬁ
heatmaps, traffic, trajectories, scenarios,... @ @@ o
Ne.
S @

Integration with workflows, BPM Not Supported Yes: bidirectional

Integration and Modeling Digital Twin BIM Not Supported Yes: bidirectional

Integration with GIS: WFS, WMS Not fully supported Yes: bidirectional

Integration with Heatmaps and Satellite Partially, not calibrated Yes: fully; calibrate and multiple versions, animations
Integration with Satellite not supported Yes: fully

Smart City API no Yes

Open Data Management Partial with CKAN Yes, Fully automated with CKAN

Federation of platforms Partial on brokers Full on Brokers and Knowledge base and API
Semantic model and queries with NGSI-LD in the future Yes since 2013

Multiple kinds of |oT Brokers No, only agents Yes: NGSI, COAP, AMQP, MQTT, SigFOX, etc.

Data Model Smart Data Models Smart Data Models, |oT Device Models

Complex data Model Not supported Heatmap, traffic flow, ODM, 3D models, TV Cam, etc.

Snap4City (C), October 2026 191
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| FIWARErefarcsmartcity

Data Transformation
Data Analytics

on line development
Dashboard on data

Dashboard Widgets

Real Time end-to-end from Dashboards to
any other channel, event driven

Multi Data Map

MicroApplications
Auditing, Assessment, accounting
Multitenacy on data management

Living Lab for creating/managing
communities/groups

Report generation/management

DISIT

UNIVERSITA
st | DINFO | D
F l RE N Z E P)\IEGLE'CI;I\TFEC?FIRAMAZIONE TECANI)LOGIES LAB

DISTRIBUTED SYSTEMS
AN ET

Coding

No

No, limited
Grafana no LDAP

Limited, no custom, coding
needed

No, very limited

Limited with non OS

No
No, no, no
No only on broker

Not supported

No

Yes: 10T App, Node.JS, Visual Programming, scalable ! !

Yes

Yes: Rstudio, Python, Tensor Flow, MapReduce, etc.
Yes: Dashboard Builder, OS Dash with GDPR, LDA

Yes: A wide rangeincluding custom widgets, secure compliant,
animations, configuration, also open to new development

Yes, fully supported

Very extensive, with multiple widgets and sync

Yes
Yes, Yes, Yes
Yes: on Broker, on data management, on dashboards, etc..

Yes: provided in the open source

Yes

Snap4City (C), October 2026 192
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PTC ThingWorkx [59]
Bosch loT Suite [58]
CISCO Jasper [55]
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Smarthing Samsung [52]
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Carriots [54]
Google 10T [45]
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Plataforma Lenguajes Recursos APls Despliegue Observacuones
| - Kubernetes, Apache RESTHul, | . Cddigo no disponible en el momento
PROMENADE-| W8 | kb Pk | WebSokets: || O0Rienedares. | de la prueba
Mi-FIWARE Java, Node.js FIWARE ngm'ealg Sl, Contenedores Seleccionada para Evaluacion
VirloT Python Docker, Kubernetes, Katka RESTful, NGSI Contenedores Seleccionada para Evaluacion
[Trade Java, JavaScript Kafka, Pulsar RESTul Contshodores | | D00® pioyectos, Bnfocadd en ol
| | | | solamente
Python, Java, RESTul
Snap4City JavaScript, PHP, Kibana, Km4City, FIWARE : Contenedores, VMs  Seleccionada para Evaluacion
WebSockets, NGSI|
- Node-RED . _ ‘
Sentilo Java, JavaScript - RESTHul VMs Enfoque en gestion de sensores
OpenRemote JavabF:{mon, Ul RESTful Contenedores Pocas implementaciones
Sapparchi Java, Ruby Nginx, Kafka, otros RESTful Contenedores, VMs CRERFOTI SpOINLS e € EersD

de la prueba
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From Operation to planning
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e Controlling Status: management, and operational

DINFO

PARTIMENTO DI
INGEGNER
DELLINFORMAZIONE

o Monitoring via KPI
o Computing predictions data from the field and KPI &&=
o Anomaly detection

o Early warning on critical conditions B T RS
e Making plan: tactic and strategic, medium and long range ..
o Optimisation: Prescriptions, suggestions

o Risk assessment

* Big picture and Long-term focused (2 to 5+ years)
= Vision, Mission, Why, Policies and Direction 4
+  Executive-management { I AN R RO NN ;
* What is the right direction for the company? 3 i v ad

o What-if analysis on scenarios
o Simulation and predictions

* Short-term focused (3 months to 2 years)

7 . * Focused on specific business department
Tactica l * Middle-management

* What activities to be planned in strategic alignment?

o Resilience

* Be ready for Unexpected
Unknows

T :
£ Operational

dlidp4LiILly (L), vLiounerl £2uso



NIVERSITA
EGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

O C

DISTRIBUTED SYSTEMS AND
INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

e Controlling Status: management, and
operational

o Monitoring via KPI
Early warning on critical conditions

¢“SNAPLcrry

. ¥ ) \

Predictions vs KPI
Anomaly detection
Neuro-Symbolic analysis
Risk assessment

Fast What-if analysis

e Making plan: tactic and strategic,
medium and long range, micro/macro

o Simulation & optimization

o Generative Al Prescriptions, scenarios
o Resilience to Unexpected unknows
O
O

O O O O O O

What-if analysis wrt scenarios
Collaboration with stakeholders

Decision Makers

Decision S}pport

._II’_\
-’
h;\j\ KPI
!. % Digital Twin j
il Models&K\ Predictions,
Analysis, Assessment
Warning
Suggestioqs
T Scenarious TFR, Crossroad,
- ej .
Public Transport,
Q (J Routing, ..
y a \
£ Q> :
3 2 What-If Analysis,
>0 4

E )
C ] ’t \/ /| Monitoring
/-)I'«\__R \
Data Anomaly Detection,
/ Simulations, /
) (
Optimization <
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\, Digital Twin

Models & Predictions,
Data Anomaly Detection,

. Analysis, Assessment
Decision Warnin

Support System &

'L Simulations,

Scenarious TFR, Crossroad,
— :
Public Transport,

| Routing, ..

What-If Analysis,
Optimization <
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N Things Edge - R/ A 4 MicroService Based, Proc.Logic
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Entity Directory:
Smart Data Models
loT Data Models
Digital Twins

Social Media

OSM, BIM, GIS, ITS <=

Gateways, satellite

External Services gy

Web Scraping
TV CAM streams
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Any API

APl Manager

Federation
Smart City API
<Y OpenSearch
t
% [ Entltylnspector ]
KB, graph

g;a GeoServer [ HLT Manager ]
.)BIH"\I' rwerCenter

[ DataManager ]

Servnce Map ]

g

Simulators: SUMO,
MODOM, TFR, Flood..

Vs
Ve
r
\

Y SNAP/ciry

Dashboard/View
Builder & Mng.

Business Intelli-
L gence CSBL )

.

/ \\

I

/Facilities \prplications\

Permissions

|
Traffic Optimiz.
|

Traffic Light Plan
|

Custom Themes
' Synoptics & Widgets

2/3D Digital Twin

Tools
[ Routing, MulDyn

[ Heatmap Gen.

Public Transport

Parking Mng.
|

Fines Mng.

Participation Mng.

Lighting Mng.

Building Mng.

[ Prediction Gen.

Environment Mng.

[ Measure & Compare

Waste Mng.

[ KPI Support

loT App fci DUthOﬂ Studio
ProclLog. rt|f|C|aI Intelligence tools: —
On Edge loT App pred., classif., optim., LLM, ....
On Cloud ProcLogic -
Event Driven

)

)

)

e )

[ Notification Mngl.l ]
)

)

)

[ Scenario, What-If
[

Sharing/pool Mng.

Energy Mng.
1

Tourism Mng.

Mobile Apps
|

MCP AgenticAl: Multi\E’Wnts

SnapAdvisor & Co-Pilot

A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

Sharing / Market Place

Third parties solutions
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Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
Dashboard Themes Dashboard Wizard Co-Pilot SnapAdvisor

{ Dashboard Mng. Dashboard Builder Widget Library Sce 3D Digital Twin m 0

Presentation

S

erability Snap4City Node-RED Libraries ASCAPI APl Mng Agentic Tools

Artificial Intelligence, DA Tools\

)ﬁﬁal Analytic process:e}\
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Operations
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Processes and Rules

—tinked Data triples

Blockchain

o 1

(E©FILARE

Qata Procey

ny protocol and format

loT/Entity Directory

Harvester

SnapAdvisor Co-Pilot Generative Agentic Al

Platform Management:

o —

rokers

'j‘-!:l
Node-RED

= AMQP
SMQTT

Any protocol and forrfiat I

Connlectivity: wired/wireless, loT Edge,e}/

Any protocol ang(format

Participatory and Living Lab Supports

Authentication and Authorization:

GDPR compliant

o m’
OO O Q¢

Device Layer

060000

Any protocol and format

| m-ny>

I -

Sat. GIsS

Gate
ways

BIM || OSM
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External
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Social
Media
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Python, ...
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e Solr
e Kibana, grafana, banana: VI

— Time series, drill up, dunots, etc. No maps e no HLT
» Elastic search as Indexing / database
* ESdashas VI
* Not enough ma good solo per certi tipi di dati
* Cisono vari HLT che vanno gestiti
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KB possono avere sparqgl coin dentro segmenti di query SQL o
cghe altro anche ES

e Possono fare da indice a KB ma anche a ES ed altri db

* Ci possiamo mettere una API specifica che mappa questi duye
mondi
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| broker scalano orizz

* | broker possono essere messi dietro un balancer ma occhio alla
registrazione dei device

« AMQP permette di fare questo

Snap4City (C), October 2026 206
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Administrator Smart City API

‘. / - KnowledgeBase | OpenSearch
x (
Directory -/ x /

\ NiFi cluster
Broker

i I \ External
— =~ — Registration device/entity
——— data flow @ @
.......... subscribe

— search to verify & enrich Other networks/services

——

hternal

Third party
> .
¢ Administrators
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Threads
workload

|' Mobile Apps

¢YSNAPlcrry B

|_ Dashboards

/

J—

/\ Smart City API WSs
Directory —->_?ﬂowledgeBase OpenSearch || srvl
| H
vy 3
Broker & — NiFi - Kafka
filter

Authorization and Authentication
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 Tanti broker su un unico nifi.... No allora nifi federato
* Nifi arricchisce con KB e 10T directory
* Einviaa 0OS
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APACHE NIFI / ELABORAZIONE DISTRIBUITA

Un solo flusso, eseguito su tutti i nodi

La definizione del flusso & comune. Ogni nodo elabora i FlowFile presenti nelle proprie code.

INGRESSO DATI DISTRIBUITO

Esempio: Site-to-Site oppure un ingresso HTTP dietro bilanciatore

Lotto A l Lotto B 1 Lotto C l

NODO NIFI 1 /VM NODO NIFI 2 / VM NODO NIFI 3 / VM
STESSO FLUSSO - VERSIONE v1 FLUSSO - VERSIONE v1 STESSO FLUSSO - VERSIONE v1

01 Valida dati 01 Valida dati

i coda locale $ coda locale

02 Trasforma dati 02 Trasforma dati

l coda locale l coda locale

03 Invia a OpenSearch 03 Invia a OpenSearch

FlowFile del lotto A - repository locali owFile del lotto B - repository locali FlowFile del lotto C - repository locali

| |
!

CLUSTER OPENSEARCH
Tutti i nodi scrivono verso la stessa destinazione logica. 5} OpensearCh

COORDINAMENTO DEL CLUSTER ECCEZIONE: “PRIMARY NODE ONLY"”
ZooKeeper supporta elezioni e stato condiviso. Un processore con questa impostazione viene
Il Cluster Coordinator monitora i nodi. eseguito soltanto sul nodo primario eletto.

Le code e i contenuti non sono replicati tra i nodi. Gli altri processori possono lavorare su tutti i nodi.

Schema di esempio: la distribuzione dei dati dipende dai processori e dalle politiche di bilanciamento configurate. Snap4C|ty (C) October 2026 211
7
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APACHE ZOOKEEPER / COORDINAMENTO DI NIFI

ZooKeeper coordina il cluster NiFi
Gestisce informazioni di coordinamento; i dati applicativi vengono elaborati dai nodi NiFi.

ZooKeeper’

ENSEMBLE ZOOKEEPER - 3 VM

Un leader interno coordina le scritture; i follower mantengono lo stato replicato.

ZooKeeper 1 ZooKeeper 2 ZooKeeper 3

Leader interno Follower Follower

QUORUM: servono 2 server su 3 per confermare le modifiche

Elezione dei ruoli NiFi + stato condiviso dei processori

CLUSTER NIFI - ESEMPIO DI RUOLI ELETTI

NODO NIFI 1 NODO NIFI 2 NODO NIFI 3

Cluster Coordinator Primary Node Nodo di elaborazione
Monitora salute e appartenenza Esegue i processori “Primary only” Processori configurati “All nodes”
Elabora anche il flusso comune Elabora anche il flusso comune Elabora anche il flusso comune

Gli heartbeat dei nodi vanno al Cluster Coordinator. | due ruoli eletti possono essere sullo stesso nodo.

SE UN SERVER ZOOKEEPER S| FERMA SE S| FERMANO DUE SERVER ZOOKEEPER
Restano 2 su 3: il quorum e disponibile. Resta 1 su 3: manca il quorum.
Il servizio pud continuare; se necessario viene Nuove elezioni e aggiornamenti dello stato
eletto un nuovo leader interno a ZooKeeper. condiviso non sono disponibili.
Da ricordare: il leader ZooKeeper & diverso dal Primary Node e dal Cluster Coordinator di NiFi. .
Snap4City (C), October 2026 212

ZooKeeper non conserva i contenuti dei FlowFile, non replica le code NiFi e non bilancia il traffico dati.
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OpenSearch: cluster, shard e repliche
P ’ P <Y OpenSearch
ESEMPIO: INDICE “"EVENTI"” SCRITTURA

Un indice si divide in shard. Le repliche mantengono copie su nodi diversi.

3 shard primari + 1 replica per shard = 6 copie Il nodo coordinatore instrada il
documento al primario corretto. Il
primario aggiorna le repliche.

Nodo 1 Nodo 2 Nodo 3
RICERCA
PO P11 P2 La query usa una copia per ogni shard
coinvolto. Il coordinatore raccoglie e
combina i risultati.
R2 RO R1

GUASTO DI UN NODO

Se il Nodo 1 si ferma, RO sul Nodo 2
puo diventare PO. Il cluster ricrea le
PO, P1 e P2 contengono porzioni diverse dell’indice. copie mancanti dove possibile.

Ogni coppia primario/replica risiede su nodi distinti.

PO e RO contengono gli stessi documenti.

Shard: distribuiscono i dati e il lavoro. Repliche: aumentano resilienza e capacita di lettura.

Esempio con repliche ordinarie. Il failover richiede copie aggiornate e quorum dei cluster manager, non mostrati.
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01l / FEDERATED INGESTION - SHARED SEARCH PLATFORM

Apache NiFi + OpenSearch

Two sites = Independent NiFi clusters = One OpenSearch cluster with dedicated search nodes

[ smea \\

WRITE PATH

WRITE PATH
Apache NiFi - 3 worker VMs ZooKeeper - 3 vés : Apache NiFi - 3 worker VMs ZodKeeper - 3 VMs

Persistent queues + retry / replay MiFi coordination only Persi ueues + retry [/ replay NiFi coordination only

APACHE

ZooKeeper”

l HTTPS bulk wifl l HTTPS bulk writes

OpenSearch - 3 data VMs

Primary shards + ordinary replicas = SSD-backed storage

OpenSearch - 3 data VMs

wy OpenSearch

'9 Primary shards + ordinary replicas = 5SD-backed storage
4
READ PATH READ PATH
Applications 2 search VMs Applications 2 search VMs
Local HA endpoint — Search-only shard copies Local HA endpoint — Search-only shard copies
Optional coordinators Scale independently Optional coordinators Scale independently

REMOTE-BACKED STORAGE

Data primaries upload segments and translogs; replicas retrieve segments.

Required for this dedicated-search design. Validate storage resilience, connectivity and search freshness.
OPENSEARCH CONTROL PLANE

Manager A - 1 VM Manager C- 1 VM Manager B - 1 VM
siteA 77777777 Independent third location 7777

Independent third location Site B

2 of 3 managers for quorum + Site-aware shard placement ¢ Each site sized for the required failover load )
Conceptual design: validate OpenSearch version and remote-store support before implementation. Sna p4C|ty (C)I OCtOber 2026
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Smart API4Als > (
E SN EEEEEEEEEHR
Data, web pages, etc. Web and Mobile Applications
] (Http(s), WS, ...)
- E EEEREEEEEEEER
| |
. .
- - Data (ODBC, JDBC, Mongo, ... Dashboard Bl"lder
: : IIIIIIIIIIIII’ . )
n n GIS, Maps, Heatmaps, Dashboard Wizard B Dashbo Edr
n u [ & Traffic Flow, ODM o - —
- = m M Data Manager
| | ]
| | | [
- = = Entities, devices, data
| | | | | |
" " - - API/ServiceMap
- = = = Brokers
| | | | | | | |
MisroS -
|:ro ervnces : : : I Ready-to-use Widget Custom Widgets !
n MicroSeruices - . : | Y g (s . g) |
L] m m m @ e elastic =5 —g g — =, I ' ynoptics
u u = MicroServiges Wm:mngwg}ﬁ oA MU 1 IR S 1
| | | | n ] ] I
v v v v v Storage I
N I -
- — ";n. S — | |
T — P P I Widget Collection LE
e — MicroServices
c— S — Client-Side Business Logic (Visual Editing, MJavaScript)
J . J

Processing Logic/loT App (Server-Side Business Logic)

e
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workload
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Threads Y 5
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Kafka

A 4

NiFi cluster

= =~ — Registration device/entity

- data flow
Internal

Broker

.......... subscribe

=~ searchto verify & enrich

Snap4City (C), October 2026 218



UNIVERSITA | ‘ * T
DEGLI STUDI DIQRIFIMNENTEDIO DISTRIBUTED SYSTEMS r ' m
FIRENZE | hstiiesa ANC IS Las e CiITy

DELL'INFORMAZIONE

others
- Mob
Mongo
0B o1 /ﬂL
A Directo
| — KB Fsuner
I I ) e SUPET = .| Dashboard
| , Nl S —
_ C CACHE | %7 AP| | API I
o 9 1 NS
= o KB + Super
. S
devices ! l— ) | AP
o 5 R
6 = &%/ NIFI Open KB + Super
@ '@ Search API Dash.
\ /7 Builder
e . NIF] Open !
% /7 Search I Dash.
\ /7 1 Builder
\\ R4 Open 1
\1!/ Search : Dash.
1 Builder
Y T y

WSs

219



UNIVERSITA ¥ L
DEGLI STUDI l%n!nwmfmo EER!Bﬁ!lTEMS Y Fﬂﬁﬁ‘@
FIRENZE | NtEazone | S2NETE Las CITY = e suE

S )
SNAP4CITY / DISTRIBUZIONE EVENTI AL FRONTEND

Da Kafka ai widget tramite WebSocket

Schema logico del percorso documentato: il browser riceve gli eventi dal server WSS.

01 AGGIORNAMENTI IN PUSH
(W4

Broker loT Cluster NiFi Apache Kafka WSS server 1
blish

Dati da sensori » Arricchisce i messaggi puEE » Irasporta gli eventi Consuma gli eventi

e dispositivi registrati e alimenta i due percorsi verso il servizio WSS e serve i client iscritti

| A
1
i : push
salvataggio connessione e ' s
sottoscrizione :
1
1
02 DATI STORICI N
OpenSearch Smart City API Frontend
Percorso distinto . . . . . .
. i . Conserva i dati —  » Accede ai dati salvati — » Dashboard, widget
dagli aggiornamenti ) I )
per le query storiche e alla Knowledge Base e applicazioni web/mobile

in tempo reale.

Risposte alle query HTTP:

03 INTERAZIONE

loT App / Node-RED WSS server 2

Logica applicativa ed eventi Comunicazione bidirezionale

| YIAWA

Kafka gestisce il flusso interno. Il livello WSS distribuisce gli eventi alle connessioni frontend.

Dashboard / widget

Visualizzazione e comandi

_ >

Autenticazione, autorizzazioni e sottoscrizioni determinano quali dati pud ricevere ciascun client.
WSS = WebSocket Secure. “Server 1/2" indica i ruoli nello schema pubblicato, non un numero di VM.

Fonti: Bellini et al., Internet of Things (2023), architettura Snap4cCity; snap4city.org/drupal/node/738 e /888. Sna p4C|ty (C) October 2026 220
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Data Discovery
Data Modeling
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‘ Data Analytic
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Dashboards

@ Deploy

@ Deploy
@ Deploy
@ Deploy
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. Powered by https://www.snap4city.org/d
.”SNAP4Tech ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Development Llfe-Cycle

From SnapdCity:

= We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf

er.com/snapdcity
s facebook.com/snapdcity
s  https://www.youtube. com/channel/UC3tAQOPEBNba8f2-udvandg

Coordinator: Paclo Nesi, Paclo.nesi@unifi.it

DISIT Lab, hitps://www disit org
DINFO dept of University of Florence,
Wia S. Marta 3, 5013%, Firenze, Italy
Phone: +39-335-5668474
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Cognitive/Self
 earning Analyzics Sentient and

o daCllve processes
al

What wil
happen?

e Big Data Analytics

*  Semantic Computing

* Machine Learning

* Explainable Artificial Intelligence

Predictive
Anvaytics

\

Why did it
happen?

Ha:;’;::’d? D‘aﬁ"‘:sic " Deep Lea.r ning .
* Geo Spatial Reasoning
" * Text Analysis, Sentiment Analysis
*  What If Analysis
Analytics * Simulations

* Visual Analytics

s%
| \06 * Engagement Analysis

wWe
o8
e

o
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7@ SUSTAINABLE
€2/ DEVELOPMENT

OALS < ()

QUALITY

3 O WELLE EDUCATION

AND WELL-BEING

4

|

« 15 Minute'( City Index:

— 13 subindexes: energy, slow mobility, fast
mobility, housing, economy education, culture
and cults, health, entertainment, gov, food,
security...

¢“SNAP/cry

*  Optimization of car sharing/pooling

* Monitoringand Prediction of energy consumption
* Stimulating: Bike sharing, e-bikes, car charge, etc.
* Sizing energy plants, Community of energy

Predictive maintenance

. Decisions Support Systems

Process optimization, control —
Industry 4.0 integrated solutions

e Al assistant for commercial activities

7

-« Reduction of emissions, reduction of congestions
* Smart City infrastructure: monitoring and resilience, long
terms predictions, optim. operation and plan
» Effective and Low cost smart solutions
* What-if analysis, Simulations, optimization
- * Origin Destination matrices computation

Optimization of Waste Collection

business intelligence tools for decision makers
*  Reduction production costs

*  Monitoring resource consumption

*  Advisor for documentation, generative Al

13

CLIMATE
ACTION

ction of emissions, reduction of congestions

itoring and Predicting: NO2, NOX, CO2, Traffic
pollutant, landslide, waste, etc.

ic flow reconstruction, optimisation
and vs Offer of Mobility analysis

Shortening justice time

Prediction of mediation proneness

Assisting institution is taking legal decisions
Anonymization and indexing legal docs.

. Ethical Explainable Artificial Intelligence

. Advisor for legal documentation, generative Al

16 PEACE, JUSTICE :
AND STRONG .
INSTITUTIONS .
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Available Al Solutions on Snap4City

https://www.snap4city.ore/997  More than 80 Available Solutions & 300 Al applic.

* Mobility and Transport

* Environment, Weather, Waste, Water

* City Users Behaviour and Social analysis
* Energy and Control

* Tourism and People

 Security and Safety

* High Level Decision Support Solutions
* Asset management
* Resilience and Risks Analysis -k _
https://www.snap4city.o

*Low level TeChniqueS rg/download/video/DPL
SNAP4SOLU.pdf

https://www.snap4city.org/download/video/course/p4/
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Snap4City

snapé4city
AreaManager | ldap

@ Dashboards
A Notificator
O 0T Applications
& 0T Directory and Devices ¥
N Knowledge and M:
Micro Applications
W Extemal Services
Data Set Manager: Data Gate
% Resource Manager: Process Loader ¥
@ Development Tools ¥
Management ¥
Help and Contacts ¥

[J' Documentation and Articles

& MyProfile ¥

NIVERSITA
EGLI STUDI

DINFO

DIF'AFITIMENTO Di
INGEG
DELL’ INFORMAZIONE

@ Fle Edit Code View Plots Session Build Debug Profile Tools Help
© - 0 Go o file/functior « Addins «

Console  Terminal =0
~/Snap4City []
[1] "carpark” s 110
Warning in statisticsResult[indfolder]$statisticsOutputiame = unbox m
("Predictions”) : 11
number of items to replace is not a multiple of replacement length 113
Warning in statisticsResult[indfolder]dstatisticsOutputiame = unbox 114
("MachinelearningPredictions” } : 115
number of items to replace is not a multiple of replacement length 116
“geom_smooth()” using method = "loess’ 117
[1] "carpark” 118
Warning in statisticsResult[indfolder]$statisticsOutputiame = unbox 119
("Anomalies”) : 128
number of items to replace is not a multiple of replacement length 121
[1] "NO ANOMALIES ON THE SENSOR -CarParkBeccaria_free-" 122
[1] "PRESENCE OF ANOMALIES ON THE SENSOR - CarParkCareggi_free-" 123
[1] "PRESENCE OF ANOMALIES ON THE SENSOR - CarParkPieracciniMeyer fre 124
e-" 125
[1] "NO ANOMALIES ON THE SENSOR -CarParkS.Lorenzo_free-" 126
[1] "NO ANOMALTES ON THE SENSOR -CarParkStazioneFirenzeS.M.M. free-" 127
[1] "carpark” 128
Warning in statisticsResult[indfolder]$statisticsOutputiame = unbox 129
("Anomalies”) : 130
number of items to replace is not a multiple of replacement length 131~
[1] "NO ANOMALIES ON THE SENSOR -CarParkBeccaria_free-" 132
[1] "PRESENCE OF ANOMALIES ON THE SENSOR - CarParkCareggi_free-" 133
[1] "PRESENCE OF ANOMALIES ON THE SENSOR - CarParkPieracciniMeyer fre 134
e 135
[1] "NO ANOMALIES ON THE SENSOR -CarParks.Lorenzo_free-" 136
[1] "NO ANOMALIES ON THE SENSOR -CarParkStazioneFirenzeS.M.N._free-" 137
138
139
Files Plots Packages Help Viewer =0 ﬁ?
©F) New Folder | G| Upload | © Delete | Rename | & More + 142
) Home 143
& Name Size Modified £
145
nohup.out 72B Mar 30, 2018, 9:47 AM 146
R 147
148
Snap4City 149}
SnapdCityDEMO g?
SnapdCityOld

L H
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http://www.disit.org

D,

R Studio Development

@] AnomalyDetection.R

Q /- =+ Run
anomaliesMatr[, "timestamp”] <- as.character(dataFinal[resjanoms$index ,"alignDateTime"])
anomaliesMatr[, "anoms”] <- as.numeric(res$anoms[,"anoms"])

Source on Save

#table with anomalies

setwd(outhD)
upnons(dlglts =
tBtable <- tableGrub(anumahesmatm rows = NULL, cols =
grid.draw(tBtable)

h <- convertHeight(sum(tBtablefheights)
w <- converthidth(sum(tBtableswidths),

"in", TRUE)
in", TRUE)

plot <- resgplot

plothix <- grid.arrange(plot, tBtable,
ncol = 2,
heights=c(5,1),
as.table=TRUE)
setud(outD)

ggsave(paste(columnsame[i],"Anomalies.png", sej plotMix, width=22, height=h+5)

, finally = {

N

statisticsResult[[indfolder]]$resultFiles[indResult]$sensor=NULL
statisticsResult[[indfolder]]resultFiles[indResult]]$sensor-unbox(as.character(columnshame[i]))
statisticsResult[[indfolder]]sresultFiles[[indResult]]$png-unbox paste(outiD, pasts( mlumnsNams[l],
indResult = indResult + 1

Jelse{
print(paste("NO AMOMALIES ON THE SENSOR ",

", columnsName[i],
}

¥

setwd("~/SnapaCity")
write(jsonlite::tolSON(statisticsResult[[1]]), "JsonStatisticsResult.json")
return(statisticsResult[[1]])

1444 anomalyDetection(anomalyDate) &

Environment  History ~ Connections

#Import Dataset « | §

7 Global Environment »

0 dataFinal 2794 obs. of 18 variables

D dataset 35539 obs. of 12 variables

0 dataTest 97 obs. of 15 variables

0 dataTestFinal 97 obs. of 3 variables

0 dataTrain 2793 obs. of 15 variables

D meltDataTest 97 obs. of 4 variables

Op3 Large gtable (784 elements, 9.2 Mb)
Oplt List of 9

D statisticsResult List of 1

—

snapeity [ | @
T Project: (None) =

=0

hed Source «

("Date and Time", "Anomaly"), theme-ttheme_default(base_siz:

"Anomalies.png", st

»
R Script ¢

=0
List =

/‘

Flles  Pots  Peckages  telp  Viewsr
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o )
£ F EXECUTION

,.
Node-R D@ . @
|£)T Appllcation

~ B4CDataAnalytic

|J:| plumber data J_ N

[ analytic .==“

o) ﬁ' docker

ITI pyan{:ytli } TI Serve S

& NVIDIA.
@ -

Snap4cCity API API

<CLEARIML

@ localhost:8888/notebooks/claffProgr3.ipynb

On Se rver = Jupyter claffProgr3 Last Checkpont: a few seconds ago. (unsaved
File Edit View Insert Cell el Widgg

NT

Server Execution

©

finalized Process: file .R or .Py (+ the Al/ML model, data) can
be put in execution with local scheduler or Cron

print

DISIT lab, BigDataArc 2026-27 252



UNIVERSITA
DEGLI STUDI

« | FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

& )
\ |
DISTRIBUTED SYSTEMS o
AND INTERNET ‘,
TECHNOLOGIES LAB CIT

* Management of Al/ML processes: training and execution

* Training needs: several processes

— with different parameters and models to be trained, validated and test in
batch to find the best results wrt metrics

— High computational costs, time consuming if the processes have to be sent on
GPU/CPU manually

* Execution needs, single executions in most cases singularly cheaper,
but expensive for large volume of executions:
— periodically as predictions (saving time if the model is loaded permanent)
— on demand as optimisation, clustering, etc. (loading model, burning time)
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WORKERS AND QUEUES WORKERS

AND TECHNOL! (JIEE: LAB

PROJECTS

CPU and GPU Usage

prueba_modelo_pp

GP_Fine-Tuning - GP_Inference

@ CPUUssge (vg) () GPU Usage (avg)

PROJECTS | Al Experiments EXPERIMENTS 1 e snte= GL:AR\ML

-

RECENT PROJECTS

49 Service  serving183 DevOps prueba_modelo_pp GP_Fine-Tuning

) Service  serving master

48 Service ‘serving182

) Semice  Serving 61 CPU Only

@ Inference  Serving 61 CPU Only - serve instance
@ Inference  serving183 - serve instance

RECENT EXPERIMENTS

. Mondior  serving master - statistics controller

@ Inference  Senving 61 CPU Only - riton engine

. &) Senvice senving183 Jun 62024943 Aug 720241533
Mo Mondor  Skype Alerts RO

s 202412 2415
J Mondor  serving183 - statistics controller b S b e
® Koras P cpsmaraton bace §

-

@ Inference  serving master - serve instance & Service serving182 Jun 620241014 Aug 720241533

e & Sevce Serving 61 CPU Only Jun4 20241720 Aog 720241518

@ Inference  Senving 61 CPU Only - trton engine
@ inference Serving 61 CPU Only - serve instance Jun4 20241722 Aug 52024 11:47

O 0O 0O0O0DO0DO0DDODOODODODODOUOOTQD DD

@ Inference  serving182 - serve instance

aows o Y covwe
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Deep Learning for Short-Term Prediction of
Available Bikes on Bike-Sharing Stations

60 minutes Clusterl Bi-LSTM

—— prediction
groud_thruth

o

- N e Bi-LSTM
- @ @ - ‘ « 20
o
=
4 (timesteps) . ERCR
@: :I
| == . ® o o
< 2 @) (5 B8 - ‘ 2 ® ® O
o 8 -
- o o
2 g ' ., 8 : : : : 0
N o ° ° ° z
ternationat cm = 5
o
: @ O '@
:  © 0 @O
=
o e e

. NEURON +
sigmoid

1st Layer 2nd Layer 3rd Layer Output Layer

E. Collini, P. Nesi and G. Pantaleo, "Deep Learning for Short-Term Prediction of Available Bikes on Bike-Sharing Stations," in IEEE
Access, vol. 9, pp. 124337-124347, 2021, doi: 10.1109/ACCESS.2021.3110794.

h /i lore.i .
ttps://ieeexplore.ieee.org/abstract/document/9530580 DISIT lab, BigDataArc 2026-27
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and slides

vl

icting J

Dataset Construction

13 oo 15 oim

ouTPUT

Previsional Model
Dataset Model training
Construction And validation
t \
e BT
Data L1 1)
SNAPA4CityAdvanced APIs
(%)
(O]
A
& Storage | Predictipns Shap Assessment
, :: > and KB Data Analytics |OT App
Real Time Management
data from S -
Field: rain B Snap4City Servers and Tools:
! )
weather, etc. a0 Dashboard manager, Heatmap
— manager, GeoServer, Smart City API.

E. Collini, L. A. I. Palesi, P. Nesi, G. Pantaleo, N. Nocentini and A. Rosi
Explainable Al," in IEEE Access, doi: 10.1109/ACCESS.2022.3158328.
https://ieeexplore.ieee.org/abstract/document/9732490

, "Predicting and Understanding Landslide Events with
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\J F y

|
Select ma p 1 + Scenario name: ’Scenario name |
’ ;l Location: |Location |
Zoom l;’ Scenario description:’ Scenario description |
20} ReferenceKB: ’Reference KB ’
e l Save Road Graph: |E
- Save traffic Sensors: |E]
r/ Save other Sensors: |Yes v |
From: gg/mm/aaaa --:-- O .
To: ;gg/mm/aaaa Dt ’I Edlt Road
’ Save |] Show Summary H Cancel | ’ Segm ent
~ y A

O
O

Category Street:

primary v

New Scenario

Editi (7 : identifier
e & O - B s oty Wl composition
—_— -
D rag & d ro p OE Road Types Uselect All [ Unselect All elemLocation
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Restrictions:

Nr.Lanes: | 3 ‘
O Speed Limit (km/h) |
Direction: | Positive direction w |

| Select or create restriction W |
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¢“SNAP/ciry

Mon 23 Sep 12:53:12 =)

o Scenario
Editor
Some

Points of
Interest

Traffic
Sensors

0 Air Quality
Sensors
Weather

Sensors
(ow)

o Bus Stops

J Tram Stops

7]
Eshow Road graph
Show Traffic Sensors
‘ Filter by road types

DISIT:OrionUNIFI:METRO1098 - VehicleFlow

Traffic Flow Analysis By Scenario

INIT to ACC Compute Compute
® 1nit O Acc TFRS KPI

0
) - b \ AQIF _ﬁﬁ Scenarios waiting to be processed:

degl.. 1glesi A il Scenario version: | 2024-09-23 11:58:27 w

| Scenario version:
o Giardino Data Update
4 Silvano - - - - - -

Campeqggi

Piazzale Donatello | Load Scenario:

enrico909 2024-09-23 12:06:05 (tfr)
Mesticheria
Donatella
— 2024-09-23T15:00:00+02:00 v
Fluid traffic
Heavy lrafiic
= Yery heavy
() Sensor position
r KPI Value
)\ g K Total CO2 emissions [ug/m#3]  13,979.071
\ Dd cateho orionUNIF_DISIT_deviceNameenrico909_2024-09-23T10-06- Vet =) FTve e 1] L2t
2 03 Traffic state objective function [#]3.935
number of vehicles [#] 51.394
total kilometers [km] 3.886
314,575

Traffic Heatmap Controls:
Max Dpacity:

- 2024-09-23 15:00:00+02:00

total travel time [s]

Time Series

19. Aug 26. Aug Fa

@ DISIT:orionUNIFEMETRO1098 - concentration
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Goals:
* Decongestion, Decarbonization, costs reductions
* Improve Accessibility to services
* Improve Security/Safety of city users

Operation and Plan:

— Traffic monitoring, prediction, reconstruction, identification of critical conditions
(early warning), fleet management, dynamicrouting, multimodal routing, city
user behaviouranalysis

Optimization and what-if analysis traffic light, infrastructure

— Reduction: travel time, waiting time, stops, CO2 emissions, consume fuel, travel SN ' el
time for tramways LA\ i | v*

Public Transport: analysis of Mobility Demand vs Offer of Transportation
Parking Management: monitoring, prediction, any payments, on/off-road

Sharing / Pooling Management: eShare and mobile app, bikesharing, smart
bike, fleet management B BT

KPI: SUMI/SUMP, travel time, emissions, traffic status, accessibility, .. Sl = T o [ e |
Mobile App: final users and operators o Ul iy ]  a
— Info Mobility, traffic reconstruction, charging, participation,
— Parking, payments, overparking, fine reporting, ..
Participatory: problem reporting, ticketing, etc. N $ - i
Data Integration of any kind: env, weather. Ticketg, presenges, PQl, sat, etc. 262
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o Scenario Editor
3 -, R ) Matort
‘ Air quality WY derropiro
YN o

Sensors

° Weather Sensors

Computing Predictions And Heatmaps

dell Orticaltucs. el

it :J-a\e et Ca00THAT
{ Load Scenario:
nOLE o2t p
0 | Scenarios waiting to be processed: | p.

| Scenario version: | 20

Load Scenario H Clean [

paolo6_vehicleFlow
Heatmap lhnrmls:

Vehicle Flow

. Free

Fluid

CongestionLevel - 4 Hours

1000

—_— 0.35
2024-10-09 12:47:00

Max Opacity:

= Free street
Fluid traffic
Heavy Irafiic

= Very heavy

(1) Sensor position

/. FirenzeFIPILITrafficRealtime
7 Traffic Heatmap Controls:

g Max Opacity: » :
S& - 2024-10-13 16:56:00+02:00
5" 1
j. o N € Op Map contributg

11im © ©

@ METRO1128 - vehicleFlow METRO1128 - Predicted - vehicleFlow

Sun 13 Oct 17:22:50 —[=)

Compute Compute Show
Predictions Heatmaps Heatmaps

Clustered: @ Yes O No

File: @ Yes O No

Model: JinlVaR4

LReC N gg/mm/aaaa - -- (m]
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What-if Analysis on Pub Transport

 Simulation / analysis of Demand and Offer of transportation

* Definition of scenarious impact on

* Traffic, Pollutant, parking, public transport, private flows, etc.
e KPI analysis T 6 s v ]

e ~gvillo

« The public transportation system has been analyzed in the City, considering the service offer vs mobili
Hacl

104 01:59 v

)

L
demand. The top-thirty most

[} Indipendenza Xxvii Aprile
[JJP.Za Indipendenza

@ Drop-offs

I|‘|HH||\|||..

./ analysis.

S ™ X AN Y

|
|
crowded stops are presented on the right panel and on the map. Please, select your desired scenarios or a stop on the map to perform other | : o " e — Pick-ups
|
1
1

eople

P

Firenze'
Le Cley

Public Services

San lacopino.
Y
(o
i

Daily Vehicle Trips

QR ittt 5?9:4

Daily Pick-ups ’ 4 i
- - - ¢llo. _ = Pick-ups/Vehicle Arrival
Stop(s): Indipendenza Xxvii Aprile,.Za Indjpendenza itf ® Drop-offs/Vehicle Arrival
100 b 3 j 2 s
& 401 >
. Daily Vehicle Trips g | | ‘ | ‘ ‘ | | I I | | | | |
. i 3 & L il
B0 H 10 3 3 % P 979 S
3 :
0w Fas B P ,t;z:;";o
[t » e di'Marte;
y B . L e
g ] 11 0 : : m— =
;_ 12 10 10 8 10 9 K5 50 = Pick-ups
3 ELEEEE LR /[ Scenarlo Selector ] @ Stazione Nazionale ® Drop-ofs
[ 3] w T
5 40 H ’ g B u H B g L) q u ! B ha BCONZN0. vnaﬁmﬂlﬁ ". e é 5
9 B 9 : ) E w“l— - - { 4 S 8
w9 g 1 W g 1 R b ‘ Ty, o,
- OO = 82 o B " A | Choose a scenario: Actual scenario vl Load e f iy 951, | | l I | | |
— . = a Via des Pandoity ? Cror n o
. EEd0Eg 0@ E H? B O G . R O T e e . T ' '
=
i ] 10 9 9 7 L ﬁ i ] G 5 E1 {Actualscenano. Describes the current status of the public transportation network. (More Info)
- L | g 0 - "= =)0 LS 77 = e
] = HHEBRBOQY = ll - H 5 = 5 . ‘ Daily Pick-ups
3 - = 7 “F '_0' - é =T B ™ 3 =TSl & _ 4 = Pick-ups/Vehicle Arrival
0 — == 3= > J - W5 & { % X A aaf GEST 32 > ® Drop-offs/Vehicle Arrival
- - - - - - - - - - - - - - - - T - —— £
) ] ] 4 ] o a o o a o a o a o > 52000 1 K = ?_? > 1900 i" & |> 31000 ; e X 4| > 32000 ; W >10 <
i L8 S A R ¥ @ 6 K & 4 A F ; Y| " & = | Daily Drop-offs g
o o o o - - - = - = = = -~ Non 2 W0 in £ 2
e T — 5 358 g
D"";:‘::“’”" Stops “;:I'I‘::;:' 93 Service Providers Mobility Operators Transport Modes 3 | ’ ’ | ‘
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Trattic Light Plan Optimisation, Digital Twin
 Match Multlple Objectlves and Synchronlzatlon |
— public and private traffic, tramway priority
— Micro and Macro Scales Mnsr

— Al: Genetic Algorithms, Reinforced Learning
* Fixed and Actuated Cycles
* Adjusted on Demand

 Validation/integ. with SUMO simulation

— Travel Time, waiting time, waiting count,
specific travel time on directions,
CO2 emissions, etc.

e Reductions from 5% to 15%

m O 0O W P

Snap4City (C), October 2026 269



UNIVERSITA
bronsn DINFO - DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB
o 5’ Snap4City X H Dashboard Management Syste. X H Dashboard Management Syst X
< C M 23 snapdcity.org/dashboardSmartCity/view/Gea-Night.php?iddasboard=NDI4Mg== w >~ G ° B LI 3 (T‘

= & Traffic Flow Simulation Mon140ct19:47:07 @@

» Lights Widget1
Current Scenario:  alessandroscen... =& == ) Effects
i » SSAO
CANCEL PAUSE HELP ]
s
e Data Update
Close Controls

slow
—.
Delay: 30.0 ms

AleScenario4 2024-09-05 13:36:17 (acc)

Stats

\
time: 1172.000 s —
payload: 2.6 KB
simulate: 1.67 ms
snapshot: 0.54 ms !

- alessandroscenario30-20240926095651 v

Vehicle Summary

car(s): 43

\ Run Simulation

Click Summary

Quick Find
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Traffic MTTall MTT MIT MTT MITTW MITTW

Load dir N dir M dir_ A Careggi Costanza
4TW-NITNS-MWD-P 1.5 3542.50 198.90 242.14 197.64 436.00 427.00
4TW-NTNS-MWD-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
4TW-NINS-MWD-P-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
2TW-NTNS-MWD-P 1.5 4538.02 207.40 456.14 615.00 436.00 427.00
2TW-NTNS-MWD-A 1.5 3940.07 179.30 428.67 481.53 436.00 429.75
2TW-NTNS-MWD-P-A 1.5 4380.63 182.05 456.59 654.21 436.00 427.00
SUMO Actuated 1.5 3409.13 280.09 515.34 200.66 497.54 499.81
Webster 1.5 6474.95 465.45 441.93 210.50 1379.25 493.87
WebsterAdjusted 1.5 4035.08 195.82 441.09 205.66 463.87 447.06

ATWD-NTNS-MWD-P-A: optimization by prioritizing traffic directions, the normalized number of vehicles
stops, NTNS , the mean waiting delay MW D, for all traffic lights, and post synchronization, with Penalty and
Adjust dynamically performed
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o ™~ [ [ /‘- - - —y
= - o - d s c { - r ( = o r r 2 & y r r -
ATl Tre 2 Op L
. 4 . e . By N _ A r A _ o . A

Traffic Infrastructure Optimization Mon140ct19:4510 @@

¢ ISNADdcnv

g = a F hd b4 1
e R R - L Before
Scenario | INIT to ACC Optimize Scenario Optimization ) / " ey
_ o o,
2/ i | Via ¢, | Load Scenario: ® Init O Ace results Yo ol oy
Editor | lesgy, | - e i g
. & Scenarios waiting to be processed: Ncg
e | Scenario version: | 2024-09-26 11:52:20 v
Some 17
A Points of | Data Update -
— & TN T
Interest , Vaza & o,
128 & - 3R o%
'ﬂ:\fd & 3 “Ba <& A
[ Traffic “er 2o, b & . MM deviceNameAlessandroScenario30_2024-09-26 09-56-51 v
show £ - 280 8 - 20
Sensors
fa G, B o
ke Barp 3l g Chiesa B
Air Quality = 24 Immacolata L]
A — g Concezione ; -3
Sensors & 25 Hdw ? b
» Baslal, ‘) & Fetch Data =
Ré®, | = 8 I8 o= » oA =
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A Sensors o ety Mbruschp, 4 S
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3 iamt ) ' 8
Ny gannt . !
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z EBresidential rest area  [road E3secondary_linkservice | |
Bservices uteniary ﬂleniar)'_link Brack : R £
'1' { Eshow Road graph EBtrafic_island Etram @runk ik Eunclassified  Evia_ferrata
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AND TECHNOLOGIES LAB CENTRO NAZIONALE PER LA MOBILITA SOSTENIBILE

~4-~

e AN Ry D T e ¢

Case max 4 changes KPI estimation on the best solution Travel Time [s] PathA | PathB | PathC | PathD | Total
Optimization Target Traffic State Fuel CO2 _ _ Time
Optim 4 Traffic State 91.341-21%  17.964 128536 Orlgmal Scer)arlo 183.2 59.6 80.9 132.5 456.4
Optim 5 Fuel 91514 16.633-35% 128227 Optim 4 Traffic State 93.2 60.0 63.7 96.0 313.1
Optim 6 CO2 92.859 19.102 127876 -23% —optms Fuel 896 L 212 | L o597 [ TEORAEL 2960
Original 115.475 25 680 165822 Optim 6 CO2 89.5 53.2 58.4 100.1 301.3

-51% -14% -28% -28%
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« Goals: R S
e Reduction of emissions and EC taxations

* Cost reduction for waste collection,
e reduction of waste collection impact on mobility

* Environment Management producing prescriptions:

— Monitoring and long and short-term predictions, warning for: e |
* GHG, emissions, pollutants, aerosol, chemical plants analysis Es
* landslide, coastal erosion (blue economy) =

— Traffic Flow impact emissions, predictions e

— What-if analysis, optimisation tools
* Waste Management and Optimisation:

— costs reduction, optimal routing production, pay as you throw,

— avoiding out of bins, predictions of waste production on bins, alarms
* KPI: SDG, 15MinCitylndex, QOS, costs, Km, colleting time, EC KPI, emissions
* Mobile App: final users services/informing and operators

— Info Waste for operators, participation, optimal routing, RAEE Collection, ..
e Participatory: problem reporting, ticketing, etc.

* Integration of any kind: env/weather, mobility, ticketing,
presences, POI, ..
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* Prediction Traffic Flow Manager on multiple cities
— NOX Pollutant pp — ~ N T N e T~ .

diffusion on the A —— = ¢ W gy
basis of Traffic g i ¥ AEame ) o
Flow (prediction),

weather and 3D

Sun 2 May 23:16:31

structure

— NO2 progressive . b Y
average (Lon = B , 5 Y Wit
term) =

* Project:
— Trafair CEF EC

— Mixed solutions M ocosums. 13 o
of Fluidinamics
modeling and Al

DINF( ‘ DISIT

O | B CYSNAPAcry eooss
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—

Predicting EC’s KPlon NO2 m

Deep Learning Long Terms Predictions of NO2
mean values, From 30 to 180 days in advance

2020 values
+30
+a()

predictive models are:
Month

dayOfTheYear +90
NO2

Tmean 4120
Humidity ﬁ: +150
windMean +180
NoxDomestic

numberOfVehicles 13 o
NO2cumulated :
NO2progresseveMean _‘ === @

numberOfVehiclesCumulated

¢“SNAP/ciry

-

In advance

g/m3

alue of No_2 inm

mean progressive

1
]
]
:
|
\
o 5 8 8488 3 8

o S0 100 150 200 250 300
day of the year

& an

e
i U @y

[T

2014
2015
2016
2017
2018
2019
2020
2021

Air Quality Directive

Objective and legal nature and

WHOguidelines

Pollutant Averaging period .\ Comments Concentration Comments
concentration
99" percentile
PM, One day 25 pg/md (¥)
(3 days/year)
M Calend o Ue. 25 g/ The target value has become a Pr—
2 alendaryear argetvaiue, 2> [ig/m limit value since 1 January 2015 Hg/m
PM . Not to be exceeded on more 99" percentile
10 One day Limit value, 50 pg/m3 50 pg/m3 (*)
than 35 days per year. (3 days/year)
PM,, Calendar year Limitvalue, 40 pg/m?® (%) 20 pg/m?
. . Not to be exceeded on more
& Maximum daily Target value, 120 pg/m® than 25 days per year, averaged | 100 pg/m?
: 8-hour mean 8 1l HE YS peryear, g He
over three years
Not to be exceeded more than
NO, Oneh imi P P
b ne hour Limitvalue, 200 pg/m?® (¥} 18 times a calendar year 200 pg/m?® {*)
NO, Calendar year Limit value, 40 pg/m® 40 pg/m?
277

Snap4City (C), October 2026



Smart Waste — Map view C ’*SNAM

o Sma rt Waste Management - SNAP!
s oy A ‘ e LU e Search binson map by filtering

Select the bins Kind, Fullness and Status

from the dropdown below and press DETAILS DESCRIPTION RT DATA

SUBMIT to see the results on the map. et
i Last update: 2022-02-28 12:46:12.8007

Kind status N ‘\~ I « ; .
>~ 9 B \ Description Value Buttons i - / ’ p e r .
‘ Group V‘ ‘AH v 2 \ dateObserved 2022-02- Last  Last  Last —Last _Last Last ] o 4
28T12.612.8002 vAlie ATeurs 24 hour 7 days 30 days 6 mentt 130ar !
Fullness i,

generi o M e teet

Last Last Last

s L  Kind (All, generic, plastic,

Last Last Last
ur 7 days 30 days6 mont 1 year

t
il o Argingrosso 3 ?7,1‘%7). > t
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WSS organic [SUAlid] value 4 hours 24 hour 30 days 6 montr 1 year

R R | Last  Last  Laa
olottoy as il | paper [SURtid] ue 4 houre 24 hour

t
Last

J plastic [SURI id] e e A= | ﬁ%ﬁsﬁﬁngi' B : L 7‘ ‘ ® status (Active’ Not Active)

e %’ * Fullness (Full, Half-full, Empty)
' e e * Address

Smart waste bins statu: Via_Dei_Medici: ORGANIC fullness <]

m g (TP e Group of bins (by GroupID)
@ &
_ m m 30 Apr 1. May 2 May 3 May 4 May 5 May

Privacy Policy ~ Cookies Policy  Terms and Conditions

.SNAP4

. 5 GOOD HEALTH
* Reduction of costs for waste collection AND WELL-BEING

e Optimization of waste collection for the next day, forecast
* Production of rides and paths for the drivers on waste collection Vv

* Operator:
* Refine a search by using the filters on the left side
* Click on a waste bin pin on the map:
* A popup with real time data is shown
* The fullness status of the selected group of bins is shown in the synoptic below the map
* Specific fullness weekly trends are shown below the map

. ) %
¢ Chick on the «Table view» button to access the other dashboard @%
Snap4City (C), October 2026
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Trajectorywaste2 Fii 17 May 18:34:15

DISIT:orionUNIFI:113043.960_ .
485172.926-Rest

Trajectorywaste2

Selector - Map
DISIT:orionUNIFI:113043.960_ 1
485172.926-Rest.

Fri 17 May 18:30:58

Selector - Map
DISIT:orionUNIFI:113043.960_

485172.926-Rest L+ e

| & i |
e . | 116977.080_488279.962-REST

lotermeeriaan

VALUE NAME: 116977.080_488279.962-REST

E DETAILS ~ DESCRIPTION  RTDATA
ol Last update: 2021-12-04 10:10:34.000+01-00 o

Description Value Buttons

202112

GateQbsened o naggogz  L9S A 2n 7d 304 em 1y 2

Sportpark
Multatuliweg

3

.
54

Please sclect a date

Please select a ride among:

Barty
421 Grouwstraa

1

Tobias M.C. Acserstrast

weight 215 Last 4h 240 7d 30d 6m 1y 2

Bamsuesy ooltii—+
enswAnH puURLIPIE

o

. i

eppyy
Qﬁ X

straat

t
gjmmm

< weasiany

sissuepUAI

GOOD HEALTH
AND WELL-BEING

A Weight - 10 Year

\ 4

Snap4City (C), October 2026 279



Your Al-Powered Assistant
for Smart Cities

I/
d’ SNAP4ciry
SnapAdvisor & CoPllot

iy

Planning, replanning

@ Agentic Al. Multi-Agent

D| Analyze, Optimize

Q Suggestions, reports

© Snap4cCity, Nov. 2026
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SnapAdvisor is for

City operators Decision makers

Monitor conditions, Collect evidence, assess
compare places or scenarios and compare
periods, investigate proposed interventions.

anomalies and calculate City Officers, assessor.
routes.

¢“SNAP/ciry

Developers

Find documentation, O
identify APls and use 3@(

Snap4City tools to build :'Eft
applications. ~a

A multilingual interface across mobility, energy, tourism and any other
domains, including your private collection of document and info.

© Snap4City, Nov. 2026
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- SnapAduvisor & Copilot

Your Al-powered assistant for the Snap4City Digital Twin

Ask in natural language

What is happening
in this area?

r' Find the sensors along
this route.

Which route is better

considering current

conditions?

What can be done to reduce
the CO, emissions in Mercy
road at 9:00?

Why are there no free
parking slots in the
Giuzzer area?

Find an API to get data of
traffic flow in Bologna?

©

For multiple domains lﬁl ﬁ ” 3 ‘..

Smart Cities

Rich knowledge foundation

Snap4City, mobility, energy, tourism,
assets, transportation, GIS and more.

Mobility

Energy

Understand e Se
& Plan >

| understand your objective. Interpret your request

I'll create a plan, use the right and create a multi-step

SnapA4City services, analyse plan

the data and give you
an actionable answer.

Access data (live & historical)

Discover loT devices
GIS and geospatial tools

Analytics and Al models

Open to any data model and

Agentic capabilities

RAG with private collections

Use your PDFs, documents,
presentations, images, code and web
pages. Domain-customisable, multilingual.

0®o
B 9 & B =
Tourism Assets  Transportation  GIS Retail Legal Training

© Snap4cCity, Nov. 2026

Multi-step planning, specialist agents,
execution, verification and replanning.

d |,

R

e
lect & Exe

Choose and invoke
the right Snap4City
services and APIs

Snap4City Services & APIs

-

Optimisation & what-if analysis

format

®

Help Desk

-,
cute

Turn your questions
into smarter, data-driven
decisions for a smarter city.

Analyse results,
recover from issues
eventually replan

Actionable results

Here is the analysis of the area.

1 used traffic, air quality and parking data.
You can see the results on the map, the trends
over time and a summary of insights.

e
Qologna 7 o
Q .
a /
Key insights

@& Congestion level reached 90% in Via Sparta due to an event.
& CO; emissions are higher at 9:00 in Mercy road.

@& Alternative routes can reduce travel time by 18%.

@ See the full report for details and the data sources used.

Exploit more resources

Integrate web search and external
resources. Generate decision graphs
and reuse them.

For everyone @
1y 2 o
Decision City
=SNG Makers Operators

’ Analys &Veify ' o

” CLEANER CITIES

«®,  MORE EFFICIENT
f@R) OPERATIONS

Deliver Answer

Provide clear,
explainable results
in natural language
with visuals

Traffic flow
e ANA
Air quality (CO,)

, - ;
L LITILLTE

Parking availability

@ Download PDF Report

Explainable Al

See the plan, tools used, data sources
and reasoning behind the answer.

o
<> ‘e
Developers  Organisations
& Teams
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ol =
-"SNAPAcry Jg‘ SnapAdyvisor P@r so
Logged in as: paolo.disit \’& b Current chat: solution’ 4 dv N nal
=< Is
|

| €] Logout

O
' LLM

which are the possible to solutions to reduce the lenght of queue at red lights

Selected collection:

SnapAdvisor: Tokens details: tokens in prompt: 56759; tokens in answer: 653

MobilityAndTranspor . ) )
Possible Solutions to Reduce the Length of Queue at Red Lights

Based on the provided context passages, here are some possible solutions to reduce the length of queue at
bz E e red lights:
Traffic Management and Road Safety Measures
soluton
1. Optimizing Traffic Light Timing: Adjusting the timing of traffic lights to optimize traffic flow and
https://www.snap4city.org/ reduce congestion.

2. Implementing Intelligent Transportation Systems (ITS): Using ITS to dynamically adjust traffic light
timing in real-time to respond to changing traffic conditions.

| O | | [ ] | | o] | Run agentic mode

Write a message...

© Snap4City, Nov. 2026




SnapAdyvisor & Copilot ¥ snapacry

Technical architecture for the Snap4City Digital Twin conversational decision support system 24

©

B2 r'1 >

Conversational /
RAG

Agentic
orchestration

From natural-language objective to orchestrated analysis, simulation, and explainable decision support.

!(J“m 1'-:1“ . i u‘.)"/ R——' llu

Multi-domain Explainable Al

ﬁu ll'\-t

SMART CITIES
DATA-DRIVEN
PEOPLE-CENTRIC

Report
generation

@ Example Requests {3 System Architecture & Workflow 4~ Tool Families

“What is happening
in this area?”

o User Objective e Planner / Replanner

SnapA4Ci
E"S?E

é@é » d@EQ L

“Find sensors and POls
along this route.”

E% » f.lll

T  GIs, .
“Which route is better @ Natural-language Interpret objective, } Domain-specific 'l?oa:?i r:;tralﬁ:?;t 25 S Validate outpus,
considering current request etomposg ke, reazonmg ahe simulations, recover from failures, R e
conditions?” | J | create multi-step plan task execution optimization | possibly replan vables; reports

. . 7 4

L J. 8
;'K Feedback (refine, replan, recover from failures) )-—J

“Why are there no free
parking slots in this area?”

B P F o

Select and combine skills
to solve new tasks

d “What can be done to reduce ==
/ CO2 emissions at 9:00?" Private documents e
a @ PDFs, manuals, procedures, ‘ Internal skill “brary Planner & specialist ag
“Find an AP to get traffic slides and internal reports \ , Organisation-specific ( ) é é
</ > flow in Bologna.” J instructions, knowledge l ; ' ;
‘ and tools

N
S

Web access

QE

Search, web pages,
documentation and

external APis Internal procedures Domain analysis I Custom reporting Add new skills
N S Use organisational Apply domain-specific I Generate tailored Create and integrate
guidelines and manuals methaods and models reports and templates

new skills for your needs

Extend to new domains and workflows as your knowledge grows.

lil Outputs

Explainable results with evidence, data sources, and visual analytics.

Map Time-series chart Bar chart Table Summary answer © lskusionMTkm
" trategic planning
o Area Value Trend A .
0% o9 /\/\/\/\/ | o 125 A = & _ oo
Ea | Starione 98 v Developers
| /\/\/\/\/ ‘| IIIII Fiera 67 A / . :
Build solutions
B , will |- a />

and integrate APls

Private knowledge

Use your documents and web resources

o®0
Fawn

Multi-user / multi-organisation
Secure isolation and flexible deployment

Traceable answers with sources
Explainable outputs with data sources and justifications

C""'SNAMcmr |

9 Verifier / Review 0 Actionable Answer g Data Management

« o v 0

o

B
;%
%‘

z
=
>
2
3
2

=
;
!

Metadata

Live/historical observations
Entities

loT devices

Geocoding
Spatial search

Polygons, POls
Location-aware analysis

Routing

Traffic flow

Public transport
Simulation, KPI computation
Optimization

Prediction

Statistics, correlation
Regression, PCA
Time-series analysis

* Image interpretation

Image generation
Image modification

Web pages

PDF reports

Maps, charts, tables
Dashboards

* Decision graphs
« Strategy generation

* What-if analysis

as Who it supports

City Operators

Monitor, manage

and respond

Organisations / Teams
Collaborate across
domains

PEOPLE
% PLACES
1\ PLANET
\/T\ PROSPERITY
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DEGLI STUDIL | 55, anvento i
FIRENZE a0 wazone

DISTRIBUTED SYSTEMS AND
INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

= oo @ X
LeT-- = <
SeT : 2 Data retrieval, GIS, :
@ Natural-language Interpret objective, Domain-specific routing, analytics Validate outputs,
P request decompose tasks, reasoning and simulat'ions 4 recover from failures, Text, maps, charts,
create multi-step plan task execution optimizatio;\ possiblly replan tables, reports
3 J N b \ ) . 1 \. J \ J
L— Feedback (refine, replan, recover from failures) /_J
- : e
== Knowledge & Expertise Layer
RAG with Domain-customisable Multilingual Web search for Snap4City / Km4City
private collections expertise support additional resources ontology support
PDFs, documents, City, mobility, energy, E T E S G b W Semantic models,
@ slides, images, environment, tourism, ... N R E kel it linked data, urban knowledge
erna e
code, web pages et b g graphs

© Snap4City, Nov. 2026
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DINFO DISIT x “HRap
DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

INGEGNERIA INTERNET TECHNOLOGIES LAB s N Ap4< : ITy m
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE . o

AND TECHNOLOGIES LAB

SnapAdyvisor evolves with your organisation

Your private resources. Multiple users. Multiple departments.

Private
knowledge .

Multiple users & departments

)

Private
data

Private
tools

IT & Data

Extend expertise and capabilities with resources you control
© Snap4cCity, Nov. 2026 286
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FIRENZE  BSREmaone

TEYia Uga o

s adelioSteccyyg

Istituto
Professionale
Leanardo
o Vinci

DISTRIBUTED SYSTEMS AND
INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

SnapAdvisor / CoPilot: Agentic Al / RAG For Smart City

¢“SNAP/ciry e

Tue 20 Oct 12:31:14

Conversational tool for Operators and Decision Makers

Traumatologico
Ortopedico

Bar Series

@ METRO20

L, GASIUIT LA
& B

eyeanwesed BlA

Free sireel

Fluid traffic

Heawy fraffic
= Very heavy

() Sensor positicn |

© OpenStreetMap contribiEtars

vehicleFlow

METRO19

@® METRO2

MNew Chat verification

ey
Prod [ Clear Map ][ Clear Bars ][ Clear Time-Trend ] & {

&
oo

verification | PDF chat |

Recommendations “

Conduct thorough market research to understand the demand for pizzerias
in the area.

Analyze the competitive landscape by gathering data on existing pizzerias
and their popularity.

Evaluate the financial viability by detailed financial data and projections.
Assess the location’s suitability by gathering data on foot traffic, nearby
businesses, and accessibility.

By addressing these uncertainties, a more infermed decision can be made
regarding the advisability of opening a pizzeria in Via dello Steccuto, Florence.

Is it advisable to open a pizzeria in via dello steccuto, florence?

P 0% N 100% Neg 0%

Location Peso 20%

b'ﬁ"i%?, produce a decision support graph to open a pizzeria in via dello steccuto,
florence

© Snap4cCity, Nov. 2026
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SnapAdvisor / CoPilot: Agentic Al / RAG For Smart City e e

Conversational tool for Operators and Decision Makers

Tourismo v

Clear Map ][ Clear Bars ][ Clear Time-Trend J

Tourismo

Firenze |

© OpenStreetMap contributors

Time Trend Bar Series

I 00—

5. Oct vehicleFlow (
@ vehicle Flow ® METRO20 METRO19 @ METRO2 ® Me
: Medium v
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PAUSE HELP
slow fast

°
Delay: 1620 ms.

Stats
time: 1018000 5
snapshot: 2 86 ms
Vehicle Summary

car(s): 176
tram(s): 3

DINFO

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

INGEGNERIA INTERNET TECHNOLOGIES LAB

DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Mobility & Transport « Traffic flow

SnapAdvisor And CoPilot Thu 1 0ct 14:02:33

verification

Conduct thorough market research to understand the demand for pizzerias
in the area.

Analyze the competitive landscape by gathering data on existing pizzerias
and their popularity.

Evaluate the financial viability by detailed financial data and projections.
Assess the location’s suitability by gathering data on foot traffic, nearby
businesses, and accessibility.

By addressing these uncertainties, a more informed decision can be made
regarding the advisability of opening a pizzeria in Via dello Steccuto, Florence.

Is it advisable to open a pizzeria in via dello steccuto, florence?
PO% N100% Neg0%

Location Peso 20%

e produce a dedision support graph to open a pizzeria in via dello steccuto,

vehicieFlow ce

OMETRO2  METRO1S @ METRO2

s8¢
o0

(Por

Traffic Simulation-K8S Fri 25 Sep 16:07:10

Wid

« Total Waiting Count (#) 22 998
« Total Watting Time (s)- 451619

—
Speed | Duration

(mis) s)

prony propes

Py e o
63% ‘119521 0750

6379 | 215000 | 526 1532

6379 | 72089 | 17919 | 1017

8968

22830

12917

29742

8123

6398 | 194510 | 19903 | 0208

5318 \wlu&x 52009 | 2021
oo [ [ v [ vom

T
6366 | 256958 3648

Privacy Policy  Cookies Poicy  Terms and Conditions. ~ Comtact us

€ SNAPAcry

* Routing
* Public transport

« Simulation, KPi computation
* Optimization

Traffic Simulation-K8S

SToP PAUSE AP cute Smuton K1 Simuiation
slow fat Simulation:
—_ valscenary- 2025010606212 v
Delay: 300ms
Stats Smulaton 20260523 181038
time: 3410005
payload SSKB
simalate: 1831 ms
suapshot: 3 14 ms
Vehicle Summary

car(s):267

Traffic Flow Analysis By Scenario FisSeple1s o6

Scenario AAEH i Traffic Scenary -
3 > 3 5 { : INIT 10 ACC Compute Comgute Show TFR
Editor 2 TFRS Ko
orlonUNIFLDISIT_deviceNameTheStadium_2024-10-3

°SomePolms & s /</ & & » Traffic Heatmap Controls: «—

of Interest 4 > \ Max Opacy @®

Traffic N 3 B
> / T - | hesiaoum - 20041091 122633 ]
¢ / o 7, Remove TFR
Air Quality

Heatmap has been added successy.
Sensors.

Weather
Sensors
(ow)

° Bus Stops

J Tram Stops

FI-SETTIGNANO_SV - NO2

oo o
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SnapAdbvisor: tools and expertise across city services

Autonomous scenario evaluation and actionable operational recommendations

Multiple organisations & users , é' 5 e ——
' . - = D Operational
' , Q il recommendations
ak / ed | i N
! ; All
“‘ Z V OcCate resources :“
4
Private data & knowledge
X
= .J J
Multiple data sources AL ioB |
Domain tools & expertise
: Rg (10
&%m &1& Qﬂ b
Waste manageirient Environment Tourism
&1‘ — i‘!::gg Qg. a 8 /g
Fleet management Permits & permissions Citizen participation Road operator fines Parking enforcement
© SnapACity, Nov. 2026 “* And more 290



FIRENZE

DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

UNIVERSITA DINFO DIsSIT ’~
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND s N A p4
INGEGNERIA INTERNET TECHNOLOGIES LAB CITy

o ’ Private documents ° Pl S5
anner & specialist agents
/ 8 PDFs, manuals, procedures, Intemal Skl" Ilbrary \ s g
} j slides and internal reports Organisation-specific | ) lgl |é|
- instructions, knowledge j

Select and combine skills
to solve new tasks

™\ and tools
Web access

Q

Search, web pages,
documentation and

) ’ / . rj (e external APis Internal procedures Domain analysis I Custom reporting Add new skills
r > - Y—J e — NS — i Use organisational Apply domain-specific I Generate tailored Create and integrate
s ] LN D J } guidelines and manuals methods and models reports and templates new skills for your needs

Extend to new domains and workflows as your knowledge grows.

 Multiple and pluggable Skills, for different users and teams
e Full Custom Skills
* Integrate internal skil

s with web access, when needed

snap4cityddummies TourismExpert ParkingExpert CityLightExpert WasteExpert snap4citybarc2026 CivilProtectionITExp
ID: 280 ID: 281 ID: 286 ID: 287 ID: 289 1D: 293 ert
ID: 294

This collection documents
the Snap4City platform, its
principal development and
management tools, and a...

This collection include
document and skill
regarding about: how

to solve problem in...

The collection covers
parking policy and
supply requirements;

demand-responsive...

A curated collection of
30 publicly accessible
PDFs supporting
expert questions abo...

This collection contains
24 authoritative PDFs
supporting retrieval-
augmented answers...

this collection contains
promotional material
distributed at Smart
City world expo...

No description
provided for this
collection

© Snap4cCity, Nov. 2026
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DSS, Decision Support Systems, produzione di suggerimenti

. Costruisci un modello DSS per scegliere fra aprire una gelateria e aprire un edicola in via Gioberti a Firenze
mostra criteri, pesi, punteggi e fonti.

. Un concerto da 40.000 persone e previsto presso il Mandela Forum domenica 25 novembre Usa il DSS per
valutare i rischi per mobilita, sicurezza e servizi urbani.

. Usa il DSS per scegliere fra due siti per un nuovo parcheggio Via Carlo Burci Firenze e Via delle Panche Firenze .
Considera accessibilita, costo, impatto ambientale e vicinanza al trasporto pubblico.

. Usa il DSS per scegliere quale di questi interventi attuare prima zona parco Cascine a Firenze ridurre la
congestione, migliorare 'illuminazione, aumentare la raccolta rifiuti. Spiega come stabilisci le priorita

. Usa il DSS per scegliere fra tre interventi per migliorare l'illuminazione di piazza Dalmazia firenzenuove
lampade, aumento della potenza delle lampade esistenti, illuminazione adattiva

. please produce a decision support graph to open a pizzeria in via dello steccuto, florence
. Sabato c'e un concerto da 40.000 persone a Firenze stadio. Valuta i rischi.

. valuta tramite il dss se conviene aprire una gelateria vicino al duomo di Firenze

. Che tipo di supporto alle decisioni mi puoi fornire

. Valutami tramite il dss se conviene aprire un edicola a S. Marta Firenze

© Snap4cCity, Nov. 2026 292
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SIMULATIONS, what if, optimization, vari agenti

Which SUMO scenarios can | simulate?

Which traffic scenarios in Florence are available for simulating traffic light optimization under different traffic load
levels?

Start a new traffic simulation for the mamotlo1 scenario. please make a simulation of Mamotlo1
What is the status of the simulations for the mamotlo1?

List the completed bari-iot-simulation simulations whose indicators| can view.

How many vehicles were simulated in the scenario mamotlo1 for Simulation_20261020085145

Retrieve the mobility indicatorsfor simulation Simulation_20251205150733 of scenario bari-iot-simulation, including
the minimum, maximum, and average values for waiting count, waiting time, and time loss.

Optimize the Liberta-Casel scenario to improve traffic state, applying at most 4 changes.
Optimize the StatutoCasel scenario to reduce CO2, applying at most 8 changes.

Retrieve the mobility indicatorsfor simulation Simulation_20251205150733 of scenario bari-iot-simulation, including
the minimum, maximum, and average values for waiting count, waiting time, and time loss.

© Snap4cCity, Nov. 2026 293
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SKILL ADDIZIONALI e competenze personalizzabili, RAG agent

Che tipo di conoscenze addizionali disponi

usa la collection snap4city-v1 e fornisci la descrizione di lot Directory

mettiin una tabella le collection che hai

guali sono i contenutidella collection Snap4cityAdummies

come esperto che tipo di soluzioni proponi per prepararsi ad eventuali alluvioni in citta

fammi un modello decisionale e provalo per decidere se modificare la viabilita di ponte
alla Vittoria a Firenze

avendo problemi di nettezza fuori dai cassonettiin piazza Giorgini a Firenze che cosa mi
consigli come esperto di gestione dei rifiuti mi sembra buono

© Snap4cCity, Nov. 2026 294
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SnapAdvisor & Co-Pilot

#,. Natural Language Intelligence
Instant query access to live city metrics, loT sensors, AI in smart City GOvernance°

and GIS layers.
22, Agentic Decision Support Infrastructure Performance Dashboards

Autonomous scenario evaluation and actionable
operational recommendations. B | = s L [t o
* Multiple Users, private dataand knowledge » =
 Multiple Agents & Agent to Agents tasks

* Multiple organisationsand data sources
Digital Twin Synergy

Seamless integration with 3D models and control

rooms.
<%= What-If Simulations
= Simulate and optimize, computing KPIs

a GDPR & Security Shield

Privacy compliance with full on-premise cloud
deployment.

245

295
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SnapAdvisor is for

City operators Decision makers

Monitor conditions, Collect evidence, assess
compare places or scenarios and compare
periods, investigate proposed interventions.

anomalies and calculate City Officers, assessor.
routes.

¢“SNAP/ciry

Developers

Find documentation, O
identify APls and use 3@(

Snap4City tools to build :'Eft
applications. ~a

A multilingual interface across mobility, energy, tourism and any other
domains, including your private collection of document and info.

© Snap4City, Nov. 2026
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#lisers Engaged Trend

New styles/themes can be developed by
specializing a few files from open source

https://www.snap4city.org/793
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Visual Representations

100 %

Sliderwith-multip
le-steps-for-KPI

sparklines

o

histogram

chord

P

Bubble-matrix-ch
art

Bullet

74
\ (S
pie-chart-1 Pareto-chart

Sequence-Sunbur

heatmap

flow-maps

Box-plot staked-area
| ® L]
radar Bubble-maps
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snboard Builder: Development

: Create, save, load
Dashboard Wizard ’ ’ ,
WldgetCoIIect|on delegate, grant access,

change ownerhii
e .H

Data Transfo.nmatlon

Bus' EGSSJEE;C

IOT Applications

ﬂnowledgeBaseb 2 - '." =
Km4C|ty ' ' i b

External
Services

Knowledge and Storage

Data from the Field and PR R
City + MyKPI ++ || = || Custom Public A O \=-l
' “ - - = Wldgets/ Dashboard *
Collection

My Own Dash/
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J ‘|A:J yj r ﬁ-‘J EJJ JfJ A ’ J/J— Jf Filtering /Searching for

Data Inspector BETA OS individual fields (even for
— some fields not displayed

as geographic
coordinates)

K-

Geographic Filtering

Text Search on all fields

pE—— .
Menu for choosing the
Montelupo —F  fields to display in the
Fiorentino
table
Now displaying in Standard Mode View on Map(via
Switch to the Synoptic Mode to select MyKPls and sensors that you need for your synoptics. PREV'EW)
Data and Trend
visualization
All selected .. » All selected _. v All selected .. » All selected .. = Allselected _. v All selected .. v Allselected . » All selected .. » Ali selected .. v All selected .. » Allselected _. v
S——
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——
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IndustryAndMa Computer AltairStatoPom... Altair-soda Altair Pump St webpage 2021-05-20 1351 2024-01-10 013 o— 5
Environment BIMET_SMART. Altair-soda  Altair pump 43. webpage 2021-06-07 17:3 2024-01-10 013 Pass to Synoptlc
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———
= SensorSite METROS14 Altair-soda Altair Pump 4321 webpage 2021-06-07 00 2024-01-10 013
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= il = = v o P—
SensorSite METROE31 Altair-soda Altair Pump 92 web| 2385 202]1-06-07 Oﬁ QQ-OHO [0} 3- Se|eCt the gra ph
Search... Search... Search... Search... Search... Search... Search... Search...
-

Search
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Smart API4Als > (
E SN EEEEEEEEEHR
Data, web pages, etc. Web and Mobile Applications
] (Http(s), WS, ...)
- E EEEREEEEEEEER
| |
. .
- - Data (ODBC, JDBC, Mongo, ... Dashboard Bl"lder
: : IIIIIIIIIIIII’ . )
n n GIS, Maps, Heatmaps, Dashboard Wizard B Dashbo Edr
n u [ & Traffic Flow, ODM o - —
- = m M Data Manager
| | ]
| | | [
- = = Entities, devices, data
| | | | | |
" " - - API/ServiceMap
- = = = Brokers
| | | | | | | |
MisroS -
|:ro ervnces : : : I Ready-to-use Widget Custom Widgets !
n MicroSeruices - . : | Y g (s . g) |
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- https://www.snhap4city.org/do
C* SNAPLcrry wnload/video/ClientSideBusin
SNAPATech essLogic-WidgetManual.pdf

o

Client-Side Business Logic
Widget Manual

From Snap4City:
« We suggest you read

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-

PlatformQOverview.pdf

slides go to https://www.snap4city.org/577

https://www.snap4city.org

https://www.snap4solutions.org

https://www.snap4industry.org

https://twitter.com/snap4city

https://www.facebook.com/snap4city

https://www.youtube.com/channel/UC3tAOOSEbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-5668674

UNIVERSITA
SEGLI STUDI

FIRENZE

DINFO

R RGN
DeTmronmazione | 8¢
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES
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¢V sNAPdcry @ Jocker

Platform Management:

¢ .SNApdcm'

SnapAdvisor Co-Pilot Generative Agentic Al

Presentation Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
Dashboard Themes Dashboard Wizard What-if SnapAdvisor
Dashboard Mng. Dashboard Builder Widget Library 3D Digital Twin CSBL

NG EELT WA Snap4City Node-RED Libraries ASCAPI APl Mng Agentic Tools §S kafka m\"ﬂhslwket

CLOAK

“
| S

g

Operations $orentonr
Deim Operational Tools % Sﬁ Artificial Intelligence, DA Tools MLOps, Dev. tools Visual Analytic processes z
24 BIMservercenter %}

: ) ~r
@i BIM Server Statistics POl @ python” @)studio SSBL m - %
of il = =
Qraphhopper : e | What-if | )

x{';- GeoServer

2
e
(=]
o
Q.
s ||a
s |4
w [

5 Internal Interoperability: AP, Microservices, ws [ e WAV SR DNH ST ool SOV NN websocker (&) FILIARE || 8 5
I
E : - 5 |2
= e _ wY OpenSearch 35
23 Knowledge and Data Management SuperServiceMap Data Management, HLT 2 c

U . = ] I o
Enu_%: L— Ni-Fi nifié I : | Linked Data triples |- = E ;
0 Aggregation Processes and Rules Blockchain I@‘@Hﬁlﬁ;’ 'E g. %
@ Data Process loT/Entity Directory Brokers -w%ﬁaﬁ e 8|2
! I 1 . Q
— Any protocol and format ! | Any protocol and format I % E e
Connectivity: wired/wireless, loT Edge, etc. o ?: QO E

Node-RED

i Any protocol and format |

Any protocol and format

I

(7, Gate External ERP Social
= o @ 9 e el e (R ways ckan|| Services CRM Media
Device Layer External Third Party Services
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Micro 6 (technical) [ Web Interface . proxy | ]

WSServer | | \

Resource Mng
node-r . J

Synoptics (WS)

Frontend

PersonalData

[ Dashboard

DataBase ] [ Kafka MyLDAP, LDAP

| J
§ [ Dashboard Cron ] Dashlboarld [ ZooKeeper § KeyCloak |

|

J
)
J

Smart Data ExtBroker
K Models { OD Manager J [ harvester | { FIWARE loT /
a N\
o NIFI ] [ Open Search ] Open Search /[ IOT App 01 ]\
a0 Dashboard [
o 10T App 02
g ServiceMap (SCAPI) ] [ Virtuoso ]
&
(e (0 | T o
Broker ORION OrionFilter Mongo
\ ) \'OT Apps /
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Web Interfaces

—

e

Main

~N

WSServer \

ServiceMapl ]\

([

N\ [

\

Synoptics Dashboard | | /[
(WS) . Frontend | | (node-red)  Virtuosol |
PersonalData Config Mng. Datalnspector [ ServiceMap2 ]
N ) Virtuoso2
Menu Mng MyKPI Mng 1 [ Management [ e ] (
) Tools /| \Knowledge base / |
Smart Data [ OD Manager } [ GeoServer p ~ ,
Models Heatmaps )/ [ [ |oTAppO1 |

Open Search
Dash

[ Open Search ]

I0TApp02

} [ Open Search Ppen Search ]

 10TAppX

" Brokers Storage /

~

Lqmom ]

[ OrionFilter 01 ]

\Computing /

[ I‘ ORION2

Mongo

-

OrionFilter 02 ]

J
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GeoServer ) | LDAP
Heatmap Mng [ MyLDAP |
[ Resource Mng [ KeyCloak |
J
Drupal CMS KAuth.Authop

OpenMaint

Report Generator

Data Analytics

' Analytic 01 ]\

.~ Analytic02 |

.~ AnalyticN |
\_ Computing Y,

Containers
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Data Models, Mobility data spaces

GTFS, ODM, TFR
Km4City ontology

Time series (collini)
Optimization with DRL (ale)

MLOps (nathan)
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