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Data Driven Decision Suppor
* Decision Support system
* Assessment / Strategies
* Data Rendering, visual analytics
—Business Intelligence

* Data Processing

* Data aggregation, Storage,
indexing

* Data Ingestion
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Simplifying the development and integration of verticals
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* Produce value from data
— Stimulate virtuous behavior, influence Users!
— put in action Strategies

* Data Exploitation performing
— predictions, reasoning, business intelligence, ..

— users behavior analysis, decision support system, ..
— Control Room, Real Time Monitoring tools, ....

* Aggregate & integrate data
— Multiple protocols from operators, ....

— open data, 10T, sensors, internet of everything,
cloud, mobile devices, Wi-Fi, social media,
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Private and static Static Public (open data)
statistics: accidents, census, votations
* Fiscal Code, SSN ALl
- T
. 0
o Non shared pictures 4 Accessest i GOV
& * Level aspects from Publ
Q ) Data
© é, * Patient health record _
N @OQ e Commercial aspects Position 0 .
o‘\?} 2 Ctivities p Immerc,a, Museyms

‘Real time private Real time public (open data)
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High Level Types
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* POI, IOT Devices, shapes,..

* FIWARE Smart Data Models, : ‘ﬁ;{*‘:“:f”’“ el e
* |oT Device Models = g
* GIS, maps, orthomaps, WFS/WMS,
GeoTlff calibrated heatmaps
 Satellite data, any kind.. : .
* traffic flow, typical trends, :

* Vector fields + heatmaps,
* trajectories, events, workflow, ..

* 3D Models, BIM, Digital Twins, .. — -

* OD Matrices of several kinds, .. 0@ S

 Dynamic icons/pins, .. H 3 Jeagene

* Synoptics, animations, .. _ i

* KPI, personal KPI,.. B o N LR ey e N ‘ \

« social media data, TV Stream, e $
* routing, multimodal, constraints, N = = ; l"

* scenarios,
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Standards and Interoperability ’““SNAv

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, WCS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, OGC, ....

* Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

e Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. i :

+  Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEXx, .. https://www.snap4city.org/65

* Social:Twitter, FaceBook, Telegram, ..

* Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

aFoundation ‘g/, FI 2238t —
s 27201 VAN

gaia-x sigualecoyeem @@ SMArt city

. EUROPEAN OPEN
" ;Eﬁ?ﬁh network o ckan @GJL @ESI’I Italia —3 SCIENCE CLOUD

Pl O § OF T
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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What About 2 Time Series

* A set of data coming from an Entity (may be a
device, an action, etc.) with multiple values
become a time series of values for the Entity.

Send — For example: taking a new measure every 10
€nas 4 minutes (Red Lines)

message — Non regular rates can be valid data as well.
 Each new measure in Snap4City is

Message ( conventionally time located in
timestamp: 02-04-2020 at «dateObserved», which has to be Unique.

10:30, — Only one message per dateObserved is
Temperature: 29.34, allowed

Humidity: 35

)
02-04-2020 10:30 34.5 23
02-04-2020 10:40 36.5 24

02-04-2020 10:50 36.0 22.5

Snap4City (C), October 2025
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Day by day traffic flow, on the week data from 3 sensors
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* As soon as you have a variable changing over time = time series
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
 recalled in PULL with some process taking from API, database,..

Past, historical data.... Future data! ... predictions

——

Snap4City (C), October 2025 15
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\ - -

/ ' \ 7 = - ) -
\ CITTNI@ Series Color for missed

The messages posted on Entity Instances  device42  Entity Messages over time
i
9 9

/ 10T Devices can produce different m mmm
6 8

effects on time series.

V1:5 5 9

Omitting the message would allow the V2:10 10 12 4 15 18 24
broker to reuse the last data to fill it, as V3:16 15 16 nu 18 30 null
for V5, which appear V4: 20 20 21 3 null null 29
* valid in all messages on graphs V5S: 25 55 55 55 )5 )5 )5

 With holes in tables
Putting null values (as in V3) would .
produce a missing data and thus would .,
lead to create: 15
* interpolate line on graphs: dashed e

are actually continuous lines in

D h r 12/12/2022 13/12/2022 14/12/2022 15/12/2022 16/12/2022 17/12/2022 18/12/2022
aS boa dS —— ] ——\f 2 W3 W3 ee—\ T

 Empty values in the tables

Snap4City (C), October 2025
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e Structured: JSON, XML, database, CSV, excel, etc.

* Non structural Textual, multilingual, NLP (Natural Language
Processing)

— For social media data, but also for metadata, descriptions
 With:

— Temporal = Historical data, real time data, predictions

— Semantic: relationships among entities.

— Spatial, geographical, geo-reversing 2 Knowledge Base
* Around a point, along a line/path, near a path, into a polyline, etc.

— Data Values different data type (Data Lake/normalization), data unit, etc. 2
the so called 10T shadowing of Azure, AWS

* Relating to Knowledge Base reciprocally

Snap4City (C), October 2025
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ta Collection, ingesti cesses)
&
* Data

— Open and private: Open Data: CKAN
* licensing, private, GDPR

— Static vs Real time
— Any protocol, any standard: Push and Pull
— Any format

* From observations and milestones:
— sensors, database, KPI, etc.

* From legacy services of in-place operators, API, WS, Faa$, |
— External Services: call of any kind
— MicroServices, MicroApplications
— Local databases

* From users, customers, ..:
— participated processes, feedback, Apps, etc.
— Crawling web pages, etc.

i@ user-analisi-v2-xlsx

@ user-analsi-vZ-(-anonymous. dsx

i@ Users-analysislst

.......

Snap4City (C), October 2025 18
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Data analytics

— Periodic or event driven
e Ondemand

— Data transformation

e ETL: extract transform load

e ELT: extract load transform

— Control Flow, data transform

* Node-RED: Node.JS
For example:
— Assessment/monitoring
— Predictions
— Anomaly detection
— Simulations
— Etc.

vvvvvv

Fle Edit View Adion Tooks Help

B E0EHR =~

&

[mum-r

T
ﬂ“_»-pﬁm,..

¢“SNAPciry

<<<<<<<

nnnnnnnnnn
ppppp

sssss piertrancesco.

[ view™ & pesign ImediafTrasformazioni JobDownloadand Phoe [ 2% phoenix2 ImediafTrasformazioni

» [ Hops o

[ Pantition schemas

» £ Siave server E §|73+%4ﬁ+§

[ Kettle duster schemas

Rows Count. Fitefrows Get path  Get UEC Date Update date™py

-

Build Date 2

—ra

- emor2  Table output 2 Get datafrom XML2  Row denormaliser
Dummy (do nothing) e_java Table output

em_java2 Table lgpm 10 emor8  Tabie &l{pu{ 9

: N
eror 7

Table output 8

Snap4City (C), October 2025
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s
v 3 phoenix |E|
» [ Database connections Umﬂ{d’mm
» [ Steps

Get rows from result Get variables Sel lues Phoenix insen 2 2
g

(7] (]
Table output 3 em —|£|—m—>—t

HTTP Client

R Studio Development
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— Geospatial reasoning _ Points of interest
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— Metadata B ~ Energy Big Data Tools
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— Statistics T Administeation PR
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* All'in terms of Triples
— <Subject><Predicate><Object>
— «cat» «is a specialization of» «animal» // generic definition for the ontology
— // instances of the knowledge base

* «micu» «is an instance of» «cat»
* «legl» «is part of the» «table»

e «carl» «is belong to class» «5c»
e «carl» «is child of» «frank»

e «frank» «is father of» «carl»

— Etc....

Snap4City (C), October 2025
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— DCTERMS: for metadata Dublin Core Metadata Initiative
— FOAF: friends of a friends

— Good Relation: entities relationships

— iot-lite: IOT Vocabuary

— OTN: Ontology of Transportation Networks

— OWL-Time: time reasoning

— SAREF Smart Appliances REFerence extension for building devices available at
https://saref.etsi.org/saref4bldg/

— Schema.org for people and organizations
— SSN: Semantic Sensor Network Ontology (see https://www.w3.org/TR/vocab-ssn/
— WGS84 Datum of Geo-Objects

— GTFS, General Transit Feed Specification, and Transmodel, for public transport
infrastructures: lines/rides time schedules, real-time records, paths, etc.;

— BOT: Building Topology Ontology. https://w3c-lbd-cg.github.io/bot/
— SACITY: SAREF extension for Smart City. https://saref.etsi.org/saref4city/v1.1.2/

Snap4City (C), October 2025
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* Textual Data coming from:
— Social media posts
— Dialogue with users, posts, blob, complains, emails
— Documents, manuals, slides, web pages
— Media: images, video, audio, drawings, etc.
* Non structured can be processed by
— Al NLP solutions, BERT, LLM, LLM RAG, etc.
* See webinar of the 14 October 2025, 15:00

Snap4City (C), October 2025
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UNIVERSITA | DINIFO | DISIT https://www.disit.orqg/

DIPARTIMENTO DI DISTFIIBUTED SYSTEMS

.' /e FIRENZE | S8 azions | FECHNOLOGiES Lag Paolo NESi, paOIO.nESi@Unifi. it

Data Lake vs Data Warenouse
https://www.snap4City.org  https://www.Km4City.org

Pa rte g 3 SOME RIGHTS RESERVED @ EJ@EJ

(2024)

Snap4City (C), October 2025 25
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a SOLR, Elastic

] HDFS, s10SQL searcr,
n

/ —
7

Facet,
cluster

(

User
interface,
Dashboard
Drill down

}

ETL, NIFI Spec dash

4+
Da Ld P
Driven

VA" %

— N
\ /

Knowledge base | | Optionally

Stream =
. //(f = | _
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http://www.disit.org

e Script language
 Smilar to workflow or flowchart

Job File

Pk * Seqguence of Commands

Deny
Rules

 |ntermediate status on disk or
memory

* Executed command driven:
— On demand, sporadically
— Periodically

Snap4City (C), October 2025 28
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http://www.disit.org

Batch 1 Batch 1.1 Time
” [

Vv

Batch 1.2

A

« Activated/Fired/Triggered by events, on demand, etc..
— Synchronous with something
— chained or not

vent: request, action, etc.

* May fire/generate (ask to do or directly do) other jobs/batches:

— on the same or different computers
— ldentical or different

e Activation may be asked to a third party manager
e Duration of execution depending on data !

Snap4City (C), October 2025
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,Batch 1.1 Batch 1.2 \Batch 1.3
yim | /703 777
/ k 7 7 7 7] 7
./
Time Period Time Period Time Period

* Scheduled on periodic Firing time event (with a validit
period of firing conditions from xx to yy)

—
— synchronous dé /

* Execution time duration depending on data or other..
— Execution may exceed the Time Period

* Each single execution MAY or MAY NOT depend on the
preceding one
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Batch 1.1 /@N Batch 1.3
777 -
/RN — >
— (I
& /
Time Period _ﬂaK‘h/ Time P

Time_Period

e,

 |f the Execution Time Duration exceeds the Time Period

— A) the successive execution (Batch 1.2) is overlapped (yellow)

* |f it happens systematically: the number of tasks grow indefinitely
consuming all resources = until crash

— B) the successive execution (Batch 1.2) is canceled to wait for
the next one (Batch 1.3, green),

* skipping the second execution, Batch 1.2
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paradigma di programmazione parallela
— Detto anche di real time processing

Lavora con:
— Dati parziali e non su tutto l'insieme dei dati.
— Per esempio: valutare il contenuto spettrale di un segnale:
* Su tutto il segnale
* Su una finestra temporale di 30 secondi, per ogni secondo un nuovo valore, small delay/latency,
(but present, see pipeline)
'attivazione del processo corrisponde spesso all’arrivo del dato nello stream, nella pipeline,
— si ha sincronizzazione e comunicazione in un solo colpo.
— Tipicamente una sequenza di azioni semplici attivate da
* l'arrivo delle condizioni e dei dati per calcolare i risultati
* ed in modo asincrono
e tipicamente senza avere necessita di memorizzare il dato
— - elimina alcuni problemi della programmazione parallela.
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 Example on languages

— SISAL (Streams and Iteration in a Single Assignment Language)
— CUDA (Compute Unified Device Architecture) for NVIDIA GPU, SIMD

* Applications:
— I0T, media recognition, log processing, social media enrichment, indexing,

" Stream Processing )

» Filter Event Consumer
e Tranformation
e Enrichment | Result > Dashboard
Event Stream e Splitting

( A A A A A O_‘ ¢ Routing _ L A1 A1 — A1 —p Business
* Aggregation Process
e Simple Decision Rules
« Pattern Detection Business
e Time Window Service
e Correlation / Join

\- Geo-Streaming/-Fencing

Snap4City (C), October 2025
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* To store a large amount of data, big data, and they can be
structured and un-structured, several different kind of data:

— Direct Data: Time series, geolocated data, events, shapes, measures,
social media posts, video, files, logs, etc.

* Most of them may have multiple features, e.g.: geolocated events with shape

— Derived Data: predictions, typical trends, trajectories, flows, heatmaps,
3D reconstructions, traffic reconstruction, planning, simulations, etc.

* for exploiting them for producing:
— Deductions, hints, early warning,
— Derived Data as well, in real time
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» Data Extraction:
— gathering, harvesting, ingestion, reception in push, ....

 Data Transformation:
— Adaptation, mapping, formatting, conversion, enrich
— Cleaning or leaving as it is

» Data Loading and Refreshing: saving in the storage
— As it is, converted and ready to use, etc.

Data Usage:
— As it is from Storage (faster, more rigid schema, higher volume in access)
— Transformed on the fly (slower, more flexible, moderate volume in access)
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ETL-Usage vs ELT-Usage
DW:

— More complex data ingestion
* Simplify data ingestion for sporadically used data

— Faster date usage unforeseen patterns/combinations

DL:
— Faster data ingestion
— More complex data rendering since all combination are unplanned

* Prepare data rendering for well known patterns
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.......@.....+
d
ETL

Structure
Data

@25 Data Version Control

§§,,‘ ~s > —
. L - '&“-
UnStructured Data -
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A
7
/<Data Wareho@
: . . A datawarehouse will consist of data that is extracted from
In the data lake, all data is kept irrespective of the ) . . L
: . o ._|transactional systems or data which consists of quantitative
Storage source and its structure. Data is kept in its raw form. It is . . . . .
- metrics with their attributes. The data is cleaned and
only transformed when it is ready to be used.
transformed
Histor Big data technologies used in data lakes is relatively Data warehouse concept, unlike big data, had been used for
¥ new. decades.

Captures all kinds of data and structures, semi- . . . .

Data P . o Captures structured information and organizes them in schemas
. structured and unstructured in their original form from .

Capturing as defined for data warehouse purposes

source systems.

can retain all data. This includes not only the data that is
Data in use but also data that it might use in the future. Also, |In the data warehouse development process, significant time is
Timeline |data is kept for all time, to go back in time and do an spent on analyzing various data sources.

analysis. —

ideal for the users who indulg€in deep analysis. Such
Users users includ ' ho need advanced The data warehouse is ideal for operational users because of

analytical teols with capal |t|es such as prédictive being well structured, easy to use and understand.

modeling and statistical a
Storage Data storing in big data tech%}ogies are relatively . . . . . .

. : . . Storing data in Data warehouse is costlier and time-consuming.
Costs inexpensive then storing data in a data warehouse.

https://www.guru99.com/data-lake-vs-data-warehouse.html
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Parameters |Data Lake Data Warehouse
can contain all data and data types; it empowers users to . : .
. YP P Data warehouses can provide insights into pre-defined
Task access data prior the process of transformed, cleansed and . .
qguestions for pre-defined data types.
structured.
empower users to access data before it has been o . . .
. P . Data warehouses offer insights into pre-defined questions for
Processing |transformed, cleansed and structured. Thus, it allows users .
. : . pre-defined data types. So, any changes to the data warehouse
time to get to their result more quickly compares to the .
o needed more time.
traditional data warehouse.
Position of Typically, the schema is defined after data is stored. This  [Typically schema is defined before data is stored. Requires
Schema offers high agility and ease of data capture but requires work at the start of the process, but offers performance,
work at the end of the process security, and integration.
Data Data warehouse uses a traditional ETL (Extract Transform
. use of the ELT (Extract Load Transform) process. (
processing Load) process.
Complain Data is kept in its raw form. It is only transformed when it |The chief complaint against data warehouses is the inability, or
P is ready to be used. the problem faced when trying to make change in in them.
They integrate different types of data to come up with
Kev Benefits entirely new questions as these users not likely to use data [Most users in an organization are operational. These type of
y warehouses because they may need to go beyond its users only care about reports and key performance metrics.
capabilities.

https://www.guru99.com/data-lake-vs-data-warehouse.html
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 Data Lake

— Original data preserved,
structured and unstructured

— Lower costs of ingestion
— Lower performance in the usage
ecurity: possible control at

SO

simpler in storage

— More scientist oriented
e Moderated results in access

— More difficult to extend in usage,

(3 -..m'

¢“SNAP/ciry e

 Data Warehouse
— Original data transformed and
prepared for mainly structured or

semi-structured
— Higher cost of ingestion
— Higher performance in the usage
@f’cy?Control on organized data
— More difficult to extendin storage,

simpler in usage
— More Business and Purpose Oriented

* Large volume of accesses

Snap4City (C), October 2025
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Stream
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Batch

SOLR,
Elastic Facet,
HDFS, noSQL search e
User
interface,
Dashboard
Drill down
ETL, NIFI Spec dash
N
N— -
Knowledge base | | Optionally
SN B
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Top Cloud Data Warehouses at a Glance

Initial Release

Separates Storage and Compute
Multi-Cloud

Query Language

Elasticity

MPP

Columnar

Foreign Keys

Transaction
Concurrency
Durability
Automation
Website

Free Trial

Amazon Redshift

2012

Mo

No

Amazon Redshift SQL
Yes - Manual
Yes

Yes

Yes

ACID

Yes

Yes

Mo

Link

Yes

Microsoft Azure Synapse

2016
Yes
No
TSQL
Yes — Manual and Automatic
Yes
Yes
Yes
ACID
Yes
Yes
Mo
Link

Yes

Google BigQuery

2010

Yes

No

Standard SQL 2011 & BigQuery SQL
Yes — Automatic
Yes

Yes

No

ACID

Yes

Yes

No

Link

Yes

Snowflake Cloud Data Platform

2014

Yes

Yes

Snowflake SQL
Yes — Automatic
Yes

Yes

Yes

ACID

Yes

Yes

No

Link

Yes
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Static
Data

Batch

User
interface,
Dashboard

Storage

Data
Driven

Storage

Storage

. =

Stream
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Data Lake

Data Structure

@ Purpose of Data BRNGIA =M T 1=l

Users BEIERS WA

Easier to ingest and
update unstructured data

Accessibility

¢“SNAPciry

Data Warehouse

Processed
Currently in use

Business professionals

More difficult to ingest and
update data due to the need

for uniformity and structure, but
easier to consume
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Batch

Data
Sources

Stream

Data
Sources

noSQL

]

Data Lake

Knowledge
base

SOLR,
Elastic

ETL, NIFI search

Facet,SQL,
cluster

Data Storage

Data Marts

Data WareHouse

Snap4cCity (C), October 2025

¢“SNAP/cTy
ined Solution

—

~

-J

User
interface,
Dashboar

d

Drill

down

47



UNIVERSITA DlNFO DISIT 7~ :A
D EG LI STU Dl ARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | Bociuean ™" | SENERer . CITV

Big Data Pipelines on AWS, Microsoft Azure, and GCP
scgupta.link/big-data-pipeline

Athena

DA
Lambda RedShlft RDS (E0A)
Function GIacuer EMR
Lambda
. Function
‘ o Ela W ‘

AWS loT aWS7 /

SageMak D namoDB
(él-?f , - o3 - arc ’ QuickSight
KmeS|s 83 Kinesis
Streams / Ansytics ‘ wp—
Firehose Glue Kinesis

Catalog Streams
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’@ & Google Cloud Colab
Cloud loT (EDA)

Cloud Cloud SQL
Cloud Datastore
Function DataProc e

Datalab
Bigtable
- Memory-
I — - > —_—
> Cloud DataPrep e AutoML 0 Cloud
Storage BigQue Function
PubSub\ DataFlow Slt):;?o
Data PubSub

© 2020 Satish Chandra Gupts scguptame Q

T )0 D T — Catalog twitter.convacgupts W

B w’nwhfﬂ:a o linkedin comin'scgupta B
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>

—>

>

1

L

Azure
Function

&H

~—

| ]
Event

Hub

Azure loT Hub /s AZU re / Azure ML
Designer/Studio
Cosmos DB (EDA)
brick ‘e
Databricks ‘ X gl
‘ EA — Function
— —— zure
ata ,
- . Explorer V‘ Azure ML Azure SQL Cacheo POWG" B
Azure —
Data Lake Stream = sl
Store Analytics .
Data Event
Catalog  Hub
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CLOUD COMPARISUN

AWS VS. AZURE . GOOGLE €D @simonnoidort

\aw:_‘., S Azure @

-
AWS Regions and Zaones Azure Regions Soo O:C‘?ggg:;
- g
‘ Elastic Compuis Cloud (EC2) |:¢‘] Virtual Machines ° Compute Engine
= .
‘i Amazon Elastic Beansialk @ Azure Cloud Services oeoogle App Engine
-9 < ‘> i
&t S T ———— A AWS Lambda &> Azure Functions 0 oo ki
- =4
B: Elastic Contsiner Service n:-:- Azure Container Serwvice Q Container Engine
-3 ,‘_ Auto Scaling E = Azure Autoscale @ Autoscaler
=
. n‘ Amaszon Simple Storage (S3) Azure Blob Storage . Cloud Storage
:. —
- Amszon Elastic Block Storage ?l Azure Managed Storags . Persisient Disk
D «h,
Amazon CloudFront =N Azure CDN o Cloud CDN
—

Amszon RDS @~, Azure SAOL Daimbass . Cloud SQL

I

!

:
() |48

AWS mmaﬁ(c)’ Octties m Azure DocumentDB

F
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LLOUD COMPARISON

AWS VS. AZURE . GOOGLE €D @simonnoidort

3“5, J8§ Azure @

Amazon VPC \. - - Azure Virtual Network o Clor u' dl Virr?:al
AWS Direct Connect %, Aszure Express Route . Cloud Interconnect
Amsazon Route 53 H:E.*' Azure Tmaffic Manager Q Cloud DNS
Armsizon Cloud Tril {1 Azure Operational Insights e Cloixl Logging
Amazon CloudWaich 1;? Azure Application Insights mﬁgﬁr"r%r
il A Aeure Actve Diroctory (8D |, iac
- ‘\h AWS CloudHSM 0 Azure Trust Center Q Plattot Sac sty
] = Amazon Kinesis i:,—;ﬁ- Azurse Stream Analytics o Cloud Dataflow
- m AWS Opsworks ___,{:{:: Azure Automation o Compiria Engits
- LD Ameazon Cloudinformation || Azum Resource Manager s i
e d

Amazon Simple | e— . ~
ll' Notification Sarvu:‘:a (SNS) —— Azure Notification Hub None
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Scenario manager

& Labeler

Visualization Faxglove, Analytics ) .
tocks BB ;?b"z‘, Labeting partners Workbench  zore Az Synapse
& @ ‘3 siizic ot Datbricks  Analytcs ‘
DataOps == 1) ! I ! ! il Azure Container
= DQ check > P — e
o™e Test driver extraction and % g l ?.. Registry
ennchment | Quaty  Metadata  \onars A
- @? check
| DataBax
Copy station —p Azure Data  Raw/ Exxractea/ Labeled (detected and D3
Factory split annotated scenes) +—— D
Expr ute ‘ ”
‘ O Telemetry topics Orive sessions Drive
SDG‘? extraction via Spark management
; ARM ValOps o MLOps Hico
HIL farms / AERTEIR Software g o Machine ESEOE
colo 1 artifact Scenano manager o Learning
I (3" party) o storage oD
a - Azure Machine developer
/ / ‘ 1 Learnng '»
Azure Conlan« for percoption
SN I Q. I i -
ecompute i ] : Azure DevOps
Velcuen Grafna G Azure Batch) Simulation = Machine P
engineer 5 Learning
@ ey compute
Centralized AVOps functions (autonomous driving data management, E2E lincage, and event-driven
overall orchestration) GRHub

& © &

APl Management Monitor

I- Microsoft
BY Azure

Service Bus

s, — LR
& 5> - BED» } f '
< y 4 4 31 7
Event Grid Function &pps  Oata Lake AKS AnseAdtive  Azure DevOps
Storage Directory
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J1
External Services < >| Client-
K14 |K2 12 N Side
% Front Business
Data DS 'O_/Dlp: a y E1 End Logic e
sources ———> Data >! Server-Side F——2| User = _ S L
. € Ingestion < D2 Business Logic [€== < m‘ QD :
& Services DA . E2 S| G
——— c
o= —‘r} QM B2 12 11 2 F1 E | Front End_Téf)Is =
W H iS¢ Generati || © | }
as i gh i o1 oo ||2f| [
@~ [0 ¥ Data | 5i. FP “37°C tosbar 7%
@ —— Storage | Analytics  |[€—— interface T e
i H2 G2 Tools ‘22222 o o .
% \ Eti—— - ¢ = ,: =

C1
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* The implementation of smart services may implies the:
— acquisition of data from the field
— computation and imposition of actions/values
— Save of historical values, computer data analytics, etc.

Sensors

IOT Device

Standard API

actuators
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 The implementation of smart services may implies the:
— acquisition of data from the field
— computation and imposition of actions/values

— Save of historical values, computer data analytics, etc.
| |OE Device

sensors
sQN cloud

IOT Edge

IOT App
Computation

tuators

|
k

Msg from cloud
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Cloud vs Fog

Cloud Layer

Edge/Fog Layer

Gateway 2

Smart Devices .-
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- o f = ‘ ’ ’ 3T »
/Edge Computing

A

Snap4cCity (C), October 2025

59



UNIVERSITA
DEGLI STUDI

FIRENZE

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 60



NIVERSITA D NFO Dls T

EGLI STUDI DIPAF!’IMENTO DI DISTRIBUTED SYSTEMS
INGEGNERIA AND INTERNET

IRENZE DELL'INFORMAZIONE TECHNOLOGIES LAB

Edge Computing, Fog Computing

=3 "Web Browser

_— —

: —_—r
HT TP VWebSockets - _ﬁ,'.‘?—.: ﬁu
% DS Wel

ToT (Cloud) = Gatewsay MO T X VP W/
- e =
Platform % " E
e e =

£ ’ 7]/

e -

t

Frocessing
(o~ «% Ed ) %
i " : W : / MMessagce Broker A
mtolomices Iondeximgs [N— !..f
HTTF/ 'VWebSocket //f—
[ S {\/]/

MO T T AROP WP

e

FicBee/6L.oWVWwPan/Blue T ooth/ITRFID readers
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4 updateContext [F"—AB) B o | -
T T T~ . A I~
-~ 6] subscribeContext ' 5} o~ A _Web Service 2| .- p;
J..-/ - — FMIS _ _Hive client ) ya
/ - | apPucaTION | WebHDFS/HItoFS

—-—
- mﬁ;tif'.-*{:ontext - . J,.r_
Cygnus-ngsi - I .
Channel - sink
Iurné\ 1
event

Turrme
e et a0

— T notifyContext | "“5"‘“’
~ 7] notifyContest 5] registerContext
. 10T Broker loT Discovery

f

\E} subscribeCantext

T . e — —

Backend Device
Mianagene nt

e

&), 8] discoverContaext
Availability

P

£

6} subscribeCorprext
r .l"r?l notifyContext
-~ 3) registerContext
_-_2} registerComntext
|
.
T

Other Protocols: ULZ.0/HTTP,
MOTT, LWMZM/CoAR, ete.

Tl updateCantaxt
Protoool Dhata

Handling

- - = laT Gateway M

loT Device and

Management
Zone 1 - = F

Managemeant
Zone M
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— Context Producers publish data/context elements by invoking the operations on a Context Broker.

— Context Consumers can retrieve data/context elements by invoking the
Context Broker

update qguery

operations on a

Broker
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* Broker operations: create

— Context Producers publish data/context_eleménts by invoking the update operations on a Context Broker.

s

— Context Consumers can retrieve data/context elements by invoking the '- : 4@-..

Context Broker S—
= Z/ oS
updat%ﬁ< query
\ : W2 |

m A Broke Context Consumer
Iy
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- A |
o1 brokers
Sensq SUtiD(i\_’l)_ _

Sensor
Broker
Sensor
Clientl Devl
Clientl Dev2

Snap4City (C), October 2025 65



Reg(Devl, schema...
Action o

Sensor / Actuator

<«

Sub(Devl)_

T AGuen>

Sensor
Dev2 Push
Broker
Sensor @ @
Pull

Schema Last value
Sub | Schema | e
Clientl Devl

. 1 (‘ maboansts ED) ]/,,‘,‘

Clientl Dev2 D1 COMNEXtT DIoKers
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IOT Discovery
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IOT Server/Directory

IOT broker

architettura
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Wrapper
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> |A~coo~s s
Conceptual architecture

Cloud

IOT Context Broker

IOT Auth.
Support

IOT Device Management

Field

|OT Discovery

IOT Broker
N N~
Wrapper
\ ~
> \
RabbitMQ AN
A *\ S
\ ~
/ ' o~ N
1 \ SS
’ \\ \\\
1 ~
v - A |OT Edge
|OT Broker IOT Discovery \
Actuators /
Sensors Actuators Sensors Actuators Sensors
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@ Subscribe
.............. 5 subscribe

""""" receiver

2y

%n'.m’
o e
ﬁ,émﬁ

/

|OT Broker/ 7 \
|OT Gateway Publich’ )
. |OT Broker/ Publish |
|OT Gateway o , _
T e 10T Application are data driven functional pro
L=’ transformation.
* The IOT Application can subscribe to som
IOT Actuator in Push from a specific IOT Device (sensor)

Sensors ﬁ; Device  The IOT App can publish some message toward some I0T

(Actuator), passing via an |IOT Broker.

* Sensors are programmed to send data (i) periodically, * Continuous lines are messages via TCP/IP

or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

e 10T Brokers and IOT Gateway can be distinct servers

e |OT Brokers can be on cloud

e |0T Gateway performs the SW update, the business mang nt, }
access in Push and Pull |
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* 10T Brokers can be connected each other - e
» Adapters / Wrappers transcode one o
message from one protocol to another IR I subscribe

|OT Application|

receiver

-
.
el
.
.
PR
. 2
R P
*
.
.
.
.
.
o
-

g _-z>

|OT Broker IOT Brokeru
7 10T Edge may include 10T
= IOT Gatewa |IOT Edge Applications
I0T Gateway |OT Broker Y 3 * Missing knowledge about
ol ,/;T 0T Gateway \/./‘\\ ‘A i the semantic of |OT devices
el ) Adapter/ \ /AN * Lack of capability for IOT
? : - :'\ Wrapper Discovery: value type,
“ A location, etc., which could
VI
Device — be used by IOT App

\

Lack of Storage of data
values over time

Device

Device
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< ) _ Discovery requested data e, T
|OT Discovery - — ; T ,
Knowledge ................. subscribe

Base T P PP :

|OT Director receiver

< L I

Re CE
|OT Broker
g
|OT Gateway 10T Broker 10T Gatewa;;iﬁ/7 IOT;dge A
A -
- -2 |OT Gateway \/-/‘\\~ /\\
VA * Adapter/ >
: -= N Wrapper
C 0N AA 0T
! LAY Device
Device ?? \\
|

Device

10T
Device

Device
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Applications
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Lack of capability for IOT
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Lack of Storage of data

values over time
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Y s

Discover, register
and “thrust”™ new
devices on the
network

Registration

Telemety

Information Fows
From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices looking to
gather required
information or asking
to initiate activities
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Commands

Commands from
other systems to a
gevice or a goup
of devices to
perform specific
activities

Bulk action

|OT/IOE Protocols

g‘nmumcatlon Patterns

Notifi i
Information fiows
from other
systems to a
device or a gFoup
for conveying
status changes in
the worid

O O O O O O 0O

O

MQTT
HTTP(s)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.
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Not all Communication Patterns are supported by all Protocols
Protocols implement Patterns, + formats, + sequences, etc.

They are referred at level of communications
— |0OT Device €< =2 10T Gateway <=2 10T Broker

|OT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS,

Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
Formats: JSON, Geo-JSON, Linked Data, XML, CSV,

Snap4City (C), October 2025
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|OT Brokers

AMQP STOMP JMS COAP NGSI MQTT
OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION X X X
BROKER

(~)

RaspberryFi
with sensors

2:Publish —§»

AN

MQTT Broker

b Rabbit

J3:Message
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G, |OT stack protocols

DINFO

STRIBUTI ED SYS EMS
D INTER|
CHNOI OG ES LAB

359

Session MQTT, SMQTT, CoRE, DDS, Security Management
AMQP , XMPP, CoAP, ...
| TCG, IEEE 1905,
Network | Encapsulation] 6LowPAN, 6TiSCH, 6Lo, Oath 2.0, IEEE 1451,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ... ISASecure,
Datalink WiFi, Bluetooth Low Energy, e
Z-Wave, ZigBee Smart, Dice ’

DECT/ULE, 3G/LTE, NFC,
Weightless, HomePlug GP,
802.11ah, 802.15.4¢e, G.9959,
WirelessHART, DASH7,
ANT+, LTE-A, LoRaWAN,
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LI omparison high level IOT protocols all/Ave
9/ /7 ¢e

: Seclurity and Header Size Max

Protocols UDP/TCP Architecture S (bytes) Length(bytes)

//‘\ / //—\ /
MQTT TCP / Pub/Sub\\ // Both /{\ / 5 )"( O)(L
AMQP TCP \ Pub/SuV / Both | / 8 ) ( - /

\\/
CoAP UDP Reg/Res ( Both / L / \ 20 (typic
XMPP TCP Both \ Security / - -
DDS TCP/UDP Pub/Sub \Qos / i :

[ _—
N R (N4 70/= YN i =
' ) A .
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TECHNOLOGI

DISIT

WIQTT Message Queue Telemetry Transport

" securlty obtained with SSL/TLS since it is over TCP
0 ISO/IEC PRF 20922
0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

' ]
Publhishers

Publish

Subscri

-

1T

N

T
. T

Broker

Cluewe or Topic Endpoint

f,f

Subscribers

/I

,/*
R
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W Gio= g
L1 INTCDMET -7

PUBLISH [QoS = 0]

MQTT QoS
QoS 0: At mt once (fire and forget)

PUBLISH

Delete message

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

PUBACK

Delete message

Delete message

Store message
PUBLISH

PUBREL

PUBCOMP

Delete message
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DISIT
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AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

' ™ e 5

Publishers Publlsh/' Broker \ SHhacHDe Subscribers

= -
- L
£
~
-~
"
-~
S
-
-___,.a-f’ e
-
¥ -~
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“HSE0AP: Constrained Application Protocol

IPARTIMENTO DI

Di
INGEGNERIA
DELLINFORMAZIONE

0O security obtained with DTLS, Datagram TLS
a HTTP like over UDP with fixed header, no TCP

Client Servers Client Servers i hent Servers Client Servers
, i

_ CON message . CON message

COMN message . —. -
- ACE message - ACK message
NOMN message
ACK message
|- COMN message COMN message &l

ACK message MACOCK message

il -

Piggvback

Confirmable Non- Confirmable

Separate

Message

Messages

Messages

Messages
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- " STOMP Streaming Text Oriented Messaging Protocol
& Similar to HTTP

0 XMPP: Extensible Messaging and Presence Protocol
% Based on XML, proposed by IETF
& Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
& Over level 6

0 SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX

0 OneM2M AIOTI
& a strategic enabler for 10T applications and companies developing IoT solutions
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= Comparison of lowlevel 10T prot.

Standard Frequenza Range Data Rates
floT S~

Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) ([1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEE802.15.4 T T

6LOWPAN [RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto

of other networking media supporto
including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz)

WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most s ~oretypical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTYS),
(3G), LTE (4G) ' 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 [13.56MHz (ISM) .. 10cm 100—-420kbps

LoRaWAN [LoRaWAN \/arious (eu/rop\@lz) <® \/5 @ 0.3-50 kbps

N—— nvironment %9/’/"7(/
M@ L /m/\/ 15km (suburban
A environment)
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2 T e - - HITERESE _ Web Browsing i
Vialn e
HTTP/3 t_ -““—F’ Comzeton_ s s o @
(Qulc) |||||||| ‘ ;
s L« - loT Virtual Reality |
PTOL [OCOIS o e INE S o] B .
——= € — —TCP Connection— = SR
( ] ¢— — —public key g@— - =
HTTPS T sessionkey G0 , _=| 58
¢ — —oncypteddata Web Browsing

S S0 WebSocket ('Zj) € - STUEEE o, oD '

Read —> GET | o ¢~ — === = = > WS e Cha R;gngmgs?gga
Methods e -
Update =—»  PUT — . — — SYN_ _ _ .
P rer ) e CEE G M
Delete =—» DELETE ) - _ _ _ _ ACK_ _ _ - % \Web Browsing Email Frotoccls
—2) ¢ — — —REQUEST— — — _
UDP (rT/‘) — — — RESPONSE— — -» |IIDE] g
E:D finn

Video Conferencing

f = (T2
(7) wa----- Ty 7
SMTP = = |
sender SMTP Sewer receiver Sending/Receiving Emails
Control I(.';hamnel

FTP

S
4\

|
|
IS
ol
1g |
13
I
I
bl
EE

, Upload/Download Files |
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%¥ INTERNETor aar
% THINGS © .
=5 :___—‘—___ S (O]
= 2 —_ g
HTTP HTTP
Client Server
TCP 3-way handshake N
+ ________________________________
_________________________________ ’
HTTP GET /light
B
HTTP 200 OK (application/xml)
-
__________ TCP 2-way termination =
D

225 C
} temperature
Server
S ——
200 OK
GET /temperature application/text
225 C
Client
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HTTP Request Methods

-

l ,
HTTP | Request has | Response | Safe | Idempotent Cachable

F Retrieves data or resources from a specified URL. It is
- ’& GET used to retrieve information without modifying it.
Method body has body

Submits data or creates a new resource on the server.
POST It is used to send data to be processed by the server,

often resulting in the creation of a new resource.

*\* \s P UT Updates an existing resource with new data. It replaces
Rl the entire resource with the new representation provided.
GET NO YES YES YES YES R

POST YES YE.S No No YES c:‘ DELETE Deletes a specified resource on the server.

pUT YES YES NO YB NO Partially updates an existing resource. It is used to
PATCH apply modifications to a resource, specifying only

the changes that need to be made.
DELETE YES YES NO YES NO

Retrieves only the headers of a response. Itis used to
H EAD check the status or headers of a resource without
- fetching the entire content.

TRACE NO YES YES YES NO

OPTIONS NO YES YES YES NO

Retrieves the allowed methods and other
OPTIONS information about a resource.

CONNECT NO YES NO NO NO

foa Echoes back the received request to the client. It is
=R RN _ TRACE mainly used for diagnostic purposes.

PATCH YES YES NO NO NO

w©
. Establishes a tunnel connection to a remote
‘Q' CONNECT ‘ server, typically through a proxy server.

www.automateNow.io A

automateMow
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http GET vs POST

GET

POST

BACK button/Reload

Harmless

Data will be re-submitted (the browser should alert the user
that the data are about to be re-submitted)

Bookmarked Can be bookmarked Cannot be bookmarked

Cached Can be cached Not cached

Encoding type application/x-www-form-urlencoded applicatiqn/x-www—fqrm-urlencoded or multipart/form-data.
Use multipart encoding for binary data

History Parameters remain in browser history Parameters are not saved in browser history

Restrictions on data length

Yes, when sending data, the GET method
adds the data to the URL; and the length

of a URL is limited (maximum URL length
is 2048 characters)

No restrictions

Restrictions on data type

Only ASCII characters allowed

No restrictions. Binary data is also allowed

GET is less secure compared to POST
because data sent is part of the URL

POST is a little safer than GET because the parameters are

Security Never use GET when sending passwords |not stored in browser history or in web server logs
or other sensitive information!
Visibility Data is visible to everyone in the URL Data is not displayed in the URL

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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Snap4city Platform

Data Shadow

Actuator

Snap4cCity Sensors
|OT Brokers

Managing Public and
Private IOT/IOE Devices

Sensors Snap4City (C), October 2025

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

S

Towards any I0T Device
and/or Dashboard
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Snap4city Platform
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Actuator
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Snap4City Sensors
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Managing Public and
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Snap4city Platform
Data Shadow

Snap4City
|OT Brokers

Managing Public and /O

Private IOT/IOE Devices
S

Snap4City (C), October 2025
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IOT eclipse.org [56]

IOT IGNITE [57]

PTC ThingWorkx [59]

Bosch loT Suite [58]

CISCO Jasper [55]
MindSphere

Smarthing Samsung [52]

FIWARE [47]
Homekit Apple [50]

Snap4City
Thingsboard [55]
ARM mbed loT [48]
Airvantage [51]
Azure 10T [44]
Siemens

Carriots [54]
Google 10T [45]

[60]




Azure IoT AWS Google IoT

Data di rilascio (Out of beta) Febbraio 2016 Dicembre 2015  Febbraio 2018

Quota di mercato 31.21% 51.82% 18.79%
10%, a2
= 2016
B0 g BT
= 2018
50%
==
40%, =~
=
&
0% g .
20%,
10%, = : _
0%
i 3 ", 4
& & ,:,m“:‘ ;F
Eﬁ "::" -
&
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Azure [oT AWS Google IoT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
I'applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specifici
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
allacommunityed  accesso ad eventi

eventi

Azure IoT AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
Servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
i vari servizi. si interfaccia agli
altri servizi
N
@ REST REST REST
Protocolli MQTT, @
MQTT®
WebSocket, MQTT, MQTT on MQTT, HTTP
AMQP on WebSocket, H'ITI@
WebSocket, —
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, IAM, Amazon JSON Token,
X.509 Cognito, Federated, [AM, x.509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, I0S, Javascript, I0S,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
tarter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

Ju



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Prot i MQTT, AMQP, MQTT, MQTT MQTT, HTTP
SQL MQTT on on WebSocket,
A - WebSocket, HTTPS
Big Data /) / / HTTPS,
C_\,_\ AMOQP on
4
Data Visualization @er Bi 'D </_> WebSocket
C
Artificial Intellizence >( Communication | Telemetry, Query, Telemetry, Query, Telemetry, Query,
& ?( —>< Notification, Notification, Notification,
. Command Command Command
Intelligence API Language, Speech, .
Vision, Knowledge X P \
Azure IoT AWS Google IoT Azure IoT AWS Google ToT
Prezzo  Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di conﬂgura[e sC almg_ automatico
messaggi scambiati connessione del dati scambiati medl_ante automatico
dispositivo funzione
Azure IoT AWS Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 09%, nella fascia fino al
. 99%, al di sotto 09%, al di sotto 05% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS Viene Viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, x.509 Federated Identities [IAM, X.509
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DEGLI STUDI

UNIVERSITA DI

NFO | DISIT

DIPART IMENTO DI DISTRIBUTED SYSTEMS
FIRENZE INGEGNERI AND INTE!
DELL INFORMAZIONE TECHNOLOGIES LAB

¢“SNAPciry

AWS loT DEVICE SDK

Set of client libraries to connect,

authenticate and exchange messages -

(

m DEVICE SHADOWS
\/ Persistent device state

IS

i
/ \
«« @ »» MESSAGES
i eoennss
A\ /
Nz
P RULES ENGINE
Transform device messages
MESSAGES @ NESSAGES based on rules and route to
e ns AWS Services
AUTHENTlCATlON DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
Secure with mutual MQTT. WebSockets, and
authentication and encryption HTTPI1

AWS SERVICES
With these endpoints you
can deliver messages to
every AWS service.

W T
¢E' -

MESSAGES
4 -

sE

during intermittent

REGISTRY connections

Assign a unique identity : LG
to each devices :
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AWS loT API @

APPLICATIONS
Applications can connect to
shadows at any time using an AP

4
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO | DISIT

RTIMENTO DI DISTRIBUTED SYSTEMS

DIP,
INGEGN

DELL INFORMAZIONE

P

W
/. AN
“ESSAGES
d
\ Z
SR
AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
Secure with mutual MQTT. WebSockets, and
authenticationfand encryption HTTPI1

REGISTRY

Assign a unique identity
to each devices
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S’ AWS SERVICES

RULES ENGINE ; With these endpaints you

Transform device messages - can deliver messages t

based on rules and route to
AWS Services

APPLICATIONS
Applications can connect to
Gows at any time using an AP

connections
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DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET

TECHNOLOGIES LAB

Azure

¢“SNAPciry
loT (1)

-

Microsort

User
management
Ul reporting @
(i
and tools
Azure AD

) -

Visualize data and learnings

|3T Edge < > Cloud Stream processing and Stream processing . ?usmiss
evices rules evaluation over data Integration
atewa
J Y b @:} >
Device -
management ,_h Stream .
[ Analytics Logic App
M
loT Hub 'y
loT devices
Bulk device ,
provisioning Data Warm path Cold path Machine
—~ transformation | Store data store store learning
G )‘. <’> i — T
° . /+ Azure Machine
loT DPS Function App Cosmos DB Storage blob Learning
‘ Integrate with business processes
Things Insights Action
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D EG LI STU DI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | BEEsn " | REmer CiITY

Azure Microsoft loT (1)

User
— management

Ul reporting @
and tools
Azure AD
||||

Visualize data and learnings

loT Edge Cloud Stream processing and Stream processing . Businegs
devices gateway riles evaluation over data @3 S integration
~ e
N / Device > \_//

S —
management ._X' Stream
kL

Analytics Logic Ap?\
\\ loT Hub | A /
loT devices L
.//
Bulk devic 7@Y AN
provisioning Data f @ path
transformation |\ store dfta ore

Cold path Machine
N store learnin
< —N\ & ® g
k') . /+ Azure Machine
loT DPS ction A | Cospnos DB /] \Stcr'age blob/ Learning
\ \g Integrate with busiw
. ——— —
Things Insights Action
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Google 10T (1)

Sensors

E:

ESF 32

E:

ESFEZEE

Report and Share

™ Google Cloud Platfarm
Business Analysis

Google Data Studio @ o0

Ingest Data

Report Umers

MOTT
Frotocal

%

Webapp
Firebase Hosting

[o

Deskiop and
M obile

Cloud Functiop

Cloud loT Core Cloud Pub/Sub

BigQuery

Firebase Database
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Data Pipelines on
AWS, Azure and GCP

E Google Cloud

o0 ON

PubSub Cloud Function D__o.._...n
o
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stion

Lambda Kinesis Streams
AWS loT Function Firahouso

T

Event Azure _%_._m"_._qr_ﬁU

Imﬂ Function

Ingestion
Ingestion

Inge:

Data Lake
Data Lake
Data Lake

Azure Data

Loke Store Cloud Storage

Glacier

Data Explorer

“ Stream
Databricks “ Analytics

Azure ML

Glue ETL

DataPrep DataFlow

o O

DataProc AutoML

& .

i
|

EMR G Imjmmmm
Analytics

Sage Maker

Preparation & Computation
Preparation & Computation
Preparation & Computation

: e e o :
@ n @
W W ._anha__w BigQuery Bigtable e M
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UNIVERSITA ~
DEGLI STUDI gﬂ'ﬂﬂmfolo Eﬂ!aﬁ! ;!;TEMS @G.@
FIRENZE | fEsiaoe | £8NE3EL 1 CITY Lz

J1
External Services < >| Client-
K14 |K2 12 N Side
% Front Business
Data DS 'O_/Dlp: a y E1 End Logic e
sources ———> Data >! Server-Side F——2| User = _ S L
. € Ingestion < D2 Business Logic [€== < m‘ QD :
& Services DA . E2 S| G
——— c
o= —‘r} QM B2 12 11 2 F1 E | Front End_Téf)Is =
W H iS¢ Generati || © | }
as i gh i o1 oo ||2f| [
@~ [0 ¥ Data | 5i. FP “37°C tosbar 7%
@ —— Storage | Analytics  |[€—— interface T e
i H2 G2 Tools ‘22222 o o .
% \ Eti—— - ¢ = ,: =

C1
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UNIVERSITA
DEGLI STUDI DINFO DISlT

. RT"I‘ME{XTO DI DISTRIBUTED SYSTE
FIRENZE | Beehgmn®™ m\r!?

A u

External Services < >| Client-
K14 |K2 J2 N Side
] Front Business | [i 2
Dl a v El End LOg|C . . = P
>| Server-Side > Us — S8
D2 Busifiess Logﬁ'<——E2 _<c§ (a&‘ﬁ) Q D
c
12 11 2 F1 4'-'_:' Front End Tools
Generati § " . ClDASGd
24 H1 = Gl | onof ||« T Sl
Storagé Analytics |e—r Nterface Tk e VA
H2 G2 | Tools LRI .l
& = T i R
—> ’ e - s
C1
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UNIVERSITA -
DEGLI STUDI DINFO

G T T
‘ * Agre

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | Bessiesa AN SNAp4INI]USTRY @@
DELLCINFORMAZIONE | TECHNOLOGIES LAB st I o€
M

Mob / Web
HTTPS & A
HTTPS — 5 Apps
= < > C loT < >
of i Dashboard
Devices HTTPS [— HTTPS Firewall, | HTTPS = WSs .
<:>-|-—|Q|OT (}:{) loT <:>. & loT (::> F'@ Builder
Edge Context App p—
Broker WSs
Aggregator and . ‘ .
distributor: Via MicroServices:

On premise Cloud computing
computing
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stORE

«\\“‘ ’\% UNIVERSITA DlNFO ‘ x
_,_ DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS e‘ '
‘\f ‘ -~ F I RE N Z E INGEGNE AND INTERNET
J“Y/m;r\\"& DELL INFORMAZIONE TECHNOLOGIES LAB

End to End security e H2M
— From IOT Devices to Dashboard (user interface) * M2M

loT Devices ~ loT App ¢ : N | 10T App
(sensors, actuators) L 2 { : tot C: & 2 { :> DaShboards _
- # ' L — Context .
O &> Prelen— & =
- loT Edge :: loT e Registries ::
loT Directory and storage
GateWay

Security and Privacy Management
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UNIVERSITA | DINIFO | DISIT https://www.disit.orqg/

DIPARTIMENTO DI DISTFIIBUTED SYSTEMS

.' /e FIRENZE | S8 azions | FECHNOLOGiES Lag Paolo NESi, paOIO.nESi@Unifi. it

Snapd4City Arcnitectures
https://www.snap4City.org  https://www.Km4City.org

@rece
SOME RIGHTS RESERYED

Parte: 4b
(2024)

Snap4City (C), October 2025



https://www.disit.org/
mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.km4city.org/
https://www.snap4city.org/
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SOURCE
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TRIAL
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MHEU GDPR
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¢“SNAP4

Appliances and Dockers

Installations

EUROPEAN OPEN
SCIENCE CLDUD

i

Node-RED

©rouncatin
E@15

digital ecosystem

<

NVIDIA.

Q_%ENAP4CITY EE':,

www.snap4city.org

OPERATION/AND PLAN - CONTROL ROOMS - DECISION SUPPORT SYSTEMS - WHAT-IF ANALYSIS - OPTIMIZATION - APPLICATIONS

%2, | UNIVERSITA

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

ISIT

DEGLI STUDI DISTRIBUTED SYSTEMS

FIRENZE

HORIZONTAL Al PLATFORM |

SMART ENERGY AND
MOBILITY AND TRANSPORT SMART BUILDING

ENVIRONMENT AND
WASTE MANAGEMENT

<,

CITY USER’S SERVICES AND
TOURISM MANAGEMENT
& A e,

J
|
|
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SNAPADVISOR

==

T
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PREDICTION - ANOMALY DETECTION - CLUSTERING - ROUTING - SENTIMENT NLP - TRAFFIC FLOW - PEOPLE FLOWS - SDG
15 MIN CITY INDEX - KPI - HEATMAPS - ORIGIN DESTINATION - MAPS - VECTOR FIELD - ETC...

EXPERT SYSTEM, KNOWLEDGE BASE
SEMANTIC REASONING
SMART DATA MODEL
10T DEVICE MODELS, DATA SPACES

vy

t R
i 3
=l ¢ e

BIG DATA ANALYTICS, ARTIFICIAL INTELLIGENCE
EXPLAINABLE Al, MACHINE LEARNING, GENERATIVE Al
OPERATIVE RESEARCH, STATISTICS

VISUAL PROGRAMMING, ADAPTERS
DATA FLOWS, WORKFLOWS

PARALLEL DISTRIBUTED PROCESSING

DATA DRIVEN

+ DEVELOMENT ENVIRONMENT

AND METHODOLOGY

+ VISUAL PROGRAMMING, ML, Al, HPC
» TRAINING COURSES

FULL INTEROPERABILITY, ANY: DATA, BROKERS, NETWORKS AND VERTICALS

NATIVE AND EXTERNAL
APPLICATIONS




C" SNAPicry
a

Data Driven Decision Support

WACROLOTTO

* Decision Support system
* Assessment / Strategies

* Data Rendering, visual
analytics

* Data Processing

* Data aggregation, Storage,
indexing

sption

e Data Ingestio
N 10N sipm L) 9“
b f o
% [ orciisrun | DINFO | é q}s g
S)Il) | FIRENZE | SREL,. | SENARLTC B ol T
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FIRENZE  Notcnema INTERNET TECHNOLOGIES LAB C ITy hﬂﬂ
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENGE -
AND TECHNOLOGIES LAB

—

Digital Twin Development Platform

Digital Twins

’—--- Il I I B D D D D D D D B .
Snap4City Microservice Platform

,_ hings Eigen D I gz,
i

VA’;: .ig ™ roc o M S Server-Side Business Logics, SSBL
> ‘v- é ¢ . GW I
*i= “['Sensors and " VN
- «'  Actuators Data
b= Dat:fm Knowledge At
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el 4 MicroService Based, Proc.Logic

MLO
2[V]:] Storages P,

External ML, Al

Services

Web/Mobile Apps
Dashboards & Interfaces

G -
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lngeSt’On’ agg. 9 eXp,Oltation WY | FIRENZE | B, | SBINRRECC C"SNANqu
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* Snap4City efficient s ul

tOOIS for IOT Device |
* Bidirectional data H*z__. i f ne
channels e ol |7 pige —)
= Web S )
¢ Any format, any e

channel, any data, any o SR oo —
i, DataGate
broker, any protocol, Vo M ﬂCk
» KmA4City Knowledge \g;\i‘?m
base Ontology reasoning —= API, External Services
on geo, space, time,

relationships /,
) External Data Stores 8~
&LD LoD {E——)

|0T Ap
EILE

nnm

My Files

@ user-analisi-v2-0.xlsx

@ user-analisi-v2-0-anonymous.xlsx

@ users-analysis.xlsx

Cc SNAP4C|TV
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Expert System semantic queries sty | pueeo
* via:

* Smart City API for

FO | S €Y SNAPcy

Apps and third ‘ rEE _
party ?‘*;f:__ i it
* MicroServices 7T = o=

data driven p—

develop via visual ;_g == == '_-':_‘ ‘- — __f_'.' ——
language
Node-RED
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https://www.snap4city.org/19

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGEGNERIA
DELL INFORMAZIONE

‘ & = an .. .‘
DISTRIBUTED SYSTEMS r '
R > | CITY

* Km4C: Km4City 1.6.8
* Using
— DCTERMS: for metadata Dublin Core Metadata Initiative
— FOAF: friends of a friends
— Good Relation: entities relationships
— iot-lite: 10T Vocabuary
— OTN: Ontology of Transportation Networks
— OWL-Time: time reasoning

— SAREF Smart Appliances REFerence extension for building devices available at
https://saref.etsi.org/saref4bldg/

— Schema.org for people and organizations
— SSN: Semantic Sensor Network Ontology (see https://www.w3.org/TR/vocab-ssn/
— WGS84 Datum of Geo-Objects

— G@GTFS, General Transit Feed Specification, and Transmodel, for public transport infrastructures:
lines/rides time schedules, real-time records, paths, etc.;

— BOT: Building Topology Ontology. https://w3c-lbd-cg.github.io/bot/
— SACITY: SAREF extension for Smart City. https://saref.etsi.org/saref4city/v1.1.2/
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e POI, 10T Devices, shapes,..
 FIWARE Smart Data Models,
* |oT Device Models

* GIS, maps, orthomaps, WFS/WMS
GeoTlff calibrated heatmaps

e Satellite data,

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins,
 OD Matrices of several kinds,

e Dynamic icons/pins,

* Synoptics, animations,

* KPI, personal KPI,..

* social media data, TV Stream,

* routing, multimodal, constraints,
* decision scenarios,

Savonal
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N
Reroptg irenze
p"\f?{\ enze
Amerigofmspucci

UNIVERSITA
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FIRENZE
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Ingestion, aggreg. = exploitation

* loT App Visual
Programming,
coding

* Data transfor
* Integration

Data ingestion
* Business logic

 MicroServices data

driven develop via
visual language
Node-RED
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DIPARTIMENTO DI

Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analytics

Statistic, Optimization
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

T

Node-RED

UNIVERSITA
DEGLI STUDI DINFO DISIT

DISTRIBUTED SYSTEMS AND

F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

> 60.000 downloads (up to 2024)

MicroServices ¢“SNAP/ciry i
Areas

Entities

Snap4City
Microservices
Proc.Logic

Snap4City (C), October 2025

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations
Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

VPN remote access
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Solutions: reliable, secure and fast to realize CVSNAV

@mﬁ

g T Iy

10T and data World

i - I0T Applications Dashboards and Apps
* Via Snap4City tools GFirs,, s
° ‘@Di oWe 6323. )
* Dashboard Wizard  S12iEd

 Dashboard Builder
* Data/Visual Analytic

* Smart Solutions results to be
* Real time data drive
e Secure end-to-end
GDPR compliant
Reliable, interoperable
Auditable, marketable

NOX
pg/m3

B o
| RIS
i M 26-35
B 36-60
61-75

76-90
N s1-105
B 106125 §
B 126150

| S5
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Data Analytics on Snap4City platform _ CFSNAPLary

—_ vl [ F1]
\ @ python e o

Studio

Swagger

| Saving /
Sharing
reusing

Creating
MicroServices

Ontoiogy Schema LOG.disit.org
~—_ Knowledge Base, — —~ —
SN~ KmaCity  _—1 ~—'
Li [: o] Big Data
n =18 %?fj} S
) 3% o ) = Facility
— ﬂﬁ EJ .2 R

§ !
-3 |
| ]
! TRERE S
15 I
il I}
Frivile il
1118 [

Using them into
|OT Applications

Smart City APl from Knowledge Base and other tools

Snap4City (C), October 2025 123



dat,

A
A
A
A
A
A
A
i
A
A
e
/
/
A
A
AT
A
A

Firenze
Og

Alerting Generation O

t16 Jan 00327

Kind: River Floading
Severity: Relevant

#People: 10

Impact : People Disease

Impact 2: Pollutant

GPS: 4377611411210861

City: FIRENZE

Adr: VIA ADRIANO CECIONI N.undefined
Registered Green1610755283309

20000 0

) I J

>

Snap4cCity (C), October 2025

Data Analyzer: DevDash

® 9 ..
'.

‘Open Distro

3D Multi Data Map - Digital Twin Global - Firenze

demonstrator Sun 3 Apr1603:52

V!

T Heatmap Conrol: 2

— > 1

i ok 155190

y
i
i* |
0FF S T

27 4

- .
lampada -
. |
s
No alarm

LUCE

Gio 11 Giu
Prato

L

Pioggia e schiarite

18°C/22°C
Powered by LaMMA

N STOCK KOH

STOCK NaOH

MARCIA IMRIRNT

[ —

PS—

[ ESSECO

em Y
e

S Pl T
Ghermlar

5 Pl T
St
s arca
Glomalicen

s vearcn
Sattirarals

e
Glermabarn

25 Smwezugg
manse

Sau

iy
IRTO online |

@
orvacyPoky  CookisPuy T and Condiirs Contct s owro &
. = SNADAcry Sz Pt Fby  Codims Rk Tema i Candirs  Gentacta & owrs snapdary ::
o= Firenze - Trafair - AirQuality Heatmaps -
This dashboad contains data derived values under valida Sun 25 Oct 185200
A - J ATHRPIan:
A GRALhestman
A e A oo | :
A ,mwmw 8 e Tyse: Lawve Cimsfodkns Srgedss Ques 3D Prck:t Supoiscs Revsins  Checwouts s DotnecDala Browse User el Ok Lea
A
A
A
A 5
A 5
A
A ’
A 3
/
A
v .
/ ks
Y =
L ,
A !
A ) -
e \
A
A = . f
8.6
[— S
Trafic Min Dashboard
PrivacyPolly  CookiesPolky  Terma and Condtions Contact s omro snapdery BB PrvwcyPolcy  CosMusPoley  TenmasndCongtions  Comactus i omwo. Xsnavlcry B8
s (3 ESSECO)
" ome
#user... &0 #users engaged trend user's interests &l total active days on a.. (En) rogeno gas
= ~ = = I =5
ELETTROLISI =
72 173 Ky
= days E.E Cloro gas
Hengagements created @) w - - - > Dt e Tine
o T e (o) Seimanaia
s Cument - - - Des varce
Previows. c1) L
- e 2 s sen - 3393 NaCl Giomaliero
DCs Marce:
SCRCHITE) RPN = ® rranspartation § Assistance ® Enviroment. days Settimanale
R o
ez, Stoccagal
Comaters
J“ e s e mean (e mean time trend ) Bocumentation i B "
meanhowlong (5] mean how long trend =] e adakin, ‘Seatimanale
e Sincticn
10.2 O Surve et
days. o
mre 2w am e minutes 5 ——— e,
how long distribution (53] how long distribution [z} e - B
R @ o mean (&) mean active time trend @) e 50
) -
¥
. 17 - - o -
atrbuton ) X N
2day @ Jdars @ 3davs minutes - p v PrivacyPolicy  Conkies Bolicy onapdar g
how much time distri.. 5] hows much ti = o 25

124



Different Themes ¢“SNAPiary

Firenze - Trafair - AirQuality Heatmaps il m ot FIRENZE - TRAFAIR - AIRQUALITY HEATMAPS -
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UNIVERSITA DINFO
DEGLI STUDL 55, erivento ol DISTRIBUTED SYSTEMS AND
FIRENZE  INGEGNERA INTERNET TECHNOLOGIES LAB
DELLINFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

¢“SNAP/cry ;ﬂ

o LY -1y 1T
ARG, | UNIVERSITA DINFO
AT | FIRENZE | RESusoo [ ssmedsessrews
=\ = Ty A ERNE
'_r-* éQ\- F [ R.E N (_’. h DELLINFORMAZIONE TECHNOLOGIES LAB
LIsaNT

¢“SNAP/crry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www.disit.org with its Snap4City solution
Snap4City:

*  Web page: Hitps://www.snapdcity.org

s https://twitter.com/snapdcity

w.facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +39-335-5668674
Linkedin: htt
Twitter: https:

FaceBook: https

8]

ww.linkedin.com/in/paolo-nesi-849ba51/
.com/paolones
www facebook.com/paolo.nesi2

0

]

]

(P T

ﬁ

o - ?ﬁm-

¢“SNAP/ciry

* https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

UNIVERSITA
DEGLI STUDI DINFO

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELL\GENCE
AND TECHNOLOGIES LAl
DINFO

* Powered by

5NAD4Tech

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
s htips apdcity.org

ebook.com/snapdcity
https://www.youtube.com/channel/UC3tAOO9EBNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone- +39-3135-54AR474

'.'\I'\II II
EGLI

|
FIR I'\/J

DINFO ‘
._.2-;'.".'-':-f LaB

SNAP/ciry

https://www.snap4city.org/d

'lmg
c— "ﬁm-

ownload/video/Snap4Tech-
Development-Life-Cycle.pdf
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https://www.snap4city.org/944

On Line Training Material (free of charge)

¢“SNAPciry E::

Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
g . Data Ingestion |System and Deploy| Smart City APl: |Design and Develop
O Dashboard IOT A IOT Network, Data Anal
ot Lol PP S AN aes processes Install Web & Mob. App Smart Solutions

Snap4City (C), October 2025
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https://www.snap4city.org/944

UNIVERSITA | DINIFO | DISIT https://www.disit.orqg/

DIPARTIMENTO DI DISTFIIBUTED SYSTEMS

IV | FIRENZE | BSE\Siazone | TEoNoLoGEs Lag Paolo Nesi, pao[o.nesi@unifi.it

o s 2 2 ’ s L. °h°a
Interoperability

https://www.snap4City.org  https://www.Km4City.org

@rece
SOME RIGHTS RESERYED

Parte: 4b
(2024)
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mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.km4city.org/
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UNIVERSITA DINFO
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
FIRENZE INGEGNERIA
DELL'INFORMAZIONE
ND TECHNOLOG E
~
) - r - ‘ a & a a a
M ) J S / M ~ y A A

Control Room

— Not only a collection of verticals

* Exploiting analytics: prediction, simulations,

anomaly detection. ..

INTERNET TECHNOLOGIES LAB cE

TUSCANY (x|

=D

European

Digital Innovation

Hubs Network

— Big data approach to Data Analytics

* Connecting Heterogeneous data to defined
strategies and alerting

* Connected interactive dashboards for different
kind of decision makers: operators and majors

* What-if Analysis taking into account multiple

Count

data sources, scenarios for hyp., KPi!!!!

From strategies to Actions .

simulation is needed

700

560

4204

280

140 +

METRO'705

Finanziato

dall'Unione europea

NextGenerationEU

¢“SNAP/cry

: 'Imlp
«vﬁm.

200000

Expo 2015 Visitors

100000

Date and Time

Anomaly

——  Expo Visitor TS

— — Test SARIMAX

Train SARIMA
Train SARIMAX
Test SARIMA

ago01 ago 11

I
S \/Aw
T T T T T T T

ago 25

2015 2015

2018-07-01 02:00:00 12
2018-07-01 04:00:00 0
2018-07-01 19:40:00 480
2018-07-01 19:50:00 408
3
3
S 0ON0 s E
-
== == |
————— — —
- //< - : e
Jull 12h [T = e ~
Date — t—/‘—J — — o ) e
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Technical Architecture

Any API
APl Manager
Entity Directory: /[ _ \
Smart Data Models [ Federet|on J
loT Data Models Smart City API
Digital Twins WY OpenSearch RIS

&F

—
Entity Inspector |

— :
KB, graph || Data Manager |

!v GeoServer HLT Manager

h) BIMSQFVET center (

GO0
0 (i
060

SMQTT
e

Servnce Map

Simulators’ tools:
SUMO, DORAM, TFR, .

r_ @ python €I studio
rtificial Intelligence tools: ] —

Node-RED

ProclLog.

Social Media

OSM, BIM, GIS, ITS <=

Gateways, satellite

External Services -

Web Scraping On Edge pred., classif., optim., LLM, ....
TV CAM streams 8 loT Ap.p
On Cloud ( ProcLogic .
Event Driven

Front-End

Y SNAP/ciry

Builder & Mng.

|

/ .

Business Intelli-

J

L gence CSBL

Custom Themes

/ Facilities \prpllcatlonq

Dashboard/View )

[ Traffic Optimiz. ]
[ Traffic Light Plan ]

[ Public Transport ]

| [ ParkingMng. |

J
| I |

[ Synoptics & Wldgets

)

[ Fines Mng.
1

: 2/3D Digital Twm

Tools

[ Routing, MuIDyn

)

| [ Participation Mng.
1

Building Mng.
1

[ Heatmap Gen

]

]

[ Lighting Mng; ]
[ ]
]

Environment Mng.
|

[ Prediction Gen

[ Measure & Compare

[ Notification Mng

[ KPI Support

]
)
|
)
)

Sharing/pool Mng.
1

[
[ Waste Mng.I
[
[

Energy Mng.
1

Tourism Mng.
|

[ Scenario, What- If

)

)
g. |
)
)
J

[
[ Mobile Apps

[ SnapAdvisor / Generative Al ]

A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

J

Sharing / Market Place

Third parties solutions

3/25 @ @@

N /

N

/




Standards and Interoperability ’““SNAv

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, WCS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, OGC, ....

* Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

e Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. i :

+  Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEXx, .. https://www.snap4city.org/65

* Social:Twitter, FaceBook, Telegram, ..

* Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

aFoundation ‘g/, FI 2238t —
s 27201 VAN

gaia-x sigualecoyeem @@ SMArt city

. EUROPEAN OPEN
" ;Eﬁ?ﬁh network o ckan @GJL @ESI’I Italia —3 SCIENCE CLOUD

Pl O § OF T

SSSSSSSSSSSSSSSSSS
NNNNNNNNNNN

/“A\""o/,) UNIVERSITA
2 | DEGLI STUDI

)¢ | FIRENZE



https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

UNIVERSITA INF DISI" ,, 4 Py
DEGLI STUDI gm'ggmwo Eﬁgm?ggﬁ%s“ymms Y. r.Y. p ' \ @ '€ :: 4Ty
FIRENZE | 0&fNrohvazions | TECHNOLOGIES Las AAAMA"4Y - VS W 0% WP CITy 0 €

Mobile Device Variables

Micr Hatchback Sed suv MPV T - - B = 4 v’.,’ .v o I D .
M ﬁ &: B i . & s '; s :
Convertible Wagon O Luxury ® ®Antique t - c ] ¥ - L ® d a te 0 bs e rve d : -----------

e Status: ready

i r * Temperature: 70%
ey W W=\ .
s an Sy, Tl Tl e Gasoline: 35%

* Velocity: 231,3 Km/h
* Position: 44.3223, 11.3432

Mobile Device Models

* They are a special case of loT Devices —
— they are managed as loT Devices in the system - p———
. o . B culturalactivity +
* They are classified in terms of nature/subnature 8 oottt =
. . J +
* For Searching and showing on maps and dashboards, they are  §ooe
different g::::i:‘;:i;"f”‘“* |
HLT of Mobile Devices can be: B

m MiningAndQuarrying +
ShoppingAndService +

— Mobile Device Model, for example: «sedan» ] ;

TransferServiceAndRenting +

— Mobile Device name, for example: «<BMW JD7356HD», «Ford KO786KK» 8 uiiestmisriy «

u Wholesale +
° ° ° . m WineAndFood +
— Mobile Device Variable, for example: «velocity»
Snap4City (C), October 2025 134



UNIVERSITA DlNF Y [ I .
DEGLI STUDI R}g‘g@&“é‘ﬁwo D,o Rli\‘sgm?ggﬁ%sysmMS N A p4
F l RE N Z E DELL'INFORMAZIONE TECHNOLOGIES LAB CITy a *ﬁm_ g

Sensors
* dateObserved: ...........
* |ID:
e Status: ready |
*  Temperature: 70% g:;cu‘::g;d:j“" =
* Name:..... * Waterlevel: 35% P —
* UsedCapsBox: 30% B culturalactivity + .
° MOdeI ...... ] educationandResearch [+ B e d ;
. * Power: OK y B
* Position: ....... . 2 3.
..... D g:ost
UFin alService B ere
gc rnmentOffice |+ g:
] ] . HealthCare + (]
They are classified in terms of nature/subnature e
. . ) MiningAndQuarrying +
For Searching and showing on maps and dashboards
HLT of Sensors/Sensor-Actuator can be: § rovtrsenicetndrening
. . B wholesale +
— Sensor Device name, for example: «mycoffemachinel», «CM23» @ wineandrood

— Sensor/sensor-actuator is a variable of a Sensor Device, for example: «Temperature»

They do not have a model, while, in KB, have a reference process from which their
real time data are collected from the field, from gateways, etc..
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UNIVERSITA DlNFO DIS'T N
prou oo | e | C"SNAPdcny
Jv ‘, Vr‘ , ‘, “
POIl, Point ot interest

\P
(D

E Accommeodation +
-~ E Advertising +
m AgricultureAndLivestock +
7 E CivilAndEdilEngineering +
F g CulturalActivity +

i Th ey are Piazza Santissima Annunziata gid;““' ol e
& + D Langunge sours
. o . LINKED OPEN GRAPH & Environment [+ E'.; o
— classified in terms of nature/subnature Name: 778fcaed9e6ch2al 2211 3c260aab5 e G romerie E:;f =
Nature: CulturalActivity B Healthcare & g:;;; -
1 1 1 1 ' ndustryAn anufacturing + & private_j hﬂh school
— relevant services with codified Subnature: Squares 3 todusrymndusmtacueing - 3

| Digital Location | ) winingandauarrying &
. ] M &l shoppingAndservice +
- tO Slmpllfy the masslve [:.ﬂp: 5|:|14-4 UTouri5mServite+

ﬂ TransferServiceAndRenting +

management of huge amount of POls City: FIRENZE

Prov.: Fl [ wholesale +
m WineAndFood +

Photos:

— mapped on Knowledge Base on e —
specific GPS location |

— DO nOt move Over tlme Eéscriptinn:ﬂl centro della piazza compare la
statua equestre di Ferdinando |, Granduca di

represe ntEd as PI N Toscana, opera del Giambologna e le due

fontane marine di Pietro Tacca. Incorniciano lo

spazio pubblico, colorato di scene di vita
fo r Va rl a b I e quotidiana, monumenti di vario genere: Palazzo
Grifoni; il portico della confraternita dei Senvi di

Ove r‘ t| m e Maria, opera di Antonio da Sangalle e Baccio d

Agnolo; la chiesa della Santissima Annunziata
con il portico del X\l secolo; | ospedale degli

* May sporadically change over time innocenti del Erunalieschi
d
B || B 1~ SO R 7 Dt 2
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UNIVERSITA
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FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISTRIBUTED SYSTEMS I ,
AND INTERNET y
TECHNOLOGIES LAB s N A 4CI T

* POI: point of interest

Regular Services | Transversal Services

* type: macro (nature) and subcategories (subnature)
* Position: GPS, address, telephone, fax, email, URL, ... B oo

IoTDevice +
Path +

* Description: textual, multilingual, with images, ... o
 Link to dbPedia, Linked Open Data @ oo
* Links to other services

* Real time data if any: sensors data, timeline, events, | %;:;f:;:m_rack
prices, opening time, rules of access, status of @ ruct woion

services, status of queue, etc..

* See transversal services on ServiceMap |
— Regular and in test platform z‘

ddadadse
c

a4adadd

Police__headgquarters
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UNIVERSITA DISIT *"'I-m,
DEGLI STUDI innﬂf Dlo DISTRIBUTEDSL}STEMS
FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB X CITy g.o--rém’}@
_ ) | ) i
= ) & of-1<adlal . d - -
Data Ingestion Stragey
_/ _/

* Structural Data: Maps, orthomaps, geolocations, roads, etc.
— Typically arrive as database, GIS data, etc.
— Suggested approaches: loT App, OSM - SM, ETL

* POI (point of interest): info point with geolocation as services,
museums, restaurants, banks, email, urls, etc.
— Typically arrive as: excel files, GIS data, etc.
— Suggested approaches: POl Loader, loT App, ETL
* |loT Devices, Data Tables,... (Devices and Virtual Devices/KPl), including
— Description, including geolocations, etc.
— Time Series: measures that change over time,
— They can also move =2 loT Device Mobile, Data Tables

— Typically arrive as:
* description and real time values or additional values

* Aset of data coming from an IOT
Device with multiple sensor become
a time series of values for devices.

Sends a * For example taking a new measure
message every 10 minutes (Red Lines)

* Each new measure in Snap4City is
Message conventionally time located in

- timestamp: 02-04-2020 at 10:30, «dateObserveds
Temperature: 29.34,

H midity: 35

* Excel files with description and data all together
— Suggested approach: Data Table Loader, loT App, Brokers, ETL gjjjjgjgigjg :;g
* |oT Brokers also send data in real time s 3"
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e POI, 10T Devices, shapes,..
 FIWARE Smart Data Models,
* |oT Device Models

* GIS, maps, orthomaps, WFS/WMS
GeoTlff calibrated heatmaps

e Satellite data,

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins,
 OD Matrices of several kinds,

e Dynamic icons/pins,

* Synoptics, animations,

* KPI, personal KPI,..

* social media data, TV Stream,

* routing, multimodal, constraints,
* decision scenarios,
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Technical Architecture

Any API
APl Manager
Entity Directory: /[ _ \
Smart Data Models [ Federet|on J
loT Data Models Smart City API
Digital Twins WY OpenSearch RIS

&F

—
Entity Inspector |

— :
KB, graph || Data Manager |

!v GeoServer HLT Manager

h) BIMSQFVET center (

GO0
0 (i
060

SMQTT
e

Servnce Map

Simulators’ tools:
SUMO, DORAM, TFR, .

r_ @ python €I studio
rtificial Intelligence tools: ] —

Node-RED

ProclLog.

Social Media

OSM, BIM, GIS, ITS <=

Gateways, satellite

External Services -

Web Scraping On Edge pred., classif., optim., LLM, ....
TV CAM streams 8 loT Ap.p
On Cloud ( ProcLogic .
Event Driven

Front-End

Y SNAP/ciry

Builder & Mng.

|

/ .

Business Intelli-

J

L gence CSBL

Custom Themes

/ Facilities \prpllcatlonq

Dashboard/View )

[ Traffic Optimiz. ]
[ Traffic Light Plan ]

[ Public Transport ]

| [ ParkingMng. |

J
| I |

[ Synoptics & Wldgets

)

[ Fines Mng.
1

: 2/3D Digital Twm

Tools

[ Routing, MuIDyn

)

| [ Participation Mng.
1

Building Mng.
1

[ Heatmap Gen

]

]

[ Lighting Mng; ]
[ ]
]

Environment Mng.
|

[ Prediction Gen

[ Measure & Compare

[ Notification Mng

[ KPI Support

]
)
|
)
)

Sharing/pool Mng.
1

[
[ Waste Mng.I
[
[

Energy Mng.
1

Tourism Mng.
|

[ Scenario, What- If

)

)
g. |
)
)
J

[
[ Mobile Apps

[ SnapAdvisor / Generative Al ]

A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

J

Sharing / Market Place

Third parties solutions
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Standards and Interoperability ’““SNAv

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, WCS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, OGC, ....

* Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

e Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. i :

+  Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEXx, .. https://www.snap4city.org/65

* Social:Twitter, FaceBook, Telegram, ..

* Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

aFoundation ‘g/, FI 2238t —
s 27201 VAN

gaia-x sigualecoyeem @@ SMArt city

. EUROPEAN OPEN
" ;Eﬁ?ﬁh network o ckan @GJL @ESI’I Italia —3 SCIENCE CLOUD

Pl O § OF T
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

Federation of Smart City Services C°5Nv

Semantic Reasoners :-rs58

T{n_ﬁ'(ﬂ;v 1. - * Km4City Semantic Reasoner
A 1 e e _ || cityApi . . o]
rea » ServiceMap interoperability

* Seamless for multiple
Mobile Apps

’(ﬁEZ‘_,Cﬁ; g | Smart

- M City API

E— * Smart City API
[T €15 ErE uper:
Area 3 SSM2ORION | r——" o distr.ibuted E:TCCGSS and
- S F Smart City API sharing services

””””””””” * Each city control its own data

L | smartcity > * Final user can pass from one
A Ky || an : . :
ameinici city / area to another in

o Independentservice seamless manner: without
changing the mobile Apps

Snap4cCity (C), October 2025 144
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Dictionary for Data Fields

Semantics and Technical Meaning

=2 Resource Manager =

View Resources

Managing Resources

m e i

Process Models

Processes in Execution

Process execution Archive

Dictionary Editor for Data Fields...

—
—
)
LJ

Doc: Resource Manager

[T
LLELECRCLERRLELRLN
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JMFJ%CJ Data and Serv
Semantic < SubNature
Nature SubNature
Technical meaning ,
/\/a]ue Unit
Value Type

\\/a]ue Unit

E_‘

o SNAPiciTy G

5 Mlodel/Classitication
Exists a Dictionary for the 4
categories

They are related each other
and not all values are possible
Right setting lead to right
rendering on graphs and
automated combinations and
processing

The Disctionary is used by
many tools

Snap4City (C), October 2025
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Technical meaning Vah';‘é""?fyp o
Value Unit Value Unit Data Type Data Type

Link to Friend Sensor as ServiceURI: \/glue Type

//' \

Value Unit Value Unit Data Type Data Type

URL KW String, URL Float

Snap4City (C), October 2025
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Example of Energy and its Value Units

<D
Dictionary Editor for Data Fields

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti..

Bollard subnature Bollard TransferserviceAndRenti... EE
Bookshop subnature Bookshop ShoppingAndService EE
boal value unit boolean dali_com_error, dali_dim... EE

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... EE
brightness_flag value type Brightness Flag string EE
broken_bikes value type Broken Bikes integer mE
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment EE

148
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* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

 Therefore main Data Types are:
— Float: numbers with decimals large as you like, etc.
— Integer: numbers, booleans (0/1), etc.

— String: url, links, names, id, descriptions, status code, etc.
— Json: structured data, vector, matrices, etc.

Snap4City (C), October 2025
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> > > THE FIWARE C )
SMART CITIES REFERENC

-1
-

SMART CITY GOVERNANCE SERVICES

Y,
€3 <>
Complex Event Big Data Al Advanced peration
Processing Algotithms Algorithms Data Maps Dashb~,as

Open Data Portal Data Marketplace
\ (supporting Right=Time Datasets) = (Data Economy Support)

Extended Data Publication Platform (e.g. CKAN)

) < @
STREET - Location PARKING - Location BUS . Location WASTE - Location SHARED - Location CITIZEN - Location
+ Traffic SPACE * No. Slots * Route BIN * Capacity CAR + Status CLAIM - Citizen ID

+ Pollution * Next stop - Level + Driver + Description
« Time next stop = Threshold

ldM & Access Control
APlinf Management
and Biz Framework

Keyrock/Wilma = AuthZForce

IDAS NGSI AGENT FRAMEWORK

Alternative loT Platforms System System System System
(e.g. OneM2M) Adapter Adapter Adapter Adapter

L 0
1—@:" g & P = Q E TM Forum
;::'_9' Social Smart Air Public Waste Business

MNetworks Parking Quality Transport Management OPEI"I APls

DEPLOYED loT NETWORKS, CAMERAS, ROBOTS OTHER INFORMATION SOURCES VERTICAL SOLUTIONS
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s mz (& F C" SNAPicry
 Snap4City - Powered by FIWARE Solution & Platform:

« https//www.fiware.org/marketplace/product-details/?category=powered&id=snap4city-
snap4city

e NGSIV1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigFOX, etc.
see FiWare Https://www.fiware.org

* Snap4City - FIWARE Training Services:
. hgfps://marketplace.fivvare.org/pages/solutions/OBbccd83aOe1b0398ba7a
obt
 Snap4City - FIWARE Consultancy Services:

. Bttps://marketplace.fivvare.org/pages/solutions/907f5ecc63927f643dd8421

* Snap4City is compatible with all the above protocols
— via IOT Orion Broker, Powered bl—']
— via |OT Applications. < FI
— via direct connection on ETL processes on their corresponding IOT brokers, and/or

* Snap4City is also compatible with many other protocols, see the table reported in
page: https://www.snap4city.org/65

DELL'INFORMAZIONE
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Technic;l Ar\chitecture

Any API
APl Manager
Entity Directory: \ /[ _ \
Smart Data Models [ Federa.|t|on J
loT Data Models Smart City API
Digital Twins Gl

OO
Q )

: Entity Inspector

NMQTT

| Data Manager |

F @e e GeoServer HLT Manager
o , ;
Q @ 24 BlMserver.center Service Map
1 ) —

Simulators’ tools:

SUMO, DORAM, TFR, .. ’

@ python €I studio

Artificial Intelligence tools: —
pred., classif., optim., LLM, ....

On Edge

TV CAM streams

Event Driven

Y SNAP/ciry

Front-End

/" Facilities \/Applicationﬂ

[ Dashboard/View | (" Traffic Optimiz. |
Builder & Mng. .

— ng”: | Traffic Light Plan |
Business Intelli- _ I

. gence CSBL ) [ PubllcTranspolrt ]

| Custom Themes [ Parking Mng. ]

[ Synoptics & Widgets ] [ Fines Mng-l

: 2/3D Digital Twin | Larticipation Mng.

[
Tools i
[ Routing, MulDyn ] [
[

[ Prediction Gen.

Lighting Mng.

Building Mng.
1

Heatmap Gen.

Environment Mng.
|

Waste Mng.
|

[ Measure & Compare

)
)
|

Sharing/pool Mng.
1

[
[
[
[ Notification Mngl.l ] [
[ KPI Support ] | Tourism Mng.I

[ Scenario, What-llf ][ Mobile Apps
[

[ SnapAdvisor / Generative Al ]

Energy Mng.
1

)
)
)
)
)
)
)
)
)
)

On Cloud
% ASABBMC, SSO, Blockchain, Resource Managers and Sharing

) [ sha

Sharing / Market Place

Third parties solutions
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Exploiting FIWARE Smart Data Models
J -
‘e,. |:| AR 10T Directory Other Snap4City Tools
Snap4City FIWARE Smart Rules Snap4City .
FIWARE Smart ——1>| Verification & [=> Data Models —+>| Generation [ rules for
Data Models Validation on Snap4City : and Editor processing
| I |
: \/
External : Discoyery .| 10T Device ! é Automated loT Device\] registration
— Discovery I @gistration via Rules p Semantic Reasoners -5
, |
. registration Snap4City A
Orlon Broker ".""."""""""""""""E loT De(iice Model \_/
exploitf\tion Messages
; OpensSea
o Y
registration |
=2 |OT Broker Registration | = = =>| |OT Device Registration : :
- I
________ Registration Device _ - ] E)T' A_v_ }
o* PP
Internal . SNAPdciry L_ -1,
C
. SNAP4cny
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A range of other
data sources

Data
Connect
ors
. ServiceMap
Directory | o art City API

Authentication and Authorization

Dashboard
Builder

Parma carpi

Reggio Emiliac Modena

ssssssss

' 4

Orion
Broker

————

MongoDB

A range of
Brokers
and
protocols
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Federation of Snap4City vs ORION Broker
¢ SNAP4<:|TV
Federation Snap4City
E‘ Solutions
4200:4200_ MOIENMq!

Leap

8668:8668

27017:27017 Orion
Broker 1026:1026
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DIPARTIMENTO DI DISTFIIBUTED SYSTEMS

.' /e FIRENZE | S8 azions | FECHNOLOGiES Lag Paolo NESi, paOIO.nESi@Unifi. it

loT App / Proc.Logic

https://www.snap4C|tv.org https://www.Km4City.org

@rece
SOME RIGHTS RESERYED
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switch | | pierfrancesco.

]
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info debug |dashl

Flow
Name flow1
D "49a71aa@.b297ba"

Status Enabled
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BusinessLogic vs Dashboards
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In the IOT Application of Snap4City, it is possible to:

— Execute flows that process data as: Event Driven, Batch (periodic or not)
— Create multiple concurrent Flows for each IOT Application

— Create subflows as macros to be reused

— Create Groups of nodes as macro

— Save/load, share, of nodes, flows and applications with other users via
* the Snap4City Resource Manager or
e with JS Foundation or
* via email, skype, file sharing in general
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Node-RED

In the IOT Apps of Snap4City, it is possible to Extend the

Capabilities:

— Load other Nodes, segments of flow and entire flows from several
sources: email, libraries, S4C repository, etc.

— Load other libraries of MicroServices/Nodes/Blocks from Manage
Palette
* Alarge set of Libraries of Node is available.
* The loading may have some limitations for security reasons

— Get more IOT Apps above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin

Snap4City (C), October 2025



UNIVERSITA DINFO ISIT ~
DEGLI STUDI lPARTIMENTO DI DISTIBUTED SYSTEMS
FIRENZE | BSfiSimaone | FEENGSSEs ae CITY

- 15 - T D l atdes
LOal éijfsz/ 180111 pieLLe

Snap4City generasvg

User: roottooladmini, Org: DISIT v Node 'RED

Role: RootAdmin, Level: 7

[

https://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org. Node-RED -
Dashboards of My Organization —
Nodes Install

View R
My Dashboards in My Organization G Search library Sign in with GitHub

Extra Dashboard Widgets v f
o | staws (1 Keyboard

Notificator ‘7Hmn L ) node-red Manage paletie
7

Data, my Data, OpenData ¥ S Palette

link out

L]
L]
L]
L]
&
a

¢ 8

Node-RED Library

=

W knowledge and Ma Find new nodes, share your flows and see what other people have done with

( comment Node-RED.

10T Applications =

10T Applications

~ function
MicroServices for I0T Applications

Microservices from DataAnalytic

function Recent nodes see more (2905) »
10T MicroServices for Final Users

10T MicroServices for Developers ) node-red-contrib-amap2

Q switch ()

Doc: 10T Applications 5] Gt @ node Ted- conmb ui-time-scheduler node- red conmb hea\web node red-contrib-tasmota

1 for the Node

How to Develop 10T Applications Q change () Flow "e3924357 10637 h
Create A MicroService from RestCall P "
Q range (1 flows
10T Directory and Devices * 171 & node-red-contrib-fiware_official
[ template ()
Resource Manager ¥ L y Sign in with GitHub.
I )
Development Tools * 2 deley  § Recent flows
I )
Management ¥ Q trigger () N I d d ib-} b
© You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ oL exec .;. » Lik s "
Settings ¥ ¢" b

u
User Management and Auditing = _ <%
\ ] -
2 node-red-contrib-lwm2m

Help and Contacts ¥ SEEE— &’
| soaprequest | W 210 . set of nodes for interacting with Heatweb systems, handiing pics, and
J Documentation and Articles — Irodes [ Recent collections
K 1
My Profile ® sioa .
b v R rramizzle bla no N3 ast 1
P g — | AUAHHAAHAHHAH MINE ITS AL MINE D Pre-requisites
w1
© node-red-contrib-snap4city-developer Install

command in the rool directory of your Node-RED install. This ts usually n .
© e s conisrapiciy-tser Two views of the same libraries s

Usage v [

Heatweb Connect Node
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Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

¢“SNAP/ciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website

(P T

o

U‘«"ﬁm-
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Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analytics

Statistic, Optimization
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

T

Node-RED

Areas

Entities

Snap4City
Microservices
Proc.Logic
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Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations
Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

VPN remote access
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Smart City and I0T main needs

- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

Historical Data: search and access to data
collected over time into the smart city data
aggregator.

~
—
‘.0\

Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

A

@™~ | Advanced Dashboards: This means to have the

b | h0ssibility of developing a real user interface of
the IOT App (to render and produce data for the
IOT network).

@ Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4%, 3,|OT Device Connection: This means that the

‘o—Jo developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of 10T brokers.

-&:}'-,- IOT Directory: It should be a single point service for

5" searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure
by means of a large set of heterogenous IOT Brokers.
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|IOT Applications =

> input

IOT Applications = Node-RED + Snap4City Platform » outpur

> function

«  Acollection of more than 150 MicroServices have been o
developed covering the above-mentioned requirements and s B
much more. » adgvanced

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In ¢ secsearenoey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacomtanaiytic
Platform).  sacaigoats by
 They are formally distributed as two official libraries of > sacsearcn (@
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, .c.- https://flows.nodered.org/?term=snap4city

Operatl ng System . > S4CLogDev node-red-contrib-snap4city- node-red-contrib-snap4city-user
developer lodes for Snapdcity project, targeted to
> S4CView standard neer (no develonary

» S4CSocial
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+ on 10T Edge Raspberry

~ social

google
calendar
~ storage

~ Raspberry Pi

| pi gpio ()
) i gpio |
[ ot &
| rpikeyboard ()

cE: rpi dht22 [}]
‘magecepune [[]
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[ Sense HAT [}]
EE: Sense HAT ]
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Data ingestion: more than 70 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database,
etc.

Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system
Km4City ontology, etc.

Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin
BIMServer, any external service REST Call, etc.

Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data,
scenarios, etc.

Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices
(predictions, anomaly detection, statistics, etc.)

User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form,
buttons, switches, animations, selector, maps, etc. )

Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc
Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.
Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.
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Ingestion, aggreg. = exploitation

* loT App Visual

rogramming, no coding

e Data transformation

* Integration, Interoperab.

* Data ingestion
Business logic

* Edge and Cloud

* MicroServices data
driven develop via
visual language
Node-RED
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User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7
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ProcJLoch/ loT App Development

MicroServices collections

R AT 9 Generating loT App
loT App_Editor Kot < 3F. . With Dashboard

My loT Appllcatlons

==

Sharing/saving
reusing loT App

ServiceMap Discovery Dashboard Collection

— s = ey b4 N —
Knowledge Base, Km4Cit . . CNELIE=ELIE | =
——— e YY_—1 Editor and Wizard ol — — = =

Resource Manager

Ta> ) GitHub
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Lomparisons
https://www.snap4City.org  https://www.Km4City.org
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Limited
Limited
MQTT
MQTT
(MQTT, CoAP,
http)
MQTT, HTTTP

(Y)
(Y)
(Y)
(Y)
(Y)

Y

N

(y)

(Y)

N/Y
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(Y)

(Y)
(Y)
(Y)

(Y)

Y

(N)

SNAPA

o
KAA

Siemens MindSphere

FIWARE ref SC arc.
IBM Watson loT
IOT eclipse.org

PTC ThingWorkx
CISCO Jasper

¥

AWS

Azure 10T

IOT IGNITE
BEZIRK

Bosch loT Suite
Carriots
Thingsboard
Google 10T
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Requirement

Manage different kinds of IoT entities
Connect External and Internal Brokers
Use any Data Model with any data type

Verify the correctness of IoT Messages of IoT Devices

Semantic Interoperability

Automatics deploy of Internal IoT Brokers
Register External Brokers

Discover IoT Devices on IoT Brokers

Easy management graphic interface to list and test IoT entities

Manage IoT Device Model and Device Data Type ownership and access grant

Snap4City Google IoT Cloud

N
Y
Y

(Y)

< < << <|<| <|</<|=<
_<
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Azure IoT

23 < <

¢ SNAPwoustry =

AWS
Amazon

(Y)

IBM
Watson

(Y)
(Y)

Siemens
Mindsphere

Y
(Y)
(Y)
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* Dashboard Builder of Snap4City

*  For accessing and browsing data on: OpenDistro x ElasticSearch, Mongo, MySQL, ¢ : IR
Smart City API, Super and thus from federated Smart City APL,ete. =~ R & < = @" g g 43

*  Supports sensors/actuators: data driven data, maps in extended manner, data driven - LA 1 N
widgets, large collection of widgets, direct IoT Connections, custom widgets,
animated PIN on maps, a large set of panel/widgets, etc.

. Very simple to be used for control room, decision makers, situation rooms, operators, B
etc. |

*  Very well integrated with IoT App, Custom widgets, animation, external services.

*  Very simple to be customized for non programmers since all the tools are visual.

*  Support for GDPR and deep control of access.

*  Can integrate Kibana/Grafana Views into a Widget

 Kibana (so called DevDash, AMMA and recently My Dashboard (Dev)

Kibana ), also accessible as Grafana

*  For accessing and browsing data on OpenDistro x ElasticSearch storage and other
sources supported

*  No Support for real time event driven widgets/panels, actuators and synoptics, no
sophisticated maps, etc.

. Not simple for control room, decision makers, etc.

. Not integrated with IoT App, Custom widgets, animation, external services.

*  Oriented to developers, complex production of custom views, etc.

+  Partial support of GDPR and deep control of access.

e

NAPélTv

L5

i 011 Giu
al

7 % Piogga e schvant

SEY 27 4 L ) X A\ 1wc/2'c

¥

7,642,593
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Large Collection of Widgets, also from D3 library YES Nothing
Custom Widgets SVG of any kind, full defined process for customization YES Nothing
Real time event driven widgets and data YES Nothing
Server/Client Side Business Logic for data transformation with visual programming: Node-RED YES: visual/coding coding
Maps with custom PIN, bubbles, animated and moving, etc. YES Nothing
Maps with paths, shapes, traffic flow, scenarios, routing, heatmaps, what-if, Origin Destination Matrix, ... YES Nothing
Maps with Orthomaps from WFS, WMS, GIS connection, etc. YES Nothing
TV camera integration and selection YES Nothing
Widgets for business logic integration on real time: buttons, selector, switch, etc. YES Nothing
Kiviat, Spider net, Calendar (also any other D3 Widgets) YES Nothing
Typical Time Trends: day hours, month week, month days, ..... YES Nothing
Time Trend Compare: day, week, month, year YES Nothing
Selectors/Menus: text, icons, etc., also in connection with IOT APP, Node-RED YES Nothing
Full control of graphic layout, font, colours, refresh per widget, etc. YES Nothing
Iframe integration of third party widgets and web pages, nesting dashboards, embedding Kibana YES Nothing
Connection among multiple Dashboards and Widgets YES Nothing
Synchronization with Video Wall, and Operators Views YES Nothing
Multiseries, bar lines, charts, pie, donut, simple selectors, trends, etc., also from business logic YES Limited
Single content, string, html, any data, etc. YES Limited
Special widgets: Weather forecast, civil protection, road plates, Twitter, SVG, etc... YES Nothing
Digital Twin Local (BIM) and Global (3D city representation) with 3D traffic, Heatmaps, Devices, ... YES Nothing

180

Faceted search YES: selectors, forms, buttons YES
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F l RE N Z E INGEGNERIA AND INTERE%TSYSTEMS
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n

fat— P & mﬁ]

¢“SNAP/crry

- . ondbp aealle LN DE wadt = wa e Ca & = d - 3 - &
F',HJC;AQAJ;JJJ FJ//AJ{Z (el alC WI'L JTJCJQ/fCJE/ JQJLJEJQAJ_/

10 on IOT, Limited on databases, = More than 200, very very wide

Multiple Protocols: 10T, Databases, etc..

Large set of high level types: maps, trends,
heatmaps, traffic, trajectories, scenarios,...

Integration with workflows, BPM
Integration and Modeling Digital Twin BIM
Integration with GIS: WFS, WMS
Integration with Heatmaps and Satellite
Integration with Satellite

Smart City API

Open Data Management

Federation of platforms

Semantic model and queries

Multiple kinds of loT Brokers

Data Model

Complex data Model

etc.

No

Not Supported

Not Supported

Not fully supported
Partially, not calibrated
not supported

no

Partial with CKAN
Partial on brokers

with NGSI-LD in the future
No, only agents

Smart Data Models

Not supported

Yes:

Yes: bidirectional
Yes: bidirectional
Yes: bidirectional
Yes: fully; calibrate and multiple versions, animations
Yes: fully

Yes

Yes, Fully automated with CKAN

Full on Brokers and Knowledge base and API

Yes since 2013

Yes: NGSI, COAP, AMQP, MQTT, SigFOX, etc.

Smart Data Models, loT Device Models

Heatmap, traffic flow, ODM, 3D models, TV Cam, etc.
Snap4City (C), October 2025 181
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Functional: FIWARE retarc. wrt Snap4City solutions

Data Transformation Coding Yes: 10T App, Node.JS, Visual Programming, scalable

n\

Data Analytics No Yes
on line development No, limited Yes: Rstudio, Python, Tensor Flow, MapReduce, etc.
Dashboard on data Grafana no LDAP Yes: Dashboard Builder, OS Dash with GDPR, LDA

()

Dashboard Widgets Limited, no custom, coding Yes: A wide range including custom widgets, secure compliant,
needed animations, configuration, also open to new development

any other channel, event driven

((y
%

Multi Data Map Limited with non OS Very extensive, with multiple widgets and sync

MicroApplications No Yes
Auditing, Assessment, accounting No, no, no Yes, Yes, Yes
Multitenacy on data management No only on broker Yes: on Broker, on data management, on dashboards, etc..

Living Lab for creating/managing Not supported Yes: provided in the open source

communities/groups

Report generation/management

A
Real Time end-to-end from Dashboards to No, very limited Yes, fully supported sn

No

Yes

o]

()
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MQTT,coap, http

Y

N

LN
L)
)
S
©
o
o
(7]
0o
=
<
T

N
N
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i)
0| N
S

RIS
=2
=
O
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MQTT

Y

(N)

(Y)

Limited
MQTT, HTTP

Y

)
s,
T]
o|in
Tl o
Q

i
Elg
2| >
| S
| <

Y
Y
Y

Limited
Limited

(Y)

Y
Y

(Y)

Azure 10T [44]

N
Y
Y

PTC ThingWorkx [59]
Bosch loT Suite [58]

CISCO Jasper [55]

>

(N)
(N)

(Y)
(Y)

=

N

N

Y

MindSphere

Siemens
[60]

MQTT
MQTT, HTTP

Y

(Y)

Carriots [54]

)

Y

(

N

Y
Y
Y

Google 10T [45]

Limited
Limited

Homekit Apple [50]
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Plataforma Lenguajes Recursos APls Despliegue Observaclones
' | Kubernetes, Apache RESTful, ' h Cddigo no disponible en el momento
PROMENADE. |  Java | yama Fiok | WebSockets | Contenedores | de Ia prueba
Mi-FIWARE  Java, Nodejs FIWARE RESTIL NOSL Contenedores  Seleccionada para Evaluacién
VirloT Python Docker, Kubernetes, Katka RESTful, NGSI Contenedores Seleccionada para Evaluacion
ITrade Java, JavaScript Kafka, Pulsar RESTful Contenedores FO0OS REOYRCR, BRIaouod S IO
. | | | solamente
Python, Java, RESTHuI
Snap4City JavaScript, PHP, Kibana, Km4City, FIWARE | Contenedores, VMs  Seleccionada para Evaluacion
WebSockets, NGSI
~ Node-RED | ‘ |
Sentilo Java, JavaScript - RESTful VMs Enfoque en gestion de sensores
OpenRemote Javablzmon, Ul RESTful Contenedores Pocas implementaciones
Sapparchi Java, Ruby Nginx, Kafka, otros RESTful Contenedores, VMs CRepgoIn CpUINLES efl € IameEty

de la prueba
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From Operation to planning
https://www.snap4City.org  https://www.Km4City.org
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e Controlling Status: management, and operational

DINFO

IMENTO DI
INGE
DELL INFORMAZIONE

o Monitoring via KPI
o Computing predictions data from the field and KPl &=
o Anomaly detection ‘
o Early warning on critical conditions _ |
e Making plan: tactic and strategic, medium and long range .. ™
o Optimisation: Prescriptions, suggestions
o Risk assessment

* Big picture and Long-term focused (2 to 5+ years)
= Vision, Mission, Why, Policies and Direction

* Executive-management

* What is the right direction for the company?

o What-if analysis on scenarios

o Simulation and predictions

+ Short-term focused (3 months to 2 years) Rerop t(&renze 7
ofe Tactical = Focused on specific business department fmeri pucci
o Resilience O . Wit mamssomet

* What activities to be planned in strategic alignment?

* Be ready for Unexpected
Unknows £ Operational

dlldp4LiLy \L“), ULLUUET 2UZz0
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,,,,,

@Z]'CTTY

«*ﬁm_

U‘M

DISTRIBUTED SYSTEMS I ,
AND INTERNET y
TECHNOLOGIES LAB s N A 4CI T

e Controlling Status: management, and

operational Monitoring
o Monitoring via KPI > KP|
o Predictions vs KPI
A v detecti \, Digital Tme/-\
© Anomaly detection Models & Predictions,
o Neuro-Symbolic analysis Data Anomaly Detection,
. Analysis, Assessment
o Risk assessment DeC|S|on Wammg
. L L S t Syst
o Early warning on critical conditions >“PP ys em
] ] i Simulations,
e Making plan: tactic and strategic, Scenarlous TFR, Crossroad
medium and long range, micro/macro Publlc Transport,
] . . . Routing, ..
o Simulation & optimization (J c

What-If Analysis,

o Generative Al Prescriptions, scenarios LAl
Optimization <

o Resilience to Unexpected unknows
o What-if analysis wrt scenarios

2024/8 Snap4City (C), October 2025 187
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FIRENZE - TRAFAIR - AIRQUALITY HEATMAPS - 3
NEWGUI -

"
— —

Monitoring

e

Ny /,

KPI

\, Digital Twin
Models & ™ Predictions,
Data Anomaly Detection,

A Analysis, Assessment
Decision Warning
Support System

'k Simulations,

Scenarious TFR, Crossroad,
7 .
Public Transport,
Routing, ..

What-If Analysis,
Optimization <

nnnnnnnnnnn
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DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENGE -
AND TECHNOLOGIES LAB

—

Digital Twin Development Platform

Digital Twins

’—--- Il I I B D D D D D D D B .
Snap4City Microservice Platform

,_ hings Eigen D I gz,
i

VA’;: .ig ™ roc o M S Server-Side Business Logics, SSBL
> ‘v- é ¢ . GW I
*i= “['Sensors and " VN
- «'  Actuators Data
b= Dat:fm Knowledge At
. < Ingestion Bases &

el 4 MicroService Based, Proc.Logic

MLO
2[V]:] Storages P,

External ML, Al

Services

Web/Mobile Apps
Dashboards & Interfaces

G -

\""""""
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Technical Architecture

Any API
APl Manager
Entity Directory: /[ _ \
Smart Data Models [ Federet|on J
loT Data Models Smart City API
Digital Twins WY OpenSearch RIS

&F

—
Entity Inspector |

— :
KB, graph || Data Manager |

!v GeoServer HLT Manager

h) BIMSQFVET center (

GO0
0 (i
060

SMQTT
e

Servnce Map

Simulators’ tools:
SUMO, DORAM, TFR, .

r_ @ python €I studio
rtificial Intelligence tools: ] —

Node-RED

ProclLog.

Social Media

OSM, BIM, GIS, ITS <=

Gateways, satellite

External Services -

Web Scraping On Edge pred., classif., optim., LLM, ....
TV CAM streams 8 loT Ap.p
On Cloud ( ProcLogic .
Event Driven

Front-End

Y SNAP/ciry

Builder & Mng.

|

/ .

Business Intelli-

J

L gence CSBL

Custom Themes

/ Facilities \prpllcatlonq

Dashboard/View )

[ Traffic Optimiz. ]
[ Traffic Light Plan ]

[ Public Transport ]

| [ ParkingMng. |

J
| I |

[ Synoptics & Wldgets

)

[ Fines Mng.
1

: 2/3D Digital Twm

Tools

[ Routing, MuIDyn

)

| [ Participation Mng.
1

Building Mng.
1

[ Heatmap Gen

]

]

[ Lighting Mng; ]
[ ]
]

Environment Mng.
|

[ Prediction Gen

[ Measure & Compare

[ Notification Mng

[ KPI Support

]
)
|
)
)

Sharing/pool Mng.
1

[
[ Waste Mng.I
[
[

Energy Mng.
1

Tourism Mng.
|

[ Scenario, What- If

)

)
g. |
)
)
J

[
[ Mobile Apps

[ SnapAdvisor / Generative Al ]

A&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

J

Sharing / Market Place

Third parties solutions

3/25 @ @@

N /

N

/
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Smart API4Als é
IIIIIIIIIIIII’

Data, web pages, etc. Web and Mobile Applications

(Http(S), W5, ...)
IIIIIIIIII

Data (ODBC, JDBC, Mongo, ...) Dashboard Builder
IIIIIIIIIIIII’
Dashboard Wizard

GIS, Maps, Heatmaps, | Dashboard Edltor

Traffic Flow, ODM

‘ffm Data Manager

GeoS:

Entities, devices, data
API/ServiceMap

Brokers

Mi roSerw.ces

MlcroSer\:'

Ready-to -use Wldget Custom Widgets
(Synoptics)

ces
= : w»* elastic = o A

: : i u %Egi .mengoDBg MLQE

v vy Vv \ 4 Storage

[ |
|
[ |
|
[ |
|
[ |
|
[ |
er

[ |
oServiees

‘IIIII

. Ialents and Actlons‘WSsL - » Widget Collection > BrrrrrsTrryyeen YIS
MicroServices

Client-Side Business Logic (Visual Editing, and JavaScript)
J L J

Processing Logic/loT App (Server-Side Business Logic)
Snap4City (C), October 2025
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DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
FIRENZE  NotGNesa INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB
Presentation Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
E Dashboard Themes Dashboard Wizard m Custom Theme g
[§]
3 Dashboard Mng. Dashboard Builder Widget Library Scenario Editor Synoptics 3D Digital Twin CSBL 0
't Interoperability [ eI el TR PRI SMQTT ©FIUARE & kafka Q) websocker (3
3 :
< Operations Srentone
% Dam Operational Tools Artificial Intelligence, DA Tools MLOps, Dev. tools Visual Analytic processes z
., u server.center 6
‘\ﬂ.@ —_— Routing BIM Server Statistics KPI Computing y ) studio m 5 "
q‘admmPPw = Nede-RED 4 g
s ||2
v — =
5 Internal Interoperability: API, MicroServices, WS [Ja s LoiaVA N [ole L8 S R I o1 = o= ASCAPI mmbsncket EFILARE N 8
: 5 ||
g E: Data | S M LOGraph [| DevDash g s
c < Persistence & pr
c | | e : wy OpenSearch < =
E 238 Knowledge and Data Management SuperServiceMap Data Management, HLT = c
%) - - ] N 3 © = ©
E’ Eﬂé L—] Ni-Fi nifié I | Linked Data triples |- < & >
g § E Aggregation Processes and Rules Blockchain S rekere & FILARE -E g. S
o 4 O
£ @ Data Process loT/Entity Directory Brokers | SMQTT ™= || 8| &
5 I 1 >
ug — —— Any protocol and format i | Any protocol and format ! % E £
E Connectivity: wired/wireless, 1oT Edge, etc. o, Et o 2

! | |
| Any protocol and format | I Any protocol and format |

i AT, A e External Social
fe=h & GIS : i
@ e L’«—( Y o @ (\/f BIM osM Gateways Services ERP Media

Device Layer i i
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Development Life Cycie
https://www.snap4City.org  https://www.Km4City.org
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Development Life Cycle
Smart Solutions
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Development Life Cycle
Smart Solutions

Data Discovery

Data Modeling V/’
’,

Data Analytic "

Userinterface +
Business Logic

DISIT

& = ll'
DISTRIBUTED SYSTEMS |
AND INTERNET %H@Q—il
TECHNOLOGIES LAB q' < peal

P OE 4

4

Data Analytic
Special Tools

Userinterface
Dashboards

v Deploy
I @ Deploy

-
=

Validation

Snap4City (C), October 2025 195



%, | UNIVERSITA
DEGLI STUDI

=) ".':‘;:1 3’. I OoDI
O\ ¢} FIRENZE
EIEIN

INGEGNERIA
DELL'INFORMAZIONE

B ¢YSNAPLcny B
Data Analytics Development Life Cycle
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S

* Detailed development
process
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Technical Architecture

Any API
APl Manager
Entity Directory: /[ _ \
Smart Data Models [ Federet|on J
loT Data Models Smart City API
Digital Twins WY OpenSearch RIS

&F

—
Entity Inspector |

— :
KB, graph || Data Manager |

!v GeoServer HLT Manager

h) BIMSQFVET center (

GO0
0 (i
060

SMQTT
e

Servnce Map

Simulators’ tools:
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* Powered by

5NAD4Tech

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
s htips apdcity.org

ebook.com/snapdcity
https://www.youtube.com/channel/UC3tAOO9EBNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
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Phone- +39-3135-54AR474
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SNAP/ciry
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* Performing workshops: Innovation Matrix by domain
e Entity Identification: which is the Dictionary
= Actors and their profiles (as Entity Models, loT Device Model): User, Operator, final
user, ict expert, decision maker, doctors, driver, etc.

= entities and their digital counterpart (as Entity Models, IoT Device Model) for: Vehicle,
Analysis, Server, Client, Mobile App, parking area, etc.
= Entity Instances / loT Devices which are instances of the models as: City user XX,
Control Room Operator, Doctor Rossi, Cop 3726, Car FI796HG, |loT Device XY, Trip 34,
Patient Health Record for Robert, etc.
= Modules or Tools of Third party or legacy tools: they are applications, servers, loT Edge
subsystems, well known services for data providing, gateway, brokers, etc., which should
interact some how with your solutions. They can be on cloud or on some premise, they
can provide you some External API, of some kind: WebServer, Rest Call, FTP, Web Socket,
MQTT, etc.
= External API: to interoperate with any other application and service / servers.
= External Services / Web Pages: to host into the user interface and Dashboards elements
coming from third party applications.
= Tools: which can be actual software or hardware tools, and also data analytics, algorithms,
procedures.
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J r J J

The Dictionary of Entities

Dictionary of Entities

Term DataModel or Module Responsible

Driver Healthiness DriverHealthiness Entity Model Dr. Rick Ross To be done  To be defined
User profile A DriverA Entity Model

Vehicle Event VehicleEvent Entity Model

Remote Consolle MyQOperation Application J.T. Kirk To be done  lost

Columns in green are expected to be filled in the design phase
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* For example: Let us now to suppose that we have to develop a solution for
monitoring Vehicles and Drivers. Each Vehicle has a profile description and
can be driven by a number of Drivers over time. Each Vehicle can
experience some maintenance and performs trips in the city area. A trip has
an official start/end and over time is described by its velocity, acceleration,
brakes, charging level, or thank level, etc. Each Driver has a profile and can
use a number of Vehicles to perform trips. During the trip also the Driver is
monitored for its healthiness, attention, etc., and before, during and after
the driving, periodically or sporadically may experience some Analysis to
certify its capability to drive in that moment and for the next days. The
Driver may experience some warning cases for healthiness, some tickets
from policeman, some warning for high-speed velocity or generically bad
driving, some problems from the vehicle’s status, etc.
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legenda
Entity Instance
|:| Entity Model

_ Register to
Entity Messages

with dateObserved inw

Data Model of the Driver

* Name: string

* Surname: string

e Age: number

* Weight: number

* Phone: string

e Email: string

* DriverAnalysisID:
ServiceURI

Register to/

instantiate

Reseiion | geme
vg\' F I R E N Z E DELL'INFORMAZIONE TECHNOLOGIES LAB

UTED SYSTEMS
RNET

Driver: user45

Name: David
Surname: Smith
Age: 45
Weight: 78 Kg

Phone: +49345096103
Email: david89@gmail.com

NikName: Carl
DriverAnalysis:

http://.../user4/'5(riveranalysis

...... 7

4

Write SURto create I
cross refrences

DriverAnalysis: user45driver!nalysis
DriverlD: http://.../user45| I O S
dateObserved: 12-03-2022T12:00:00 = <& ~g5.

4

Status: "none"
Location: null
Doctor: null
Tools: null
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DriverAnalysis: user45driveranalysis

* DriverlD: http://.../user45

* dateObserved: 25-04-2022T712:00:00
e Status: "bad"

* Location: truck

e Doctor: null

* Tools: Eyetrack

.
New update on
user45driveranalysis by
sending aimessage

DriverAnalysis: user45driveranalysis

* DriverlID: http://.../user45

* dateObserved: 22-03-2022T712:00:00
e Status: "good"

* Location: room45

* Doctor: https://...............

e Tools: null


mailto:david89@gmail.com
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Hiswin

legenda
Entity Instan
|:| Entity Model

Entity Messages

3 Register to

with dateObserved ~ INStantiate .
A2 Zz7 e

Data Model of the Driver
* Name: string '
* Surname: string

* Age: number

* Weight: number

- q
. Phgne: string
Email: string

Register to/

instantiate

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB
Drlve @ /@/

. Name David

. Surna} Smith
Age: 45 _~
Welght/78 Kg
Phone: +£9345096103
Email: david89@gmail.com
. N|kName Carl —~

Write SURto create I
cross refrences

|
4 .(;QA

DriverAnalysis: user45driverJnaIysis §

.- I Q C\r Q
* [ DriverlD: http://.../user45 vaul Q’o 8 )
 \ dateObserved: 12-03-2022T12:00:00 "&'f@.. “‘?.
* |Status: "none" LFEIST™

. &
* |Location: null S ¥ O
SR

* |Doctor: null S)&Q

* [Tools: null
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riverID: http://.../user45
ateObserved: 25-04-2022T712:00:00

° tatus: ——
. cationtruck

. octor: null

. ols: Eyetrack

. ! 4

New update on
user45driveranalysis by
sending dimessage

DriverAnalysis: usef45driveranalysis

* DriverlID: http://.../user45

* dateObserves 22—03-2022T41\2:00:OO
e Status:\g

* Location: room45
* Doctor: https://...............

e Tools: null
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API|, External &

External API

and | Kind parameter |Credentials status Description, Swagger link,
name shape approach Postman, ...

CKAN

DINFO

RTIMENTO DI
INGE
DELL INFORMAZIONE

Columns in green are expected to be filled in the design phase

External Services

These info can be loaded on Snap4City platform to show them on dashboards easily
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o Scenarios describing the application/task, textual definition, with some standard table

as UML. The scenarios have to refer to identified entities.
o https://www.uml-diagrams.org/activity-diagrams-examples.html

o Use Cases describing the different cases into the single applications, by using UML
formalization, there are specific Use Cases for each Scenario. Please focus on the most
relevant, those that are adding value to your solutions. The others can be given for
granted in a first phase.

o Requirements by using standard tables, using identified Dictionary of Entities,
prioritizing them, setting mandatory/preferred/optional, functional and non-functional,
first/second/third release, etc.

o Sequence Diagrams: for some of the critical aspects- For example for describing the
user interaction, and/or the interaction among major entities, putting in evidence which
is the Entity starting the dialogue with respect to the other Entities involved (e.g., a
client requesting data to the server, a device sending data to the broker). UML sequence

diagrams are a suitable formalization for the purpose.

o https://en.wikipedia.org/wiki/Sequence diagram
Snap4City (C), October 2025
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Continuous Lines can denote
event driven, sync
communications... for example
by sending data on loT Broker
Dashed lines can denote Pull
data collected. Via Async.
Communication from Platform
to Mobile Devices, via SCAPI
Dotted line can be even driven
internal mechanism, internal
call of APl or other event drv.
Coloured Dots are the different
devices data storage

Start driving

OK

v

<-=--"

Monitoring

S

—-—_~

—QO

Notify
change
status

-

——

—>

inform

< - - —

_—~

-’

Registering ?f:[_'_\f?:c-q-é
data

Stop driving

inform
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* Every time a datais ~
entered into the Start driving Notify
-\) change
Storage an event ok oo status

occurs into the broker v e <
Monitoring f—> Registering | __——>] activate ’D

data . ll

e The server «Inform»

can be subscribed Proc... Jemmurn info Perforn 1¢ @)
from an loT App to !

receive in push these inform Je===""" L2 &

changes (red dashed

line)
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Every time a data is
entered into the
Storage an event
occurs into the broker

* The server «Inform»
can be subscribed
from an loT App to
receive in push these
changes (red dashed
line)
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Vehicle + Operator m Data Analytics

Start driving
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OK
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Monitoring
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The driver on its Mobile App, he/she marks the start of the driving section, and the App notifies the
change of status to the platform via some broker, once performed all the needed verifications (taking
some minutes, may be).

The effective change and authorization to start is made accessible by the platform to the mobile app
which is requesting the status in pull (dashed line).

Then the mobile app starts to monitor the drive status continuously, and send new data (e.g., the level of
attention, the road taken, etc.) to the platform via some broker every minute.

The arrival of new data may activate some data analytics to perform some analysis of the collected data
(red dots) and producing results on the platform data. In the case in which the process detected critical
conditions for the driver, the assessment procedure on platform may decide to send an event/message
(dashed red, in push from platform to clients) to the operator and driver via a Broker to warning the
driving of the lack of attention or for some wrong path.

The event in push from platform to client could be a viable approach on some platforms and may have
some limitation on Mobile App in which the interaction paradigm can be changed in a periodic REST call
from the Mobile to the Platform.
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Requirements
R e e i vl S
Area Priority Entity involved Code
Operator The Operator has to be mandatory OperatorTool JavaScript
authorized to register Drivers developed by xxxx on
GitLab ....
Driver The Drive can verify its optional Web and/or Mobile accessible  Yes In Java
registration by putting Password App accessible for  as open with AGPL
to access to its data on the the Drivers source licence
solution
- OperatorTool Has to provide the list of pending
assessment to be done

Columns in green are expected to be filled in the design phase
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Somehow related each other
* Protection, privacy, PENTest, GDPR compliance, ...
Scalability, performance, efficiency, cloud/edge/container compliance
* Resilience, robustness
* Modularity, flexibility, reusability, maintainability, ..
* Portability, Openness, opensource
* Interoperability, standards compliance
* Responsive, usability, ..
* Etc.
All largely covered by Snap4City platform
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* Despite the Snap4City platform provides a full range of Non-
Functional Requirements
— You can with your analysis and design produce poor solutions

* For example, it is not a good approach to:

— Collect user profiles and putting them public
— Collect data every 10 second of phenomena which change only once a

day
— Couple your web/mobile applications with server-side processes by
using synchronous communication in a context which is not synchronous

and neither real time
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Available Al Solutions on Snap4City

https://www.snapdcity.org/997  More than 80 Available Solutions & 300 Al applic.

* Mobility and Transport

* Environment, Weather, Waste, Water
 City Users Behaviour and Social analysis
* Energy and Control

* Tourism and People

» Security and Safety

* High Level Decision Support Solutions
* Asset management
* Resilience and Risks Analysis i ,
https://www.snap4city.o

* Low level TeChniqueS rg/download/video/DPL
SNAP4SOLU.pdf

https://www.snap4city.org/download/video/course/p4/
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Select map

Zoom

¢“SNAPciry E::

Scenario name: Scenario name

Location: | Location

Scenario description:

Scenario description

ReferenceKB:

|
|
|Refer—3nce KB | ’

[Yes v
Save traffic Sensors: [Yes v
Save other Sensors: |Yes v

From: |gg/mm./aaaa -- 0 ‘ ’I

Save Road Graph:

Edit Road

To: ’gg/mm/aaaa -- 0 ‘

| Save H Show Summary H Cancel |

Segment

B .~ Fa , —
O . Category Street: primary W
O O 2 & Nr.Lanes: | 3 ‘
- Speed Limit (km/h){ |
»
Direction: | Positive direction |
H Restrictions: Select or create restriction v
New Scenario O i | |
i Update
" identifier
Ed|t|ng IQ S, ‘ . . “~_ hrr—_p— A
L] o0 o O L composition
Drag & drop B ‘ O¥e
> . | Road Types: [select All [_JUnselect All elemLocation
Spllt & J0|n l -4 abandoned bridleway Bbus_guidewaybus_stop M construction elementClass
D I t » ‘ c P corridor ®crossing Mdisused felevator eIementType
elete ‘ 9 emergency_access _poinimemergency_bay isiand living_street m
DO a n d U n d O - ‘?’ | motorway motorway_link Bno platfonn re
M ! primary uprimary_link private raceway Mrazed operatlngStatus
—_— Hresidential Drest area road ®secondary_linkservice Speed Limit
’ @ View ’ services Bsteps Btertiary Brertiary fink  Dirack trafficDir
B show Road graph Htraffic_island @iram Quvunk link  ®unclassified fvia_ferrata m
how Traffic Sensors | secondary yes Bpbus _guideway ohm:military:Trench hlghwayType
_o' ! - © OpenStreetMap contributors

https://www.snap4city.org/976
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o Scenario & d Piazzale Donatello

Editor
Ci.mitero

Some : .. . degl. 1glesi
Points of O
Interest

Traffic
Sensors

o Air Quality
Sensors
Weather

Sensors
(ow)

© o5 e

|

J Tram Stops ovien [IETY
dshow Road graph

Show Traffic Sensors

‘ Filter by road types

DISIT:OrionUNIFI:METRO1098 - VehicleFlow

Traffic Flow Analysis By Scenario

| Load Scenario:

iblif
A ticl - Scenario version: | 2024-09-23 1

Giardino Nl | Load Scenario H Clean ‘
Sifvano
Caompeggi

+O)32 ®la Spiga

n H
Mesticheria
Donatella

27 H
w Lavanderia
34 < ponatelio
Bar Donatello

LI Scenarios waiting to be processed: m

¢“SNAP/cry |

Mon 23 Sep 12:53:12 =]

INIT to ACC Compute Compute Show TFR
TERS KPI

Data Update

enrico909 2024-08-23 12:06:03 (tfr)

2024-09-23715:00:00+02:00 v

Free street
Fluid traffic

Huawy trafiic

= ey heavy

{ ) Sensor position

KPI Value
Total CO2 emissions [ug/m#3]  13,979.071
Total fuel consumed [I] 0.249

orionUNIFI_DISIT_deviceNameenrico909_2024-09-23T10-06-

03
Traffic Heatmap Controls:
Max Opacity:

- 2024-09-23 15:00:00+02:00

Time Series

Traffic state objective function [#]3.935
number of vehicles [#] 51.394
total kilometers [km] 3.886
total travel time [s] 314.575

19. Aug 26. Aug 2.

@ DISIT:orionUNIFEMETRO41098 - concentration
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Viicro Simulation

SIMULATION OF URBAN MOBILITY
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Goals:
* Decongestion, Decarbonization, costs reductions
* Improve Accessibility to services
* Improve Security/Safety of city users

Operation and Plan:

— Traffic monitoring, prediction, reconstruction, identification of critical conditions
(early warning), fleet management, dynamic routing, multimodal routing, city
user behaviour analysis

Optimization and what-if analysis traffic light, infrastructure

— Reduction: travel time, waiting time, stops, CO2 emissions, consume fuel, travel BN N TN el
time for tramways A 77 v‘

Public Transport: analysis of Mobility Demand vs Offer of Transportation
Parking Management: monitoring, prediction, any payments, on/off-road

Sharing / Pooling Management: eShare and mobile app, bikesharing, smart
bike, fleet management

KPI: SUMI/SUMP, travel time, emissions, traffic status, accessibility, ..

Mobile App: final users and operators
— Info Mobility, traffic reconstruction, charging, participation,
— Parking, payments, overparking, fine reporting, ..

Participatory: problem reporting, ticketing, etc. o s
Data Integration of any kind: env, weather. Tickets, presengces, RQI, sat, etc. 224
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I\/Ioblllty and Transport Domain (o2ass)

* Goals:
* Decongestion
* Decarbonization
* Accessibility to services
» Security/Safety of city users
 Solutions for Operation (monitoring, managing, mobile apps, digital signages, control rooms)
* Monitoring traffic, parking, people flow, services, boats, ports, beaches, etc.
» Early detection/warning of critical conditions: traffic, congestion, security/safety
 Managing Smart Parking, transportation services, fines, etc.
* Managing fleets: personal, sharing, waste collection, maintenance, etc.
* Managing E-sharing, pooling services, Maas, etc.
 Managing entrances in city areas: restricted areas, touristic busses, etc.
* Production of suggestions, recommendations, nudging
 Computing predictions of any kind
 Solutions for Planning (optimization and what-if analysis)
» Reduction of traffic congestion, via optimization: traffic light plans, viability, routing
* Reduction of Pollutant Emissions, via optimization: traffic light plans, viability
e Optimization of transportation offers wrt multimodal mobility demand
* Algorithms and computational solutions, see next slide

Snap4City (C), October 2025 225



Ilm'r

ST | BIMEO | DISIT.. ¢“SNAPLciy G
Tools for I\/Ioblllty and Transport (oous)

Optimisation of viability of an area for reducing congestion, waiting time, stops
*  Optimisation of Traffic Light Plans, synchronization, in an area for reducing congestion, waiting time, stops
* Predictions for: traffic flow, smart parking, smart bike sharing, people flows, etc. (ML, DL)
* What if analysis: routing, traffic flow, demand vs offer, pollutant, etc. (Simulation + ML)
* Traffic flow reconstruction from sensors and other sources (simulation + ML)
*  Public Transportation: Ingestion and modelling of GTFS, Transmodel, NeTEx, etc. (DP)
* Analysis of the demand mobility vs offer transport of according to public transportation and multiple
data sources (Simulation)
* Assessing quality of public transportation (analysis)
* Accidents heatmaps, anomaly detection (analysis, ML)
* Road light controlled by traffic conditions
* Tracking fleets, people, via devices: OBU, OBD2, mobile apps, etc. (DP)
*  Routing and multimodal routing (multistop travel planning), constrained routing, dynamic routing (DA)
*  Computing Origin Destination Matrices from different kind of data (analysis, DP, DP)
* Computing typical trajectories on the basis of tracks (analysis, ML)
* Fleet management, monitoring, booking, allocation, maintenance
*  Computing Messages for Connected drive (DP)
* Slow and Fast Mobility 15 Minute City Indexes (analysis, DP, ...ML)
*  Computing and comparing traffic flow on devices and at the city border (analysis)
* Typical time trends for traffic flow and loT Time series. (analysis, ML)
* Impact of COVID-19 on mobility and transport
*  Computing SUMI, PUMS, etc. (mainly DP)
* Definition of Scenarios: traffic, road graph, conditions, etc.
* Etc.
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Computing Predictions And Heatmaps Sin130ct17:2250 W@

Compute Compute Show

x 5 = T g e - 3 - i clturn. e = N Wb\
o Scenario Editor ) W : T | . Predictions Heatmaps Heatmaps
| =5 Stauto-yiale deiC# ‘ ) 7
; \ { io: @nmitO
. : ; % v\ = E k \ ; \,cG-“”‘a‘E 4 o ) Load Scenario ®) Init (U Acc
. Air quality n e o e N3 ' - petie 79 . (A oF | Scenarios waiting to be processed: [ pacioé v
| 4 J‘I ] A 3 . o
S o % Y. b\ e | Scenario version: 2

o
| | Load Scenario | C\ear,‘

o Weather Sensors A Y L i e O S e -

paolo6_vehicleFlow

Heatmap Bbntrols: [ 2an

Max Opacity: [————) 0.35

2024-10-09 12:47:00 W= Frea street
Fluid traffic

Hosyalic Clustered: @ Yes O No

= Very heavy

= 1) Sensor position

File: @ Yes O No

Model: JInERS
Traffic Heatmap Controls:

Max Opacity: » : FOEBEIC gg/mm/aaaa - -

- 2024-10-13 16:56:00+02:00 \
QeEsEIE] gg/mm/aaaa — -
m

€ Open Aap contributd

11m © ©

© METRO1128 - vehicleFlow METRO1128 - Predicted - vehicleFlow
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What-if Analysis on Pub Transport

 Simulation / analysis of Demand and Offer of transportation

 Definition of scenarious impact on
* Traffic, Pollutant, parking, public transport, private flows, etc.

B e e e e e e e e e e e e e B

.
a n a S I S ) WelcometoDORAM,,ow,M,,y G SNAPLGry e e U L T"“/T X J (Selectatlme Slot: 0500 v |10[0159 v )
Mar m  The public transportation system has been analyzed in the City, considering the service offer vs. mobility demand. The top-thirty most |

"ad crowded stops are presented on the right panel and on the map. Please, select your desired scenarios or a stop on the map to perform other 1 & Indipendenza Xxvii Aprile [ — s E'<k~un;
./ analysis. 1 i NOp- Oty

= o 7 " —— 9 [JJP.Za Indipendenza 50

. (] o 1 $

Le Curey,
1L
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= 1 E 1Ick-ups/Vehicle Arnval
Stop(s): Indipendenza Xxvii Aprile,P.Z2 Indipendenza 31 © Drop-offs/Vehicle Arrival
100 B E
8 2 0s
i 407 o |
Daily Vehicle Trips - | | | | | | | | | | | | A
- C {]
8 g 1 [ 979 bR EREEE e Aa e
E E E B u a E -] (%‘ o FirenzesS I
5 | ¢ b @ i camiig\
9 L] ! o diiMarte i
. . " F > o % 4 \
B0 L LT .
] 9 { 1 0 = ick-
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= = m u Via e Panoihyy 3 Oce | e Amimicy Wk
o B H n n H n H n ﬂ - u n E | ey e R e g o NG Wirndd R el
13 3 i g 10 9 5 7 L] ﬁ L] 6 & 5 R [ Actual scenario: Describes the current status of the public transportation network. (More Info) :
E= 8 — 53 [ | - -
m N [ “ | El o g — \ o 777 3 R
= wa B — — O N == = Daily Pick-
é A E 5! i El! H % El (E = oS- fF o= M E E — 7 T | abyickcins A —-= Pick-ups/Vehicle Arrival
0 = 0 - - ==== bl J’ H ‘l"‘ [ X X" (! _@f GEf_T | 321 g ® Drop-offs/Vehicle Arrival
> 52000 | LT R AT B Xul>a00) 1w 10 1
P ¢ & & & & S A H & G & R % & & < & | . g [ oailybropeofis 2
c o o 9 © - - - -~ o~ - .~ = - - & N ~n LS ' | 3 X i 0 i . 52
Daily Individual - Residential ' R Ay o L - | 358 b3
Tris ops Budings Qg i i Mobility Operators ransport Modes | ) |
L Daily Vehicle Trips | | I I | I | s | ]
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Tra t Plan Optimisation, Digital Twir
 Match Multlple Objectlves and Synchronization:

— public and private traffic, tramway priority
— Micro and Macro Scales Mﬂg

CENTRO NAZIONALE PER LA MOBILITA SOSTENIBILE

— Al: Genetic Algorithms, Reinforced Learning
* Fixed and Actuated Cycles
* Adjusted on Demand

* Validation/integ. with SUMO simulation

— Travel Time, waiting time, waiting count,
specific travel time on directions,
CO2 emissions, etc.

e Reductions from 5% to 15%

m o O W >

Snap4City (C), October 2025 231



UNIVERSITA
DEGLI STUDI DINFO DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

e H Snap4City X H Dashboard Management Syste. X ﬂ Dashboard Management Syst X

< C n 25 snapdcity.org/dashboardSmartCity/view/Gea-Night.php?iddasboard=NDI4Mg

& T Traffic Flow Simulation Mon 14 Oct 19:47:07 W&

» Lights Widget1

Current Scenario:  alessandroscen... =3 S, Effects

— » SSAO
CANCEL PAUSE HELP

» Scene

Data Update

)

Close Controls
slow

—.
Delay: 30.0 ms

AleScenario4 2024-09-05 13:36:17 (acc)

Stats

Create Microsimulation
time: 1172.000 s —

payload: 2.6 KB

simulate: 1.67 ms

snapshot: 0.54 ms ! g

] alessandroscenario30-20240926095651 v

Vehicle Summary

car(s): 43

\ Run Simulation

Click Summary

Quick Find
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Traffic MTTall MTT MTT MTITT MITTW MTTTW

Load dir N dir M dir A Careggi Costanza
4TW-NTNS-MWD-P 1.5 3542.50 198.90 242.14 197.64 436.00 427.00
4TW-NTNS-MWD-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
4TW-NTNS-MWD-P-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
2TW-NTNS-MWD-P 1.5 4538.02 207.40 456.14 615.00 436.00 427.00
2TW-NTNS-MWD-A 1.5 3940.07 179.30 428.67 481.53 436.00 429.75
2TW-NTNS-MWD-P-A 1.5 4380.63 182.05 456.59 654.21 436.00 427.00
SUMO Actuated 1.5 3409.13 280.09 515.34 200.66 497.54 499.81
Webster 1.5 6474.95 465.45 441.93 210.50 1379.25 493.87
WebsterAdjusted 1.5 4035.08 195.82 441.09 205.66 463.87 447.06

ATWD-NTNS-MWD-P-A: optimization by prioritizing traffic directions, the normalized number of vehicles
stops, NTNS , the mean waiting delay MW D, for all traffic lights, and post synchronization, with Penalty and
Adjust dynamically performed

Snap4City (C), October 2025
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Scenario
Editor
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Traffic
Sensors

Air Quality
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Weather
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AND TECHNOLOGIES LAB

. J v 2

o

[fic InTtrascructure Optimization
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irar
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results

Ledpoldo \ g 54 U 3 Dy U | Load Scenario: ® mit O Ace
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1
. 5
" .
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Case max 4 changes KPI estimation on the best solution Travel Time [s] PathA | PathB | PathC | PathD | Total

Optimization Target Traffic State Fuel CO2 _ _ Time

Optim 4 Traffic State 01.341-21%  17.964 128536 Original Scenario 183.2 59.6 809 | 1325 | 4564

Optim 6 CO2 92.859 10.192 127876 -23% |-Qptim5S Fuel 896 212 LW clur - g @R

Original 115.475 25 630 165822 Optim 6 CO2 89.5 53.2 58.4 100.1 301.3
-51% -14% -28% -28%
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Goals:
* Reduction of emissions and EC taxations
* Cost reduction for waste collection,
* reduction of waste collection impact on mobility

Environment Management producing prescriptions:

— Monitoring and long and short-term predictions, warning for: s
« GHG, emissions, pollutants, aerosol, chemical plants analysis |5==
* land slide, coastal erosion (blue economy) koo
— Traffic Flow impact emissions, predictions E

- 1T r P & -l o = t T ;“’
cnvironment and vwaste b . ¢

— What-if analysis, optimisation tools
Waste Management and Optimisation:
— costs reduction, optimal routing production, pay as you throw,
— avoiding out of bins, predictions of waste production on bins, alarms

KPI: SDG, 15MinCitylndex, QOS, costs, Km, colleting time, EC KPI, emissions
Mobile App: final users services/informing and operators

— Info Waste for operators, participation, optimal routing, RAEE Collection, ..
Participatory: problem reporting, ticketing, etc.

Integration of any kind: env/weather, mobility, ticketing,
presences, POI, ..

Snap4City (C), October 2025
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* Prediction Traffic Flow Manager on multlple c:|t|es

Sun 2 May 23:16:31
: S TR W_‘ N N : i
I I } { Po uta nt P 47‘ 3 Y ' \ 3 6 Universita ,'5 GRALheatmap
Weather_sensor N . b o e i oo g Honteian Coonoie -
. . AiffemperatureAverage: g R 1 44 MaxOpacity: ¢ com—g) > 063
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basis of Traffic
Flow (prediction),
weather and 3D

structure
— NO2 progressive W . Y 2
average (Lon e | - N WS
ge (Long | a1 T 4 _; =
te r m ) e . feeliap contribuiors

* Project:
— Trafair CEF EC
— Mixed solutions e 13 5o
of Fluidinamics
modeling and Al

jnlnro‘
\ [\l

- € SNAP4cn’v .,gm
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KPl on NOZ2

Deep Learning Long Terms Predictions of NO2
mean values, From 30 to 180 days in advance

2020 values
+30

+6(0

+90

+120

+150

+180

predictive models are:
Month
dayOfTheYear
NO2

Tmean

Humidity V)
windMean
NoxDomestic

13 foor

numberOfVehicles
NO2cumulated
NO2progresseveMean

4] SUSTAINABLE CITIES
; e
LA} IMUNITIES
(] ]
(] ] /
. L1 /H
A I mf !
‘ e
AHES

numberOfVehiclesCumulated

CUSNApllCITY

In advar

monthns

"an.m,

=

L

g/m3

2014
2015
2016
2017

lue of No_2 in m

mean progressive ya

o 58 8 4883 8

2018
2019
2020
2021

150 200
day of the year

100 250

Air Quality Directive

Objective and legal nature and

WHOguidelines

Pollutant Averaging period ) Comments Concentration Comments
concentration
99" percentile
PM, One day 25 pg/m? (*)
{3 days/year)
oy Calendar vear o RVEIE. 55 e The target value has become a o i
2B y argetvalue, 2> pgim limit value since 1 January 2015 Hg/m
PM . Not to be exceeded on more 99" percentile
10 One day Limit value, 50 pg/m? than 35 d 50 pg/m? (*)
an ays per year. (3 days/year)
PM,, Calendar year Limitvalue, 40 pg/m?* (¥} 20 pg/m?
. ) Not to be exceeded on more
0 Maximum daily Target value, 120 pg/m? than 25 days per year, averaged | 100 pg/m?
’ 8-hour mean & ' Ke ys per year. 5 re
over three years
Not to be exceeded more than
NO, One hour imi 5o(* > (*
b Limitvalue, 200 pg/m* (*) 18 times a calendar year 200 pg/m? (*}
NO, Calendar year Limit value, 40 pg/m’ 40 pg/m>
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Smart Waste — Map view *“SNAPA

=] Smart Waste Management
i ) g Search bins on map by filtering

Thu 5 May T1:14:28

Select the bins Kind, Fullness and Status + P
from the dropdown below and press i

SUBMIT to see the results on the map. " — EEIALS TN ERATA

Last update: 2022-02-28 12:46:12.899Z

Kind Status M - N A &9 hY .
=14 A [ %%53’ Description Value Buttons -
g = i A i i f U

Group v All v o 2022-02- Last  Last  Last Lot Last last —[Last
‘ ‘ ‘ 5 § dateObserved ,or.5 46:12.8007 value 4 hours 24 hour7 days 30 days6 montr 1 year VA \ f
Fuliness t /é' : Laet . . . \ i . . .
Al o V4 2N generic [SURI id] vaoe ur524hour7days 30 days6 montt 1 year :yﬁ(“‘ ! 4 [ ] Kln A gel lerl‘ p ast“
¢ Porco Argingrosso - ) €]
- - Pose Jale Last  Last Last Bt 1y : ’ ’ ’

Last Last Last
r7 days 30 days6 montt 1year

e R t
o = 2 Reiggdelie “ etal SURI idi Last  Last Last Last Last lLast [Last = kf:/ﬁ Poggia Gherarda .
: 4 e NG e e e e ot v e ] : aper, glass, metal, organic
oo 2 o ey, . B v Ponte a Mensol
T - | Last  Last t t it 2 Ry ’ ? l
ntoia ) /.
> t
| t

Last
glase [SURIid] value 4 hours 24 houl

=]

S Last Last Last  Lasf
S organic [SURI id] ue 4 houre 24 hour 30 days& montt 1 year

Last

R % N Last Las t
Isolotto | paper [SURIid] value 4 hours 24 hour

ADmin W Vi V&) * Status (Active, Not Active)
Ay * Fullness (Full, Half-full, Empty)
e Address

* Group of bins (by GrouplID)

Last Last Last
plastio [SURIid] value 4 houre 24 hour

\ © ) E vt = ,-::ii A \;:1 I i 2
K s m.:dwwm - . % o 3
i
ORGANIC PAPER I ASS GENERIC
 I—
ﬁ 5] (5]
[ soRA %

Privacy Policy ~ Cookies Policy ~ Terms and Conditions

Via_Dei_Medici: ORGANIC fullness <]

¢ sNap4

: ] G0OD HEALTH
e Reduction of costs for waste collection AND WELL-BEING

* Optimization of waste collection for the next day, forecast
* Production of rides and paths for the drivers on waste collection Y

* Operator:
* Refine a search by using the filters on the left side
* Click on a waste bin pin on the map:
* A popup with real time data is shown
* The fullness status of the selected group of bins is shown in the synoptic below the map
* Specific fullness weekly trends are shown below the map
* Chick on the «Table view» button to access the other dashboard

ST T

P L)
D|S|T ¢
for CYSNAPAary 2
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Trajectorywaste2 Fii 17 May 18:34:15

Selector - Map
DISIT:orionUNIFI:113043.960_

485172.926-Rest

Trajectorywaste2

Selector - Map
DISIT:orionUNIF1:113043.960_ 4 £
485172.926-Rest

Fri 17 May 18:30:58

Selector - Map
DISIT:orionUNIFI:113043.960_

485172.926-Rest - Mewad - T T

- - | 116977.080_488279.962-REST o crwe e

VALUE NAME: 116977.080_488279.962-REST

E::] DETALLS | DESCRIPTION |RTDATA
4 ‘Lzs[ update: 2021-12-04 10:10:34.000+01:00
Z

Description Value Buttons

Sportpark
Multatuliweq

Please select a date

Please select a ride among

2021-12-

OaMODSENVEY 470910340002

last 40 24n 7 30d 6m 1y 2

weight

215 Last 40 240 7 30d 6m 1y 2

avsues 0ofop—+
EnspAnH pUELPIRS |

1
Tobias M . Asserstraat

:

= & Keep data on target widget(s) after popup close: () I Q
i < iy st 8
b corc

—eAsEaHY

GOOD HEALTH
AND WELL-BEING

A Weight - 10 Year

\ 4
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AND TECHNOLOGIES LAB

‘ . > T . .
. soas:  CIty Energy and Bulldings
* Energy consumptlon reduction, mcrement of efficiency,

* Areas and building sustalnablllty
* Improve accessibility to services, security and safety

* Energy Monitoring: Building, floors, rooms, recharging poles,
cabinets, Community of Energy, Data centers, Energy for Hot / cold,
air condition, energy vs temperature and usage, etc.

* Energy Management: Predictions, early warning, identification of
critical conditions

* Smart Light Management: LED/mixt, cabinets, lights vs traffic, lights .
VS security, energy saving, luminaries profiling, group management.

* Smart Building Management: consumption, number of people, etc.
— Communities of Energy, Photovoltaic plants, sustainability
— What-if analysis, optimisation tools
» KPI: Energy consumption, efficiency, pros/cons
— Light profiling and adaptation
— Autoclave industrial plants simulation, Photovoltaic plant simulation
— consumption / usage, energy vs temperature
*  Mobile App: monitoring, info-recharge, eSharing, booking, .. e -
* Participatory: problem reporting, ticketing, etc.
* Integration of any kind SnapACity (C), October 2025 242
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NIVERSITA DINFO { A
EGLI STUDI Y iDH | )
[RENZE | RStk o | RENERE cne ISPRA JRC Site SN AP4CITV

—} { " Mon 23 Oct 12:42:28 1=}
e
ISPRA Site
All/ Single Building:
Al v
Variable:

occupancy v

Popup on Shape Click ‘? -
a K
« Date Observed: 10/23/2023, 12:30,01 PM
« Capacity: 2936 #
« Allocation: 1995 #
« Occupancy: 883 #
+ DAC:-941 #
” ‘ + DOA:-1112 #
" Occupanc o0 Y ; . DOC: -2053 #
Y ; . FANE : « PAC:67.95 %
Number ‘ ' y + POA: 4426 %
-0 | 2 1 ilon _ . « POC: 3007 %
50-100 « Energy Hot: 4473978 kWh
2550 « Energy Cold: 916361 kWh
A 10-25 « Power Hot: 36 kW
-0»10 « Dowar Cald:- 0 N
Building 27B Trends MonsOe1siaTAS me
S — P p— p—— p——
Ispra - Occupancy8m Ispra - Occupanc 8m s E - =
p paney P PEDCY = B VN N W o, NS \ f A ﬁv’ ===
- - pr— . T ek ke e~ r b =
A o - = : o
1k - D~ § = -~ = S = u =" <
883 ™\ - ™ A, N /| £ cmll TTh A M A M r
\ J \ / \ / \ / \ J = = s LT
o T ; - - - Jon=t [ Gl T T T T T T T T T
18:00 17. 06:00 12:00 18:00 138, 06:00 12:00 18:00 19. 06:00 12:00 18:00 20. 06:00 12:00 18:00 21 06:00 12:00 18:00 22. 06:00 12:00 18:00 23. 06:00 SESURSNEY Fer Sanss T MEmly Time rend Companzon Smexed o
Oct Oct Oct Oct Oct Oct Oct _
> A == m...m = S == == == == wm o= = o= .

Prrcentuge Per Zones - Monthly Time Trend Comparison am e
- e = T~ e paf = i~ o == =y b=y = o=
HeatPower 8m  HeatEnergy 9m  Eneray Trends am > Average Houry Powsr m @ Enama am
0 kW 1931279 Kwn = = 0 kWh

£ H

Cola Power 8m  Gold Enermy  8m

B

0 kW 888311 kWh
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Ispra Floor, Zone And Room Details Fri 6 Oct 18:41:54

Floor PT of Building 58A

« Date Observed: 10/6/2023, 6:30:02 PM
« Capacity: 37
.
B

ISPRA JRC Site

Allocation: 31
Occupancy: 1
o DAC: -6#
DOA: -30#
DOC: -36#
PAC: 83.78%
POA: 3.23%
POC: 2.7%

S CEWLL RN EIGTE Allocation v

Date Observed: 10/6/2023, 12:01:00 PM
. Zone Id: 58A_PT_B
BU||d|ng 58A PT Trends Mon 9 Oct 13:51:30 ~1=] Capacity: 1

Allocation: 0
mq: 12.16
Average hourly temp. Xi: 24.07°C

Capacity - Allocation - Occupancy Organization:Orion-1:Floor2_58A_PT - Occupancy Average hourly temp. Xs: 20.92°C

a - Average hourly temp. Xt: 6.00°C

| Heat Start temp.: 17.92°C

Y "‘_‘ : m - Cold Start temp: 23.92°C
NI A A AW

3.00 400 5.0 €0 1.0

4 ~ I M il B p M
SO AR MM A TR A RK LA

®Zo0eA-POA 4 ZoneA-POC  ZomA-PAC  wZonwB-POA  WZowB-POC & ZonsB-PAC

Occupancy Per Zones - Monthly Time Trend Comparison Stacked
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES napder B

\il"la

PA'L

17»

b‘; Al
0 V;

b‘. ) ‘
sl @
) B i & i Ny

18]

N ". N (}d
SV ‘s“" l'm \Vb 4& /A h "#“ K 9‘)"
7% % A N T4 Rl
o Qw’v; ;re [ \s. gfg % ":‘? \Vg: ;«m‘va‘ gg S 74" s%
" "'v \V‘ ’M/ ‘ ':‘X.‘ E‘€< 5"4‘4\ i " ; j ‘ A \‘l (b" N‘ "‘ 1‘\1 E%"Q v

X X I
s CRCH "4% ﬁ“ 'A‘hw 'éa RO

A ) 0’0‘ v
efesiestvs s i ; ‘( ARS S‘A I «» 1‘ I DAt »'4
S K] y WZN \/ 4 ﬂ ) .
S B A O T B LR KX N IR A A S “’ VAV javayi s

'A'J’

s
‘::és?~—4
Vo
.

&

U=
I
)

N
X

%
N

Wi
Q,

2N
NV
AV

%
'»

=,
W
N

N

[/
5
Vs

.

ai%.%

e
AN

/
<IN
I\

VA
A)

2oL

S
sK
VA

!

o1

l/
e‘

2108
ﬁ‘ )

3

o
=
i

N
A
1

;v’
AV
;A

>
ZaVaN
N

&
%
A

NN

N

N
RIS
a8

\/
A
V
oD
NV
e’
QL
VAN
NS
]
NS
A NN

VA

N RN
7 q AV‘\Q“ )V‘ (" >“ N‘" \“{" i"
N O
o ( ’

NP hm.&\'. AN RIS

A
4’, \‘
0)" N I A
W' " %) 7';“‘ :4"* {’
Y A R
N S SN
d DASE NG DR /N TATAT R

7| 'A‘

A
S

‘
\ég

os‘,A
=S
>

Y
5
el

N
a—,

V&Y,

’

\/¥

2O
W,

0

2]
7N

%

a

AV Vs B
2

7
D Ba
=

.
%
Q
TR

R b S AR 27N S

i

all

—~

KN

>



Ini -
DATA D 0 i DA edteren
09 0
!
T e a
=
i
pm—
SELETTORE
T [ k 10T
I D D
| O
I v

STATO PARCHEGGI

Different Themes

PARTERRE 7m

PARTERRE - ANDAMENTO NUMER

PSNAD

#Users Engaged Trend

New styles/themes can be developed by
specializing a few files from open source

https://www.snap4city.org/793

Snap4cCity (C), October 2025

Snap4City User Engagement - Newgui

m @

Users Interests

DO O O C

¢“SNAP/cry

Tue 14 Jun 2

Total Active Days On App
847
days

Total Days On App

Mean Time gm  Mean Time Trend

0

minutes

Mean Active Time g

17.5

minutes

Acti

E o HE L ]

&)

240

9m

Tue 3 May 14:31:42

3D MULTI DATA MAP - DIGITAL TW
FIRENZE - NEWGUI
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Visual Representations

100 %

shiderwith-multip
le-steps-for-KPI

sparklines

histogram

chord Cone Bubble-matrix-ch Bullet
art
» \
p o
L 2~ 4 \
I\ N\
Pivot pie-chart-1 Pareto-chart

Sequence-Sunbur

flow-maps

heatmap

N
Box-plot staked-area
| .. L]
@
radar Bubble-maps

Snap4City (C), October 2025
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.
\

geo-maps donut-chart Data-grid
[ ]
Stacked-line-char  Stacked-combina spider-maps
t tional-Chart
== 4 |
waterfall Sunburst Sankey
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| Bt | DINFO | DISIT ; o
FIRENZE | BSiSiimaone | SERGEES e SN Ap4C|TV :
11 7 [P O F -
Dashboard Builder: Development N
Dashboard Wizard reate, save, load,
|dgetCoIIect|on delegate, grant access,

change ownerhii

1 o 'f e p—

..... DataTranszLmatlon

IOT Applications

~—_ KnowledgeBase,

S~ Km4City 1 l l 2 I

External
s E £l )
| Services

a0

Knowledge and Storage
Data from the Field and

City + MyKPI ++ m L] ] custom Public
| Dashboard

Collection

My Own Dash/App
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oottt | INEO | - Custom Widgets C“/SN ADlcity =

DELLINFORMAZIONE TECHNOLOGIES LAB = [}] €

G

Custom Dashboards and Widgets (interactive, Test Synoptics Industry 4.0 ¢
Animations, etc.)
-- SVG for graphic design Begin 3:00
-- MyKPI for collecting data

=

Finish 5:30

ustrial Plant IOT Synoptic

MACROLOTTO 1

—

O p M
CHIUDI ' I -

o .

V51 3AM M:SOO ME501 v514AM
3203 1/5 -lls
US13AM [ VSI(AM | CHIUDI
¥ CENTRALE DI SPINTA

‘

V506A
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* Smart parking

10 |f 11

* Smart Energy

Caldaie

 Smart Light

() 22

|E;|";L.L

o ) — “ rete telera
Smart - Cogeneratori | . @g teral 21120 1o T1s 117 T16 V15 T1a |vs
. . sio
* Energy View | @
Mensa

Energy

e Custom Controls

0.01 Galulh

scambiatori raffresc. con
acqua da lago
Impianto Trigenerazione
Gruppo poli 1 m 7
"'_ﬂ
0.01 -Eﬂg:b —
0.01 £al.3.h

Y 0.01 ol " aw
Mt St [ o
[ 001> gpa, Yl
[ 005> €pa2, : rete teleraffrescamento
[ 25tk e, = - PE
[ oot epat; Chil. 1 @— [ oo

MWh

2
Total clicks 6 Mean rate value 0.00

Begin | 17:00 @ @ . .

=va 0.01fsme

AR

0.01 bepre Mensa

Iléll . 0.01 fsmre Club House

- 281

B EHC 2.58 fepre Campi sportivi
R

F lnlsh 4 : 00 %- _ ! rete energia elettrica
- = Cog. = Motore cogen. Cal. = Caldaia PV = Fotovoltaico sito JRC
v Chil_ = Chiller Ass. = Assorbitore
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T — ¢“ SNAP/ciry

A ke

Tt Tans oo Cadades Naanss 3an 3D N Sesadta Paker Cledab Sodis Stoasida Iwvea an waMSaan ag . -
A OxEIHE . - . . - . . - ~—

At e dRn 2y

High Level Types

Snap4City (C), October 2025

* POI, IOT Devices, shapes,..

* FIWARE Smart Data Models, : ‘ﬁ;{*‘:“:f”’“ el e
* |oT Device Models = g
* GIS, maps, orthomaps, WFS/WMS,
GeoTlff calibrated heatmaps
 Satellite data, any kind.. : .
* traffic flow, typical trends, :

* Vector fields + heatmaps,
* trajectories, events, workflow, ..

* 3D Models, BIM, Digital Twins, .. — -

* OD Matrices of several kinds, .. 0@ S

 Dynamic icons/pins, .. H 3 Jeagene

* Synoptics, animations, .. _ i

* KPI, personal KPI,.. B o N LR ey e N ‘ \

« social media data, TV Stream, e $
* routing, multimodal, constraints, N = = ; l"

* scenarios,
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bISTRlBUTED SYSTEMS .60
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6-90
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TA INTELLIGENCE CITy wesl €

&,

=
AT

New Data Inspector/Wizard e searehing o

Data Inspector BETA OS individual fields (even for
, , some fields not displayed

as geographic
coordinates)

Geographic Filtering

_——Ametigo
Veéspucci \ L% N
S { .
Firenze ¥ ERAE =] ECEC Text Search on all fields
£l 1= =
pE—— .
Menu for choosing the
Montelupo —)  fields to display in the
Fiorentino
table
Now displaying in Standard Mode View on Map(V|a
Switch to the Synoptic Mode to select MyKPls and sensors that you need for your synoptics. PREVIEW)
Data and Trend
visualization
All selected .. » All selected . v All selected ... » All selected .. v Allselected . v All selected .. v Allselected . v All selected .. v Aliselected .. v All selected . v Allselected _. v
P—
Subnature Model Broker Value Name Value Type Data Type Value Unit Last Value Healthiness Last Check Ownership O pe n | ng Dlglta I TW| n
Weather DIDAT Santa Verdiana Vi I webpage 021-11- 2023-07-18160...
——

TransferService SensorSite METROMN Altair-soda Altair Valve State webpage 2024-01-10 013,

IndustryAndMa Computer AltairStatoPom... Altair-soda Altair Pump St webpage b 2024-01-10 013 o— .
Environment - BIMET_SMART. Altair-soda Altair pump 43. webpage 2024-01-10 013, Pa SS tO Synoptlc
Environment ARPAT_QA_FI- Altair-soda Aitair valve 541 webpage 21-06-07 17:3.. 2024-01-10 013 mode

—
er METROS14 Altair-soda Altair Pump 4321 webpage -06-07 00 2024-01-10 013,
S1052032F5990. Altair-soda Altair Stock sta webpage 3 2024-01-10 013,

B - = = P—

METROB831 Altair-soda Aitair Pump 92 webpage -06-07 00.. 2024-01-10 01:3. S I
T S . elect the graph
Search... Search... Search... Search... Search... Search... Search... Search... g p
—

Search

representation

n 06:00 1200 18:00 12 06:00 1200 1800 13 0600 1200 1800 14 0600 1200 1800 15 0600 1200 1800 16 06:00 1200 1800 17 06:00 1200 18(0
Feb Feb Feb Feb Feb Feb Feb
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Smart API4Als é
IIIIIIIIIIIII’

Data, web pages, etc. Web and Mobile Applications

(Http(S), W5, ...)
IIIIIIIIII

Data (ODBC, JDBC, Mongo, ...) Dashboard Builder
IIIIIIIIIIIII’
Dashboard Wizard

GIS, Maps, Heatmaps, | Dashboard Edltor

Traffic Flow, ODM

‘ffm Data Manager

GeoS:

Entities, devices, data
API/ServiceMap

Brokers

Mi roSerw.ces

MlcroSer\:'

Ready-to -use Wldget Custom Widgets
(Synoptics)

ces
= : w»* elastic = o A

: : i u %Egi .mengoDBg MLQE

v vy Vv \ 4 Storage

[ |
|
[ |
|
[ |
|
[ |
|
[ |
er

[ |
oServiees

‘IIIII

. Ialents and Actlons‘WSsL - » Widget Collection > BrrrrrsTrryyeen YIS
MicroServices

Client-Side Business Logic (Visual Editing, and JavaScript)
J L J

Processing Logic/loT App (Server-Side Business Logic)
Snap4City (C), October 2025
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1) Select the area of
interest on map

2) Select the sensors
kind of interest

3) Drill down on map

4) The JavaScript
CSBL on Map will
send data to the
programmed
Widgets. In this

case, arrowed in
RED

DINFO
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DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Pie Chart

Selector - Map

=~ =wadolini
anhﬁ“'ﬂ{ olini

9m
Uzione U/ ngheresé

5 ia Guide Spadolint

]

et
Phrta M
] orta Mugnane delle. A Og;ia A
~{Dm|\ Nazioni soeidls
A “ 5
R~
; g'Ma’ T ‘ 4 P
“Hgfh Pojid Soccorso. <\ ) COOP. 50| o
B g - ~ ool - DISIT:orionUNIFI:CarParkStazioneFortezzaFiel serienUNIFI:CarParkStazioneBinario16
: e .“alla Campagna, DTS artonUMIEL
ﬁx:7 /54 7 y 4
| a1 v i Palazzina
i, Padiglione -, . Lorenese
/gs A n’lg g Arsenale Teatring |
Glfiore” Lorenese i
B 3 Radar Series 4m
4 i -
—Fortezsa E
Y < D RS5O
A L 5 Padigliorie . occupiedParkinglLots
o5 \ ‘Padiglione:.  Liceo }
7 ¢ Rastila Scherma L
|55_" \ Y g 46
i o
wie W _-Porta 3
2R =\ Fagnza 400
‘g:— freeParkingLots
A DISIT:orionUNIFI:CarParkStazioneFortezzaFiera
: o # DISIT:orionUNIFI:CarPark StazioneBinario16
2 ° “orionUNIFI:Parcheggio Stazions Fortezza Fiera
1 enUNIFI:Parcheggio Stazione Binario 16
onUNIFI:PARK SERVICE SOCIETA' COOPERATIVA SCIALE IN FORMA AB...
g :orionUNIFI:CON SORZIO MORGANA SOCIETA' COOPENTIVA SOCIALE IN F...
g
3 o Polizia g =
Municipale 55" 8. —r s
E SFortezzal. &2 BANTE0 8 OpnStecthiap g - .
Bar Series 4m
Selector "
4 Car_park
P 400
[
A metrotrafficsensor 200 P
212
F : . - ) T 129 op
A Air_quality_monitoring_station 0 & | (3

freeParkingLots occupiedParkingLots

A Weather_sensor

DISIT:erionUNIFI:CarParkAlberti

@ DISIT:orionUNIF1:CarParkBeccaria
DISIT:orionUNIFI:CarParkCareggi

DI SIT:orionUNIFI:CarParkOltrarno
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UOWII)

Mon 10 Apr 12:00:40 g
Time Trend Comparison 4m @
500
250
- — —
-250
4.Apr 5. Apr 6. Apr 7.Apr 8. Apr 9. Apr 10. Apr
DISIT:orionUNIFI:CarParkAlbert - freeParkingLots
+Dl ionUNIFI:CarParkS.Lorenzo - freeParkingLots
al} ionUNIFL:CarParkPal.Giustizia - freeParkingLots
DI onUNIFI:CarParkOltramo - fresParkingLots
¥ DISIT:orionUNIFI:CarParkParterre - freeParkingLots
Time Trend Comparison 4m @
104
- A—-—/\/\ /\
* 100 + = \
98
96

08:30 09:00 09:30 10:00 10:30

11:00

11:30

DISIT:orionUNIFI:METRO1028
DISIT:orienUNIFI:METRO1030
¥ DISIT:orionUNIFI:METRO1033

- anomalyLevel
-anomalyLevel
-anomalyLevel

# DISIT:orionUNIFI:METRO1029 - anomalyLevel
DISIT:orionUNIFI:METRO1032 - anomalyLevel

Time Trend Comparison 4m

13. Mar 20, Mar 27. Mar 3. Apr

DISIT:orionUNIFI:ARPAT_QA_FI-BASSI_SV - PM10

# DISIT:orionUNIFI:ARPAT_QA_FI-BOBOLI_SV - PM10

DISIT:orionUNIFI:ARPAT_QA_FI-GRAMSCI_SV - PM10

DISIT:orionUNIFI:ARPAT_QA_FI-MOS SE_SV - PM10
¥ DISIT:orionUNIFI:ARPAT_QA_FI-SCANDICCI_SV - PM10
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https://www.snap4city.org/do
whnload/video/ClientSideBusin
SNAP4Tech esslLogic- WldgetManuaI pdf

5.1 [m]

' -rl|:||-

Client-Side Business Logic
Widget Manual

From Snap4City:
« Ve suggest you read

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:

o https://www.snap4city.org/download/video/Snap4City -

PlatformOverview. pdf

slides go to https://www.snap4city.ora/577
https://www.snap4city.org
https://www.snap4solutions.org
https://www.snap4industry.org
https.//twitter.com/snap4city
https://www.facebook.com/snap4city
https://www.youtube.com/channel/UC3tAOO9EbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, Italy
Phone: +39-335-5668674
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DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
FIRENZE  NotGNesa INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB
Presentation Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
E Dashboard Themes Dashboard Wizard m Custom Theme g
[§]
3 Dashboard Mng. Dashboard Builder Widget Library Scenario Editor Synoptics 3D Digital Twin CSBL 0
't Interoperability [ eI el TR PRI SMQTT ©FIUARE & kafka Q) websocker (3
3 :
< Operations Srentone
% Dam Operational Tools Artificial Intelligence, DA Tools MLOps, Dev. tools Visual Analytic processes z
., u server.center 6
‘\ﬂ.@ —_— Routing BIM Server Statistics KPI Computing y ) studio m 5 "
q‘admmPPw = Nede-RED 4 g
s ||2
v — =
5 Internal Interoperability: API, MicroServices, WS [Ja s LoiaVA N [ole L8 S R I o1 = o= ASCAPI mmbsncket EFILARE N 8
: 5 ||
g E: Data | S M LOGraph [| DevDash g s
c < Persistence & pr
c | | e : wy OpenSearch < =
E 238 Knowledge and Data Management SuperServiceMap Data Management, HLT = c
%) - - ] N 3 © = ©
E’ Eﬂé L—] Ni-Fi nifié I | Linked Data triples |- < & >
g § E Aggregation Processes and Rules Blockchain S rekere & FILARE -E g. S
o 4 O
£ @ Data Process loT/Entity Directory Brokers | SMQTT ™= || 8| &
5 I 1 >
ug — —— Any protocol and format i | Any protocol and format ! % E £
E Connectivity: wired/wireless, 1oT Edge, etc. o, Et o 2

! | |
| Any protocol and format | I Any protocol and format |

i AT, A e External Social
fe=h & GIS : i
@ e L’«—( Y o @ (\/f BIM osM Gateways Services ERP Media

Device Layer i i
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Installations, different modeils a FQ
« Micro X: !k

 1VM of dockers
« Normal X,Y: docker

« 2VM of dockers

« Small X,Y: scalable
e 4\/M of dockers

« DataCitySmall X,Y,Z: scalable
6 VM of dockers
« DataCityMid X,Y,Z,T: scalable

e #VM + X/70 VM +Y/ZVM + ZVM + T VM of
dockers

« DataCityLarge: scalable

« depending on your needs

https://www. snap4C|tv org/docker generator/selectlng model
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r ) re ) \ .
1 . - - - -
Lonrig Generator (00
A — ] s — - _
__/
Snap4City Docker Config Generator x Snap4 Tools
User: roottooladmini, Org: DISIT ! Make configuration | Problems? Send mail to support. | Guide and examples
Role: RootAdmin, Level: 7
LOGOUT Base access link for the whole service. Model name

$#base-hostname#5 - string Micro
My Snap4city.org WWW .lamiasmartcity.org
Tour Again # of loT-Apps

afi—F

Define MariaDE database user password &
D e ] $#dashboard-db-pwd#$ - password # of lot-Brokers
My Dashboards in All Org. [ Randomize

1

Dashboards of My Organization
My Dashboards in My Organization . . . ) ‘ WUy "_,\Is\g(fofh;an \1 m(-z_ ~ Hr//,—» sty |

Sender email when sending emails (e.g. info@site.org) e \ e 1
My Data Dashboard Dev Kibana | I *D:ubliﬁ'\— \ /ﬂ Q_ \

$#smtp-from-email#5 - email el — & 5 == { ] P4
My Data Dashboard Kibana A \] g o+ 4 Berlin /

paonesi@gmail.com _‘j// /Negm_,ndgz i Polska 5
Extra Dashboard Widgets //—- .\T ,London ) 1 " \}
Notificator | = ’_/_\_/_/_“-/_'j/ 'Be'gii;f;:iliue Deutschland fm\”?
= 5 i

Data, my Data, OpenData
Knowledge and Maps ~
10T Applications *
IOT Directory and Devices
Resource Manager ¥
Development Tools *
Management ~
Decision Support Systems

Deploy and Installation =«

Doc: Installing Snap4City/industry

Doc: DataCity-Large

Docker Config Generator x Snap4 T

Doc: Docker Config Generator
Doc: Some Config FAQ

SuperSetting

Sender name when sending emails (e.g. SITENAME) (J/\_/ﬂ/
L

,_J
A r'—r---\k_/
S#smip-from-name#$ - string Guernsey 2
e

SMTP host to be used to send emails Erance
$#smip-host#$ - string

e %

- B

Latitude broker-0

Remember to execute the .sh files when deploying the applications; setup.sh must be ran before

. . . . . 48.63290858589535
execution, post-setup.sh may be ran during execution. Multiple execution are safe. Some folders may

contain no such files; in that case, there is nothing you need to do.

Show default fields

L"lezeb uerg
t St
e )

K-)\ X :
Cesko ¢
Y einaiin, ¥ §
Slovensko - J
& Y

% - i

! - Bratislavafs ' i
oy S N : V'
P Liechtenstein | _Osterreich § Magyarorszdg
L gl T £ ]
i1 ram BN e T Fa
2 Lef " P ot
I AL & =3 \ iy
‘3 - ,_.FJ.SL°:.-=.'!.'Jf Hrvatskas & | L
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\ e ~
(-\ A f\ L,;,: *BEETF"?'_“_-
5 L 5
rF
Monam/\\

M & p 3
- SanMarino B EVE, CPEV Er O
- o le A\ Sarajevo
&/ e \ e 3y Leaflet | Orion broker 0

Longitud.e broker-0

2.8125

https://www.snap4city.org/docker-generator/selecting model

ip_field-1
192.168.1.25
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Virtuoso ServiceMap

Zookeeper Dashboard Backend Dashboard Frontend

Database WSServer

loT App 2 loT App 1

Orion Filter

oker Personaldata

-

N
L e o - ofoer _——=
’

X - Openseﬁrch Opensearch Dashboard

LDAP Server MyLDAP Keycloak

loT Fiware Harvester Synoptics

F
Dashboardcron loT Fiware Api

II

OD insert API OD get API OD Postgis
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Web Interface

Micro 6 (technical)

= Micro 6 model

 proxy |

e

)

Synoptics (WS)

[ Dashboard H WSServer

[ PersonalData

()

DataBase

Resource Mng

s A

]

J

Kafka

~N

J

MyLDAP, LDAP

C
°§° [ Dashboard Cron

[ Dashboard J [ ZooKeeper

~N

J

1
1
1
J

1
1

[
[
[ KeyCloak
[

J

Smart Data ExtBroker
k [ Models [ OD Manager J [ harvester | FIWARE loT
N\
o [ Open Search } { Open Search } /[ |OT App 01
ao Dashboard [
bt IOT App 02
§ [ ServiceMap (SCAPI) ] [ Virtuoso ]
J
2 { IOT App 6 }
{Broker [ ORION ] [ OrionFilter } [ Mongo } KIOT Apps
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s)l 1 1ICAIN1] /\ 4L L
Web Interfaces

-

e N ™ . / \ s
/ Synoptics Dashboard - WSServer \ [ ServiceMap1 ]\ [ GeoServer ] / LDAP
L (WS) o _Frontend | | (node-red) : )
- - N [ Virtuosol ] [ Heatmap Mng ] - MyLDAP
c | PersonalData Config Mng. Datalnspector [ ServiceMan2 ] -
g N J \ J ) P [ Resource Mng ]/ ~ KeyCloak
( Menu Mng \ [ MyKPI Mng ] [ Mansesent) [ Vinyeso2 ] , ,
S J Tools | \Knowledge base / | Drupal CMS | \Auth.Authop
" SmartData [ } [ GeoServer ' : ~
OD Manager ‘ OpenMaint
K\ Models Heatmaps /[ 10T App 01 ]\ G — —
 Report Generator |
IOT App 02 ) ‘
%’- [ Open Search 1 | ]  Data Analytics [_J1ormore
o [ Open Search J [ Open Search Ppen asalcl ] [ 10T App X ] /[ ] ]\ Vi
& Dash Analytic O (] 1ormore
~ Analytic02 | Containers
4 ) i
= ORION1 W [ OrionFilter 01 ] S [Cor:nzl’;::cN )
< o ORION2 \lomputing / \ tomputing
o \ ' OrionFilter 02
Mongo ]
(S : J
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