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Architetture Parallele (Class. Flynn)

e SISD: Single instruction stream, single data stream
— E.g.: un computer monoprocessore, monocore
* SIMD: Single instruction stream, multiple data stream

— E.g.: le stesse istruzioni su tutti | nodi computazionali allo stesso tempo,
ma lavorando su dati diversi, per esempio GPU su immagini

MISD: Multiple instruction stream, single data stream

— E.g.: ogni nodo puo’ eseguire processi indipendenti ma sullo stesso
stream di dati, un risultato singolo (poco realistico)

MIMD: Multiple instruction stream, multiple data stream
— E.g.: ogni nodo puo’ eseguire processi indipendenti su dati diversi

— Tipicamente la soluzione piu’ utilizzata per il sistemi general purpose,
cloud, etc.
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Classificazione

e SISD: Single instruction stream, single data stream
— Von Neumann

e SIMD: Single instruction stream, multiple data stream
— Vector processor, Array processor

 MISD: Multiple instruction stream, single data stream
— poco realistico
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MIMD: Multiple instruction stream,

multiple data stream

 MultiProcessore

— Parallelismo interno al calcolatore

— Memoria condivisa, variabili condivise

— Sincronizzazioni

— E.g., Uniform Memory Access: XEON
 MultiComputer

— Cloud, architetture parallele

— Comunicazione tramite canali dedicati,

— Message passing, Send e Receive
O Hypercubes

e Sistemi Distribuiti,
— Cluster, Massive parallel processor
* GRID, cloud, .. SnapACity (C), October 2024 4
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e Script language
 Smilar to workflow or flowchart

Job File

Pk * Sequence of Commands

Deny
Rules

 |ntermediate status on disk or
memory

* Executed command driven:
— On demand, sporadically
— Periodically

Snap4City (C), October 2024
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Batch 1 Batch 1.1 Time

-~

A\

Batch 1.2

A

» Activated/Fired/Triggered by events, on demand, etc..
— Synchronous with something
— chained or not

vent: request, action, etc.

* May fire/generate (ask to do or directly do) other jobs/batches:

— on the same or different computers
— ldentical or different

e Activation may be asked to a third party manager
e Duration of execution depending on data !

Snap4City (C), October 2024
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Time Period Time Period Time Period

e Scheduled on periodic Firing time event (with a validit
period of firing conditions from xx to yy)

—
— synchronous A /

* Execution time duration depending on data or other..
— Execution may exceed the Time Period

* Each single execution MAY or MAY NOT depend on the
preceding one

Snap4City (C), October 2024
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 |f the Execution Time Duration exceeds the Time Period

— A) the successive execution (Batch 1.2) is overlapped (yellow)

* |f it happens systematically: the number of tasks grow indefinitely
consuming all resources = until crash

— B) the successive execution (Batch 1.2) is canceled to wait for
the next one (Batch 1.3, green),

* skipping the second execution, Batch 1.2
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e paradigma di programmazione parallela
— Detto anche di real time processing

* Lavora con:
— Dati parziali e non su tutto I'insieme dei dati.
— Per esempio: valutare il contenuto spettrale di un segnale:
* Su tutto il segnale
* Su una finestra temporale di 30 secondi, per ogni secondo un nuovo valore, small delay/latency,
(but present , see pipeline)
e ['attivazione del processo corrisponde spesso all’arrivo del dato nello stream, nella pipeline,
— si ha sincronizzazione e comunicazione in un solo colpo.
— Tipicamente una sequenza di azioni semplici attivate da
* l'arrivo delle condizioni e dei dati per calcolare i risultati
* ed in modo asincrono
e tipicamente senza avere necessita di memorizzare il dato
— -2 elimina alcuni problemi della programmazione parallela.
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 Example on languages

— SISAL (Streams and Iteration in a Single Assignment Language)
— CUDA (Compute Unified Device Architecture) for NVIDIA GPU, SIMD

* Applications:
— 10T, media recognition, log processing, social media enrichment, indexing,

" Stream Processing )

» Filter Event Consumer
e Tranformation
e Enrichment | Resul > Dashboard
Event Stream e Splitting

( A A A A A O—‘ * Routing A1 A1 A1l —» Business
e Aggregation Process
e Simple Decision Rules
+ Pattern Detection Business
« Time Window Service
¢ Correlation / Join

\- Geo-Streaming/-Fencing

Snap4City (C), October 2024
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* To store a large amount of data, big data, and they can be
structured and un-structured, several different kind of data:

— Direct Data: Time series, geolocated data, events, shapes, measures,

social media posts, video, files, logs, etc.
* Most of them may have multiple features, e.g.: geolocated events with shape

— Derived Data: predictions, typical trends, trajectories, flows, heatmaps,
3D reconstructions, traffic reconstruction, planning, simulations, etc.

* for exploiting them for producing:
— Deductions, hints, early warning,
— Derived Data as well, in real time
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Data Extraction:
— gathering, harvesting, ingestion, reception in push, ....

Data Transformation:
— Adaptation, mapping, formatting, conversion, enrich
— Cleaning or leaving as it is

Data Loading and Refreshing: saving in the storage
— As it is, converted and ready to use, etc.

Data Usage:
— As it is from Storage (faster, more rigid schema, higher volume in access)
— Transformed on the fly (slower, more flexible, moderate volume in access)

Snap4City (C), October 2024
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ETL-Usage vs ELT-Usage
DW:

— More complex data ingestion
* Simplify data ingestion for sporadically used data

— Faster date usage unforeseen patterns/combinations

DL:
— Faster data ingestion
— More complex data rendering since all combination are unplanned

* Prepare data rendering for well known patterns
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: . . A datawarehouse will consist of data that is extracted from
In the data lake, all data is kept irrespective of the . . . .
: . . . |transactional systems or data which consists of quantitative
Storage source and its structure. Data is kept in its raw form. It is . . : . :
i metrics with their attributes. The data is cleaned and
only transformed when it is ready to be used.
transformed
Histor Big data technologies used in data lakes is relatively Data warehouse concept, unlike big data, had been used for
¥ new. decades.

Captures all kinds of data and structures, semi- . . . :

Data . o Captures structured information and organizes them in schemas
. structured and unstructured in their original form from .

Capturing as defined for data warehouse purposes

source systems.

can retain all data. This includes not only the data that is
Data in use but also data that it might use in the future. Also, |In the data warehouse development process, significant time is
Timeline |datais kept for all time, to go back in time and do an spent on analyzing various data sources.

analysis. L

ideal for the users who indulg€in deep analysis. Such
Users users includ ' ho need advanced The data warehouse is ideal for operational users because of

analytical teols with capal |t|es such as prédictive being well structured, easy to use and understand.

modeling and statistical a
Storage Data storing in big data tech%lf)gies are relatively . . . . : :

. . . . Storing data in Data warehouse is costlier and time-consuming.
Costs inexpensive then storing data in a data warehouse.

https://www.guru99.com/data-lake-vs-data-warehouse.html
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Parameters |Data Lake Data Warehouse

can contain all data and data types; it empowers users to . : .

: YP P Data warehouses can provide insights into pre-defined
Task access data prior the process of transformed, cleansed and . :
qguestions for pre-defined data types.
structured.
empower users to access data before it has been o . . .
. P . Data warehouses offer insights into pre-defined questions for
Processing |transformed, cleansed and structured. Thus, it allows users .
. : . pre-defined data types. So, any changes to the data warehouse
time to get to their result more quickly compares to the .
o needed more time.

traditional data warehouse.
Position of Typically, the schema is defined after data is stored. This  [Typically schema is defined before data is stored. Requires
Schema offers high agility and ease of data capture but requires work at the start of the process, but offers performance,

work at the end of the process security, and integration.
Data Data warehouse uses a traditional ETL (Extract Transform

. use of the ELT (Extract Load Transform) process. (
processing Load) process.
Complain Data is kept in its raw form. It is only transformed when it |The chief complaint against data warehouses is the inability, or
P is ready to be used. the problem faced when trying to make change in in them.

They integrate different types of data to come up with

Kev Benefits entirely new questions as these users not likely to use data [Most users in an organization are operational. These type of
y warehouses because they may need to go beyond its users only care about reports and key performance metrics.
capabilities.

https://www.guru99.com/data-lake-vs-data-warehouse.html
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 Data Lake

— Original data preserved,
structured and unstructured

— Lower costs of ingestion
— Lower performance in the usage
ecurity: possible control at

SO

simpler in storage

— More scientist oriented
e Moderated results in access

— More difficult to extend in usage,

¢“SNAP/ciy

 Data Warehouse
— Original data transformed and
prepared for mainly structured or

semi-structured
— Higher cost of ingestion
— Higher performance in the usage
@?&TControl on organized data
— More difficult to extendin storage,

simpler in usage
— More Business and Purpose Oriented

* Large volume of accesses

Snap4City (C), October 2024
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Top Cloud Data Warehouses at a Glance

Initial Release
Separates Storage and Compute

Multi-Cloud

Query Language

Elasticity
MPP
Columnar
Foreign Keys
Transaction
Concurrency
Durability
Automation
Website

Free Trial

Amazon Redshift

2012

No

No

Amazon Redshift SQL
Yes - Manual
Yes

Yes

Yes

ACID

Yes

Yes

No

Link

Yes

Microsoft Azure Synapse

2016
Yes
No
TSQL
Yes - Manual and Automatic
Yes
Yes
Yes
ACID
Yes
Yes
No
Link

Yes

Google BigQuery

2010

Yes

No

Standard SQL 2011 & BigQuery SQL
Yes — Automatic
Yes

Yes

No

ACID

Yes

Yes

No

Link

Yes

Snowflake Cloud Data Platform

2014

Yes

Yes

Snowflake SQL
Yes — Automatic
Yes

Yes

Yes

ACID

Yes

Yes

No

Link

Yes



UNIVERSITA DI

DEGLI STUDI

Static
Data

Data
Driven

Batch

Stream

NFO | DISIT

DIPARTIMEIP){TO DI DISTRIBUTED SYSTEMS

FIRENZE | S&ENSrwazone

AND INTE!
TECHNOLOGIES LAB

noSQL

Snap4City (C), October 2024

User
interface,
Dashboard

Storage
Storage

Storage

26



UNIVERSITA D NFO D S "

DEGLI STUDI DIPAR!IMENTO DI DISTR!BUTE! SYSTEMS
INGEGNERIA AND INTERNET

FIRENZE | B&tRFSkuazione | FECHNOLOGIES LaB

Data Lake

Data Structure

@ Purpose of Data BN IAY=a6 C=TgaTg[=le!

Users BDEI=ESE 4R

Easier to ingest and
update unstructured data

Accessibility

¢“SNAPciry

Data Warehouse

Processed
Currently in use

Business professionals

More difficult to ingest and

update data due to the need

i niformity and structure, but
ier to consume
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Data
Sources
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noSQL

‘_'_”_'_’

Data Lake

Knowledge
base

SOLR,
Elastic

ETL, NIFI search

Facet,SQL,
cluster

Data Storage

Data Marts

Data WareHouse

Snap4City (C), October 2024

¢“SNAP/crTy
ined Solution

—

~

-J

User
interface,
Dashboar

d

Drill

down

28



,\\e" 7 2,

&
N (ﬂ.‘

10

Hrsyine

Big Data Pipelines on AWS, Microsoft Azure, and GCP
scgupta.link/big-data-pipeline

Athena

A
Lambda RedShlft RDS (€DA)
Function Glacuer EMR
Lambda
. Function
‘ o Ela m ‘

AWS loT aWS7 /

SageMak D namoDB
cé'T”f PP 2gcMaxer a'° 4 QuickSight
Kmesns S3 Kinesis
Streams / Ansytics U —
Firehose Glue Kinesis

Catalog Streams
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@ ' Google Cloud Colab
Cloud loT (EDA)

Cloud Cloud SQL
Cloud Datastore
Function DataProc e

Datalab
Bigtable
- Memory-
I — - > —
- Cloud DataPrep e AutoML 0 Cloud
Storage BigQue Function
PubSub\ DataFlow S?:(ti?o
Data PubSub

© 2020 Satish Chandra Gupta scgupta mo Q
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1
- Azure loT Hub
w4 Azure e\

L
Azure Cosmos. DB (EDA)

Function Databricks *
’ ﬁ Azure
. Function

i+ I
Azure
v M e _'/g/ AH Rl O l |l' <§>
- ata ,
—» ::- o . Explorer \/‘ Azure ML Azure SQ[_ Cache Power BI
o Azure
Event Data Lake Stream = sl
Hub Store Analytics [—}
Data Event
Catalog  Hub
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- s Amazon VEC (eess  Azure Virtual Network o Slota Vit
—5 3 AWS Direct Connect A Azure Express Route . Cloud Interconnect
- 1— Amazon Route 53 H:’?\- Azure Tmaffic Manager ’ Cloud DNS
- — Amazon CloudTrail {0 Azure Operational Insights e Cloud Logging
“Onlulﬂﬂ. ‘!; Amazon CloudWatch 1;? Azure Application Insights ?Atgﬁl:tgﬁrwr%r
T ¥ AR Aoue e Dirsctey 4D SRR
-2 ‘\h AWS CloudHSM UV Azure Trust Center o Platot Sac iy
® = Amazon Kinesis — Azurse Stream Analytics o Cloud Dataflow
g r% AWS O orks ",((: Acure Automation 9 Compute Engine
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|OT Main Concept

‘u@ The implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.

DISIT

ISTRIBUTED SYSTEMS

Sensors

Computation

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

Standard API

\

37



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

MENTO DI ISTRIBUTED SYSTEMS
D INTI

AN
TECHNOLOGIES LAB

ety |OT Main Concept

u@ The implementation of smart services may implies the:
& acquisition of data from the field

& computation and imposition of actions/values

&« Save of historical values, computer data analytics, etc.

ERIA
DEL_L INFOFIMA.Z IONE

IOE Device

- IOT App IOT App
o7 Computation Computation
Jt:tuators Msg from cloud

sk
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Cloud vs Fog/Edge Computing

Cloud Layer

Edge/Fog Layer

Gateway
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| Edge Computing, Fog Computing

N "W eb Browser

_— —

i —_—
HT T'F Y% e Socke ) g Eﬁ ﬂ
=4 _——
% DS Wel

ToT (Cloud) = Gateway MO T T X NP W’
- e =
Platform % " E
o R =

£ ' 7]/

o i
T REST

FProcessimg i
(S = &) /
| [ Y. / MMessagce Broker 2\

-

mtabomices Iondeximgs Cemmsane
-
HT TP W ebSocket)
=

FicBee/6L.o"WVWwPan/Blue T oonth/IRFID readers
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AT — S~ ™ $eurcd) _»[Channell > sink
notifyContext K\_ Turme Iurné\ |
__—_evemt = ewvent ~ 7
~ 71 notifyContext 5] registerContext

Backend Device .,
WMianagement f

e

loT Broker

loT Discowvery

\E} subscribeCaontext

— e e — —

&), 8] discowverContaext

Ancailability
-

I

£

&) su bs-l:ribechFext
i .u"r?l notifyContext
-~ 3) registerContext
_-_2]- registerContaext
|
.
T

Other Protocols: UL2.0/HTTP,
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Handling
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Managemeant
Zone M

Data/Context
Management Chapter

loT Services 42
Enablement Chaptar




a

i ’Pé’mg]

UNIVERSITA DISIT i
DEGLI STUDI IBR!IM‘EDIO IIIJ%’?RB%g ;@;’EMS
FIRENZE | BSfiSiumaone | FEENGSSEs e CITY

* Broker operations: create q @Ilfda}/af DKer

— Context Producers publish data/context elements by invoking the update operations on a Context Broker.

— Context Consumers can retrieve data/context elements by invoking the query operations on a
Context Broker

< @

Context Producer

Context Consumer
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Broker
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Dev1
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Reg(Devl, schema...
Action o

Sensor / Actuator

<«

T _@oien
Sensor
Dev2 Push
Broker
Sensor @

Schema Last value
—T— o Cotenz >

Client1 Dev1
Client1 Dev2 jJoT Context Brokers

Sub(D_e_v1_L

Pull
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IOT Discovery F_—j
IOT Server/Directory
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l, IOT brokel;'
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Conceptual architecture

Cloud

IOT Context Broker

IOT Auth.
Support

IOT Device Management

IOT Discovery

Field

IOT Broker
LN S~
Wrapper
[ '
\
( RabbitMQ AN
\ A * ~.
AY ~
/ * RN \\
] S NS
1 \ \\
u = A |OT Edge
IOT Broker IOT Discovery \
Actuators /
Sensors Actuators Sensors Actuators Sensors
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subscribe

receiver

Toll Broker/

Jublish

|OT Gateway Publish/
- /ﬁ \ |OT Broker/
=" |OT Gateway
/i ,;
Cop i)
Device ¥ o1 Actuator

Device
Sensors ﬁ)

Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

|IOT Application are data driven functional prog
transformation.

(Actuator), passing via an |OT Broker.
Continuous lines are messages via TCP/IP

|IOT Brokers can be on cloud
IOT Gateway performs the SW update, th

/

access in Push and Pull

Snap4City (C), October 2024
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e 10T Brokers can be connected each other
» Adapters / Wrappers transcode one
message from one protocol to another

o*
.
R
*

v

"""""
vs®
et _z* R
LA
.* 2
o*
.
.
.
.
.

subscribe

receiver

|OT Broker
y— ﬁ
I0T Gateway |OT Broker

A

- :;/, |OT Gateway
{

7 \
&
Device

Device

IOT Gateway

\/'/‘\
\~

Adapter/ ~8

Wrapper
A |OT
R J Device

\

Device

|IOT Edge

L)

R4
RN

Snap4City (C), October 2024

|OT Edge may include IOT
Applications

Missing knowledge about
the semantic of 10T devices
Lack of capability for IOT
Discovery: value type,
location, etc., which could
be used by IOT App

Lack of Storage of data
values over time
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___IQDirectory

subscribe
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|OT Edge may include IOT

Applications
IOT Gateway |OT Broker o1 Gatewag OTEdge | . Missing knowledge about
1 ;;? 0T Gateway \/-/‘\\ . / ,?\ s the semantic of |OT devices
cmm, A Adapter/ ~ 5 Lack of capability for 10T
? : L= :'\ Wrapper Discovery: value type,
R ™ D'O_T location, etc., which could
Device ? 1 = = be used by IOT App
Lack of Storage of data

Device

values over time
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Y s

Discover, register
and “thrust”™ new
devices on the
network

Registration

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Telemety

Information Fows
From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices Iooking to
gather required

information or asking

to initiate activities
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Commands

Commands from
other systems to a
device or a group
of devices to
perform specific
activvbies

Bulk action

|OT/IOE Protocols

o/rnmumcatlon Patterns

Notfications
Information fiows
from other
systemsto a
device or a goup
for conveying
status changes in
the worid

O O O O O O 0O

O

MQTT
HTTP(s)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.
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* Not all Communication Patterns are supported by all Protocols

* Protocols implement Patterns, + formats, + sequences, etc.

* They are referred at level of communications
— |OT Device €< =2 10T Gateway <=2 10T Broker

* |OT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS,

e Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
* Formats: JSON, Geo-JSON, Linked Data, XML, CSV,

Snap4City (C), October 2024
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RaspberryPi
with sensors

2:Publish —»

MQTT Broker
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|IOT Brokers
THINGS &
AMQP STOMP JMS COAP NGSI MQTT
OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X
StormMQ
HIVEMQ X
ORION X X X
BROKER
AN ~
1:Subscribe
3:MEEEEQE4h
Control Center
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IOT stack protocols
THINGSE:
Session MQTT, SMQTT, CoRE, DDS, Security
AMQP , XMPP, CoAP, ...
- TCG,
Network | Encapsulation| 6LowPAN, 6TiSCH, 6Lo, Oath 2.0,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ISASecure,
Datalink IM Y, s

-Wave ee Smart, %@
DECT/ULE, NFC, T
Weightless, Ho lug GP,

802.11ah, 802.15.4¢e, G.9959,

WirelessHART, DASH7,

ANT+, LTE-A, LoRaWAN,
V’\—/—-_N

Management

IEEE 1905,
IEEE 1451,
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Seclurity and Header Size Max
0S (bytes) Length(bytes)

Protocols UDP/TCP Architecture

— ‘ — 1/
MQTT TCP /Pub/Sub\ // Both /f\ / 5 )C:( O\b(b
wor [tor ewsw/  Jlen | s || |- ]
\\_/
COAP UDP Req/Res ‘ Both / t / \ 20 (typic
XMPP TCP Both \ Security / - -
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0 security obtained with SSL/TLS since it is over TCP
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0 ISO/IEC PRF 20922

DISIT
DISTRIBUTED SYSTEMS

0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

o

Publhishers

Publish

Subscri

-

T

S

Bunsaunnusanaa S
. T

Broker

Cruewe or Topic Endpoint

MQTT: Message Queue Telemetry Transport

—~

Subscribers

ARy

/
v
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PUBLISH [QoS = 0]

3

Delete message

SYSTEMS

MQTT QoS
Q S O : At most once (fire and forget)

PUBLISH

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

PUBACK

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

Delete message

Delete message

Store message
PUBLISH

PUBREL

PUBCOMP

Delete message
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AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

"4 ™y & ™\

Publishers Publlsh/' Broker \ SUbgctinn Subscribers
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““CoAP: Constrained Application Protocol

"0 OMA LWM2M over IETF CoAP (Internet Engineering Task Force)
0O security obtained with DTLS, Datagram TLS
a HTTP like over UDP with fixed header, no TCP

, _

_ COMN message - COMN message

CONMN message n =
-« DACK message - ACK message
NOMN message
e ACK message CON message | CON message

ACK message MACEK message

1
il -

Piggvback

Confirmable Mon- Confirmable

Separate

Message

Messages

Messages

Messages
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= dTE" STOMP Streaming Text Oriented Messaging Protocol
& Similar to HTTP

0 XMPP: Extensible Messaging and Presence Protocol
&% Based on XML, proposed by IETF
& Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
% Over level 6

0 SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX

0 OneM2M AIOTI
& a strategic enabler for 10T applications and companies developing IoT solutions
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“#Comparison of lowlevel 10T prot.

Standard Frequenza Range Data Rates
NoT —TTS

Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) ( [1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEE802.15.4 T T

6LOWPAN [RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto

of other networking media supporto
including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz)

WiFi Based on ?.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most ~=ore-typical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTYS),
(3G), LTE (4G) ' 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 [13.56MHz (ISM) .. 10cm 100-420kbps

LoRaWAN |[LoRaWAN \/arious (e}rop\@h‘z) <m u; @ 0.3-50 kbps

N— nvironmenty, %@M
% A ﬁ/\/ 15km (suburban
A~ environment)
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Web Browsing

\VAE o l
(QuiS) !h‘ ““““ 4 =]

—
(r—) € — —TCP Connection— = =
/ {— — —public key g@— - =
HTTPS /4 session key o) N —
[i] « — _eﬂcrmed_deia - Web Browsing

ST S WebSocket (er) € - STUAEE o, oD '

Read —  GET e T - - === == >y = Live Chat R?é,'n‘;'n'l'l‘lgs?;}aé
™ Methods e :
Update =—»  PUT —n . — — SYN_ _ _ .
P TCP (r/J) _ _ SYN+ACK _ __) T & B
Delete =—» DELETE ) - _ _ _ _ ACK_ _ _ - % \Web Browsing Email Protocols
~ 7| ¢ — — —REQUEST— — — -
UDP ('T/J) — — — RESPONSE— — -» |IIDE] g

Video Conferencing

f 3 f
7 wa e (7
SMTP ﬁ i ﬁ
sender SMTP Sewer receiver Sending/Receiving Emails

Control I(.':hamnel

.,,
-]
o
N
/I\

[

|
5 |
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g |
3

|

|
vvi
%E

, Upload/Download Files |
e -SnapACity{C), October 2024 62
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%% INTERNETof s
% THINGS ©.
= :ﬁ*___ S (O]
(=] 2 —_ 2
HTTP HTTP
Client Server
TCP 3-way handshake l
4._ ________________________________
_________________________________ ’
HTTP GET /light
B
HTTP 200 OK (application/xml)
-
__________ TCP 2-way termination =l
D

225 C
] /temperature
Server
S —-—
200 OK
GET /temperature application/text
225 C
Client
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HTTP Request Methods
(‘\ Retrieves dat e es fl ified URL. It i
SR | GET | [Rivimwemifmmitviismmirsmir

Submits data or creates a new resource on the server.
POST It is used to send data to be processed by the server,

often resulting in the creation of a new resource.

HTTP | Request has | Response | Safe | Idempotent Cachable
Method body has body

*‘" ‘5 PUT Updates an existing resource with new data. It replaces
M the entire resource with the new representation provided.
GET NO YES YES YES YES e

pOST YES YE.S No No Y ES % :‘ D ELETE Deletes a specified resource on the server.

pUT YES YES NO YB NO Partially updates an existing resource. It is used to
PATCH apply modifications to a resource, specifying enly

the changes that need to be made.
DELETE YES YES NO YES NO

Retrieves only the headers of a response. It is used to
H EAD check the status or headers of a resource without
- fetching the entire content.

TRACE NO YES YES YES NO

OPTIONS NO YES YES YES NO

Retrieves the allowed methods and other
OPTIONS information about a resource.

CONNECT NO YES NO NO NO

A, Echoes back the received request to the client. It is
AL A | TRACE mainly used for diagnostic purposes.

PATCH YES YES NO NO NO

w
—y Establishes a tunnel connection to a remote
) ‘@ CON N ECT ‘ server, typically through a proxy server.

www.automateNow.io A

automateMNow
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DISTRIBUTED SYSTEMS

http GET vs POST

GET

POST

BACK button/Reload

Harmless

Data will be re-submitted (the browser should alert the user
that the data are about to be re-submitted)

Bookmarked Can be bookmarked Cannot be bookmarked

Cached Can be cached Not cached

Encoding type application/x-www-form-urlencoded applicatiqn/x-www—fqrm-urlepcoded or multipart/form-data.
Use multipart encoding for binary data

History Parameters remain in browser history Parameters are not saved in browser history

Restrictions on data length

Yes, when sending data, the GET method
adds the data to the URL; and the length
of a URL is limited (maximum URL length
is 2048 characters)

No restrictions

Restrictions on data type

Only ASCII characters allowed

No restrictions. Binary data is also allowed

GET is less secure compared to POST
because data sent is part of the URL

POST is a little safer than GET because the parameters are

Security Never use GET when sending passwords |not stored in browser history or in web server logs
or other sensitive information!
Visibility Data is visible to everyone in the URL Data is not displayed in the URL

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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PIatform
z)

Actuator

Dashboards also provide
rendering for sensor values

(| ~_
=D &

owards any IOT Device
and/or Dashboard

iOT Brokers

Managing Public and
Private IOT/IOE Devices

Snap4City (C), October 2024
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Snap4city Platform
Data Shadow

Dashbeards also provide
rendering-for sensor values

SnapA4City Sensors ’
|OT Brokers 2 Se== @ @

Py
Managing Public and /0 T%f -
Towards any I
oard

Private IOT/IOE Device l.
and/or Dashb

\J

\\

-

Sensors Snap4City (C), October 2024 o
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Snap4city Platform
Data Shadow

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

&

Towards any IOT Device
and/or Dashboard

Snap4City
|OT Brokers

Managing Public and /O

Private IOT/IOE Devices
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Azure IoT AWS Google IoT
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Azure IoT AWS Google IoT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
|'applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specific
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
allacommunityed  accesso ad eventi

eventi

Azure IoT AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
Servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
i vari servizi. si interfaccia agli
altri servizi
P
@ REST REST REST
Protocolli MQTT, ,!EQ’
MQTT©
Wﬁ%}; L(";‘I?]t MQTT, MQTT on MQTT, HTTP
WebSocket, HTT
WebSocket, — @
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, IAM, Amazon JSON Token,
X.509 Cognito, Federated, [AM, X.509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, 1I0S, Javascript, I0S,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
tarter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

7170



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Prot 3 MOTT, AMQP, MOQTT, MQTT MQTT, HTTP
SQL MQTT on on WebSocket,
—— - WebSocket, HTTPS
Big Data Q / / HTTPS,
C\_.—_. AMQP on
4
Data Visualization @er Bl 9 O WebSocket
Artificial Intelligence < Telemetry, Query,  Telemetry, Query,  Telemetry, Query,
& ?( —>< Notification, Notification, Notification,
. Command Command Command
Intelligence API Language, Speech, .
Vision, Knowledge )( P \
Azure IoT AWS Google IoT Azure IoT AWS Google IoT
Prezzo  Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di conﬂg_ural'e sC allng_ automatico
messaggi scambiati connessione del dati scambiati medl_ante automatico
dispositivo funzione
Azure IoT AWS Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 99%, nella fascia fino al
. 99%, al di sotto 99%, al di sotto 95% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS viene viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, X.509 Federated Identities [AM, x.509
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AWS SERVICES

Py it RULES ENGINE With these endpoints you
F 5] sform device message an deliver message
ESSAGES MESSAGES 0 - =TVICE
" Ee— q >
\ 2z
: o el
AWS loT DEVICE SDK : AUTHENTICATION DEVICE GATEWAY
Set of dient libraries to connegt, - & AUTHORIZATION Communicate with devices via
henticate and exchange megages - Secure with mutual MQTT, WebSockets, and
authentication and encryption HTTP11

: APPLICATIONS
DEVICE SHADOWS Applications can connect to

Persistent device state shadows at any time using an AP

' during intermittent A
connections :
d ..............................

= =

REGISTRY

4 ssign a unique identity
to each devices
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AWS SERVICES

MESSAGES

[ A

AWS loT DEVICE SDK

Set of dient libraries to connect,

authenticate and exchange messages -

e~ T

,/'—\ 7,

GES e ) V.
\ Y
. TEa

AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
\—Seeurewithmuidsl_— MQTT, WebSockets, and

authentication and encryption HTTP11

| MESSAGES
2 q ......... D

. APPLICATIONS
ah f DEVICE SHADOWS Applications can connect to

U Persistent device state shadows at any time using an AP
@ during intermittent : A
: <

REGISTRY

Assign a unique identity
to each devices

connections

. AWS loT API @
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Azure loT Suite remote monitoring

Azure m

Active .ot b Bing maps

Directory

Web App
hosting

Solution

Console
Storage blob DocumentDB

v L .
RUE W,

erad

Devices
Back-end

systems and
processes

Cé simulator loTHub  Stream  EventHubs \wah job hosting Logic App

Analytics EventProcessorHost
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Azure Microsoft loT (1

loT Edge
devices

User
management
Ul reporting

<
and tools @
Azure AD
|||| «

Visualize data and learnings

D —

Device

management

loT devices

D E———

Cloud Stream processing and Stream processing . BUSIHE§S
gateway rules evaluation over data B~ integration
> SA > @

p

Bulk device

rovisioning
.’%-\.
&

loT DPS

Things

-
] > Stream .
kL Analytics Logic App
loT Hub A
Data Warm path Cold path Machine
transformation | store data store store learning
m— pr—— — b
& ®
+ Azure Machine
Function App Cosmos DB Storage blob Learning
Integrate with business processes
Insights Action
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Google 10T (1)

Sensors

E:

ESF 32

E:

ESPEZEE

Report and Share

™ Google CloudPlatform
Business Analysis

Google Data Studio @ o0

Ingest Data
Report Users

MOTT
Pratocal

/

Webapp
Firebase Hosting

[o

Ceskiap and
Pkl

Cloud Functiop

Cloud loT Core Cloud Pub/Sub

BigQuery

Firebase Database
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Data Lake

Azure Data

Laoke Storo Cloud Storage
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Data Explorer

“ Stream
Databricks “ Analytics

Azure ML

DataPrep DataFlow

O O
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& _ .

Glue ETL ‘_._
] S5
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Analytics
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Preparation & Computation

: e © o :
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( ;g!ﬁ_ EIP-SCC [ Raronost

ff/\ @5—; [L; l;JCl; Y[E ;%?LIJ’I[‘)AI QRITIMNEN’EDIO DISTRIBUTED SYSTEMS
P h;: FIRENZE | Befi& mzone | 1GNGEEEs e
Living Labs
* Serve as a City Dashboard, App User Interface, etc.
— Real time and historical data, any device, sensors and actuators . :I =
etc. D |t B el O
for Cities

— Sensors, KPI, maps, data trends, real time data, charts, etc
— Multi domain, smart city + industry 4.0 scenarious

» Referral / historical data, and Open Data:
— shadow, access (API, storage, any protocol), production of OD, export

* Data Driven Real Time communication & processing
— |OT Applications, |IOT edge, multiple operating systems, embedded systems, MicroServices

— in/out data driven from/to the field into: applications, notifications, etc

* Data Analytics: Machine Learning, statistics, reasoning,
* Serve as Living Lab: open innovation, co-working; collaborative work; sharing: data

processes, dashboard, experiences, solutions,
Experimented on large scale cases



S 2. | UNIVERSITA
@1%? proti ot | AR | e
nf&/n“ NFORMAZIONE TECHNOLOGIES LAB ? E I P S C c Eu
Network
h!"— of

Open Source based 100%
— Open Standard for communication and API for In/Out g mlm

Interoperability: protocols, internal API, Smart City APl,cc.
integrate with legacy conditions in place, modular, reusable,...

— Open to proprietary protocols as well, any protocol, any format
Data driven, for reading and data analytic

Scalable, Robust, Distributed and Decoupled, modular,
Service Oriented, open to external services and data sets, big data

Heterogeneous: any device, private and public, custom and..
Security by Design: HTTPS, TLS, ... compliant with EC

User Centric Design: privacy by Design (and GDPR), personalized,
personal data management, ...

‘IE}I ul[lﬂ!i



?‘ [L;[PICI;YIE ;{TéLlJ’I[‘)P; DI N FO D STR BUTED SYSTEMS
F[RENZE INGEGNE lA D INTERNET
DELLINFORMAZIONE TECHNOLOGIES LAB Eu
gj’,;_ EIP-SCC  Network of
- Living Labs
[ ] L[] [ ] [ ] .
 Managing private data together with public data 2D ﬂlml
* Private data management according to GDPR for umﬂs;

— Browsing, downloading, controlling rights, delegating access, revoking
accesses, etc.

— Keep them safe

Secure enough to delegate management of data regarding public
security:

— Data that could be used against us by some terrorist, or anyway by someone
with some bad intention, for example to access in our home when we are far

away, etc.
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UNIVERSITA N [ "
DEGLI STUDI IRFTITlm\J‘E Dlo DISTRIBUTED SYSTEMS d s N A p4IN DUSTRY
FIRENZE | S8\ kmazione | TECHNOLOGIES Lag

Mob / Web
TT—HTTPS HTTPS & Apps
@ loT < E‘Q loT <
Devices HTTPS = HTTPS Firewall, | HTTPS = wss |°D hpoard
—NEioT k=] o1 |1l K=| [ puilder

Broker

Edge Context Ap ‘—/II HTTPS

Aggregator and - . .
distributor: Via MlcroSeeres:
On premise Cloud computing
computing
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/\\\h 7\00 UNIVERSITA DINF ‘ * '&.m
S | peustn | DINEO | L v s ey
e & FIRENZE I[')\'ELL 'INFORMAZIONE | TECHNOLOGIES LAB CITy s ,aalﬂ. ]

LISy r\\‘\ P

End to End security e H2M
— From IOT Devices to Dashboard (user interface) * M2M

/7

loT Devices
(sensors, actuators)

im X
/

loT
GateWay
\_/

toT
Context
—Brelers—

loT
Directory

Dashboards

loT App
e

loT Edge

uw

and storag

Security and Privacy Management

Snap4City (C), October 2024



UNIVERSITA | DINIFO | DISIT https://www.disit.orqg/

DIPARTIMENTO DI DISTF!IBUTED SYSTEMS

% | FIRENZE | oefiFohimaone | fEsinoiodies e Paolo Nesi, paolo.nesi@unifi.it

Snapd4City Arcnitectures
https://www.snap4City.org  https://www.Km4City.org

Parte: 4b
(2024)
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100%
OPEN
ODURCE l

Powered by
& FILARE

FREE
TRIAL

PEN Test
Passed

BPHEU GDPR
'?,/.‘ COMPLIANT

¢“SNAP/

Appliances and Dockers

Installations

“3  SciEce cLoun

=S

Node-RED

@roundation
EQ15

digital ecosystem

<X

NVIDIA.

UNIVERSITA
DEGLI STUDI
FIRENZE

F"@g

&

DINFO
gm0
B e

pisit oo
i CVSNAPAcy

Digital Twin Solutions for Sustainability

OPERATION AND PLAN - CONTROL ROOMS - DECISION SUPPORT SYSTEMS - WHAT-IF ANALYSIS - OPTIMIZATION - APPLICATIONS

+ DEVELOMENT ENVIRONMENT

SMART EMNeRGY ANL ENVIRONMENT AND X R AND METHODOLOGY

TRAINING COURSES
*LIVING LABS
» GUI CUSTOM STYLES
+ FULL APPLICATIONS, DASHBOARDS
D VIEWS
MOBILE APPS

API - MICROSERVICES - GIS - BPM
VIDEO - REPORTS - MAPS -3D ...

i " | m
EXPERT SYSTEM, KNOWLEDGE BASE : ‘M‘““@-XJ“-
SEMANTIC REASONING BIG DATA ANALYTICS, ARTIFICIAL INTELLIGENCE
SMART DATA MODEL EXPLAINABLE Al, MACHINE LEARNING, GENERATIVE Al
10T DEVICE MODELS, STORAGE OPERATIVE RESEARCH, STATISTICS




o e« o Ea Lo f e e O CCSNAP4CITV
Data Driven Decision Support = = a4 - 25

* Decision Support system
* Assessment / Strategies

* Data Rendering, visual
analytics

* Data Processing

* Data aggregation, Storage,
indexing

* Data Ingestion

UNIVERSITA
DEGLI STUDI

FIRENZE

DIPARTIMENTO DI
NNNNNNNNN
DELL'INFORMAZIONE TECHNO!

2 \#
o\ Y A = DIS

N\l = AND INTERNET

& LOGIES LAB
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ivEsTA DINFOQ  DISIT ; T
WEEEIOY QRO SRR, SNAP/ i
F I R-E N Z E DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE CITy §

AND TECHNOLOGIES LAB

1

Digital Twin Development Platform

Wl I I D D D D D D D D D D B B B B .
Snap4City Microservice Platform

’

7 Things Edge 4
)5 " : % Proc.Logic v v"‘
R[ i

GW
Is Sensorsand Y
=’ Actuators Dat

— Data Knowledge : ?
4 ' Analytics:
) Ingestion Bases &

. HUB St MLOps,
o External orages ML, Al

Services

4 MicroService Based, Proc.Logic
& Server-Side Business Logics, SSBL

Web/Mobile Apps
Dashboards & Interfaces

<€

--------------------'
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Ingestion, agg. = exploitation

* Snap4City efficient
tools for

e Bidirectional data
channels

* Any format, any
channel, any data, any
broker, any protocol,

* Km4City Knowledge
base Ontology reasoning
on geo, space, time,
relationships

Snap4City (C), October 2024
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IOT Device |
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OT Device

Sensors/
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SEER UNIVERSITA
\° DEGLI STUDI

Yl | FIRENZE

DINFO

NNNNNNNN
DELL'IN OMAZOE

Web Scraping )

OS] (oo —

DataGate
¥ickan

GIS data, Maps, .
API, ExternaISerwces

External Data Stores @ _
ALD LoD ()

CUSNAP4CITY

i €Y SNAPAcy

My Files

@ user-analisi-v2-0.xlsx
@ user-analisi-v2-0-anonymous.xlsx

ﬁj users-analysis.xlsx
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DISIT

D éSNAmcny

sl
i) | FIRENZE
o) N7 "
:u\‘\

Expert System semantic queries

* via:

* Smart City API
for
Apps and third
party

* MicroServices
data driven
develop via
visual language
Node-RED

o D e e e ek

https: //www snap4city.org/19
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High Level Types I E—— ¢“SNAP!crry
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* POI, IOT Devices, shapes,.. r—
 FIWARE Smart Data Models, i T4y
* loT Device Models g i
* GIS, maps, orthomaps, WFS/WMS [
GeoTiff, calibrated heatmaps, .. [ e e )
 Satellite data, .. R _ : :

e traffic flow, typical trends,
* trajectories, events, Workflow, .. fez “ , ,
* 3D Models, BIM, Digital Twins, .. |~ S T E e
e OD Matrices of several kinds, .. | == L), /e ‘ e ey
e Dynamic icons/pins, .. -
* Synoptics, animations, .. %
* KPI, personal KPI,.. e
e social media data, TV Stream, iy
* routing, multimodal, constraints,
* decision scenarios,
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Solutions: reliable, secure and fast to realize

IOT and data World

IOT Applications

» Via Snap4City tools S, &
e Dashboard Wizard By

 Dashboard Builder
* Data/Visual Analytic

 Smart Solutions results to be
 Real time data drive
e Secure end-to-end

Dashboards and Apps

GDPR compliant
Reliable, interoperable
Auditable, marketable

61-75
76-90

N 91-105
B 106125 §
B 126150

| ESE
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Data Analytics on Snap4City platform thon _ C¥SNAPLcry
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MicroServices

Ontology Schema LOG.disit.org
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3 @u Big Data
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Using them into
|OT Applications

Smart City APl from Knowledge Base and other tools
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Data Analyzer: DevDash
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ifferent Themes C*SNAPcrry

o= Firenze - Trafair - AirQuality Heatmaps il m it FIRENZE - TRAFAIR - AIRQUALITY HEATMAPS -

This dashboad contains data derived from actual sensors and predictive values under validation Sun 25 Oct 18:52:.00

Tue 3 May 20:42:51
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it wwrg
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UNIVERSITA DINFO
DEGLI STUDL ' o5 arivento oi DISTRIBUTED SYSTEMS AND
FIRENZE  INGEGNERA INTERNET TECHNOLOGIES LAB
DELLINFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

ko “SNAP/ciry :;1

UNIVERSITA D N o

DEGLI STUDI DGHF\I!HM:NEIN DISTRIBUTEDS?ST‘MS
7 E INGEGNERIA AND INTEANET

F [ R.E N Z h DELLINFORMAZIONE TECHNOLOGIES LAB

¢“SNAP/ciry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www.disit.org with its Snap4City solution
Shap4City:

*  Web page: Hitps://www.snap4city.org

*  https:/ftwitter.com/snapdcity

*«  https://www.facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifiit

Phone: +38-335-5668674

Linkedin: https ww.linkedin.com/in/paolo-nesi-849bas1/
Twitter: httpsy
FaceBook: https

[]

8]

[]

.com;/paolonesi

v facebook.com/paolo.nesi2

[]

(P T

w

i ‘Pém-

¢“SNAP/ciry

 https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

UNIVERSITA DINFO
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
FIRENZE e INTERNET TECHNOLOGIES LAB
DL LINFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

DINFO

* Powered by

5NAD4Tech

Development Llfe-Cycle

From Snap4City:

* We suggest you to read the TECHNICAL OVERVIEW:
o https.//www.snap4city.org/download/video /Snap4City-
BlatformOverview.pdf

* https dsolutions.org

ebook.com/snapdcity
s  https:/fwww youtube com/channel/UCItACOPEbNbasf2-udvandg

Coordinator: Paclo Nesi, Paclo nesi@unifiit

DISIT Lab, hittps://www disit org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, ltaly
Phone- +39-335-54A48474

'.'\I\II II
EC

|
FIR I‘\/l

DINFO ‘
LU

SNAP/ciry |

https://www.snap4city.org/d

-lmg
«’ém.

ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Snap4City (C), October 2024
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https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

https://www.snap4city.org/944

On Line Training Material (free of charge)

¢“SNAPciry @

Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
: e Data Ingestion |System and Deploy| Smart City API: |Design and Develop
Overview Dashboards IOT App, IOT Network| Data Analytics ProcesSes Y Web & Mob. App Sriiart CHRORS

Snap4City (C), October 2024
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https://www.snap4city.org/944

UNIVERSITA | DINIFO | DISIT https://www.disit.orqg/

DIPARTIMENTO DI DISTF!IBUTED SYSTEMS

.'; FIRENZE E‘&E?Hggﬁqmoma PECHNOLOGIES LAB Paolo NESi, paOIO.neSi@unifi.it

o s o 2 ’ . L. °h°a
Interoperability

https://www.snap4City.org  https://www.Km4City.org

Parte: 4b
(2024)

SOME RIGHTS RESERVED
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https://www.disit.org/
mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES
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Technical Architecture C*SNAPlary

/
Front-End —

Entity Directory: APl Manager Facilities Applications
Smart Data Models - , _( Traffic Optimiz. )
loT Data Models Federation — Scenario Editor l

. . Smart City API ) =g [ TrafficLightPlan ]
Digital Twins ( Business Intellig. '

<« 0penSearch |||  cse | (PublicTransport |

| storage I f Dashboard Bld | [ Parking Mng'l ]

P—. G| | & Manager Lighting Mng. |
KB, graph L1 [
[ CustomThemes ]

110 o
on T

Building Mng. ]
|

-v GeoServer [ Entitylnspector ] [ Synoptics

Q k(}) BIMserver.center [ Data ManagerS ] [ KPI Support
MobAppSu or
f [ pPPSupp

t t @ python [

Environment ]
[

Waste Mng. ]
[

Node-RED

[
[
[
] [
][ Sharing/pool |
SerwceMap ][ I
)
)|

Social Media 1 \ Studic Energy Mng. | ]
> HLT M -
BIM GIS — - anager
Gateuays, sefgii Artificial Intelligence: [ Jolile Mng'l )
External Services : MLr AI' XA|, DA [ =10 RE] Twm Mobile APPS ]
Web Scraping On Edg loT App ; — : _
Tv CAM streams On Cloud vent Driven [ Market/Sharing Place |
| |

Third parties solutions

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... ‘
2024/8 [ - >/




Standards and Interoperability (10/2024) ""SNAV

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, En Oean,
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, ....

*  Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv.orq/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

 Events: SMS, EMAIL, CAP, RSS Feed, ..

e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

@ 5 E@AS
@F“"da“" Q’FI AR bee smart

Node-RED g q |G X dugutal ecosystam

" sigfox

partner network
i [ et srun: | DINFO

3

% | FIRENZE

1}

Y ckan  HGIL @esri taia My sciEnce cLou

Pl O § OF T
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

UNIVERSITA DINF
DEGLI STUDI DIPARTIMENTO Dlo Rﬁgmsgﬁoﬂsvsmtws r [ | | 7 o a Y «
Fl RE N Z E {)ELL??\TFORMAZIONE TECHNOLOGIES LAB 1S B Lt G / | S0 G P

loT Device Models

* Position: .......

¢“SNAP/crry [

loT Device Variables

dateObserved.: ...........
ID:

Status: ready
Temperature: 70%
WaterlLevel: 35%
UsedCapsBox: 30%
Power: OK

Conceptually are loT Devices with sensors/actuators, IN/IN- ..

OouT
They are classified in terms of nature/subnature

For Searching and showing on maps and dashboards
HLT of loT Devices can be:

E Advertising +

m AgricultureAndLivestock +

ﬂ CivilAndEdilEngineering +

g CulturalActivity +

EducationAndResearch [+
+

a4
m
e
E
a

Envirenment +
FinancialService [+

u GovernmentOffice +
ﬂ HealthCare +

@ IndustryAndManufacturing +

aaaa

ceoeaeaaac
EEEEEEEY

— loT Device Models, for example: «personal coffee machine» E
— loT Device name, for example: «mycoffemachinel», «cCM23»

— loT Device Variable, for example: «Temperature»

Snap4City (C), October 2024

m UtilitiesAndSupply +

u Wholesale +

m WineAndFood +

106



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

RTIMENTO DI
INGEGN
DELL INFORMAZIONE

DISlT ~ L)
 ¢YSNAPlamy

e Aset of data coming from an loT Device
with multiple sensor become a time series
of values for devices.

— For example: taking a new measure every
Sends a 10 minutes (Red Lines)

message — Non regular rates can be valid data as well.

kP

* Each new measure in Snap4City is
Message conventionally time located in
timestamp: 02-04-2020 at 10:30, «dateObserved», which has to be Unique.
Temp,e_rature' e — Only one message per dateObserved is
Humidity: 35 allowed
)
02-04-202010:30 34,5 23
02-04-2020 10:40 36.5 24
02-04-2020 10:50 36.0 22.5 TIME

Snap4City (C), October 2024 107



i — x T T
DINFO (DISIT , BE-
DIPARTIMENTO DI DISTRIBUTED SYSTEMS m
INGEGNERIA AND INTERNET ‘
DELLINFORMAZIONE TECHNOLOGIES LAB - &0 u
1 ~ J '
r r r r r J ( r r - - ar r - - r o e 4 e a & K
( ( a’ a ) ) = ) — = -
_J A = O _J & O J _J / - _J ] - 5 g A J _J - A

* As soon as you have registered an loT Device
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
 recalled in PULL with some loT App.
* Loaded in PULL with some File or Data Table Loader

NOW!
Past, historical data.... Future! ... predictions

——
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UNIVERSITA E , 2
DEGLI STUDI gnlngﬂo Dlo E;qsgm?ggﬁ%s"vmms Y. r. - r , \ 7 1T af =Y - [::141(3'”]
FIRENZE | D§tEoimazione | TECHNOL OGIts LaB A AA".L" - " A "R o s CITy 0 €

Mobile Device Variables
 |D:

 dateObserved: ...........
e Status: ready

s 6> S gl ol 35
Mobile Device Models . |I:I/|ame:-“m * Velocity: 231,3 Km/h
* Model:..... - Position: 44.3223, 11.3432
* Spec ¢ ..
* They are a special case of loT Devices 8 s
— they are managed as loT Devices in the system Ir———
* They are classified in terms of nature/subnature e T
* For Searching and showing on maps and dashboards, they are % §
different o
HLT of Mobile Devices can be: iR

m MiningAndQuarrying +
ShoppingAndService +

— Mobile Device Model, for example: «sedan» 4 :

TransferServiceAndRenting +

— Mobile Device name, for example: «BMW JD7356HD», «Ford KO786KK»

u Wholesale +
° . ° . m WineAndFood +
— Mobile Device Variable, for example: «velocity»
Snap4City (C), October 2024 109



UNIVERSITA Y[} b
DEGLI STUDI I%%Inﬂg Dlo R}fgfﬂ?gﬁﬁ% TsYSTEMs N A p 4 [::]‘”C”Y
FIRENZE | DSt kmazione | TECHNOLOGIES LAB CITy - ,@m'

Sensors
* dateObserved: ...........
* |ID:
; e Status: ready |
Sensor Device * Temperature: 70% G riverim
* Name:..... * Waterlevel: 35% Jim——
* UsedCapsBox: 30% B culturalactivity + ] _
d MOdEI ...... EI EducationAndResearch + IEIEd lllllllll dResearc h
- * Power: OK ] it e
* Position: ....... . D B
..... [ environment gm
U FinancialService + B pre
gGo ernmentOffice + g:
] ] . HealthCare + 5]
They are classified in terms of nature/subnature
. . [} MiningAndQuarrying +
For Searching and showing on maps and dashboards B s
HLT of Sensors/Sensor-Actuator can be: - P
. . B wholesale +
— Sensor Device name, for example: «mycoffemachinel», «cCM23» (B winendeood

— Sensor/sensor-actuator is a variable of a Sensor Device, for example: «Temperature»

They do not have a model, while, in KB, have a reference process from which their
real time data are collected from the field, from gateways, etc..

Snap4City (C), October 2024 110



UNIVERSITA DINFO DIS'T h

DEG L] STUDI RTIMENTO DI DISTRIBUTED SYSTEMS

FIRENZE | Recenema” " | SgnEaer "0 CITY
[-I

POI, Point of Interes -
y DINT OF INncerest @ rcommutotn
m AgricultureAndLivestock +
- g CivilAndEdilEngineering +
i g CulturalActivity + . .
¢ Th ey dare Piazza Santissima Annunziata - P mm i e
9 : ]
. o . LIMKED OPEMN GRAPH & environment [+ E',,; )
— classified in terms of nature/subnature Name: 775icaedSebco2af22i13c260aab5 e Qo+ E;;f =
Nature: CutturalActivity B Healthcare + g:;;; -
I I t H .th d .f. d Subnature: SQUEFEE @IndustryAndManufacturing + E'_’" te_) “Dh school
relevant services wi coairie K rotoevice

| Digital Location | ) vininganduarrying &
. . M E ShoppingAndService +
- to simplify the massive I e

ﬂ TransferServiceAndRenting +

management of huge amount of POls City: FIRENZE - Jiir—

Pr-D'l.r Fl E Wholesale +
PthDS m WineAndFood +
'_L_ _l‘_ il ‘, ——

— mapped on Knowledge Base on
specific GPS location

- - [} ! h.l
— DO nOt move Over tl me Ijéscriptinn: Al centro della piazza compare |a
statua equestre di Ferdinando |, Granduca di

represe nted aS PI N Toscana, opera del Giambologna e le due

fontane marine di Pietro Tacca. Incorniciano lo

spazio pubblico, colorato di scene di vita
fo r Va rl a b I e quotidiana, monumenti di vario genera: Palazzo
Grifoni; il portico della confraternita dei Servi di

Ove r‘ t| m e Maria, opera di Antonio da Sangallo e Baccio d

Agnolo; Ia chieza della Santiszima Annunziata
con il portico del XVl secolo; | ospedale degli

* May sporadically change over time innocenti de Brunelieschi
i
B || B 1~ SO R 2 Dt 2
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UNIVERSITA
DEGLI STUDI

FIRENZ

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

. w o >
DISTRIBUTED SYSTEMS
AND INTERNET I y
TECHNOLOGIES LAB CI

* POI: point of interest

Regular Services | Transversal Services

* type: macro (nature) and subcategories (subnature)
* Position: GPS, address, telephone, fax, email, URL, ...
Bl path +

* Description: textual, multilingual, with images, ... pce
* Link to dbPedia, Linked Open Data %

B top
* Links to other services | i:“
* Real time data if any: sensors data, timeline, events, | E
prices, opening time, rules of access, status of @ ruct waion

services, status of queue, etc..

* See transversal services on ServiceMap |
— Regular and in test platform z'

aagadae
c

a4adadad

Police_headquarters
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UNIVERSITA DISIT "'Iim,
DEGLI STUDI innﬂwfmo bISTRIBUTEDSL;STEMS
FIREN ZE g\‘ELE?NFORMAZIONE ?ggl-llrlleELO'\é;ElESLAB CITy ‘_-..asﬂlg
. ) \ - —) \
- s od a1l = d o= -
Data Ingestion Stragey

), -
* Structural Data: Maps, orthomaps, geolocations, roads, etc.

— Typically arrive as database, GIS data, etc.

— Suggested approaches: loT App, OSM - SM, ETL

* POI (point of interest): info point with geolocation as services,
museums, restaurants, banks, email, urls, etc.

— Typically arrive as: excel files, GIS data, etc.

— Suggested approaches: POl Loader, loT App, ETL
* |oT Devices, Data Tables,... (Devices and Virtual Devices/KPl), including

— Description, including geolocations, etc.

— Time Series: measures that change over time,

— They can also move = loT Device Mobile, Data Tables

— Typically arrive as:

* Aset of data coming from an IOT
Device with multiple sensor become
a time series of values for devices.

Sends a * For example taking a new measure
message every 10 minutes (Red Lines)

* Each new measure in Snap4City is

Message ( conventionally time located in
. . . | | t|mestamp:0'2-04-2020at10:30, «dateObserveds
* description and real time values or additional values . Lemmf;f;u;;vzm
* Excel files with description and data all together - e
— Suggested approach: Data Table Loader, 1oT App, Brokers, ETL g;*;j;;g;gigjg 3:;
* |oT Brokers also send data in real time 020420201050 360 225 Tive
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User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7 |
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| Public transport l Municipalities | Text Search | Address Search | Events '

Service Map (Toscana)

- — - 5
_ Hide Menu Serviceuri: http w.disit.org/kmd4city/resource/METRO758 - Hide Menu | e
Name: METRO758 |
'ue G‘\N‘"a\e Nature: TransferServiceAndRenting I

Subnature: SensorSite

| Regular Services y Transversal Services -
Address: Lavagnini dir. Viale Strozzi (38) 3

[ 3

Select an agency:
‘ - Select an Agency -

v ‘ Pasticceria DBpedia: "Spartaco_Lavagnini

My Snap4City.org % Select a line:

. Accommodation +
| ‘- Select a Line - v avgDistance Not Available
Dashboards | Select a route: 1
d W iblio avgTime 14.291604
My Dashboards in All Org. { Select a bus stop: g Not Available

Dashboards of My Organization

My Dashboards in My Organization lisdom
- ripar

L
3
B
2
| [- select a Bus Stop - v e
)
Q
3

i Position of selected Busses

Caffe Marzocco De/Select All

Property/Value Type Value

—

825

| Structural

13440

29613344

D b Actual Selection
M t Ki
e |’75ervice: METRO758

Not Available

e : information

@ Civil_protection

| 3
| =
I a Biblioteca dell’ lsmulo

My Data Dashboard Kibana

Extra Dashboard Widgets ¥

— P (o —
Ponte degli Alpini

Via Venti Settembre speedPercentile Not Available

Bianchi

Coast_a
Pt

119.0967

Notificator S-mrz‘ﬂ'/_—f VrateFppo-Ste

Data, my Data, OpenData ¥

Knowledge and Maps »

M Service Map (Toscana)
Service Map 3D (Firenze) n
Helsinki Service Map Porta Soccorso

7 alla Campagna
Antwerp Service Map

Garda Lake Service Map 4

s avista igli
Cagliari Service Map L Padiglione Arsenale
Lonato Del Garda Service Map

Valencia Service Map

Load WKT on ServiceMap (Toscana) |
|

Load WKT on ServiceMap (Antwerp)

Porta Mugnone

- |
Iresource/Firenze 1610780220000 H‘ |cam Palazzo Le Monnier Ca@Medxcen 1
- d

e = = oBIC_safety
Pop malyLev 101.56053 BTPs_of_forest_rangers
—(lale 0 Strozzi 5{,‘§ 3 A Emergency_medical_care
ﬁﬁ) &6 ibli - S £ emergency_services

Fire_brigade

First_aid

.
ala della Ron

POI

@ Italian_finance_police
s

Sala delle Nazioni

.
Polveriera

StudentHot v @ . 3
nzeLavagnl A 5 A overnmentOffice +

Ufficio Imposte HealthCare + ‘
.
tOdio Legale Avv.

éhppu Pistone

S. Caterig

Padingpadolini

IndustryAndManufacturing +

IoTDevice +

&

=

U
‘ m MiningAndQuarrying +
| m

0

.
Fortezza da Basso

N
N
N
N
(]
N
N
M Pont Du Gard Service Map Padiglione delle Ghiaie O =) im ShoppingAndServic
M Dubrovnik Service Map 2 oW 4 o 2 lesa di Nostra Signora ) Hotel Cimabue ‘
Laboratori dell'Opificio a BastioneCavanialia del Sacro Cuore Carrefour Express rviceAndRenting +
W WestGreece Service Map le Pietre Dure |
: Rortaakaenza X S UtilitiesAndSupply + 4
W Mostar-Bosnia Service Map . ) F\\-‘ppoS\roﬂ. = ,\25 | Q -
Porta Santa iale shi Malaspin S Il Vegetariano alazzo Pandal
W Svealand Service Map Maria Novella E alaspina 3 m WineAndFood & ‘
W Fom senice Hap a? : y Map: Struct.
. PRI S
W Pisa Service Map - Hide Menu t | Fitter: . . ‘ I
T { Casa dello Studente Sar Glotanning { ]search text into service .
{E8ng Weather Forecast for Mucipality of : FIRENZE jieitatte ' : nrormation
N Service Map 3D (Antwerp) ‘ Saturday Sunday Monday Tuesday Wednesday ‘ Ospedale Sarta Chiara ] = 28 ) |
W Service Map 3D (Helsinki) | e Hotel Piccadilly = Cloisteroftheq | N- results: [500 v
~ | - 2 Residenza la Rondini
Producing POI triples for KB . |
Search Range | 2 km
R Load WKT (i ’ bit cloudy overcast cloudless cloudy overcast v m h 9 ‘
oal on ServiceMap (Helsinki) 2°C I aCITC 3°C/6°C 5°C/10°C Y Search Area
1-01-1 Caffé Noir & 5 select v
N w.disit. org/km4ci ]
N

Tourist House Liberty

Mimeriunnl | QIO .
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* POI, IOT Devices, shapes,.. r—
 FIWARE Smart Data Models, i T4y
* loT Device Models g i
* GIS, maps, orthomaps, WFS/WMS [
GeoTiff, calibrated heatmaps, .. [ e e )
 Satellite data, .. R _ : :

e traffic flow, typical trends,
* trajectories, events, Workflow, .. fez “ , ,
* 3D Models, BIM, Digital Twins, .. |~ S T E e
e OD Matrices of several kinds, .. | == L), /e ‘ e ey
e Dynamic icons/pins, .. -
* Synoptics, animations, .. %
* KPI, personal KPI,.. e
e social media data, TV Stream, iy
* routing, multimodal, constraints,
* decision scenarios,
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/
Front-End Applicationq
Facilities

) . [ Traffic Optimiz. ]
| Scenario Editor '

Technical Architecture

e —

Entity Directory: P
Smart Data Models -
[ Fefratlon

loT Data Models

. . Smarit City API =g [ TrafficLightPlan ]
Digital Twins ~—_— ( Business Intellig. . '
5’/ OpenSeaI'Ch CSBL | PubllcTransporIt ]

EFl I .
GQ@H | storage | (Dashboard Bld | L_Parking 'V'”g-l ]
Q - | &Manager | ( Lighting Mng. |
‘ KB, graph \ - [
[ CustomThemes ]
/ @ GeoServer [ Entitylnﬂ{ector] [ Symoptics T
Nmr—_’l)/ata/ﬁlanagers ] | ki Support

e e

Node-RED

Building Mng. ]
|

Environment ]
[

Waste Mng. ]
[

[ MobAppSuppor

t t f‘:pgthon" [

]
]
Service Map ]
]
]

Social Media dic Energy Mng. | ]
am g5 € P : )_ >tudio [ HLT Manager Tourism Mng. |
Gateways, saﬁﬁ”iﬁﬁ Artificial Intelligence: |
External Services ML, Al, XAl, DA [ 3D Digital Twm

[
[
[
[
| Sharing/poolI ]
[
[
[

Web Scraping On Edg
Tv CAM streams On Cloud

' Mobile Apps ]
loT A . \
Event Driven [ Market/Sharing Place |
e

Third parties solutions

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... ‘
2024/8 [ - >/




Standards and Interoperability (10/2024) "’SNAV

Compliant with:

e loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Eno€&an,
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, ....

*  Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv.orq/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

 Events: SMS, EMAIL, CAP, RSS Feed, ..

e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

S8 Ny e -
- Foundation "~ FI AT E@ls — -
=5 @ \— bee smart city

Node-RED g q |O X dugutal ecosystam

" sigfox

partner network
0% | praristuni | DINFO

3

% | FIRENZE

Y ckan  HGIL @esri taia My sciEnce cLou

Pl O § OF T

SSSSSSSSSSSSSSSSSS
NNNNNNNNNNNNNNNNNNNN
DELL'INFORMAZIONE | TECHNOLOGIES LAB


https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

Federation of Smart City Services C SNABicr

Semantic Reasoners  -rs5S

KKKKKKKK

, »Cbg[ﬁ IIIII

=5 * Km4City Semantic Reasoner

- [t
Area l e

City API

A ServiceMap interoperability

Epraesadian I * Seamless for multiple
\ Kfiie _{Cﬁl'-’-- City API Mobile APPS

* Smart City API

Tl o
g | Kﬁjéﬁi U' citr;‘:\rPl - “ up er:
Area3 porp— —s distributed access and
- S F Smart City API sharing services

************ * Each city control its own data

Pl smart city e Final user can pass from one
y Klﬁé( oy API . P ;
city / area to another in

D e IndEpEndent'service’ SN - - T seamless manner: without
changing the mobile Apps

Snap4cCity (C), October 2024 120



unvizsiia | DINFO | DISIT ; T
DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS m
FIRENZE | S53E oo | SN e CITY .

Dictionary for Data Fields

Semantics and Technical Meaning

=2 Resource Manager =

View Resources

Managing Resources

Process Models

Processes in Execution

Process execution Archive

Dictionary Editor for Data Fields...

U8 mmmip

Doc: Resource Manager

IR
LLECECLCLEU LR
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JMFJ%CJ Data and Serv
Semantic <Subl\la’ture 5
Nature SubNature
Technical meaning ,
/\/a]ue Unit
Value Type

\\/a]ue Unit

o SNAP4C|TV

5 Mlodel/Classitication
Exists a Dictionary for the 4
categories

They are related each other
and not all values are possible
Right setting lead to right
rendering on graphs and
automated combinations and
processing

The Disctionary is used by
many tools
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Technical meaning Vah';‘é""?fyp o
Value Unit Value Unit Data Type Data Type

Link to Friend Sensor as ServiceURI: \/glue Type

//' '\

Value Unit Value Unit Data Type Data Type

URL KW String, URL Float
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Example of Energy and its Value

Snap4City Dictionary Editor for Data Fields

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti.

Bollard subnature Bollard TransferServiceAndRenti... EE
Bookshop subnature Bookshop ShoppingAndService EE
boal value unit boolean dali_com_error, dali_dim... EE

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... EE
brightness_flag value type Brightness Flag string EE
broken_bikes value type Broken Bikes integer EE
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment EE

I
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* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

 Therefore main Data Types are:
— Float: numbers with decimals large as you like, etc.

— Integer: numbers, booleans (0/1), etc.
— String: url, links, names, id, descriptions, status code, etc.

— Json: structured data, vector, matrices, etc.

Snap4City (C), October 2024
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> > > THE FIWARE ©)

i

SMART CITIES REFERENC & -WWHRE

SMART CITY GOVERNANCE SERVICES |
T N \ E ?smm:a P:?T:t-'n Datasets) ?: ] ':mmplus' port)

= up| ﬂg g me asets, T ata Economy sup
&} 3 S < :

Complex Event Big Data Al Advanced peration
Processing Algorithms Algorithms Data Maps Dashh~Z,as

Extended Data Publication Platform (e.g. CKAN)

F) % o
STREET - Location PARKING - Location BUS . Location WASTE - Location SHARED - Location CITIZEN - Location
+ Traffic SPACE * No. Slots * Route BIN * Capacity CAR + Status CLAIM - Citizen ID

+ Pollution * Next stop - Level + Driver « Description
« Time next stop = Threshold

IdM & Access Control
APlinf Management
and Biz Framework

Keyrock/Wilma = AuthZForce

IDAS NGSI AGENT FRAMEWORK

Alternative loT Platforms System System System System
(e.g. Onem2m) Adapter Adapter Adapter Adapter

Lo =
1—@-" & P = Q E TM Forum
-Q:,-:'- social Smart Air Public Waste Business

Networks Parking Quality Transport Management Open APls

DEPLOYED loT NETWORKS, CAMERAS, ROBOTS OTHER INFORMATION SOURCES VERTICAL SOLUTIONS
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« Snap4City - Powered by FIWARE Solution & Platform:

« https//www.fiware.org/marketplace/product-details/?category=powered&id=snap4city-
snap4city

e NGSIV1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigFOX, etc.
see FiWare Https://www.fiware.org

* Snap4City - FIWARE Training Services:

. hgfps://marketplace.fivvare.org/pages/solutions/OSbcchZéaOe]b0398ba7a
Obf

 Snap4City - FIWARE Consultancy Services:

. Bttps://marketplace.fivvare.org/pages/solutions/907f5ecc63927f643dd8421

* Snap4City is compatible with all the above protocols
— via IOT Orion Broker, Powered bl—']

— via |OT Applications. < o

— via direct connection on ETL processes on their corresponding I0OT brokers, and/or

* Snap4City is also compatible with many other protocols, see the table reported in
page: https://www.snap4city.org/65
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https://www.snap4city.org/65
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Third parties solutions

[ A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ...
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A range of other

Data
Connect
ors

data sources

Directory

ServiceMap
Smart City API

Dashboard

Builder

Orion
Broker

A range of
Brokers
and
protocols
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Federation of Snap4City vs ORION Broker

J

¢ ’ SNAP4city

Federation Snap4City

4200:4200 BOETIHM g
Leap

8668:8668

27017:27017 Orion
Broker 1026:1026
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2, Node-RED

k: opupopen :
rwon o Node-RED
i e
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L =) b ) _ ] vehlﬂuw(ca.’h)[
- — (] timestamp service-info lJ o ;

= = =~  Data Adapation
E O o
| - Mrgmﬁ@[rm@it on, Conversion

o Integration, Interoperability
BusinessLogic vs Dashboards
Editing |IOT Applications Data A@@ﬂw‘ﬁ@g control
Everywhere: Cloud, on loT Edge Devices
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Node-RED

In the IOT Application of Snap4City, it is possible to:

— Execute flows that process data as: Event Driven, Batch (periodic or not)
— Create multiple concurrent Flows for each IOT Application

— Create subflows as macros to be reused

— Create Groups of nodes as macro

— Save/load, share, of nodes, flows and applications with other users via
* the Snap4City Resource Manager or
e with JS Foundation or
* via email, skype, file sharing in general
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Node-RED

* |n the IOT Apps of Snap4City, it is possible to Extend the
Capabilities:
— Load other Nodes, segments of flow and entire flows from several
sources: email, libraries, S4C repository, etc.
— Load other libraries of MicroServices/Nodes/Blocks from Manage

Palette
* Alarge set of Libraries of Node is available.
* The loading may have some limitations for security reasons

— Get more IOT Apps above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin
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Snap4City generasvg

User: roottooladminl, Org: NO de 'RED

Role: RootAdmin, Level: 7

My Snap4Cityorg

https://flows.nodered.org/

User Settings N

Dashboards

My Dashboards in All Org. Node-RED flows

L —

complete (0 >
=y View Nodes Install

My Dashboards in My Organization prwamnl
D
P — af

Dashboards of My Organization

Search library Sign in with GitHub

Extra Dashboard Widgets ¥ ‘ o amyeT
Notificator ‘mﬁ ¥ node-red
Data, my Data, OpenData ¥ — Palette % 113 NOde-RED lerary

O link out
Knowledge and Maps ~ T ‘ Find new nodes, share your flows and see what other people have done with
10T Applications ‘ comment | N Node-RED.

& node-red-contrib-amgp
 IOT Applications ® 101
v function

MicraServices for I0T Applications

Microservices from DataAnalytic R e
function Recent nodes see more (2005) »
10T Microservices for Final Users
10T MicroServices for Developers i m— ¥ node-red-contrib-amgp2 — - -
. % s ' £ Flow1 a node-red-contrib-ui-time-scheduler node-red-contrib-heatweb node-red-contrib-tasmot:
Doc: IOT Applications - e for e Nt R - i ) o i
How to Develop [OT Applications qQ change () Flow "e3924351 10037" : :
Create A MicroService from RestCall P )
: b E range ) Node-RED flows
IOT Directory and Devices ¥ P [
r 3
Resource Manager ¥ L —d * Sign n with Gittub
s )
Development Tools R e Recent flows
Management Q tigger ) ) . »
e You Like Big Cocks node-red-contrib-heatweb
Decision Support Systems ¥ fa- exec ¢ » Lik s . N
Settings ¥ q O
User Management and Auditing ~ _ 2 x
[ )
Help and Contacts * J— :’ ; ;
()| soap request ) ? . of nodes for interacting with Heatweb systems, handiing m pics, an
Documentation and Articles ¥ T;ir Frodes [ Recent collections
o sting 0
My Profile . , B L ) T 1ramizzle bla no 5 5
5 ¥ node-red-contrib-mds b - o)+ IUAHFAAHASFAR NG [T AL I b Pre-requisites
® 10
© node-red-contrib-snap4city-developer Install
. . .
© Two views of the same libraries
LY
Usage it [ e
neat network
Heatweb Connect Node
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- msg.payload

Import s4c

FPublic flow:
FPublic flow:
Public flow
Public flow
Public flow
Public flow:

RecommendationsForyYouz
SuggestionsForyou

;- TC2.7 {b) - 10T protocol Telemetry
;- TC2.7 (a) - 10T protocol Telemetry
;- TC2.5 - 10T application; IOT Discovery of sen

TC9.2 (JSON) - Managing heterogensous

Public flow:
Public flow
Public flow
Public flow

TC9 2 (XML) - Managing heterogeneous

- TC9.2 (HTML) - Managing heterogeneous

i
i
- TC9 2 (RDF) - Managing heterogeneous
i
- TC9.2 (CSV) - Managing heterogeneous

[{"id":"99d0cebk.66a7f "type""json","z"."18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y":110.000009536 74, "wires"
[["a65d77fc.50fee8" ]},

{"id":"3d04d6a4 80e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™" "topic™"™ "payload""[\"contacts\": [{\"contact\"

Import to

¢“SNAP/ciry

Clipboard
Library
Import S4C

Examples

Informa

(P T

o

u‘«7$m.

o,

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
MNode-RED website

Node-RED
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Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analytics

Statistic, Optimization
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

oS

Node-RED

Areas

Entities

Snap4City
Microservices

Proc.Logic
SSBL

Snap4City (C), October 2024

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations
Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

VPN remote access
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Smart City and I0T main needs

- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

Historical Data: search and access to data
collected over time into the smart city data
aggregator.

~
—
‘.0‘

Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

A

™~ | Advanced Dashboards: This means to have the

hibi | h0ssibility of developing a real user interface of
the 1OT App (to render and produce data for the
IOT network).

@ Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4,10 T Device Connection: This means that the

\»—Jo developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of 1OT brokers.

'r'éﬁ' IOT Directory: It should be a single point service for

& searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure
by means of a large set of heterogenous 10T Brokers.

Snap4City (C), October 2024
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|OT Applications

> input

IOT Applications = Node-RED + Snap4City Platform > outpur

> function

- Acollection of more than 150 MicroServices have been -
developed covering the above-mentioned requirements and T
much more. > aavancea

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In ¢ secsearnoey
many cases, the simple MicroServices hide very complex

» S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city . sacomtmAnalyte
Platform). . sacsignata ’
« They are formally distributed as two official libraries of | ]
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |. ...... https://flows.nodered.org/?term=snap4city

Operatl ng System . > S4CLogDev node-red-contrib-snap4city- node-red-contrib-snap4city-user
developer lodes for Snapdcity project, targeted to
> S4CView ning loT ctandard near (nn dovelonar

» S4CSocial
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Node-RED

+ on |OT Edge Raspberry

~ Raspberry Pi

~ social

Cd eman & | pi gpio ()
[ | bkl [;3 EE] rpi gpio ]
= —
& e 70 [ rpi keyboard [}]

cE: rpi dht22 [}]
‘magecepune [[]

google
calendar
L‘E] ledborg }
~ storage
[ Sense HAT [}]
EE: Sense HAT ]
~ network
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Data ingestion: more than 70 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database,
etc.

Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system
Km4City ontology, etc.

Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin
BIMServer, any external service REST Call, etc.

Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data,
scenarios, etc.

Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices
(predictions, anomaly detection, statistics, etc.)

User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form,
buttons, switches, animations, selector, maps, etc. )

Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc
Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.
Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.

Snap4City (C), October 2024



Ingestion, aggreg. = exploitation

* loT App Visual

rogramming, no coding

e Data transformation

* Integration, Interoperab.

Data ingestion
Business logic

* Edge and Cloud

* MicroServices data
driven develop via

visual language
Node-RED
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Snap4City
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Role: RootAdmin, Level: 7
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User Management and Auditing ¥
Help and Contacts *
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[ MobAppSuppor

| HLT Manager

]
]
[ SerwceMap ]
)
)

[ 3D Digital Twm

Waste Mng. ]

Energy Mng ]

Tourism Mng ]
I

Mobile Apps ]

[
[
[
[
| Sharmg/pool ]
[
LT
[

[ Market/Sharing

Place

Third parties solutions

[ A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ...

AN
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INGEGNERIA AND INTERNET

FIRENZE | B&tRFSkuazione | FECHNOLOGIES LaB

Proc.Logic / loT App Development

Sharing/saving
reusing loT App

[CREY

ServiceMap Discovery

< Knowledge Base, Km4City >

Dashboard Collection,
Editor and Wizard

Resource Manager

¢) GitHub
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Lomparisons
https://www.snap4City.org  https://www.Km4City.org
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Limited
Limited
MQTT
MQTT
(MQTT, CoAP,
http)
MQTT, HTTTP

(Y)
(Y)
(Y)
(Y)
(Y)

Y

N

(y)

(Y)

N/Y
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(Y)

(Y)
(Y)
(Y)

(Y)

Y

(N)

SNAPA

=)
KAA

Siemens MindSphere

FIWARE ref SC arc.
IBM Watson loT
IOT eclipse.org

PTC ThingWorkx
CISCO Jasper

o

AWS

Azure 10T

IOT IGNITE
BEZIRK

Bosch loT Suite
Carriots
Thingsboard
Google 10T
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Requirement

Manage different kinds of IoT entities
Connect External and Internal Brokers
Use any Data Model with any data type

Verify the correctness of IoT Messages of IoT Devices

Semantic Interoperability

Automatics deploy of Internal IoT Brokers
Register External Brokers

Discover IoT Devices on IoT Brokers

Easy management graphic interface to list and test IoT entities

Manage IoT Device Model and Device Data Type ownership and access grant

Snap4City Google IoT Cloud

N
Y
Y

(Y)

< <|</<x << </ =</=< /=<
_<
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Azure IoT

¢~ SNAPfwoustey @Tﬂ

AWS
Amazon

(Y)

IBM
Watson

(Y)
(Y)

Siemens
Mindsphere

Y
(Y)
(Y)
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* Dashboard Builder of Snap4City

*  For accessing and browsing data on: OpenDistro x ElasticSearch, Mongo, MySQL, = :m Control Room
Smart City API, Super and thus from federated Smart City API, etc. HE

*  Supports sensors/actuators: data driven data, maps in extended manner, data driven -
widgets, large collection of widgets, direct IoT Connections, custom widgets,
animated PIN on maps, a large set of panel/widgets, etc.

. Very simple to be used for control room, decision makers, situation rooms, operators,
etc.

*  Very well integrated with IoT App, Custom widgets, animation, external services.

*  Very simple to be customized for non programmers since all the tools are visual.

*  Support for GDPR and deep control of access.

*  Can integrate Kibana/Grafana Views into a Widget

 Kibana (so called DevDash, AMMA and recently My Dashboard (Dev)

Kibana ), also accessible as Grafana

*  For accessing and browsing data on OpenDistro x ElasticSearch storage and other
sources supported

*  No Support for real time event driven widgets/panels, actuators and synoptics, no
sophisticated maps, etc.

. Not simple for control room, decision makers, etc.

*  Notintegrated with IoT App, Custom widgets, animation, external services.

*  Oriented to developers, complex production of custom views, etc.

+  Partial support of GDPR and deep control of access.

7,642,593
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ANC TECHNOLOGIES LAB / r
r P [ ‘f f < { : / - - P o / (< PpuG= - a -
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\
o/ & N J v, = AT gu A J =
/ J

ACitv DAac
av1la ‘ r — alalatr14da
J c ‘ <~/ ] 5 / A~ VAV o )

(D r

A ~ -

Large Collection of Widgets, also from D3 library YES Nothing
Custom Widgets SVG of any kind, full defined process for customization YES Nothing
Real time event driven widgets and data YES Nothing
Server/Client Side Business Logic for data transformation with visual programming: Node-RED YES: visual/coding coding
Maps with custom PIN, bubbles, animated and moving, etc. YES Nothing
Maps with paths, shapes, traffic flow, scenarios, routing, heatmaps, what-if, Origin Destination Matrix, ... YES Nothing
Maps with Orthomaps from WFS, WMS, GIS connection, etc. YES Nothing
TV camera integration and selection YES Nothing
Widgets for business logic integration on real time: buttons, selector, switch, etc. YES Nothing
Kiviat, Spider net, Calendar (also any other D3 Widgets) YES Nothing
Typical Time Trends: day hours, month week, month days, ..... YES Nothing
Time Trend Compare: day, week, month, year YES Nothing
Selectors/Menus: text, icons, etc., also in connection with 10T APP, Node-RED YES Nothing
Full control of graphic layout, font, colours, refresh per widget, etc. YES Nothing
Iframe integration of third party widgets and web pages, nesting dashboards, embedding Kibana YES Nothing
Connection among multiple Dashboards and Widgets YES Nothing
Synchronization with Video Wall, and Operators Views YES Nothing
Multiseries, bar lines, charts, pie, donut, simple selectors, trends, etc., also from business logic YES Limited
Single content, string, html, any data, etc. YES Limited
Special widgets: Weather forecast, civil protection, road plates, Twitter, SVG, etc... YES Nothing
Digital Twin Local (BIM) and Global (3D city representation) with 3D traffic, Heatmaps, Devices, ... YES Nothing

156

Faceted search YES: selectors, forms, buttons YES
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runctional: FIWARE retr arc wrt Snap4City solutions

 lrwaeetwemaan | sy

Multiple Protocols: loT, Databases, etc.. 10 on 10T, Limited on databases,  More than 200, very very wide

etc.

Large set of high level types: maps, trends, No Yes:

heatmaps, traffic, trajectories, scenarios,... @ @ o

Integration with workflows, BPM Not Supported Yes: bidirectional @@ i/jo

Integration and Modeling Digital Twin BIM Not Supported Yes: bidirectional @SS @

Integration with GIS: WFS, WMS Not fully supported Yes: bidirectional

Integration with Heatmaps and Satellite Partially, not calibrated Yes: fully; calibrate and multiple versions, animations

Integration with Satellite not supported Yes: fully

Smart City API no Yes

Open Data Management Partial with CKAN Yes, Fully automated with CKAN

Federation of platforms Partial on brokers Full on Brokers and Knowledge base and API

Semantic model and queries with NGSI-LD in the future Yes since 2013

Multiple kinds of loT Brokers No, only agents Yes: NGSI, COAP, AMQP, MQTT, SigFOX, etc.

Data Model Smart Data Models Smart Data Models, loT Device Models

Complex data Model Not supported Heatmap, traffic flow, ODM, 3D models, TV Cam, etc.
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Functional: FIWARE refarc. wrt Snap4City solutions

Data Transformation Coding Yes: 10T App, Node.JS, Visual Programming, scalable

)

Data Analytics No Yes
on line development No, limited Yes: Rstudio, Python, Tensor Flow, MapReduce, etc.
Dashboard on data Grafana no LDAP Yes: Dashboard Builder, OS Dash with GDPR, LDA

Dashboard Widgets Limited, no custom, coding Yes: A wide range including custom widgets, secure compliant,
needed animations, configuration, also open to new development

Real Time end-to-end from Dashboards to No, very limited Yes, fully supported
any other channel, event driven

MicroApplications No Yes
Auditing, Assessment, accounting No, no, no Yes, Yes, Yes
Multitenacy on data management No only on broker Yes: on Broker, on data management, on dashboards, etc..

Living Lab for creating/managing Not supported Yes: provided in the open source
communities/groups

Report generation/management No Yes

O,
(o
%
()
2
Multi Data Map Limited with non OS Very extensive, with multiple widgets and sync 6’6
(U
%
()
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UNIVERSITA

Snap4City

MQTT,coap, http

Y

N

LN
L)
)
S
©
o
o
(7]
0o
=
<
T

N
N

)
)
oo
S
&
(]
7]
=
O
()]
[
Q

~
|
N
Ll
=
Nrr_
c]F:
=[S
Ol

MQTT

Y

(N)

(Y)

Limited
MQTT, HTTP

)
S
T]
o
Tl o
Q

i
Elg
2| >
|5
| <

Y
Y
Y

Limited
Limited

(Y)
(Y)

Y
Y

Azure 10T [44]

N
Y
Y

PTC ThingWorkx [59]
Bosch loT Suite [58]

CISCO Jasper [55]

>

(N)
(N)

(Y)
(Y)

=z

N

N

Y

MindSphere

Siemens
[60]

MQTT
MQTT, HTTP

Y

(Y)

Carriots [54]

)

Y

(

N

Y
Y
Y

Google 10T [45]

Limited
Limited

Homekit Apple [50]
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Plataforma Lenguajes Recursos APls Despliegue Observaclones
. _ Kubernetes, Apache RESTful, ' ' Cddigo no disponible en el momento
PROMENADE | Java | Kafka, Flink | WebSockets Contenedores | de la prueba
Mi-FIWARE  Java, Nodejs FIWARE RESTIUL S Contenedores Seleccionada para Evaluacion
VirloT Python Docker, Kubernetes, Katka RESTful, NGSI Contenedores Seleccionada para Evaluacion
ITrade Java, JavaScript Kafka, Pulsar RESTful Contenedores FO0OS PIOYRCIIR, BRiaoucd S IOX
‘ | | | solamente
Python, Java, RESTHuI
Snap4City JavaScript, PHP, Kibana, Km4City, FIWARE ’ Contenedores, VMs  Seleccionada para Evaluacion
WebSockets, NGSI
~ Node-RED | ‘ |
Sentilo Java, JavaScript - RESTHul VMs Enfoque en gestion de sensores
OpenRemote JavabF:Kmon, Ul RESTful Contenedores Pocas implementaciones
Sapparchi Java, Ruby Nginx, Kafka, otros RESTful Contenedores, VMs CRepgo I CRpOINLE el € IEmeEn

de la prueba
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From Operation to planning
https://www.snap4City.org  https://www.Km4City.org
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e Controlling Status: management, and operational

DINFO

PARTIMENTO DI
INGE NERIA
DELLINFORMAZIONE

o Monitoring via KPI
o Computing predictions data from the field and KPI &=
o Anomaly detection (
o Early warning on critical conditions
e Making plan: tactic and strategic, medium and long range ..
o Optimisation: Prescriptions, suggestions
o Risk assessment

* Big picture and Long-term focused (2 to 5+ years)
= Vision, Mission, Why, Policies and Direction LA \
* Executive-management [P T\ ¢ WO\ o
* What is the right direction for the company? ; oW

o What-if analysis on scenarios

o Simulation and predictions

* Short-term focused (3 months to 2 years) \erop t%renze ?

T . « Focused on specific business department fimeri pucci
Ta ctica I * Middle-management
* What activities to be planned in strategic alignment?

o Resilience

* Be ready for Unexpected
Unknows £ Operational

dlldp4LiLy \L“), ULLUUEI 2uz4
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DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

. w o >

DISTRIBUTED SYSTEMS

AND INTERNET I y
TECHNOLOGIES LAB CI

e Controlling Status: management, and

operational Monitoring
o Monitoring via KPI > KP|
o Predictions vs KPI
\, Digital TwinL/_\ j

Predictions,
o Neuro-Symbolic analysis

Models &
/ Data Anomaly Detection,
: Ay Analysis, Assessment
o Risk assessment Decision / ¢

o Anomaly detection <

Support System Warning
o Early warning on critical conditions >“PP°™>Y

] ] i ,k Simulations, /
e Making plan: tactic and strategic, Scenarious , TFR, Crossroad,
medium and long range, micro/macro Public Transport,
] . . . Routing, ..
o Simulation & optimization 2

o Generative Al Prescriptions, scenarios What-If Analysis,
L Optimization <

o Resilience to Unexpected unknows

o What-if analysis wrt scenarios

2024/8 Snap4City (C), October 2024 163
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F l R_E N Z E DELL'INFORMAZIONE TECHNOLOGIES LAB

FIRENZE - TRAFAIR - AIRQUALITY HEATMAPS

—

T

Monitoring

KPI

\, Digital Twin

Models & ™ NS

Predictions,
Data Anomaly Detection,

A Analysis, Assessment
Decision Warning
Support System
'k Simulations,
Scenarious TFR, Crossroad,
7 :
Public Transport,
| Routing, ..

What-If Analysis,
Optimization <
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AND TECHNOLOGIES LAB

1

Digital Twin Development Platform

Wl I I D D D D D D D D D D B B B B .
Snap4City Microservice Platform

’

7 Things Edge 4
)5 " : % Proc.Logic v v"‘
R[ i

GW
Is Sensorsand Y
=’ Actuators Dat

— Data Knowledge : ?
4 ' Analytics:
) Ingestion Bases &

. HUB St MLOps,
o External orages ML, Al

Services

4 MicroService Based, Proc.Logic
& Server-Side Business Logics, SSBL

Web/Mobile Apps
Dashboards & Interfaces

<€

--------------------'
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Technical Architecture C*SNAPlary

/
Front-End —

Entity Directory: APl Manager Facilities Applications
Smart Data Models - , _( Traffic Optimiz. )
loT Data Models Federation — Scenario Editor l

. . Smart City API ) =g [ TrafficLightPlan ]
Digital Twins ( Business Intellig. '

<« 0penSearch |||  cse | (PublicTransport |

| storage I f Dashboard Bld | [ Parking Mng'l ]

P—. G| | & Manager Lighting Mng. |
KB, graph L1 [
[ CustomThemes ]

110 o
on T

Building Mng. ]
|

-v GeoServer [ Entitylnspector ] [ Synoptics

Q k(}) BIMserver.center [ Data ManagerS ] [ KPI Support
MobAppSu or
f [ pPPSupp

t t @ python [

Environment ]
[

Waste Mng. ]
[

Node-RED

[
[
[
] [
][ Sharing/pool |
SerwceMap ][ I
)
)|

Social Media 1 \ Studic Energy Mng. | ]
> HLT M -
BIM GIS — - anager
Gateuays, sefgii Artificial Intelligence: [ Jolile Mng'l )
External Services : MLr AI' XA|, DA [ =10 RE] Twm Mobile APPS ]
Web Scraping On Edg loT App ; — : _
Tv CAM streams On Cloud vent Driven [ Market/Sharing Place |
| |

Third parties solutions

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... ‘
2024/8 [ - >/




i it | DANEO | e é SNAP/ciry &
How the Dashboards / Apps Exchange data (2024/3)

Data, web pages, etc. é

(Http(s), W, ...)
Third Parties APlIs, services, gateways, pages EEEREEFRERRRY Web and Mobile Applications
Data (ODBC, JDBC, Mongo, ...)
Direct storage, databases TEERRRRRRRRRY

GIS, Maps, Heatmaps, Dashboard Builder ___ Dashboards

Traffic Flow, ODM
Data Manager

Entities, devices, data

>

Dashboard Wizard

Dashbo 7 ‘7

slllllllllllllllllllll

| |
| |
| |
| |
| u q
. - API/ServiceMap
u u Brokers
| | ]
| | | ]
: :
- GeoServer -
| | | ]
| | ]
| | |
| | | |
croServices MitroServices
| | | | | |
\ A A 2 / ‘
8 Eveliiland SxtionsiiVss) [ Widget Collection = s

MicroServices ﬁl
Client-Side Business Logic (Visual Editing, and JavaScript)

J L J
Processing Logic/loT App (Server-Side Business Logic)
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Presentation Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
E Dashboard Themes Dashboard Wizard g
[§]
8 Dashboard Mng. Dashboard Builder Widget Library 3D Digital Twin CSBL ‘)'
S External Interoperability Snap4City Node-red Libraries NV (© FILARE &] §8 kafka mwemcket e
-
= Operations Jpeoue
uz, P Operational Tools Artificial Intelligence, DA Tools Al Develop. tools Visual Analytic processes 2
abe q)ammmnm o
* # oghon Qs El — I
o ) = (7
anwsﬁ, NETT . T g
g o
S o
v L
S Internal Interoperability: API, MicroServices, WS [RIaE o L8V A N[oTe SR M ETS =1 [= ASCAPI mwabsﬂcket JFILUARE | | S 3
& = 8o
8 c
.. = _ £ S
£ K Persistence & LOGraph <y OpenSearch : ||3
7] = .
E =z Knowledge and Data Management SuperServiceMap Data Management, HLT nifié = =
(8] | - T =
® || IRl - nesi ORIEE [ Linked Data triples || £ §||
= . . ] 2 H— -
g J o Aggregation Processes and Rules Blockchain W‘ & FILARE - E E. S
==y || .2 ©
£ @ Data Process |oT/Entity Directory Brokers NMQTT == | |2 8| | &
£ , . o
o — = Any protocol and format ! ! Any protocol and format ! ::: g b=
E Connectivity' wired/wireless, loT Edge, etc. o, 2 o 2

Any protocol and format i

|
Any protocol and format |

/\« n S, . e External Social
6 @@ 4 o : .@ e W Q @ (“1“/ cls BIM osM Gateways Services ERP Media

. : Device Layer External Third Party Services 168
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Development Life Cycle
https://www.snap4City.org  https://www.Km4City.org
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Development Life Cycle
Smart Solutions
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Development Life Cycle
Smart Solutions

Data Discovery

Data Modeling V/’

1
Data Analytic "

]

Data Analytic
Special Tools
Userinterface
Dashboards

v{
| o=

‘ Userinterface +
Business Logic

Validation

P
™
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Data Analytics Development Life Cycle

-
S

* Detailed development
process

=4
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Technical Architecture C*SNAPlary

/
Front-End —

Entity Directory: APl Manager Facilities Applications
Smart Data Models - , _( Traffic Optimiz. )
loT Data Models Federation — Scenario Editor l

. . Smart City API ) =g [ TrafficLightPlan ]
Digital Twins ( Business Intellig. '

<« 0penSearch |||  cse | (PublicTransport |

| storage I f Dashboard Bld | [ Parking Mng'l ]

P—. G| | & Manager Lighting Mng. |
KB, graph L1 [
[ CustomThemes ]

110 o
on T

Building Mng. ]
|

-v GeoServer [ Entitylnspector ] [ Synoptics

Q k(}) BIMserver.center [ Data ManagerS ] [ KPI Support
MobAppSu or
f [ pPPSupp

t t @ python [

Environment ]
[

Waste Mng. ]
[

Node-RED

[
[
[
] [
][ Sharing/pool |
SerwceMap ][ I
)
)|

Social Media 1 \ Studic Energy Mng. | ]
> HLT M -
BIM GIS — - anager
Gateuays, sefgii Artificial Intelligence: [ Jolile Mng'l )
External Services : MLr AI' XA|, DA [ =10 RE] Twm Mobile APPS ]
Web Scraping On Edg loT App ; — : _
Tv CAM streams On Cloud vent Driven [ Market/Sharing Place |
| |

Third parties solutions

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... ‘
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Snap4City Tools

Data Management é SNAp4CITy

HLT-Data Inspector
Knowledge and

Map, ServiceMap
Proc.Logic/loT App

Entity Directory
- loT Directory

L evelor BNt HLT & Data :
Devel JPITNICTIL Development Scenario
- ‘ Management Tools + loT A )
LiTe C/CJ% ools + |oT App | Editor
Design evelopm
Data Discovgry Procesting
Data Modeling Logic /10%-Ap est Deploy Python
R Studio
Data Processes Data Analytic oy
Analysis
Data Analytic Special Tools « o Test Deploy
Userinterface + Userinterface T Deol
Business Logic Dashboards es eploy
Tables and Dalshboard
Producti Validation i
Documents roduction Builder, CSBL
Development life Extra Dashboard
Management .
cycle manual Widgets
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DINFO

* Powered by

5NAD4Tech

Development Llfe-Cycle

From Snap4City:

* We suggest you to read the TECHNICAL OVERVIEW:
o https.//www.snap4city.org/download/video /Snap4City-
BlatformOverview.pdf

* https dsolutions.org

ebook.com/snapdcity
s  https:/fwww youtube com/channel/UCItACOPEbNbasf2-udvandg

Coordinator: Paclo Nesi, Paclo nesi@unifiit

DISIT Lab, hittps://www disit org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, ltaly
Phone- +39-335-54A48474
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https://www.snap4city.org/d
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Development-Life-Cycle.pdf
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Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling

@ Deploy

@ Deploy
@ Deploy
@ Deploy
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Processing
Logic /loT-Apg
Data Analytic
Special Tools
Userinterface
Dashboards

Validation
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Data Analytic

Userinterface +
Business Logic

-
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* Performing workshops: Innovation Matrix by domain
e Entity Identification: which is the Dictionary

= Actors and their profiles (as Entity Models, loT Device Model): User, Operator, final
user, ict expert, decision maker, doctors, driver, etc.

= entities and their digital counterpart (as Entity Models, 1oT Device Model) for: Vehicle,
Analysis, Server, Client, Mobile App, parking area, etc.
= Entity Instances / loT Devices which are instances of the models as: City user XX,
Control Room Operator, Doctor Rossi, Cop 3726, Car FI796HG, |loT Device XY, Trip 34,
Patient Health Record for Robert, etc.
= Modules or Tools of Third party or legacy tools: they are applications, servers, loT Edge
subsystems, well known services for data providing, gateway, brokers, etc., which should
interact some how with your solutions. They can be on cloud or on some premise, they
can provide you some External API, of some kind: WebServer, Rest Call, FTP, Web Socket,
MQTT, etc.
= External API: to interoperate with any other application and service / servers.
= External Services / Web Pages: to host into the user interface and Dashboards elements
coming from third party applications.
= Tools: which can be actual software or hardware tools, and also data analytics, algorithms,
procedures.
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The Dictionary of Entities

Dictionary of Entities

Term DataModel or Module Responsible

Driver Healthiness DriverHealthiness Entity Model Dr. Rick Ross To be done  To be defined
User profile A DriverA Entity Model

Vehicle Event VehicleEvent Entity Model

Remote Consolle MyOperation Application J.T. Kirk To be done  lost

Columns in green are expected to be filled in the design phase
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* For example: Let us now to suppose that we have to develop a solution for
monitoring Vehicles and Drivers. Each Vehicle has a profile description and
can be driven by a number of Drivers over time. Each Vehicle can
experience some maintenance and performs trips in the city area. A trip has
an official start/end and over time is described by its velocity, acceleration,
brakes, charging level, or thank level, etc. Each Driver has a profile and can
use a number of Vehicles to perform trips. During the trip also the Driver is
monitored for its healthiness, attention, etc., and before, during and after
the driving, periodically or sporadically may experience some Analysis to
certify its capability to drive in that moment and for the next days. The
Driver may experience some warning cases for healthiness, some tickets
from policeman, some warning for high-speed velocity or generically bad
driving, some problems from the vehicle’s status, etc.
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legenda
Entity Instance
|:| Entity Model
Register to

Entity Messages

with dateObserved inw o

Data Model of the Driver

* Name: string

* Surname: string

e Age: number

* Weight: number

* Phone: string

e Email: string

* DriverAnalysisID:
ServiceURI

Register to/

instantiate

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Driver: user45

* Name: David

* Surname: Smith
* Age: 45
Weight: 78 Kg

Phone: +49345096103
Email;: david89@gmail.com

* NikName: Carl
* DriverAnalysis:

http://.../user4/'54'iveranalysis

/

4

Write SURWO create I

cross reférences

4

DriverAnalysis: user45driver!nalysis

* DriverlID: http://.../user45| I
* dateObserved: 12-03-2022T712:00:00

e Status: "none"
* Location: null
* Doctor: null

* Tools: null

Snap4City (C), October 2024
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DriverAnalysis: user45driveranalysis

* DriverlD: http://.../user45

* dateObserved: 25-04-2022T12:00:00
e Status: "bad"

* Location: truck

* Doctor: null

* Tools: Eyetrack

A
New update on
user45driveranalysis by
sending aimessage

DriverAnalysis: user45driveranalysis

* DriverlID: http://.../user45

* dateObserved: 22-03-2022T712:00:00
* Status: "good"

* Location: room45

* Doctor: https://...............

e Tools: null


mailto:david89@gmail.com
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DINFO
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g\.QR £

legenda

Entity Instan
|:| Entity IVlode
Register to
Entity Messages

DISTRIBUTED SYSTEMS
AN TERNET

TECHNOLOGIES LAB
Drive @ /G/

with dateObserved  INStantiate .
A2z y

Data Model of the Driver
* Name: string .
* Surname: string

* Age: number

*  Weight: number

— .
. Phgne: string
Email: string

Register to /

instantiate

Write SURWO create I
cross refrences

Name: David iverAnalysis: userd45driveranalysis
Surna} Smith 5%&_ riverID: http://.../user45

Age: 45~ W% * dateObserved: 25-04-2022712:00:00
Welght/78 Kg \ e Status: —
Phone: +@45096103 _> 5 Lsesert ek

Email: david89@gmail.com s Hoctor: null

N|kName Carl ~ * Tpols: Eyetrack A

New update on
user45driveranalysis by
sending acamessage

| @ :
4 | N "
DriverAnalysis: user45dri lysi S
I’IVEtj nalysis: user nverlna ysis Q c\ﬁ @ DriverAnalysis: usef45driveranalysis
* [ DriverlD: http://.../user45 raal Q’o S 09% . DriverID: http://.../userds
 \ dateOb d: 12-03-2022T12:00:00 & Y%, ; C
ArELbsEIved F'¢@..y + dateObseredn22-03-2022T12:00:00
* |Status: "none ¥ o —_— =
. NS e Status:\g
* |Location: null o ¥.Q :
> 2D * Location: room45
* |Doctor: null ¢ EN . Doctor: https://
. [Tools: null & :https://.eeeeeennen.

Tools: null
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API|, External ¢

External API

and | Kind parameter |Credentials status Description, Swagger link,
name shape approach Postman, ...

CKAN

DINFO

RTIMENTO DI
INGE
DELL INFORMAZIONE

Columns in green are expected to be filled in the design phase

External Services

These info can be loaded on Snap4City platform to show them on dashboards easily
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o Scenarios describing the application/task, textual definition, with some standard table

as UML. The scenarios have to refer to identified entities.
o https://www.uml-diagrams.org/activity-diagrams-examples.html

o Use Cases describing the different cases into the single applications, by using UML
formalization, there are specific Use Cases for each Scenario. Please focus on the most
relevant, those that are adding value to your solutions. The others can be given for
granted in a first phase.

o Requirements by using standard tables, using identified Dictionary of Entities,
prioritizing them, setting mandatory/preferred/optional, functional and non-functional,
first/second/third release, etc.

o Sequence Diagrams: for some of the critical aspects- For example for describing the
user interaction, and/or the interaction among major entities, putting in evidence which
is the Entity starting the dialogue with respect to the other Entities involved (e.g., a
client requesting data to the server, a device sending data to the broker). UML sequence

diagrams are a suitable formalization for the purpose.

o https://en.wikipedia.org/wiki/Sequence diagram
Snap4City (C), October 2024
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Continuous Lines can denote
event driven, sync
communications... for example
by sending data on loT Broker
Dashed lines can denote Pull
data collected. Via Async.
Communication from Platform
to Mobile Devices, via SCAPI
Dotted line can be even driven
internal mechanism, internal
call of APl or other event drv.
Coloured Dots are the different
devices data storage

—O

Start driving \) Notify
change
oK <_ ~ T ==~ | status
J' . . activate
...... >
Monitoring fF——> Reg:é;cfa”ng& .......
inform ;_-___‘_‘a
Stop driving -\)

inform

—
————//

L’

-—-

-

- -
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\Vehice + Operator | Platform | _Data Analyics

Every time a data is ~

entered into the St eteflng Notify
-\) change

Storage an event ok oo status

occurs into the broker ¥ . <
Monitoring f——> Registering | __~=>] activate ’D

data ‘ l,

e The server «Inform»

can be subscribed Proc... Jemmurn info Perform 1€ @)
from an loT App to !

receive in push these inform Je===7""" L2 ¢

changes (red dashed

line)
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Every time a data is
entered into the
Storage an event
occurs into the broker

The server «Inform»
can be subscribed
from an loT App to
receive in push these
changes (red dashed
line)

A vari

Start driving

v

—O

Notify
change
status

——

inform

=PI

Registering

data ‘

Proc... [€

Snap4City (C), October 2024

¢“SNAP/crry @

Vehicle + Operator m Data Analytics

activate

Return info Perform

analysis




TG | UnIvERSITA DINFO {
; l"' DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS e‘ ' m
5 "v $ INGEG AND INTERNET
FIRENZE | Bt mzone | f85NSTo%Ts Las CITY .

S
1/nn A

* The driver on its Mobile App, he/she marks the start of the driving section, and the App notifies the
change of status to the platform via some broker, once performed all the needed verifications (taking
some minutes, may be).

* The effective change and authorization to start is made accessible by the platform to the mobile app
which is requesting the status in pull (dashed line).

 Then the mobile app starts to monitor the drive status continuously, and send new data (e.g., the level of
attention, the road taken, etc.) to the platform via some broker every minute.

* The arrival of new data may activate some data analytics to perform some analysis of the collected data
(red dots) and producing results on the platform data. In the case in which the process detected critical
conditions for the driver, the assessment procedure on platform may decide to send an event/message
(dashed red, in push from platform to clients) to the operator and driver via a Broker to warning the
driving of the lack of attention or for some wrong path.

 The event in push from platform to client could be a viable approach on some platforms and may have
some limitation on Mobile App in which the interaction paradigm can be changed in a periodic REST call
from the Mobile to the Platform.
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Requirements
R e e - v S
Area Priority Entity involved Code
Operator The Operator has to be mandatory OperatorTool JavaScript
authorized to register Drivers developed by xxxx on
GitLab ....
Driver The Drive can verify its optional Web and/or Mobile accessible  Yes In Java
registration by putting Password App accessible for  as open with AGPL
to access to its data on the the Drivers source licence
solution
- OperatorTool Has to provide the list of pending
assessment to be done

Columns in green are expected to be filled in the design phase
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Somehow related each other
* Protection, privacy, PENTest, GDPR compliance, ...
Scalability, performance, efficiency, cloud/edge/container compliance
* Resilience, robustness
* Modularity, flexibility, reusability, maintainability, ..
* Portability, Openness, opensource
* Interoperability, standards compliance
* Responsive, usability, ..
* Etc.
All largely covered by Snap4City platform
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* Despite the Snap4City platform provides a full range of Non-
Functional Requirements
— You can with your analysis and design produce poor solutions

* For example, it is not a good approach to:

— Collect user profiles and putting them public
— Collect data every 10 second of phenomena which change only once a

day
— Couple your web/mobile applications with server-side processes by
using synchronous communication in a context which is not synchronous

and neither real time
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Available Al Solutions on Snap4City

https://www.snapdcity.ore/997  More than 80 Available Solutions & 300 Al applic.

* Mobility and Transport

* Environment, Weather, Waste, Water
 City Users Behaviour and Social analysis
* Energy and Control

* Tourism and People

» Security and Safety

* High Level Decision Support Solutions
* Asset management
* Resilience and Risks Analysis i ,
https://www.snap4city.o

* Low level TeChniqueS rg/download/video/DPL
SNAP4SOLU.pdf

https://www.snap4city.org/download/video/course/p4/
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st |DINEO [DISIT o e ;
FIRENZE | B . | M. CENario colcor CITY .
\N. F :

rege|
+
SeIeCt ma p ‘ Scenario name: Scenario name |
‘ -__l Location: | Location ’
Zoom l;‘ Scenario description:| Scenario description |
— ReferenceKB: |Reference KB |
® ’ Save Road Graph:  [Yes v
u Save traffic Sensors: [Yes v
r/ Save other Sensors: |Yes v
From: |gg/mm!aaaa Dl .
To: ’gg/mm!aaaa Dl ’I Ed It Road
| Save || Show Summary H Cancel | ’ Segment
- = VA — —_
O . Category Street: primary W
O g Nr.Lanes: | 3 ‘
O Speed Limit (km/h) |
Direction: | Positive direction v |
. Restrictions: Select or create restriction b
New Scenario | l
s 73 identifier
Edltlng IQ . "~. !—TT—_F ege
L+ S8 o = composition
Drag & drop (5] O Road ypes: OselectAll  CUnselect Al elemLocation
Sp||t & JO[n lz abandoned bridleway Bbus_guidewaytbus_stop M construction elementClass
Dele te | ‘ i ’  corridor crossing P disused elevator eIementType
‘T] emergency__access _poinﬂemergency_bay isiand Iiving_street m
DO a n d U n d O o ? | motorway motorway_link Mno platform (e
- '—’ ) ' primary upfimary_llnk private raceway Mrazed oPeratlngStatus
—_— Hresidential Drest area road ®secondary_link@service Speed Limit
- ‘ b ’ services steps teniary tertiary_link Btrack [ trafficDir
®show Road graph trafﬁc_island Biram trunk__link Punclassified via_ferrata m
| hOW Traffic Sensors | Hsecondary Pyes ®bus_guideway Zohm:military Trench hlghwayType
.l. 3 © OpenStreetMap contributors
https://www.snap4city.org/976 Properties of Road Elements SE
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Traffic Flow Analysis By Scenario Mon23Sep125312 @@

Scenario \ INIT to ACC Compute Compute Show TFR
° > | Piazzale Donatello | Load Scenario: ® it O Ace TERS KPI

Editor y : A Hﬂ N — [oico0s V]
s A \ \ i Sl:enarmswamngluheulutessed._

degl. 1glesi 1 fu ic| - Scenario version: | 2024-09-23 11:58:27

Some 19 N :
i \ A Giardino 95 | | oad Scenario || Clean
o Points of X \ L | | | Data Update

Interest i Campeggi .

. \ . +()32 ®La Spiga
Traffic | y ne P, enrico909 2024-09-23 12:06:03 {tfr)
Sensors \ / Mesticher

E b w ( - Danatello
Ai I' b M.ytheca 4 2R E
ir Qua Fivs tta I el L 1 00" .
o Quality . a. i % X 3,:,:";,”, —— 2024-09-23T15:00:00402:00 ~

Sensors BagHopatal
Fluid traffic

Haavy traffic

Weather

HETE N RE o () Sensor positicn

(ow) AN KPI Value
Total CO2 emissions [ug/m#3]  13,979.071

Bus Stops \
o / Dd D ¢ orionUNIFI_DISIT_deviceNameenrico909_2024-09-23T10-06- Tl i) FoTemeEs I O
%] Traffic state objective function [#]3.935
J Tram Stops (£ | ; Traffc Heatmap Controls: @EZED [ numberof vehides [#] 51.394
Eshow Road graph Max Opacity: 1 total kilometers [km] 3.886
Shaw Traffic Sensors ‘ - 2024-09-23 15:00:00+02:00 total travel time [s] 314.575

| Filter by road types

= Wery heavy

= £ OpenStreetMap contribut

DISIT:OrionUNIFI:METRO1098 - VehicleFlow Time Series

I 12. Aug 19. Aug 26. Aug ; g 23. Sep

@ DISIT:orionUNIFEMETRO1098 - concentration
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Goals:
* Decongestion, Decarbonization, costs reductions
* Improve Accessibility to services
* Improve Security/Safety of city users

* Operation and Plan:

— Traffic monitoring, prediction, reconstruction, identification of critical conditions
(early warning), fleet management, dynamic routing, multimodal routing, city
user behaviour analysis

e Optimization and what-if analysis traffic light, infrastructure

— Reduction: travel time, waiting time, stops, CO2 emissions, consume fuel, travel 3 A : Sl
time for tramways o | v

* Public Transport: analysis of Mobility Demand vs Offer of Transportation
* Parking Management: monitoring, prediction, any payments, on/off-road

* Sharing / Pooling Management: eShare and mobile app, bikesharing, smart
bike, fleet management

* KPI: SUMI/SUMP, travel time, emissions, traffic status, accessibility, ..

* Mobile App: final users and operators
— Info Mobility, traffic reconstruction, charging, participation,
— Parking, payments, overparking, fine reporting, ..
* Participatory: problem reporting, ticketing, etc. M .
* Data Integration of any kind: env, weather. Tickets, presenges, RQI, sat, etc. 200
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* Goals:
* Decongestion
* Decarbonization
e Accessibility to services
» Security/Safety of city users
 Solutions for Operation (monitoring, managing, mobile apps, digital signages, control rooms)
* Monitoring traffic, parking, people flow, services, boats, ports, beaches, etc.
» Early detection/warning of critical conditions: traffic, congestion, security/safety
 Managing Smart Parking, transportation services, fines, etc.
* Managing fleets: personal, sharing, waste collection, maintenance, etc.
* Managing E-sharing, pooling services, Maas, etc.
 Managing entrances in city areas: restricted areas, touristic busses, etc.
* Production of suggestions, recommendations, nudging
 Computing predictions of any kind
 Solutions for Planning (optimization and what-if analysis)
» Reduction of traffic congestion, via optimization: traffic light plans, viability, routing
* Reduction of Pollutant Emissions, via optimization: traffic light plans, viability
e Optimization of transportation offers wrt multimodal mobility demand
* Algorithms and computational solutions, see next slide
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Optimisation of viability of an area for reducing congestion, waiting time, stops
*  Optimisation of Traffic Light Plans, synchronization, in an area for reducing congestion, waiting time, stops
* Predictions for: traffic flow, smart parking, smart bike sharing, people flows, etc. (ML, DL)
*  Whatif analysis: routing, traffic flow, demand vs offer, pollutant, etc. (Simulation + ML)
*  Traffic flow reconstruction from sensors and other sources (simulation + ML)
*  Public Transportation: Ingestion and modelling of GTFS, Transmodel, NeTEx, etc. (DP)
* Analysis of the demand mobility vs offer transport of according to public transportation and multiple
data sources (Simulation)
* Assessing quality of public transportation (analysis)
* Accidents heatmaps, anomaly detection (analysis, ML)
* Road light controlled by traffic conditions
* Tracking fleets, people, via devices: OBU, OBD2, mobile apps, etc. (DP)
*  Routing and multimodal routing (multistop travel planning), constrained routing, dynamic routing (DA)
*  Computing Origin Destination Matrices from different kind of data (analysis, DP, DP)
* Computing typical trajectories on the basis of tracks (analysis, ML)
* Fleet management, monitoring, booking, allocation, maintenance
*  Computing Messages for Connected drive (DP)
* Slow and Fast Mobility 15 Minute City Indexes (analysis, DP, ...ML)
* Computing and comparing traffic flow on devices and at the city border (analysis)
* Typical time trends for traffic flow and loT Time series. (analysis, ML)
* Impact of COVID-19 on mobility and transport
*  Computing SUMI, PUMS, etc. (mainly DP)
* Definition of Scenarios: traffic, road graph, conditions, etc.
* Etc.
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What-if Analysis on Pub Transport

UNIVERSITA
DEGLI STUDI

FIRENZE

 Simulation / analysis of Demand and Offer of transportation

 Definition of scenarious impact on
* Traffic, Pollutant, parking, public transport, private flows, etc.
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Tra nt Plan Optimisation, Digital Twir
 Match Multlple Objectlves and Synchronization:

— public and private traffic, tramway priority
— Micro and Macro Scales MDSI'

CENTRO NAZIONALE PER LA MOBILITA SOSTENIBILE

— Al: Genetic Algorithms, Reinforced Learning
* Fixed and Actuated Cycles
* Adjusted on Demand

* Validation/integ. with SUMO simulation

— Travel Time, waiting time, waiting count,
specific travel time on directions,
CO2 emissions, etc.

 Reductions from 5% to 15%

m O N m >

Snap4City (C), October 2024 207



UNIVERSITA
DEGLI STUDI DINFO DISIT

x T
DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND w
FIRENZE  NGrcnema INTERNET TECHNOLOGIES LAB C ITy
DELLINFORMAZIONE ~ DISTRIBUTED DATA INTELLIGENGE g
e =

AND TECHNOLOGIES LAB

! H Snap4City X H Dashboard Management Syste. X ﬂ Dashboard Management Syst X

< C M 23 snap4city.org/dashboardSmartCity/view/Gea-Night.php?iddasboard=NDI4Mg==

%
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= 4 Traffic Flow Simulation Mon140ct19:47:07 @@

» Lights Widget1

Current Scenario:  alessandroscen... S, Effects

CANCEL PAUSE HELP
Data Update

D
¢
3

Close Controls
slow

—.
Delay: 30.0 ms

AleScenario4 2024-09-05 13:36:17 (acc)

Stats

Create Microsimulation
time: 1172.000 s —

payload: 2.6 KB

simulate: 1.67 ms

snapshot: 0.54 ms ! g
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Vehicle Summary
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\ Run Simulation
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Traffic MTTall MTT MTT MIT MITTW MTTTW

Load dir N dir M dir A Careggi Costanza
4TW-NTNS-MWD-P 1.5 3542.50 198.90 242.14 197.64 436.00 427.00
4TW-NTNS-MWD-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
4TW-NTNS-MWD-P-A 1.5 3242.71 178.33 243.28 195.79 436.00 427.00
2TW-NTNS-MWD-P 1.5 4538.02 207.40 456.14 615.00 436.00 427.00
2TW-NTNS-MWD-A 1.5 3940.07 179.30 428.67 481.53 436.00 429.75
2TW-NTNS-MWD-P-A 1.5 4380.63 182.05 456.59 654.21 436.00 427.00
SUMO Actuated 1.5 3409.13 280.09 515.34 200.66 497.54 499.81
Webster 1.5 6474.95 465.45 441.93 210.50 1379.25 493.87
WebsterAdjusted 1.5 4035.08 195.82 441.09 205.66 463.87 447.06

ATWD-NTNS-MWD-P-A: optimization by prioritizing traffic directions, the normalized number of vehicles
stops, NTNS , the mean waiting delay MW D, for all traffic lights, and post synchronization, with Penalty and
Adjust dynamically performed
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FIRENZE REQEOY  emsmesmes,, VIS SNAP/ o]
FIRENZE DELLINFORMAZIONE DISTRIBUTED DATA INTELLIGENGE CITy —r= -reévm i'

Stazione
’ '. |' -
AV Belfiordy

a A

|3 Gusdo Spadolin

i |
_Viale Filippo Strozzi \

Co. ‘ \' -‘- \ \‘ y

Case max 4 changes KPI estimation on the best solution Travel Time [s] PathA | PathB | PathC | PathD | Total

Optimization Target Traffic State Fuel COo2 _ _ Time

Optim 4 Traffic State 91.341-21%  17.964 128536 Original Scenario 183.2 59.6 809 | 1325 | 4564

Optim 6 CO2 92.859 19.192 127876 -23% |-2pum> Fuel 890 - @12 WSO T TGRSR 2969

Original 115.475 75 680 165822 Optim 6 CO2 89.5 53.2 58.4 100.1 301.3
-51% -14% -28% -28%
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Environment and vwaste
Goals:

* Reduction of emissions and EC taxations

* Cost reduction for waste collection,
* reduction of waste collection impact on mobility

Environment Management producing prescriptions:
— Monitoring and long and short-term predictions, warning for:
* GHG, emissions, pollutants, aerosol, chemical plants analysis
* land slide, coastal erosion (blue economy)
— Traffic Flow impact emissions, predictions
— What-if analysis, optimisation tools
Waste Management and Optimisation:
— costs reduction, optimal routing production, pay as you throw,
— avoiding out of bins, predictions of waste production on bins, alarms

KPI: SDG, 15MinCitylndex, QOS, costs, Km, colleting time, EC KPI, emissions

Mobile App: final users services/informing and operators

— Info Waste for operators, participation, optimal routing, RAEE Collection, ..

Participatory: problem reporting, ticketing, etc.

Integration of any kind: env/weather, mobility, ticketing,
presences, POI, ..
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* Prediction Traffic Flow Manager on mult|ple C|t|es

— NOX Pollutant e m— CERRE TN W 2 e e
diffusion on the o —— N be ¥ W ("_" “
basis of Traffic L . R : b ‘ . £ I
Flow (prediction),
weather and 3D

structure

— NO2 progressive Tl - Y
average (Lon = B , 2 W
term )g (Long ' AR ] e

* Project:
— Trafair CEF EC

— Mixed solutions I 13 oo
of Fluidinamics
modeling and Al

Sun 2 May 231631

Inlnro‘
\ [\4

- € SNAP4cn'v .,w:n
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EC’s

Deep Learning Long Terms Predictions of NO2
mean values, From 30 to 180 days in advance

2020 values
+30
460

predictive models are:
Month

:agzOfT heYear 4410
Tmean +120
Humidity k&«:: +130
windMean +180
NoxDomestic

numberOfVehicles 13 enox
NO2cumulated £ @
NO2progresseveMean QRSN

numberOfVehiclesCumulated

KPl on NO2 montr

g/m3

o 58 8 4883 8

alue of No_2 inm

mean progressive \

19

¢VSNAPcry B
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iNn aadvanc

r

|*

—

2014
2015
2016
2017

2018
2019
2020
2021

50 100 150 200 250 300

day of the year

Air Quality Directive

Objective and legal nature and

WHOguidelines

Pollutant Averaging period X Comments Concentration Comments
concentration
99" percentile
PM, One day 25 pg/m? (*)
(3 days/year)
Y Calendar vear o N The target value has become a Brp—
a3 ¥ argetvalue, 2> pg/im limit value since 1 January 2015 Hg/m
PM o Not to be exceeded on more 99" percentile
0 One day Limit value, 50 pg/m? than 35 d 50 pg/m? (*)
an ays per year. (3 days/year)
PM, Calendar year Limit value, 40 pg/m?* (¥} 20 pg/m?
. ) Not to be exceeded on more
O Maximum daily Targetvalue, 120 pyg/m? than 25 days per year, averaged | 100 pg/m?
: 8-hour mean & ' He ys per year 5 re
over three years
Not to be exceeded more than
NO, One hour imi 3% P (*
N Limitvalue, 200 pg/m?* () 18 times a calendar year 200 pg/m? (*)
NO, Calendar year Limit value, 40 pg/m? 40 pg/m?
215
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Smart Waste — Map view

=] Smart Waste Management

Thu 5 May T1:14:28

Select the bins Kind, Fullness and Status + he VALUE NAME: FI67896
from the dropdown below and press £ pescH
SUBMIT to see the results on the map. BETALS meron fEpes W, KN i

Last update: 2022-02-28 12:46:12.899Z

Kind Status | N anee S
14 T BN “bsa’i‘_{ \ Description Value Buttons
gl i YRl
[Group | [All v 7 2 \ dateObserved 202202 Last  Last  Last o Last Last lLast = Last
- o 28T12:46:12.800Z value 4 hours 24 hour7 days 30 days6 montr 1year
Fullness 11 /é =
Last  Last Last Last Last Laot = Laot L
4 X generic [SURIid] value 4 hours 24 hour 7 days 30 days6 montt 1year ‘g
All v S rocoaiare o
o 3 glass [SURI id] == I I D D B it
) / o our 7 daye 30 days6 montr 1 year
4 Lost  Last —Last  Last  Last Last [Last
L—--J i ? G s [URED valle 4 hours 24 Tour7 dave 90 GayeG montr 15ear
i - | Last  rast  Last Last Last  Last
X WSS | organic [SURIid] ue 4 houre 24 hour 30 daye6 montt 1 year
St RN Last  Last t Last
a5 Olotto i S paper [SURLid] vanie 4Tours 24 houn7 30 days6 montr 1year
plastic [SURI id] | R B | ap pre=n -

Via_Dei_Medici: ORGANIC fullness (<]

A i m.rdmm\u . & \ = i
i
ORGANIC PAPER GLASS GENERIC
 I—
ﬁ 5] <
[ soEA %

Privacy Policy ~ Cookies Policy ~ Terms and Conditions

¢*sNaP4

* Reduction of costs for waste collection
* Optimization of waste collection for the next day, forecast
* Production of rides and paths for the drivers on waste collection

* Operator:
* Refine a search by using the filters on the left side
* Click on a waste bin pin on the map:
* A popup with real time data is shown
* The fullness status of the selected group of bins is shown in the synoptic below the map
* Specific fullness weekly trends are shown below the map

* Chick on the «Table view» button to access the other dashboard
Snap4City (C), October 2024
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Search bins on map by filtering
per:

@,

Kind (All, generic, plastic,
paper, glass, metal, organic)
Status (Active, Not Active)
Fullness (Full, Half-full, Empty)
Address

Group of bins (by GrouplD)

GOOD HEALTH
AND WELL-BEING
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5104 -Haaﬂemmerwe‘g! — F T T T T 1S T ¢ T T : § T T T

Sl =
ol

E:]‘ DETALS | DESCRIFTION  RTDATA
2\ Q f llzsmpdmzzm 12.04 10:10:34.000+01:00
) lotermeeriaan =

4 B

i ’; Di] d Description Value Buttons
D 2 t 202112
e % Ena\ennseum wronsacey LSt 4 2h (703 em 1y

VALUE NAME: 116977.080_488279.962-REST

Sportpark
Multatuliweq

Please select a date: ]

gg/mm/z33a

Please select a ride among

weight 25 last 40 240 70 30d 6m 1y 2y

avsues 0ofop—+
EnspAnH pUELPIRS |

1
Tobias 1 €. Asserstraat

:

Keep data on target widgel(s) after popup close:(| 4 Q
)

st
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2 e nra

g]mwm
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GOOD HEALTH
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A Weight - 10 Year
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UNIVERSITA
DEGLI STUDI DINFO DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

FIRENZE  BSIRE o DISTARUTLD PATAINTEL LI GE
AND TECHNOLOGIES LAB
City Energy and Buildings

* Energy consumption reduction, increment of efficiency,
* Areas and building sustainability
* Improve accessibility to services, security and safety

Energy Monitoring: Building, floors, rooms, recharging poles,
cabinets, Community of Energy, Data centers, Energy for Hot / cold,
air condition, energy vs temperature and usage, etc.

Energy Management: Predictions, early warning, identification of
critical conditions

Smart Light Management: LED/mixt, cabinets, lights vs traffic, lights
VS security, energy saving, luminaries profiling, group management.

Smart Building Management: consumption, number of people, etc.
— Communities of Energy, Photovoltaic plants, sustainability
— What-if analysis, optimisation tools

KPI: Energy consumption, efficiency, pros/cons
— Light profiling and adaptation
— Autoclave industrial plants simulation, Photovoltaic plant simulation
— consumption / usage, energy vs temperature

Mobile App: monitoring, info-recharge, eSharing, booking, ..
Participatory: problem reporting, ticketing, etc.

222222

Integration of any kind Snap4City (C), October 2024
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Dralin | DINFO | DISIT : 2
PIRENZE | BEEREro0 | sgmeuspprorees ISPRA JRC Site SNAPicity

— { " Mon 23 Oct 12:42:28 1=}
e
ISPRA Site
All/ Single Building:
Al v
Variable:

Popup on Shape Click
v

Add To Map

Date Observed: 10/23/2023, 12:30:01 PM
Capacity: 2936 #

Allocation: 1995 #

Occupancy: 883 #

« DAC:-941 #

« DOA:-1112 #

« DOC: -2053 #

« PAC:67.95 %

« POA: 4426 %

» POC: 3007 %

Occupancy

Number

B >100
50-100

« Energy Hot: 4473978 kWh
2550 « Energy Cold: 916361 kWh
\ 10-25 « Power Hot: 36 kW
-0,10 « Dowar Cald- 0 N
Building 27B Trends Mongoct1nATIe e
P R — P ceuspaney Weskty Time Trend Sompare PR rnce g
Ispra - Occupancy 8m Ispra - Occupanc 8m - - =
= REDSY . et N o UM AR fo= e .
- RO R— - B > e~ "he =s
e B = - — - — = . . .
883 ™ /‘_”h'\ /Q.~,\\ 1Ry § " | AMAMAR £ ool CTh A M M o~
\ J \ / \ / \ / A\ J = Y S ss . 5 Y Eae= -
o v, N\ N J . g - g
A . 3 S
18100 17. 0600 1200 1800 15 0600 1200 1500 10. 06100 1200 1800 20. 06100 12100 1800 2L 06:00 1200 18100 22 0600 1200 1800 25. 0600
Oct Oct Oct Oct Oct Oct Oct

HeatPower m  HeatEnsray Sm  Enoray Trends am @ Average Hourly Power am Enama om
0 kW 1931279 kWh - - 0 kWh
I I I I G
. IO I N E— mem
o0 kw 888341 kwh S s S = e e o
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EGLI STUDI [ y
DIPARTIMENTO DI DISTRIBUTED SYSTEMS
l RE N Z E INGEGNERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB

Ispra Floor, Zone And Room Details Fri 6 Oct 18:41:54

Floor PT of Building 58A

« Date Observed: 10/6/2023, 6:30:02 PM
« Capacity: 37
.

ISPRA JRC Site

Allocation: 31
Occupancy: 1
o DAC: -6#
DOA: -30#
DOC: -36#
PAC: 83.78%
POA: 3.23%
POC: 2.7%

CHECERLN RN G Allocation v |

Date Observed: 10/6/2023, 12:01:00 PM
. Zone Id: 58A_PT_B
BU||d|ng 58A PT Trends Mon 8 Oct 13:51:30 =) Capacity: 1

Allocation: 0
mq: 12.16
Average hourly temp. Xi: 24.07°C

Capacity - Allocation - Occupancy Organization:Orion-1:Floor2_58A_PT - Occupancy Average hourly temp. Xs: 20.92°C

a - Average hourly temp. Xt: 6.00°C

| Heat Start temp.: 17.92°C

Y "‘_‘ : J"‘;ﬂ : Cold Start temp: 23.92°C
JLW AW AWA

3.00 400 5.0 604

4 ~ I M il

®Zo0eA-POA 4 ZoneA-POC  ZomA-PAC  wZonwB-POA  WZowB-POC & ZonsB-PAC

Occupancy Per Zones - Monthly Time Trend Comparison Stacked

Snap4City (C), October 2024
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R DATA DUBROU u DAR o
0 0
!
T 11
et
[y
[y
. D 0
[
T I
1 T T T
I
= SNAPAcrry

3 A
P / § \
'éi’@?is' P

SELETTORE

Park 10T

STATO PARCHEGGI

PARTERRE 7m

PARTERRE - ANDAMENTO NUMER

*snap
#Users Engaged Trend

New styles/themes can be developed by
specializing a few files from open source

https://www.snap4city.org/793
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How Long Distribution sm  HowLong Distribution

Snap4City User Engagement - Newgui

User's Interests

Mean Time om  Mean Time Trend

0

minutes

17.5

minutes

Mean ActiveTime g, Mean Active Time Trend

¢“SNAP/ciry

Tue 14 Jun 2
Total Active Days On App
days
“Total Days On App

244809

T T 160

> &

&)

3D MULTI DATA MAP - DIGITAL TW
FIRENZE - NEWGUI
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FIRENZE

m' =

=

DELL" INFORMAZIONE

UNIVERSITA
DEGLI STUDI %F{ITM\IEDIO IER!B&I! STSTEMS AND
INGEGN NET TECHNOLOGIES LAB

DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

Visual Representations

100 %

sparklines

Shiderwith-multip
le-steps-for-KPI

o

histogram

o

2y

Bubble-matrix-ch
art

(

Bullet

Sequence-Sunbur

pie-chart-1

Pareto-chart

flow-maps

heatmap

Box-plot staked-area
| ® L]
radar Bubble-maps

Snap4City (C), October 2024

¢“SNAPciry

A

D’Y "ém €‘

s o,
S

geo-maps

donut-chart

Data-grid

3

Stacked-line-char  Stacked-combina spider-maps
t tional-Chart
waterfall Sunburst Sankey
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3%, | UNIVERSITA DINFO DISIT by

) Emﬁ% S | SR SNAP/city &
Dean 270 7 -

Dashboard Builder: Development

Create, save, load
Dashboard Wizard ’ ’ ’
IdgetCoIIect|on delegate, grant access,

change ownerhii

1 o 'f e pE—

..... DataTranszr.matlon

IOT Applications

~—_ Knowledge Base,

N — Km4City S ' '

Applicat
ions

External

alx s ] ﬂ Services
= =

Knowledge and Storage
Data from the Field and
City + MyKPI ++

Public
Dashboard
Collection

My Own Dash/
> October 2024 224




Wizard

Dashboard features Data and widgets

Carmignano e
Fnesnlp

‘\ Aertiporig

x Firenze

———Amerigo

™ )]
v - o q g o
. y Vespucei
Signa, 11
\g_/_(i ) Pontameve
Lastrf a Signa A F|renze ———

- - o = p — a .
, . N JdY)| ;
T ﬂ |
— Scandicel A - . . = = " - . .
3 y- L Bagnoampoh . 2 Q |[aw=
A 7 : ]
i L | | | = lfi—) e = || L |
Montelupo X / ~ N ( \
Fiorentino . 4 \
‘i“_,_,_,_./ Nt x @ OpenStreetiap contributors p

Data sources

All selected (10) ~ Al selected (55) ~ Al selected [776) + Al selected [315] ~ Allselected (47) ~ All selected (2) +

High-Level Type 1 Nature Subnature Value Type Value Name Data Type Ownership

Special Widget Environment Weather Forecast Previ_Meteo special weather 2018-07-0816:00:18 public
2018-07-0816:00:18 public
2018-07-0816:00:18 public
2018-07-0816:0018 public
2018-07-0816:00:18 pukblic
2018-07-0816:0018 pukblic
2018-07-0816:00:18 public
2018-07-0816:0018 public

Special Widget Environment Weather Forecast Previ_Meteo special weather

Special Widget Environment Weather Forecast Previ_Meteo special weather
Special Widget Environment Weather Forecast Previ
Special Widget Environment Weather Forecast Previ_Meteo special weather Vaglia
Special Widgest Environment Weather Forecast Previ_Meteo special weather Vagli sotto
Special Widget Environment Weather Forecast Previ_Meteo special weather Vagli di sotto
Special Widget Environment {/eather Forecast Previ_Meteo special weather Uzzano

o > ' * Select the area of your interest: panning and zooming
e Select the

ngh-LeveIType E N@are Subnatu
‘ I graphic aspect of your interest, or

Meteo special weather valano

0000 OO!

High Level Type of your interest, or

* Make a search if you a have a precise idea or
* Act on filters: nature, subnature, type, name, value, date, health, owner, ...
* Combine them as you like

* Select the lines of your interest

* Then click on Next and get the Dashboard by wizard



UNIVERSITA
DEGLI STUDI

FIRENZE

Mun}elupo
Fiorentino

IS St

All selected . v All selected . v

TransferService.
IndustryAndMa
Environment
Environment

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

\ SYSTEMS AND
HNOLOGIES LAB
TA INTELLIGENCE

O

~Todn

- W e

—

S

New Data In

Data Inspector BETA OS

nector/Wizard

[Hlrs)

¢VSNAPlcy i

Filtering/Searching for
individual fields (even for
some fields not displayed
as geographic
coordinates)

Geographic Filtering

Text Search on all fields

All selected ...

Subnature
Weather
SensorSite
Computer
Air
Air
Sensorsite
SensorSite

SensorSite

Now displaying in Standard Mode
Switch to the Synoptic Mode to select MyKPis and sensors that you need for your synoptics.

Data sources

S8

\ S e
© OpenStreetMap contributors

All selected .. v Allselected _. v All selected .. v Allselected _ v All selected .. v Aliselected . v All selected . v

Value Type Data Type

webpage

Allselected _. v

Model Broker

Santa Verdiana

Value Name Value Unit Last Value Healthiness Last Check Ownership
2023-07-18160...
2024-01-10 01:3.
2024-01-10 013
2024-01-10 013,
2024-01-10 013
2024-01-10 01:3.
2024-01-10 013,

2024-01-10 01:3
S

DIDAI
METROT
AltairStatoPom...
BIMET_SMART.

ARPAT_QA_FI-

METROS14
SI052032FS9390.

METROE31

Mio sensore
Altair-soda Altair Valve State 2021-06-05 00
2021-05-20 13:51.
2021-06-07 17:3.
2021-06-0717.3.
2021-06-07 00....
2021-06-07 00
@»06-3’/ O_C

Search...

webpage

Altair-soda Altair Pump St webpage

Altair-soda Altair pump 43.
Altair valve 541

Altair Pump 4321

webpage
Altair-soda webpage
Altair-soda webpage
Altair Stock sta
Altair Pump 92
Search...

Altair-soda webpage

webpage

Search...

Altair-soda
e

Search... Search... Search... Search... Search...

Search

. 06:00 1200 18:00 12 06:00 1200 1800 13.
Feb Feb Feb

06:00 1200 18:00 14 06:00 1200 1800 15
Feb Feb

0600 1200 1800 16 06:00 1200 1800 17
Feb Feb

06:00 1200 1810
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Menu for choosing the
fields to display in the

table
View on Map(via

PREVIEW)

Data and Trend
visualization

Opening Digital Twin

Pass to Synoptic
mode

Select the graph
representation
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i it | DANEO | e é SNAP/ciry &
How the Dashboards / Apps Exchange data (2024/3)

Data, web pages, etc. é

(Http(s), W, ...)
Third Parties APlIs, services, gateways, pages EEEREEFRERRRY Web and Mobile Applications
Data (ODBC, JDBC, Mongo, ...)
Direct storage, databases TEERRRRRRRRRY

GIS, Maps, Heatmaps, Dashboard Builder ___ Dashboards

Traffic Flow, ODM
Data Manager

Entities, devices, data

>

Dashboard Wizard

Dashbo 7 ‘7

slllllllllllllllllllll

| |
| |
| |
| |
| u q
. - API/ServiceMap
u u Brokers
| | ]
| | | ]
: :
- GeoServer -
| | | ]
| | ]
| | |
| | | |
croServices MitroServices
| | | | | |
\ A A 2 / ‘
8 Eveliiland SxtionsiiVss) [ Widget Collection = s

MicroServices ﬁl
Client-Side Business Logic (Visual Editing, and JavaScript)

J L J
Processing Logic/loT App (Server-Side Business Logic)

Snap4City (C), October 2024 227
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DINFO | DISIT

”\}EARTIME{XTO DI REJR'?EUTE%?YSTEMS
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TECHNOLOGIES LAB

r_A

—

¢“SNAPciry

I'—‘ \ ) ‘ , - <
r J \ r \ = J — — ) — g r — ) \
- fff — lfoJ'JJ/JfJQ D ODlaiil Jellial Qi AOQOWIN
- J - 9 — J - — J _) \ J —— - — = —
»
= ¢ 4 First Bl Example Mon 10 Apr1200:40 W@
= . pr 12:00: =
1) S I h f - SNAP4ciry
. Selector - Map Pie Chart 9m Time Trend Comparison 4m @
* a Ua,q_‘{ﬂaﬂulml - -
interest on map | . :
/ - 250
2) S I h ¥ T BT WAl ATl \
I
elect the sensors .
\ X Pia Mugnene )i F'c'och R 4. Apr 5. Apr 6. Apr 7. Apr 8. Apr 9. Apr 10. Apr
1Dm|\ Nazioni SocilE,
. . ] 5 DISIT:orionUNIFI:CarParkAlberti - freeParkingLots
Pa S ionUNIF1:CarPark S.Lorenzo - freeParkingLots
I n O I n e res lgMa zon \ & S ionUNIFI:CarParkPal.Giustizia - freeParkingLots
Pojié Saccors < OISIT-orionUNIFLCarparks: Goor, soc P . 6 ionUNIFI:CarParkOltramo - freeParkingLots
-~alia Campagna orion! [:Carl EJ’SC{F?:J!Me ge%la&,e orion arParkStazioneBinario 'D\SITD"D"UNIF\ CarParkParterre - freeParkinglLots.
o ) I
- N \-"<  Palazzina
Padiglione - | T ———
3) Drill down on map
PP Radar Series 4m Time Trend Comparison im ©
=\ =] 104
3 ¢ Dy Rl 5 50
\ Padigllorie - occupiedParkinglots 102
M  ‘Padiglione. Liceo s, gy
, Rastriglia® . a 212,
< L Y - .rh_srma © 100
- s N \ i
e Javascript 10 .
e Faenza 400
‘g:— freeParkingLots 5%
b= DISIT:orionUNIFI:CarPark StazioneFortezzaFiera I [ [ I I [ I
. a « DISIT-orionUNIFI:CarPark StazioneBinariol6 08:30 09:00 05:30 10:00 10:30 1:00 1:30
o orionUNIFI:Parcheggio Stazione Fortezza Fiera
B L O n M a p W I 1 ionUNIFI:Parcheggio Stazione Binario 16 DISIT:orionUNIFI:METRO1028 - anomalylLevel # DISIT:orionUNIFI:METRO1029 - anomalylLevel
icnUNIFI:PARK SERVICE SOCIETA' COOPERATIVA IALE IN FORMA AB... DISIT:orienUNIFI:METRO1030 - anomalyLevel DISIT:orionUNIFI:METRO1032 - anomalyLevel
orionUNIFI:CONSORZIO MORGANA SOCIETA' COOPE IVA SOCIALEINF... ¥ DISIT:orionUNIFI:METRO1033 - anomalyLevel
send data to the 1
i unicipale 557 8. ——-
y TFortezzal. < A5 © OpenStreetMap cof . ) )
Bar Series 4m Time Trend Comparison 4m ©
p r r a I Selector 00 50
g + Car_park 00 %
. . ) 25
P
Widgets. In this T —
0
. - 174 139 a7 e 13. Mar 20. Mar 27. Mar 3 Apr
Ca Se a r rowe d I n A Air_quality_monitoring_station 0 &) | (3
freeParkingLots
)

Weather_sensor

RED ‘
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DISIT:erionUNIFI:CarParkAlberti
DISIT:orionUNIFI:CarParkCareggi

occupicdParkingLots

@ DISIT:orionUNIFI:CarParkBeccaria
DISIT:orienUNIFI:CarParkQltrarno

DISITicrionUNIFI:ARPAT_QA_FI-BASSI_SV - PM10

# DISIT:orionUNIFI:ARPAT_QA_FI-BOBOLI_SV - PM10
DISIT:erionUNIFI:ARPAT_GA_FI-GRAMSCI_SV - PM10
DISIT:crionUNIFI:ARPAT_QGA_FI-MOSSE_SV - PM10

¥ DISITiorionUNIFI:ARPAT_QA_FI-SCANDICCI_SV - PM10
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‘ e DlPARTIMENTO DI DISTRIBUTED SYSTEMS '
F [ RE N Z E INGEGN AND INTERNET
DELL INFORMAZIONE TECHNOLOGIES LAB S

'lm;
4—7¢m.

¢“SNAP/cry

https://www.snap4city.org/do
¥ SNAPLcrry g whnload/video/ClientSideBusin
SNAP4Teoh esslLogic- WldgetManuaI pdf

Client-Side Business Logic
Widget Manual

From Snap4City:
e« We suggest you read

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:

o https://www.snap4city.org/download/video/Snap4City-

PlatformOverview. pdf

slides go to https://www.snap4city.ora/577
https://www.snap4city.org
https://www.snap4solutions.org
https://www.snapdindustry.org
https://twitter.com/snap4city
https://www.facebook.com/snap4city
https://www.youtube.com/channel/UC3tAOO9EbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, Italy
Phone: +39-335-5668674

FIRENZE |
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https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
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UNIVERSITA DINFO DISIT by -
DEGLI STUDI IPARTIMENTO DI DISTRIBUTED SYSTEMS | egen d a m-‘
FIRENZE | BSRES e | 2RI e CITY

Presentation Dashboards Business Intelligence Visual Analytics Smart Applications Web & Mobile Apps
E Dashboard Themes Dashboard Wizard g
[§]
8 Dashboard Mng. Dashboard Builder Widget Library 3D Digital Twin CSBL ‘)'
S External Interoperability Snap4City Node-red Libraries NV (© FILARE &] §8 kafka mwemcket e
-
= Operations Jpeoue
uz, P Operational Tools Artificial Intelligence, DA Tools Al Develop. tools Visual Analytic processes 2
abe q)ammmnm o
* # oghon Qs El — I
o ) = (7
anwsﬁ, NETT . T g
g o
S o
v L
S Internal Interoperability: API, MicroServices, WS [RIaE o L8V A N[oTe SR M ETS =1 [= ASCAPI mwabsﬂcket JFILUARE | | S 3
& = 8o
8 c
.. = _ £ S
£ K Persistence & LOGraph <y OpenSearch : ||3
7] = .
E =z Knowledge and Data Management SuperServiceMap Data Management, HLT nifié = =
(8] | - T =
® || IRl - nesi ORIEE [ Linked Data triples || £ §||
= . . ] 2 H— -
g J o Aggregation Processes and Rules Blockchain W‘ & FILARE - E E. S
==y || .2 ©
£ @ Data Process |oT/Entity Directory Brokers NMQTT == | |2 8| | &
£ , . o
o — = Any protocol and format ! ! Any protocol and format ! ::: g b=
E Connectivity' wired/wireless, loT Edge, etc. o, 2 o 2

Any protocol and format i

|
Any protocol and format |

/\« n S, . e External Social
6 @@ 4 o : .@ e W Q @ (“1“/ cls BIM osM Gateways Services ERP Media

. : Device Layer External Third Party Services 232
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DINFO

PARTIMENTO DI
INGE NERIA
DELLINFORMAZIONE

e
DISIT / p
DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB s N A 4CI Ty

JrJ;"'chH ations, different models a TOOL to get them

Micro X:
e 1VM of dockers *
Normal X,Y: docker

« 2VM of dockers

Small X,Y: scalable
e 4\/M of dockers

DataCitySmall X,Y,Z: scalable
« 6 VM of dockers

DataCityMid X,Y,Z,T: scalable

« #VM+X/70VM +Y/3VM +ZVM + TVM of (==
dockers

DataCityLarge: scalable

« depending on your needs

https://www. snap4C|tv org/docker generator/selectlng model
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

LoGOUT

My Snap4City.org

Tour Again

F—F

Dashboards [Public)

My Dashboards in All Org
Dashboards of My Organization
My Dashboards in My Organization
My Data Dashboard Dev Kibana
My Data Dashboard Kibana
Extra Dashboard Widgets
Notificator

Data, my Data, OpenData
Knowledge and Maps ~
10T Applications ~

10T Directory and Des

Resource Manager ~
Development Tools *
Management ¥

Decision Support Systems

Deploy and Installation =«

[ Doc: Installing Snap4City/industry

Doc: DataCity-Large

Docker Config Generator x Snap4 Tc

Doc: Docker Config Generator
Doc: Some Config FAQ

SuperSetting

! Make configuration

Lonrig Generator 1001s

Docker Config Generator x Snap4 Tools

Problems? Send mail to support. | Guide and examples

Base access link for the whole service.
$#base-hostname#$ - string

WWW.lamiasmartcity.org

Define MariaDB database user password

$#dashboard-db-pwd#$% - password

T Rando

Towr]

Sender email when sending emails (e.g. info@site.org)
$#smtp-from-email#5 - email

paonesi@gmail.com

Sender name when sending emails (e.g. SITENAME)

S#smtp-from-name#§ - string

SMTP host to be used to send emails

$#smip-host#$ - string

Remember to execute the .sh files when deploying the applications; setup.sh must be ran before
execution, post-setup.sh may be ran during execution. Multiple execution are safe. Some folders may
contain no such files; in that case, there is nothing you need to do.

Show default fields
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Zookeeper Dashboe_l;d Backend Dashboard Frontend

Database WSServer

loT App 2 loT App 1

loT Broker Crion Filter Personaldata

<
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X - Openseﬁrch Opensearch Dashboard

LDAP Server MyLDAP Keycloak

Dashboardcron loT Fiware Api loT Fiware Harvester Synoptics
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OD insert API
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Micro 6 (technical)

b model

CUSNANcnv

IVIIC
[

Web Interface

. proxy |

Synoptics (WS)

[ Dashboard H WSServer

Resource Mng

v U

]

PersonalData

[ DataBase ] [ Kafka

MyLDAP, LDAP

Dashboard [ ZooKeeper L
N

Dashboard Cron }

~\

KeyCloak

1
]

J

2

Smart Data ExtBroker

k Models [ OD Manager J [ harvester | [ FIWARE loT

a N
o [ Open Search ] [ Open Search J /[ IOT App 01 ]
ao Dashboard [
o IOT App 02 ]
§ [ ServiceMap (SCAPI) ] [ Virtuoso ]

& )

) N . I0TApp6
Broker [ ORION ] [ OrionFilter ] [ Mongo ] KIOT Apps
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* estensione di gestore dati per |la gestione delle Traiettorie, percorsi di persone
e mezzi,

* Gestione di MOUSE 3D per |la navigazione su digital twin 3D di Firenze, via
pagine web

e Digital Twin 3D della citta: uso di Al and 3D tiles in CESIUM format

e Digital Twin 3D della citta: inserimento di modelli 3D dinamici per la
vegetazione

e Extending data ingestion process with NGSI LD compliant brokers, new version
wrt the actual

* uso del broker Orion NGSI LD per l'invio di dati verso NIFI Apache

e Editing di Scenario: aggiunta dell'editing di TPL, eventuale salvataggio del
GTFS, o modifica in modo da poterlo salvare con altro tool.

* sviluppo in Javascript per I'editing di scenari che rappresentano il trasporto pubblico,
spostamento di fermate, modifica corse, recomputo tempi, rappresentazione e
lavoro su grafica gia presente come MultiDataMap
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A1) estensione di gestore dati per la gestione delle
Traiettorie, percorsi di persone e mezzi

Ogni traiettoria si puo modellare come un singolo device che ha certe
variabili, e le loro istanze sono una serie temporale

La traiettoria riferisce ad un Mezzo, ad una persona, ad un device, etc., e
viceversa

La traiettoria deve potersi visualizzazione:

— Valori storici, traiettoria in tempo reale

— Visualizzare i cambio di stato, visualizzare i segmenti con le loro caratteristiche di
velocita, accelerazione, etc.

— Visualizzazione come time trend
— Visualizzazione da DateTime a DateTime, o per day, o per week o per mese.

Sviluppo in Snap4city multidata map, Deck, Javascript, HTMP, PhP.
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AZ) Aggiungere al 3D model della citta, elementi di

decoro urbano: alberi, semafori, auto, tramvia, etc.

* Ogni entita 3D ha delle informazioni di
— Posizione (GPS ed altezza), 3D model da caricare (uno o piu” modelli),

— dimensione, colore, stato: che possono incidere sulla visualizzazione del modello

* potrebbe anche cambiare nel tempo: albero versione estiva, autunnale, invernale; semaforo;
panchina; bike rack; etc.

— data e scontata....

* Alcune potrebbero essere manipolabili: semafori, lampade, digital sighage
(pannelli a messaggio variabile), proiettori, etc.

— Comunque sono variabili di una entita che possono o meno essere mappate su un
colore della forma 3D oppure su ona forma diversa

* Sviluppo in PhP, Javascript, HTML, snap4city modeling
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* sviluppo in Python di algoritmi per la generazione di heatmap: IDW, AKIMA o altri,
via MLOps

* uno o due modelli per ogni elaborato

* Conversione di modelli Al, deep learning per la predizione di serie temporali con
stagionalita via MLOps, uno o due modelli per ogni elaborato
 Modelli gia presenti, oppure open
* soluzioni neuro simboliche per i modelli predittivi adattivi (semantici ed
inferenziali) in connessione all'explainability dell'Artificial intelligence

 come usare i risultati XAl di modelli predittivi per generate concetti simbolici che possono
aiutare durante la iperparametrizzazione / training

e procedure di business intelligence, via CSBL, sviluppo in Python via MLOps ClearML,
che vengono utilizzati tramite APIl, UNO sviluppo per ogni elaborato, per:

e stima di statistiche descrittive, scatter plot, correlations, average, varianza, PCA, etc., sulla
base di un set di serie temporali

e Typical Time trends da una o piu’ serie temporali.
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Processi di acquisizione dati, 2-3 sorgenti per ogni elaborato, in Proc.Logic, Node-RED on cloud
* Da API REST: Dati di flusso di persone, meteo, etc.

* Dati da sensori, dati da telecamere, etc.

acquisizione di dati da sorgenti esterne e conversione, uno per ogni elaborato:
* dati ditiled 3D, dati di traffico,

revisione del progetto Data Table Loader/POI Loader per l'ingestion smart di dati anche con |'uso di CSBL
e/o Python

* https://www.snap4city.org/729

sviluppo di un caso di studio: uso di modelli system thinking per il supporto alle decisioni, sviluppo di un
processo node-red che calcola I'albero decisionale in una griglia della citta e costruzione di una heatmap
usando heatmap manager e API gia presente.

e tutto lo sviluppo in node-red con uso di dashboard per la visualizzazione

Stima con processi di data ingestion di alcuni indicatori
SUMI: https://www.snap4city.org/951 visualizzazione in dashboard standard, sviluppo Javascript

e alcuniindicatori sono gia stati stimati altri possono essere aggiunti in questo elaborato

scelta ed integrazione per sistema di lettura targhe di auto, che manda stream of da TV cam che gia fa il
riconoscimento:

» using standard camera for car / scooter plate recognition,
* Evento per esempio per aprire cancello, pay parking: managing white/black lists in real time

Snap4City (C), October 2024 243


https://www.snap4city.org/729
https://www.snap4city.org/951

	Diapositiva 2: Architetture Parallele (Class. Flynn)
	Diapositiva 3: Classificazione
	Diapositiva 4: MIMD: Multiple instruction stream, multiple data stream
	Diapositiva 5: https://www.Km4City.org  
	Diapositiva 6
	Diapositiva 7: Architettura di base Big Data, IOT, Industry 4.0
	Diapositiva 8: Lambda Architecture
	Diapositiva 9: Batch Processing
	Diapositiva 10: aPeriodic Batch processing
	Diapositiva 11: Periodic Batch processing
	Diapositiva 12: Periodic Batch processing
	Diapositiva 13: Stream Processing
	Diapositiva 14: Stream Processing
	Diapositiva 16: Main Purpose
	Diapositiva 17: Main Functions
	Diapositiva 18: DW vs DL
	Diapositiva 19
	Diapositiva 20
	Diapositiva 21
	Diapositiva 22: Pros and Cons
	Diapositiva 24: DWH
	Diapositiva 25
	Diapositiva 26: DL
	Diapositiva 27
	Diapositiva 28: Combined Solutions
	Diapositiva 29
	Diapositiva 30
	Diapositiva 31
	Diapositiva 32
	Diapositiva 33
	Diapositiva 34
	Diapositiva 35: https://www.Km4City.org  
	Diapositiva 36: IOT Solutions
	Diapositiva 37: IOT Main Concept
	Diapositiva 38: IOT Main Concept
	Diapositiva 39: Cloud vs Fog/Edge Computing
	Diapositiva 40
	Diapositiva 41: Edge Computing, Fog Computing
	Diapositiva 42
	Diapositiva 43: IOT Broker
	Diapositiva 44: IoT brokers
	Diapositiva 45: IoT Context Brokers
	Diapositiva 46: architettura
	Diapositiva 47: Conceptual architecture
	Diapositiva 48: IOT Basic
	Diapositiva 49: Definitions
	Diapositiva 50: Definitions
	Diapositiva 51: IOT/IOE Protocols
	Diapositiva 52: Note on Communication patterns
	Diapositiva 53: IOT Brokers
	Diapositiva 54: https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/ 
	Diapositiva 55: Comparison high level IOT protocols
	Diapositiva 56: MQTT: Message Queue Telemetry Transport
	Diapositiva 57: MQTT QoS
	Diapositiva 58: AMQP Advanced Message Queuing Protocol
	Diapositiva 59: CoAP: Constrained Application Protocol
	Diapositiva 60: Other protocols
	Diapositiva 61: Comparison of lowlevel IOT prot.
	Diapositiva 62: Main  protocols 
	Diapositiva 63: HTTP GET
	Diapositiva 64
	Diapositiva 65: http GET vs POST
	Diapositiva 66: IOT Data Driven
	Diapositiva 67: IOT Data Driven
	Diapositiva 68: IOT Data Driven
	Diapositiva 69: IOT Architectures Comparison
	Diapositiva 70: Market Solutions
	Diapositiva 71: Market Solutions
	Diapositiva 72
	Diapositiva 73
	Diapositiva 74
	Diapositiva 75
	Diapositiva 76
	Diapositiva 77
	Diapositiva 78: Azure Microsoft IoT (1)
	Diapositiva 79: Google IoT (1)
	Diapositiva 80
	Diapositiva 81
	Diapositiva 82: Requirements and Objectives
	Diapositiva 83: Non functional requirements
	Diapositiva 84: Security/Privacy Requirements
	Diapositiva 85: The secure stack
	Diapositiva 86: Complexity in Smart City IOT Platforms
	Diapositiva 87: https://www.Km4City.org  
	Diapositiva 88
	Diapositiva 89: Data Driven Decision Support
	Diapositiva 90: Digital Twin Development Platform
	Diapositiva 91: Ingestion, agg.  exploitation
	Diapositiva 92: Expert System semantic queries
	Diapositiva 93: High Level Types
	Diapositiva 94: Ingestion, aggreg.  exploitation
	Diapositiva 95: Solutions: reliable, secure and fast to realize
	Diapositiva 96: Data Analytics on Snap4City platform
	Diapositiva 97
	Diapositiva 98: Different Themes
	Diapositiva 99: Tech Overview
	Diapositiva 100: Development
	Diapositiva 101: training
	Diapositiva 102: https://www.Km4City.org  
	Diapositiva 103: From Time Series to  complex types
	Diapositiva 104
	Diapositiva 105: Standards and Interoperability (10/2024)
	Diapositiva 106: IoT Devices
	Diapositiva 107: What About IoT Devices, Time Series
	Diapositiva 108: Time Series: they are data streams
	Diapositiva 109: Mobile Devices
	Diapositiva 110: Sensor/Sensor-Actuator
	Diapositiva 111: POI, Point of Interest 
	Diapositiva 112: Access to Point of Interest information, POI
	Diapositiva 113: Data Ingestion Stragey
	Diapositiva 114: KB, ServiceMap
	Diapositiva 115: High Level Types
	Diapositiva 116: Interoperability of  Snap4City Platform
	Diapositiva 117
	Diapositiva 118
	Diapositiva 119: Standards and Interoperability (10/2024)
	Diapositiva 120: Federation of Smart City Services
	Diapositiva 121: Dictionary for Data Fields Semantics and Technical Meaning
	Diapositiva 122: Unified Data and Services Model/Classification
	Diapositiva 123: For example
	Diapositiva 124: Example of Energy and its Value Units
	Diapositiva 125: Please note on: Data Type
	Diapositiva 126
	Diapositiva 127
	Diapositiva 128: vs
	Diapositiva 129
	Diapositiva 131: Exploiting FIWARE Smart Data Models
	Diapositiva 132: Snap4City IoT Registration and Access
	Diapositiva 133: Federation of Snap4City vs ORION Broker
	Diapositiva 134: https://www.Km4City.org  
	Diapositiva 135: Editing IOT Applications
	Diapositiva 136: IOT Application Editor: NODE-RED
	Diapositiva 137: IOT Application Editor: NODE-RED
	Diapositiva 138: Load Library from Palette
	Diapositiva 139: Load an IOT application of example
	Diapositiva 140
	Diapositiva 141
	Diapositiva 142
	Diapositiva 143: Basic Node.js Blocks on NodeRed on our Advanced IOT Apps
	Diapositiva 144: IoT Applications
	Diapositiva 145: Ingestion, aggreg.  exploitation
	Diapositiva 146
	Diapositiva 147
	Diapositiva 148
	Diapositiva 149: Snap4city Data Ingestion Diagram
	Diapositiva 150
	Diapositiva 151: Proc.Logic / IoT App Development 
	Diapositiva 152: https://www.Km4City.org  
	Diapositiva 153
	Diapositiva 154: Requirements on Broker Interoperability
	Diapositiva 155: Two Main Lines for Dashboarding are present
	Diapositiva 156: Snap4City Dashboard Builder (2023) vs Kibana/Grafana
	Diapositiva 157: Functional: FIWARE ref arc wrt Snap4City solutions
	Diapositiva 158: Functional: FIWARE refarc. wrt Snap4City solutions
	Diapositiva 159: Market Solutions
	Diapositiva 160
	Diapositiva 161: https://www.Km4City.org  
	Diapositiva 162: Main Tasks
	Diapositiva 163: Main tasks
	Diapositiva 164
	Diapositiva 165: Digital Twin Development Platform
	Diapositiva 166
	Diapositiva 167: How the Dashboards / Apps Exchange data (2024/8)
	Diapositiva 168
	Diapositiva 169: https://www.Km4City.org  
	Diapositiva 170
	Diapositiva 171
	Diapositiva 172: Data Analytics Development Life Cycle
	Diapositiva 173
	Diapositiva 174
	Diapositiva 175
	Diapositiva 176: Development
	Diapositiva 177
	Diapositiva 178: Analysis 1/2
	Diapositiva 179: Snap4City Innovation Matrix and Process
	Diapositiva 180: The Dictionary of Entities
	Diapositiva 181
	Diapositiva 182
	Diapositiva 183
	Diapositiva 185: API, External Services
	Diapositiva 186: Analysis 2/2
	Diapositiva 187: Example:  Activity Diagram
	Diapositiva 188: A variant
	Diapositiva 189: A variant
	Diapositiva 190: The above figure
	Diapositiva 191: Fun Requirements
	Diapositiva 192: Non Functional Requirements
	Diapositiva 193: Be carefull 
	Diapositiva 195: Data analytics
	Diapositiva 196: Available AI Solutions on Snap4City
	Diapositiva 197: Scenario Editor
	Diapositiva 198: What-if on TFR
	Diapositiva 199: Micro Simulation
	Diapositiva 200: Mobility
	Diapositiva 201
	Diapositiva 202
	Diapositiva 203: Predictions and Heatmaps in Real Time
	Diapositiva 204: What-if Analysis on Pub Transport
	Diapositiva 205
	Diapositiva 206: Traffic Light Plan Optimization
	Diapositiva 207: Traffic Light Plan Optimisation, Digital Twin
	Diapositiva 208
	Diapositiva 209: Mean Travel Time
	Diapositiva 210: Traffic Infrastructure Optimization
	Diapositiva 211: Traffic Infrastructure Optimization
	Diapositiva 212: Optimization Results
	Diapositiva 213: Environment and Waste
	Diapositiva 214: Environment 
	Diapositiva 215: Predicting EC’s KPI on NO2 months in advance
	Diapositiva 216
	Diapositiva 217
	Diapositiva 218: City Energy and Buildings
	Diapositiva 219
	Diapositiva 220: Floor Details
	Diapositiva 221: Visual Analytics Business Intelligence
	Diapositiva 222
	Diapositiva 223: Visual Representations
	Diapositiva 224: Dashboard Builder: Development
	Diapositiva 225: Dashboard Wizard
	Diapositiva 226: New Data Inspector/Wizard
	Diapositiva 227: How the Dashboards / Apps Exchange data (2024/8)
	Diapositiva 228: Example: From Map to Graphs (spatial drill down)
	Diapositiva 229: Visual programming for CSBL, accessible in beta
	Diapositiva 230: CSBL Client Side Business Logic
	Diapositiva 231: Deploy
	Diapositiva 232
	Diapositiva 233: Installations, different models a TOOL to get them
	Diapositiva 234: Config Generator Tools
	Diapositiva 235
	Diapositiva 236: Micro 6 model
	Diapositiva 237
	Diapositiva 238: Esempi di Elaborati 2024/25
	Diapositiva 239: Tipo A
	Diapositiva 240: A1) estensione di gestore dati per la gestione delle Traiettorie, percorsi di persone e mezzi
	Diapositiva 241: A2) Aggiungere al 3D model della città, elementi di decoro urbano: alberi, semafori, auto, tramvia, etc.
	Diapositiva 242: Tipo B
	Diapositiva 243: Tipo C

