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* The Snap4xxxx solution is released in Open Source, VM and Docker
with fully support of MultiTenant/multiple-Organizations
— Each Organization may be configured for a separate environment with a set of

Maps, Menus, Users, Data, Dashboards, |IOT Apps, MicroApplications, Custom
Widgets, Models, resources, open data, etc.

e Https://www.Snap4City.ORG is the main instance of Snap4xxxx
solution managed by DISIT Lab. The main documentation is located

and updated on Snap4City.org, GitHUB, dockerHub and Node-Red

Library. Snap4City.org is where the last tools are tested and news
published.

— Organizations on Snap4City.org have been created with contracts as for
Platform as a Service, for testing and for providing SmartCity as a Service as
well as Industry 4.0 as a Service

Snap4City (C), January 2021
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Main Organizations/areas
* Antwerp area (Be)

* Capelon (Sweden: Vasteras, Eskilstuna, Karlstad)
* DISIT demo (multiple)

* Dubrovnik, Croatia

* Firenze area ()

* Garda Lake area ()

* Helsinki area (Fin)

* Livorno area (l)

* Lonato del Garda (l)

* Modena (l)

* Mostar, Bosnia-Herzegovina
* Pisa area (l)

* Pont du Gard, Occitanie (Fr)
* Roma (I)

* Santiago de Compostela (S)
* Sardegna Region (l)

* SmartBed (multiple)

* Toscana Region (l), SM

* Valencia (S)

* Venezia area (l)

* WestGreece area (Gr)

Snap4City (C), January 2021


https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Antwerp&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=DISIT&fromSubmenu=false&sorts%5btitle_header%5d=1
https://dubrovnik.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Firenze&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Garda&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Helsinki&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Livorno&fromSubmenu=false&sorts%5btitle_header%5d=1
https://lonatodelgarda.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Modena&fromSubmenu=false&sorts%5btitle_header%5d=1
https://mostar-bosniaherzegovina.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Pisa&fromSubmenu=false&sorts%5btitle_header%5d=1
https://pontdugard-occitanie.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Roma&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MTc5NQ==
https://sardegna.km4city.org/smosm/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Toscana&fromSubmenu=false&sorts%5btitle_header%5d=1
https://servicemap.snap4city.org/
https://valencia.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Venezia&fromSubmenu=false&sorts%5btitle_header%5d=1
https://westgreece.snap4city.org/

UNIVERSITA DISIT
DEGLI STUDI DINFO (DISIT

lPARTIMENTO DI DISTRIBUTED SYSTEMS
F l RE N Z E INGEGN AND INTERNET
DELL INFORMAZIONE TECHNOLOGIES LAB

)ila U //
Most of Organizations on Snap4City.org also
correspond to companies or institutions that

have an installation of Snap4City tools on their
Premise,

— such as: Pisa, SmartGarda Lake, Snap4, ALTAIR,
etc.

This double way allows them to:
— test the news,
— share experiences with other groups,
— get visibility,
— work in the collaborative environment, and

— be better supported by Snap4City.org and DISIT
Lab personnel.

Each instance of Snap4xxxx solution can decide
to join the federation of SmartCity API to
exploit shared data.
— This allows to exploit regional data for city
installations applications (web, mobile,

dashboards, etc.) without reloading them for
example.

CUSNAPlIcnv

gustry Community

Main Organizations/areas
Antwerp area (Be)

Capelon (Sweden: Vdsterds, Eskilstuna, Karlstad) = 11 _—

DISIT demo (multiple h)

Dubrovnik, Croatia -
Firenze area (|

Garda Lake area (I

Helsinki area (Fin)

Livarno area (|

Lonato del Garda (1)

Modena (1) y
Mostar, Bosnia-Herzegovina i T
Pisa area (| |
Pont du Gard, Occitanie (Fr)
Romai (1)

santiago de Compostela (5

Sardegna Region (1)

SmartBed (multiple)
Toscana Region (1), SM
Valencia (5)

Wenezia area (I

WestGreece area (Gr)

SnapdCity (C), Betober 2020
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Smart City as a Service
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Installation on your premise
e Virtual Machines or Dockers
» Different configurations

* From small to scalable

Supﬁ)orting Org . * Exploiting your legacy tools
100% Open Source Platform: Github Bierilesd s * Interoperable with any tool
Further developments deploy * No vendor lock-in, No tech lock-in

Publishing Appliances and Dockers Mixed solutions! For example:
Training courses, docs * Start on Cloud as Smart City as a Service

Consulting CCSNAP4CITY o * Migrate on premise on the fly
Forums E—— e Start on Cloud into a sand box
Etc. 4 SCIENCE CLOUD * Pass toinstall on premise what you need

Snap4City (C), January 2021
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On Line Training Material (free of charge)
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Register on WWW.snap4city.org 0T anddata world

— Subscribe on DISIT Organization

* You can:
— Access on basic Tools

— Access to a large volume of Data
— Create Dashboards

t
— Create |OT Applications e
— Connect your IOT Devices GVe/:\ ger
. . . Malytics, o PMent, g V1th fu
— Exploit Tutorials and Demonstrations dChjnea la SO for Dat,
rnj
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Snap4City (C), January 2021
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CUSNAP4CITY

A Mobile App may refer to one
Smart City API Server (for Area 1)
via SUPER and receive data from
the Federated SUPERS (Area 2) if
navigation, queries, etc. are leading
to discover out of the addressed
KB.

— SUPER can be used for creating
redundant and/or balanced
distributed solutions for Federated
KB. See Area 2, the two KB in the
front.

— Federated SUPER can have
overlapped KB even totally.

— A Mobile App can be developed to
support multiple Smart City API
servers, for balancing and

The usage of Super is not
mandatory so that separate
services can be produced as well

Super and Nodes presents the
same Smart City APIs.

10
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e 1st part: General Overview
* 2nd part: Dashboards Creation and Management
* 3rd part: I0T Applications development, IOT Devices, I0OT Networks

* 4 part: Data Analytics, in R Studio, in Python, how to Exploit and Manage
Data Analytics in 10T Applications

* 5th part: Data Ingestion, Data Warehouse, Data Gate, IOT Device Data
ingestion, 10T App for Data Ingestion, etc.

e 6th part: Snap4City Architecture, How To Install and Manage Snap4City

e 7th part: Smart city API (internal and external) Web and Mobile App
development tool kit

A number of the training sections include exercitations
Updated versions on: https://www.snap4city.orq/577
See also courses in ITALIANO: https://www.snap4city.org/485
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Snap4City/Industry Architecture
Smart City in a Snap, How to become smart
— Smart City Development Life Cycle
— Analysis and Design for Innovation (Co-Creation and Co-Working)
— Analysis for Innovation, the workshops for innovation, co-creation; Data Discovery
Snap4City: Overview of Development Tools
— How to Add Functions that are not present in the Platform
Snap4cCity/Industry: Smart Solution IOT as a Service vs Consulting and Developing
Snap4City vs Fi-Ware
Snap4City vs State of the Art Solutions
Snap4City Living Lab For Collaborative Work
Snap4City technology for Industry 4.0 = Snap4industry
Installing Snap4City
The view of the Administrator
— Main menu,. User Management, Auditing, Platform Management
— AMMA traffic Analyzer, Data Analyzer, Back Office Platform Scalability
— Monitoring Resources and Traffic
— Mng. Photos and comments, Mobile App Monitoring, Customer Relationship Management

Acknowledgement

¢V SNAPcrry B




WWW.shap4city.org

Home Howand WhyTo Useit v Tools v Tutorials and Videos v

LOGIN

@ Dashboards (Public)

¥ Knowledge and Maps «
W Service Map (Toscana)
W Service Map 3D (Firenze)
W Helsinki Service Map
M Garda Lake Service Map
M Cagliari Service Map
W Service Map 3D {Helsinki)

Micro Applications Login

External Services Snap4City - scalable Smart aNalytic APplication builder for sentient Registration
Data Set Manager: Data Gate Cities . _

*s Resource Manager
* Request a new password

Z@Z g @ Search

Development Tools ¥

o — ?ﬁb@ e

" am:
DT

<o Management ¥

LA

Help and Contacts ¥

Tutorials Scenarious Innovations Interoperability Installations What People say n

o—q - sacer
% |=%| " TR API
x Jf = : e 2 T
- ¢ )t |°""° et Y SNAPdcnry B

Mobile Apps 10T Devices |0T Applications DataAnalytics Dashboards LivingLab Smart City API rakiing Saichy
$ from Data to Sentient Cities in a Snap
¢“SNAPLcTy on

Documentation and Articles ¥

Km4City portal

DISIT Lab portal

Program and Interactive Slides

e 5= - EUROPEAN OPEN Powered by
Smart ,CIty EXPO WORLD CONGRESS ‘:—3 SCIENCE CLOUD www.kmdcity.org
Ontolo Articles 1321 Nov. 2019 '
gy See you at Stand A118 * BHLOOR P FOLA COMEDTR B
Smart Cities need to set up a flexible Living Lab to cope with the city evolution in terms of services and city users' needs and sustainability. Snap4City solution Node-RED
(httr V.SNaf .org) provides a flexible method and solution to quickly create a large range of smart city applications exploiting heterogeneous data and enabling services for
stakeholders by |IOT/IOE, data analytics and big data technologies. Snap4City applications may exploit multiple paradigms as data driven, stream and batch processing, putting co- Virtual
creation tools in the hands of: (i) Smart Living Lab users and developers a plethora of solutions to develop applications without vendor lock-in nor technology lock-in, (ii) final users Assistant

customizable / flexible mobile Apps and tools, (iii) city operators and decision makers specialized / sophisticated city dashboards and IOT/IOE applications for city status monitoring,
control and decision support. Snap4City satisfies all the expected requirements of Select4Cities challenge PCP and much more, and it is 100% open source, scalable, robust, respects
user needs and privacy; provides MicroServices and easily replaceable tools; compliant with GDPR; provides a set of tools for knowledge and living lab management, and it is compliant
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES

PEN Test =

| \"”

Passed 7 L S0 50

A

—— N an
iy - A K <10

K/
: | KN B ﬁ. X
|/ { ! g N N b ‘\‘

| CYSNAPTy on il IO A v S s il
A VK e YR N <\

x SCIENCE CLOUD 7V iRNAE 5=t Vak 2l
' OIS ISRVl s s
L S A O SROR DINDS N Y

AV‘ \ 7 X
XN OINS K

)
vl SR AATSAN 7N 445 TAS
EUROPEAN OPEN |5 e AN N oK !ﬁ’A\'

SE/ADTANE7AND <\ ]

A

.:a‘si

KA

s

\‘ V‘Nﬂ Sl

¥ A B
s
sl

AR b

b\ 7 A KA

P
v
QR

Va
AVAVZS BN

= "l N7
K aY;
XX I N
z DAY
RO S DXL 8 N 'A\"‘ [/ \DAG

X KA KRS ;'

N P

Sl

6t N/

0 [
s

Y
4\A
W

%
%
|

N ¥

\‘ ’9»'2 S

D

e
/]
;A‘”Q Y

K7
'A‘éﬁ 94"4
AU

Y

VAN
AP S

A

aV¥i

KN

VN e

o
v 3 4‘ <; —

SO\
)

(<

R Sl



URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

([ RIATLETE

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM ¢ OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS » MOBILE APPS
PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS * BUSINESS INTELLIGENCE « WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES ¢
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* LOCAL GOVERN

STAKEHOLDERS * GDER + OPEN IOT DEVICES
CITY USERS * SECURITY « |OT EDGE
IN-HOUSE * PRIVACY « |OT GATEWAY
ENERGY OPERATORS * ASSESSMENT * PAX COUNTERS
MOBILITY OPERATORS SRAUDITING + |OT BUTTONS
« COMMERCIAL el IOT DIRECTORY + SERVICE MAP PREDICTIONS » ANOMALY DETECTION * WHAT-IF ANALYSIS *» TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
OPERATORS RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS » OFFER VS DEMAND ANALYSIS + ENVIRONMENTAL DATA ANALYSIS
e RV S ERATONS R STUDIO « ETL AND PREDICTIONS + REAL TIME HEATMAPS * ROUTING + ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ksl ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
s « TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
i it el sty i KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE
« START-UPS :
o ASSOCIATIONS * TRAINING TUTORIALS, COMMUNITY MANAGEMENT
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL Siva 10T / I0E BROKERS INDUSTRY 4.0 Jll SOCIAL MEDIA
‘ SERVICES
X7 a
W - :
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also on 10T Edge!l!

= === — i — =
‘ S , Big Data Analytics, Artificial Intelligence -
|OT Edge Devices = Y 2

Onl, s ¢“SNAPcrry

| : Mainly fog computing and NGSI V1, V2 with security
|OT Devices

SnapA4City (C), January 2021 18
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Snap4City, Snap4industry Architecture, V2 (2020)

Back-End

y N
v

Front-End

Data
Sources,
External

Data
Ingestion, Semantic Reasoners

: aggregation
Services sgregation,
PULL regularizatio -
n, reconcile: Elastic Search
o User
Data interface,
Drill down,
maps,
heatmaps

Sources,
Brokers,
External
Services
Data
Driven,
Real

Time Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...

e e 2
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R Studio, Tensor Flow, Python, .... = .
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Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP,
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP, WSDL, Twitter,
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS,
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC,
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android,
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT,
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet,

TALQ, Copernicus, IFC, etc. https://www.snap4city.org/65

ahundati"" E Fl- E@15 bee srﬁrt city

Node-RED digital ecosystem

: | _ EUROPEAN DPEN
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Data ingestion and model
— Unified data model (exploited in the Wizard and Knowledge base)

— Semantic Reasoner modelling city entities, supporting sematic
search, expert system, digital Twin, etc.

— |OT Directory abstracting complexity of 10T
Devices, Edge, Brokers, protocols and data formats

Data Analytics and Data Processes

— Flexible and extensible IOT Applications

— Data Analytic: multiple programming languages,
Visual Analytics, dashboarding, Apps

— Wizard: expert system for immediate dashboard production
matching data vs graphics representation

— Dashboards specialized multidomain for Smart Cities
— Custom Widgets and Synoptics
— Ready to use Mobile App, instant App, MicroApplication

— St rategies fo rma | ization su pPpo rts My 10T Devices |pig Data Analytics, Artificial Intelligence ===
Snap4City (C), January 2021
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Openness to any developers
— Living Lab support for coworking, sharing, and delegating

— Advanced Smart City APIs and MicroServices
— 100% Open Source, Open hardware

Security and Privacy

— End-2-end encrypted communication,

HTTRS

on devices, platform, ... dashboards
— GDPR compliant privacy/security
Non functional

(click to open the
dashboard in view)

Ownership E\Q EEEEEE ing local
col

Intranet

nternet

itional action
(only for the

H 10T Ede 10T Broke: licati
Bachboaukh /L gh-r‘ JH
A | r s
Dashboard Preview

E Dashboard t
on] &5  Engine

WSs
\HT[PS

/
F%a -

— on cloud and on premise, your private installation

— On IOT edge and on cloud/premise C"SNAN
— Multitenacy, multiple organization Appliances and Dockers FESS
— Multiple smart solution on a single platform IHSta"at's

— Ready to use Appliance Virtual Machines and/or Containers for a
modules and tools, I0T edge, OpenSource code on GITHUB.

— Flexible, Modular, Elastic, scalable and robust

Snap4City (C), January 2021
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Organization/City analysis
— requirements analysis, identification of domains

— Snap4City Innovation Process = Report of Scenarios vs Data
— Data Analysis = Report as Data Table
Smart City Design for Innovation:

— Design of main Scenarios and Tools (Dashboard, SCCR, Apps, I0T Network,
new data, etc.) 2 Report as Mock-up Design

* Next phases
— Data Ingestion and Data Warehouse
— Scenarios Implementation

Snap4City (C), January 2021
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* Analysis
— The analysis starts with a number of meetings/interviews with stakeholders

— The identification of the target stakeholders/actors/users (target Segments) and their
definition/description

— The meetings/workshops are focused on filling the Snap4City Innovation Matrix which is a evolution
of the INNOVATRIX approach of IMEC

— See the schema of the Snap4City Innovation Matrix reported in the next slide, on the basis of the
kind of Meeting for example: (a) starting a smart city, (b) starting a smart city Living Lab

* Data Discovery
— Production of the Data Table (Snap4City)

— Data discovery is performed on analysis of the: (i) identified scenarios, (ii) data of the stakeholders,
(iii) international sources, (iv) Snap4City experience, etc.

— Performed by following the Snap4City guidelines on Data Search on web and world.
* Design
— Focused on creating a large number of Use Cases and/or Scenarios for development

— The design starts by taking into account the Snap4City development life cycles and tools. Thus
shortening all the boring activities and following the typical Snap4City rapid prototyping described in
these slides!!
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* Analysis
— The analysis starts with a number of meetings/interviews with stakeholders
— The identification of the target stakeholders/actors/users (target Segments)

and their definition/description
— The meetings/workshops are focused on filling the Snap4City Innovation

Matrix which is an evolution of the INNOVATRIX approach of IMEC

— The schema of the Snap4City Innovation Matrix is reported in the next slide
* It may be different depending on the kind of action: (a) starting a smart city, (b) starting a

smart city Living Lab, (c) both actions at the same time.
 Two main goals:

— Data Discovery (see later)
|dentification of User Cases, Scenarios (see later)
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* Defined by IMEC for Living Lab according to ENOLL

CUSTOMER . .
SEGMENT What customer segments to focus on? What are key characteristics? VWhat is the use-context?

What are the needs of the customer segment! How do we prioritize these needs?

Who or what are competitors, alternatives, customer behavior?
What are the pains and gains of these current practices? SEGMENT

CURRENT
PRACTICES

VALUE
PROPOSITION

SOLUTION
BARRIERS
VALUE
CAPTURE

What (measurable) impact will you create for this customer segment?

CURRENT
PRACTICES
What are the components of your (digital) solution?

How do these components differ for the different customer segments?

BARRIERS

What are the barriers for adoption, usage and market entry? VALUE VALUE
CAPTURE PROPOSITION

SOLUTION

What value (monetary and non-monetary) do | receive in return?
What price should | set (and how)?

Who are your key partners! How to interact with stakeholders?

KEY
PARTNERS

Snap4cCity (C), January 2021
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https://hbr.org/2006/06/eager-sellers-and-stony-buyers-understanding-

the-psychology-of-new-product-adoption
* Many innovate and good products failed on conquering the market/

deploy, due to the psychology of behaviour change

— To understand why may fail is the first step.

One aspects is the Psychological bias:
— Current users overvalue the benefits of what they are using

* endowed effect, which is estimated to be of the 100%.
The new should be at least twice better than the current to convince to change

 status quo effect, if the ownership of the current has been for long time (years)

it may need a factor of 4 to change.
— Developers overvalue the benefits of what they have developed, of a factor of 3

A\ LE o
c"‘l

THUN®
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* Attractiveness of the product THE TRADE-OFFS INNOVATIONS DEMAND
— IS Su bjective as pe rceived Value Innovation wihat Consumers Gain by Buying What Consumers Lase by Buying

Electric cars Clean envirenment Easy refuseling

° Th ey CO m p a re t h e n eW Wit h res p e Ct to Lrigital video recarders Lasy recording Ability ta play rented movies
W h at t h ey k n OW LW rentals by mail Broad s2lection Spontaneity

. . . E-boaks Lasy portability Crurability
— Any Improvement IS a Galnl Online grocery shopping Home delivery Ability to select freshest products
any IaCk |S Seen aS a LOSS Satellite radio Broad selection Free music
Soerew-top wine caps Less spailage Flegance of the exparience
— Where losses have a larger appearance _ . T —
. Seogway scocter RAakility Hezalth benefits of walking
Of ga I n S Wind turbimes Monpolluting enargy Unobstructed vieves

e Cost to change product in: I , (.
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° R t . I I t . I . I t product's performance, “_3'3.”5“!!"1;"['3 ., . 3 x . '_ ':f'“"lil‘ﬁl' IlIIE-EI innavation works,
ational vs Irrational im p uise to > unable to see the need for it, T}{Fr:.:z-l“gl |11I|l-!||1 e ole*’ ‘ r:::vlr?rlﬁ'dlm:rl-; » likely to see a need
> satisfied with the existing product's benefits «*" | s benefits by |  for the product,
C h an ge/b u y product, and by a factor  _e® ) “e, , dlaclorol § s dissatisfied with the existing
. . _ of three. _o* "o, three, substitute, and
Y 9 f > quick to zee what they - o, C
IS a RECIPES Or a dISGSter dlready own as the W Yo, = =2l on viewing the innovation
status quo. . 9 x " as the benchmark.
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 Easy Sells/Accept
— Acceptance high but new benefits low

* Sure Failures Low
— Limited benefits and high changes,
hard to be accepted
* Long hauls, a marathon Degree of
— May be great new value, but associated with big " inee.
changes. Consumer resistance is high. It may required
take time to go (e.g., Linux, mobile phones).
* Smash hits
— Are those that have the major probability to be
accepted in short or long term. HIGH

— High benefits and innovations, with limited

changes in behaviour
7HUN®
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Degree of product change involved

LOW HIGH
EASY SMASH
SELLS HITS
Limited product Significant
changes and product changes,
behavior changes limited behavior
changes
SURE LONG
FAILURES HAULS
Limited product Significant
changes, product and
significant behavior
behavior changes changes
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* Motivations identified: domains/thematic-areas, actors/segments,
— e.g.: Mobility and transport, energy, security, environment, etc.
 The customer Segments describe the position of the
different Actors Categories with respect to the
same needs, problem, action, scenario..
— Two examples:

* the Citizens/Tourists would like to have an overview of what is going on in the area,

while the City Officials would be afraid to provide too much information since some
information can be sensitive to security issues.

* the Mobile App users would have this and that....., and the City App Provider would
monitor their movements to provide ads, etc.
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1st Workshop finalized to
— definition of the first version of the Snap4City Innovation Matrix (Report)
— ldentification of the Data Table

* Intermediate work on
— Knowing the ICT infrastructure and viable solutions
— Refining Data Table details by email
— Improving the Report with more descriptive scenarios
— Presenting Report and TABLE 1 week in advance wrt the 2" workshop (if it is possible)

 2nd Workshop finalized to

— Discussing a reasoned version of the scenarios with problems pending
* Solving pending aspects of the Snap4City Innovation Matrix and Data Table

— Identification of the main Scenarios to be developed and feasible according to feasibility and priority
* Corresponding consolidation of the development teams
* Conclusive work on
— Refining Data Table details
— Creating Final Report with Descriptive Scenarios
— Designing of the Minimum Snap4cCity architecture to cope with scenarios, scenario feature table wrt to Snap4City modules
— Development of mock-up for Dashboards with fake data to show the concept

* Final Meeting

— Presentation of the final report with: 1 mock-up of a scenario, early design of the Snap4City solution vs modules according to the scenarios
— further discussion on the next steps
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Parameters Cormimons

MNeeds

Current
Practices

Current State

Value
proposition
{current)

Value
proposition
{(Future)

Solution

Future State

Value
Capture

Kewy
Partners

Barriers
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Vieeting Organization

For each table:

* Experts of the
domain specific

* Experts of different
customers segment

* Operative people

Mobility and Transport Security & Resilience * ICT people
* Decision Makers
* Etc.
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* Performed by analyzing data from:
|. identified scenarios from the Snap4City Innovation Matrix

Il.  main organizations (via interviews)
Ill. other stakeholders (via interview and web pages)

IV. regional, national and international sources:

. open data portals, weather sources,
II. 10T networks, etc. via web pages and sites

V. Mobile Applications (via Snap4City API)
VI. Snap4City portal Https://www.snap4city.org

VIl. etc.

* Exploiting Snap4City experience, data and tools
* By following the Snap4City guidelines on Data Search on web and world

reported in the training course and on Snap4City.org portal
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* For Data Warehouse mechanisms (10T
App, |OT Brokers, ETL, DataGate, etc.) and

related tools please see slides of the 5!
PART of the Snap4City course.
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Adding new Feature
Dashboard Features --> Custom Widgets, Widgets

Connectors, adapters, IoT protocols, data transformations, etc. --> by
creating new MicroServices, new flows or new lIoT Apps ...

Applications, Modules --> for management, for verticals, in the core by
using

loT Devices --> for collecting new data kind or acting on the field

Processes --> Data Analytic of any kind, also exploiting machine learning,
gpu, etc.

Web and Mobile Apps --> new end-users services
Dashboards

loT Applications

Data ingestion process, integration, etc.

External Services to be exploited on Dashboards
etc. etc.
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Dashboard Features --> Custom W|dgets Wldgets Qetys,

* they can be created by using the Custom Widget SVG approach
e TC1.22a: Create and configure a Snap4City SVG Custom Widget for real-time interaction ,
e TC1.22b: Create and configure a Snap4City SVG Custom Widget for real-time interaction 69>
e Custom Widgets: Table explanation, as SVG
e TC1.26: Use customised SVG pins in a map
* TC9.19: Custom Widgets / Synoptics controlled by IOT Applications

* they can be created by developing new elements programming in PHP, JavaScript, Angular, D3, etc..
e Custom Synoptics and Widgets for Dashboards

connectors, adapters, loT protocols, data transformations, etc. --> by
creating new MicroServices, new flows or new loT Apps ...

* https://www.snap4city.org/download/video/course2020/di/
HOW TO: Develop an IOT Application for Data Ingestion
they have to be in Node.JS, JavaScript according to Node-RED

e Snap4City Supported Protocols, adding new protocols

* how to create a flow and nodes in Node-red: https://nodered.org/docs/creating-nodes/first-node
They can be automatically created from API rest call

e TC2.25. Registering external MicroService calling RestCall services, using it on IOT applications
business logic behind a dashboard

e TC9.19: Custom Widgets / Synoptics controlled by IQ‘[ Appllcatlgr,\,s

3w
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* Applications, Modules --> for management, for vertlcals, in the

core by using
* any language you prefer, preferably exposing APl for integration with other modules
 https://www.km4city.org/swagger/external/index.html|
 https://www.km4city.org/swagger/internal/index.html
e See Tutorial on how to transform any REST APl in a MicroService

e TC2.25. Registering external MicroService calling RestCall services, using it on 10T
applications

* loT Devices --> for collecting new data kind or acting on the field

 HOW TO: add a device to the Platform
e HOW TO: Manage I0T Network Components on Snap4City
e you can add to the platform any kind of loT Device, with any kind of loT Protocol

* You can exploit the open source for Android and raspberry for creating your safely
connected loT device with Snap4City using NGSI V1, V2 and exploiting our secure

communication approach

https://www.snap4city.org/692
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« see tutorial on Data Analytics

* https://www.snap4city.org/download/video/course2020/da/
Web and Mobile Apps --> new end-users services

* https://www.snap4city.org/download/video/course2020/app/
Dashboards: Dashboard Builder and Kibana

* https://www.snap4city.org/download/video/course2020/das/
loT Applications in Node-RED

* https://www.snap4city.org/download/video/course2020/iot/
data ingestion process, integration, etc.

* https://www.snap4city.org/download/video/course2020/di/
External Services to be exploited on Dashboards

* by simply registering their URLs on the portal

* https://www.snap4city.org/55
Workflows: via OpenMaint

« TC 1.24 — Integrated Ticketing and Facility Management system

BIM models via Bim Editor for IFC production - Bim Server
HOW To: Manage BMP and BIM: main features of openMAINT, BMP, BIM

etc. etc.
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Processes --> Data Analytic of any kind, also exploiting machine learning, gpu, etc.
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* new version modules

— to be integrated in the main version, have to be tested and
validated by DISIT Lab. They have to:

* be in Affero GPL
* do not affect the functionalities of other modules in negative manner
* provide the needed quality, in terms of test cases, documentation, etc.

— If they are not part of the core,

* can be based on proprietary model, and exploit the Snap4City tools via APIs
— no constraints

* but forked, they need to te published version on Internet and linked to main according
to Affero GPL.

Snap4City modules are mainly in Affero GPL
— platform rebranding is not allowed

Snap4City (C), January 2021
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also on 10T Edge!l!

= === — i — =
‘ S , Big Data Analytics, Artificial Intelligence -
|OT Edge Devices = Y 2

Onl, s ¢“SNAPcrry

| : Mainly fog computing and NGSI V1, V2 with security
|OT Devices
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Open Data:

— Data gate, federation of Open
Data Portals

— 10T App, ETL proc(PULL)
IOT Networks:

— |OT Application processes, data

driven or PULL

— 10T Brokers (Push) = 10T
Shadow

Web Pages:

— Web scraping, crawling
processes

Satellite data
Social media: Twitter, Facebook,..
— Twitter Vigilance, IOT App
Mobile Apps
— Smart City API
Files upload: CSV, Excel, etc.
— 10T Applications, ETL
REST API, WS, FTP, LD, LOD, etc.
— 10T Applications, ETL
Data base accesses
— GIS: WFS, WMS
— ETL, 10T Application

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

|OT Device |

=

OT Device

Any kind of data

-

C"SNA'MCITV

and

1

1 N\ —=

o7 Brolan ~

Sensors/

Actuators IOT Edge

Web Scraping D

OpPer “'CUS—

DataGate

External Data Stores @ ~

a LD, LoD )

CUSNAPIICHV

Q_//J

My Files

E@ user-analisi-v2-0.xlsx
E@ user-analisi-v2-0-anonymaous.xdsx

E@ users-analysis.xsx

—.
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|IOT Directory

IOT Network
Manager
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o
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A
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roottocladminl
RootAdmin | Idap

@& Dashboards
& My Dashboards
A Notificator
O 10T Applications
My Personal Data
= |OT Directory and Devices v
W Knowledge and Maps
Micro Applications
iii External Services ~
Data Set Manager: Data Cate
3 Resource Manager: Process Loader v
Development Tools +
& Management ~
# Settings v
User Management and Auditing v
Help and Contacts ¥
[0 Documentation and Articles «
& My Profile
& Snap4City portal
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User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

& Dashboards
#@ My Dashboards
A Notificator
O |OT Applications
My Personal Data
= 10T Directory and Devices *
W Knowledge and Maps ~
Micro Applications
I External Services *
Data Set Manager: Data Gate
=2 Resource Manager: Process Loader ¥
@ Dewvelopment Tools ¥
Management *
& Ssettings ~
User Management and Auditing ¥
Help and Contacts *
[J Documentation and Articles ~
My Profile ¥
¥ snap4City portal
¥ Kma4City portal

' DISIT Lab portal

IOT Applications

1A Prev 12 3 .. 9 Next

©® 2018-09-14T04:44

.
L
IOT Edge App

owner: badii

l. l. Management l.

OZJ'IB—OB—‘IQ
@.f.'
|IOT Edge App

owner: pEII"IEEI

® 2018-10-22TN:57

ﬁi@ ()

= Q
ﬁ@e ’

0"

IOT Appllcatlon

owner: testers

owner: semolarudy

Management Management

® Deprecated - SiiMobilityControlRoom @ SamsungGala:ySerarCode

= .
§ 0’0 @ &l % o SAC D
IOT Appllcation IOT Edge App

owner: badii owner: badii

Management l.
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.
@.f.‘
IOT Edge App

owner: pb3

Management

ﬁm:
7‘0

IOT Application

owner: semolarudy

Management

E’Q
b @ ®
IOT Appllcation

owner: tester2

Management

© 2018-10-19T17:17

.
@.f.‘
|IOT Edge App

owner: pb3

l. Management

® ChargingStations

0©9

les o o

owner: comunedashres
l. Management

® |ot-App

owner: testerl4
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Developing IOT Applications

MicroServices collections

ServiceMap Discovery

< Knowledge Base, Km4City

Generating 10T App
With Dashboard

My (0]} Appllcatlons

Node-RED

Sharing/saving
reusing IOT App

Dashboard Collection, m= v W ¢
Editor and Wizard Bl — — — —
Resource Manager

) GitHub
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Web Scraping

Snap4City www.shapé4city.org

User: roottooladmin, Org: Other
Role: RootAdmin, Level: 7
LoGouT
oltieantwerpen beinieuws c % =0l T
My Snap4City.org N
Dashboards Politie Antwerpen
Altijd van dienst Q -
My Dashboards in All Org. - { rt- I- s
—
| portia crawl police antwerp -
Dashboards of My Organization -
£ BLAUWE LOKET | DIENSTVERLENING | NIEUWS | ORGANISATIE | KANTOREN ‘ J0BS | CONTACT -
My Dashboards in My Organization
Q@ hitpsifw
Notificator - - -
- Nieuwsberichten & Persbriefing &
Data Inspector - -
]
My Data, KPI, POI
10T Applications Persbriefing van
10T Directory and Devices ¥ 05/05/2019
Agressief tegen politie bij o
Knowledge and Maps ¥ controle
Micro Applications -
e Persbriefing van
External Services ¥ 04/05/2019
Inbreker in containerpark
Data Set Manager: Data Gate Resultaten Wodca ©
gevat
Resource Manager: Process Loader ¥ Verdachte van het dak °
geplukt
Development Tools ~
B Web Scraping Tool Leas meer .. - -
Web Scraping Tool (0n) ) ) = = .
@ Web Scraping Tool (6] Video's ) Allevideo's Snap4City portia-crawler-police-antwerp
@ RStudio Development Leerrijke veiligheidsoefening User: roottooladmini, Org: Other
"Comic Role: RootAdmi 1:7
R Studio Development 011 jole: RootAdmin, e &
R Studio Development 0116 bfi
~ subfiows
B RStudio Development Gral
& MicroServices from DataAnalytic portia crawl
ETL Development whain \ tmestampy | ————— || portiacrawipolice antwerp - ‘ i}

ETL Development 1

Frames are not

ETL Development 2
@ Knowledge Base Graphs

supported by Portia

tast_data json

e
{get] /nodered/nrtjwym/police-antwerp-news i o

(
status fast_data json

fink 0 hip

htp

< Knowledge Base Queries

websocket

Snap4City (C), January 2021 102



UNIVERSITA D hl o D s T

DEGLI STUDI DIPAR‘ITIMENTEDI DISTR!BUTE! SYSTEMS 2 Z 2 2 Z
INGEGNERIA AND INTERNET

FIRENZE | S6ERFSAMazions | TECHNOLOGIES Las

)

Web Scraping

¢VSNAP/crry £

] o Web Scraper PORTIA Generating

My Scraping processes

10T Applications

M=l
i i @’@8 ﬂQ'@O%
10T Edge App 10T Edge App

WEB Scraping

Persbriefing 0

IOT App. Editor
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integrated DataGate/CKAN

¢“SNAPciry

Federated Crawling Data Set:
Federated Distribution - Search

- Loading

- Download
- Share

ckan _ Publish
b i - Also automated

and publish collections of 9 organizations found Orderby: Name Ascending ¥
Tourism Service - Wi -

4 []

Static open data ingestion

Snap4City

User: roottooladmini, Org: DISIT Datasets
Role: RootAdmin, Level: 7

Data Set Manager: Data Gate

Organizations Groups About Searc Q

Dashboards 4 / Organizations

My Dashboards © What are

: Organizations?
Notificator S

10T Applications

My Personal Data
datasets. Users can have

IOT Directory and Devices ~ different roles within an

Knowledge and Maps ~

Organization, depending
on their level of

18 Datasets Governing tHe smart
Select for cities Pilot,

http:/iwww.selectdcities.ev

city: a gOvernance-
centred approach to

SmarT urbanism http:/iwww.selectdc

i g
: s

Informazioni relative al 5.

territorio intorno al Lazio

¥ L3
Lago di Garda tas ? . m

Emilia Romagna
4 Datasets

Resource Manager: Process Loader ¥

Fag o0 o
Micro Applications :ZTZ;I:B::);I;?}C[EBYE. S0, 8 - ;: 2 ‘ ~‘. b ‘. RefParson - city -
External Services * % :b”-" ?iﬂ" n%-g’ae: e, ] s g Rees [ o
Disit - Unifi -a‘?u 5 Ghost Miss. Adele Adams REGION OF BELGIURM AMNTWERF 12100
Data Set Manager: Data Gate Antwerp REGION OF BELGILM
Helsinki I—Y—x S
Select for cities Pilc Click

- to modif R
Development Tools ~ 28 Datasets Y RefPerson Pop-up to insert new data
R (or modify pre-existent data)

Mister danny white|
Settings ¥

User Management and Auditing ~

Help and Contacts ~

Lago di Garda

Documentation and Articles ~ Studenti
REGION OF BELGIUM
My Profile = Dalasel vl 7 Datasets Veneto - ‘
Sv”uPpO RE SO O BELSIUM 1 1]

: 12 Datasets
Snap4City portal

Km4City portal

Automated data - -
-regularization

DISIT Lab portal

About CKAN
CKAN API
CKAN Association

Powered by

B ckan

Language: ST v
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ta Ingestion via D

)

Federated Network

: =
CKnowIedge Base, Km4City> 'l :
I . ]
“l Data Set:
ll - Search
I | - Loading
I
- Download
Knowledge and Storage Data | . = sh
from the Field and City 1 :f]v'r.\g/ . ] ar.e
. aring . ~ Publish
I reusing T T
I - Also automated
°
,' =2 o
I \_o —-
" _-E Data Set: sharing,
I Ckan \=—9 Harvesting, Loading/
I Downloading
I
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

Dashboards

My Dashboards File Edit View Action Tools

Notificator B

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DINFO | DISIT

DISTRIBUTED SYSTEMS

A NTRET e ae & Iegacy solutions

In Yellow alternative

ETL Development

. % Spoon - downloadjson -] ubunt

Spoon - download)son

10T Applications

My Personal Data

10T Directory and Devices ¥
Knowledge and Maps ~

Micro Applications

External Services *

Data Set Manager: Data Gate
Resource Manager: Process Loader *

Development Tools =

[ RStudio Development

ETL Development

@ Knowledge Base Graphs

% Knowledge Base Queries

¢ Smart City API Docs: Swagger
< Internal APl Docs: Swagger
[# Testing API by Postman

& Spurce Code Access

% Management ¥
Settings *
User Management and Auditing ~
Help and Contacts +
) Documentation and Articles =
My Profile

Snap4City portal

Km&City portal

v

= downloadjson
» [ Database connections
» [ Steps
» [ Hops
[ Partition schemas
[ Slave server
[ Kettle cluster schemas
[0 Data Services
[0 Hadoop clusters

Help
BEHEHR -
([8] View ™. Design| (22 Main_sigfox (% - jobDownload A= download]son 2}
3 M’l = ’—D
Pl C. al - || B v ®HPF MBHER 5 (100% v |

QEG#_@_%__ i - Y

Rows Count  Filtefljows et path &6t U%c Date Update date

g

E‘ s m_..._hj ..... e

Dummy (do nothing) eMM_java Table output

e java2 Table %(put 10 error 8 Tabl

error 2 Table output 2 Get data from XML 2

F—=
______ R ~

Table output 3 error

o

Row denormaliser Merge Join

e &[put 9
At

..B.

Selec%a]ues Report  Get error 4 Table qutput 5

P

= =

Split Fields 2

Table output 4 error 3

Batch Processing for dynamic data ingestion

= - mEah°m
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In Yellow alternative & legacy solutions
Developing ETL, Data Mans Jaﬂ gkeﬁle

DISCES scheduler production  ETK Development Envnronment

et TS Snapacity

Distributed Back Office

Data
source

ETL Process

—_ Knowledge Base,  ——
\

Saving /
KmACity — — T Sharing
= reusing
" : : - 9or ‘ inizations found Sl T sew Vierw Rusources | .
Data Set jE== == o B v— i = m—— \=f) o
Saving / (. === = = o T
Sharing == R A — | = | = e =9
S = = s = — 7 N ' °
Knowledge anﬁtorage Data L7 g Data Set O EL =L 5 =
from the Field and Cit 4 Loadin ‘
Y ’ e/ Resource Manager
// Downloading
7/

Schedule Execute  +° Load data or prepare for data ingestion O GitHub
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I s —
Snap4City

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

Dashboards

My Dashboards

Notificator

IOT Applications

My Personal Data

10T Directory and Devices
Knowledge and Maps *
Micro Applications

External Services ¥

Data Set Manager: Data Gate

Resource Manager: Process Loader =

& View Resources

L Managing Resources

& MicroServices for 10T Applications
& Process Models

& Processesin Execution

& Process execution Archive

Development Tools *
Management *

Settings *

User Management and Auditing *

Help and Contacts =

) Documentation and Articles =

My Profile =

SnansCity portal

DINFO

DIPARTIMENTO DI

DISIT

DISgRr&?EUTED SYSTEMS
TECHNOLOGIES LAB

source via

Florence_Pharmacies_CSV.zip

-
4

developerl: Public
Username: developer]
Resource type: ETL
Nature: geolocated
Description: Florence Pharmacies o...
L 6 6 6 ¢
View Edit Unpublish Owner

PaoloApplication.json

developerl: Private
Username: developerl
Resource type: IGTApp
Nature: data category (ie: geolocat...
Description: NodeRed Flow Shared ...
L 0 0.6 6

View Edit Publish Owner

-

hager: publi

Pages: Prev 1 2 3 .. 12 Next

|¢||[|T-[1F: (11¢

WIETL{

]}

¥DevDash (2)

¥IcTBloc
developerl
Username: developerl
Resource type: ETL
Nature: sensors
Description: Smart bench
LB 6. 6 6 1

View Edit Unpublish Owner

AMMADashSnap4City-30minview-v2-152...
E —
o — 4
==
AMMA Tool

developerl: Private
Username: developerl
Resource type: AMMA
Nature: ToBeDefined
Description: AMMA snapé4city dash...
b O 0.6 6 ¢

View Edit Publish Owner

¢YSNAPlcay i

and sharing

View Resources

DeveloperDash-V3-1523555417880

&)

Dev Dashboard

snap4city: Private
Username: snap4city
Resource type: DevDash
Nature: data category (ie: geolocat...
Description: Snap4city Developer D...
L O 0.6 6 ¢

View Edit Publish Owner

Developer Dashboard New-1526308876256

developerl: Private
Username: developerl
Resource type: DevDash
Nature: ToBeDefined
Description: Developer Dashboard ...
L O 0.6 6 ¢

View Edit Publish Owner

< 1l

node-red-contrib-snap4city-developer.rar

snap4city: Private
Username: snap4city
Resource type: IoTBlocks
Nature: data category (ie: geolocat...
Description: Snap4city NodeRed Li...
b B 6.6 6 ¢

View Edit Publish Owner

ResDash Docker-1526308998809

developerl: Private
Username: developerl
Resource type: ResDash
Nature: ToBeDefined
Description: Resource Dashboard: ...
b B 6.6 6 ¢

View Edit Publish Owner
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* Data ingestion can be performed by using multiple tools:

ETL processes, |IOT Applications, Data Gate, WebScraping. We suggest:
» ETL for static / periodic data in PULL
* 10T App for real time data and flow, from 10T Brokers/Devices
» DataGate for Static Data, upload them as files, or collected from other CKAN
* WebScraper for scraping data from Web Pages, when authorized!

 See how to test cases:

HOW TO: add data sources to the Snap4City Platform

HOW TO: define privacy rules for personal data, produced by the end-users own device

US6. Developing and using processes for data transformation

TC6.1 - Managing DataSets via DataGate: ingest, search, download, upload, annotate, share
TC6.3 - Creating ETL processes for automated data ingestion and data transformation

TC6.5 - Managing Heterogeneous File Ingestion via ETL processes

TC6.9 - ETL processes for multiprotocol and format data ingestion, see on GITHUB for library

TC9.2 - Managing heterogeneous File Ingestion, protocols, formats via |IOT applications, and open
standards
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https://www.snap4city.org/drupal/node/475
https://www.snap4city.org/drupal/node/476
https://www.snap4city.org/drupal/node/161
https://www.snap4city.org/drupal/node/185
https://www.snap4city.org/drupal/node/187
https://www.snap4city.org/drupal/node/189
https://www.snap4city.org/drupal/node/193
https://www.snap4city.org/drupal/node/211

DINFO Cc"
pEraon | pemesTEpsvsTews B -y EQI a4 Ty
DELL'INFORMAZIONE TECHNOLOGIES LAB SNAp4CITy U«"*ﬁm_
* Snap4City is interoperable with - __ eGSR N
— ESRI ArcGIS Enterprise, Portal, Pro/MAP, ... o0 | wwmis [ %" | wwms %) ()
— other GIS tools supporting WFS, WMS, E G@::\ier o~ C¥SNAPLary
GGOJSO N, GML Any External ( ) ¢YSNAP/cry _ Dashboard

* SnapA4City is interoperable since: meONCL \/ % System
| [ Data Ingestion | ([ WMS/WEFS APIs ]/

— Provides info/data in WFS, WMS ¢V SNAPlary Lo (omart Gty APls )
— Exploits data/info from WFS, WMS ' ___Bighataand Semantic Storage
— Import data/info from WFS/WMS R = VP |E'OTA'°‘15 :
CofgTagoy o | M.
= Real Time ! ig Data Analytics, Real Time [i=
) . mé) "?:l Fhrams : irgth?icial ﬁtellritgence Streams
* The Snap4City platform can be installed |

on premise using Snap4City Appliance
https://www.snap4city.org/471
— StartSNAPACITYVM includes the Dashboard Builder that is capable to work
with WFS WMS protocols for the integration with GIS platforms as ESRI
ArcGIS, QGIS, directly or using Snap4City GIS player.

— KBSSMVM includes the Smart City APl and WFS APl which can be used to
data harvest from any GIS servers and GIS desktop tool
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MNIVERLIA DINFO DISIT
Liﬂked Open Graph LOG: https://log.disit.org

“Linked Open Graph

Your data Type of relations

spargl endpoint: {optional)

" | Select all | | Deselect all | | Invert | [ Hide all inverse
|http:!.-'... |
belongTo coincidewith -
uriz |http:.-'.-'... ” Request | contains depiction
| Search for keyword ends forming
- has hasfccess

hazExternaliccess hasMunicipality
hasRule
inMunicipalityOf
isPartCf
isPartOfRegicon
ownerauthority

hasProwvince
hasStrestMumber
i=In

http://waw.disit. dinfo. unifi  it/SiiMobilitcy/HMUSE =

isPartofProvince
-

managingAuthority

JANANNRNRACODAE®
ODDRRNARARRO®

placedIn =amefs
seeilso starts -
- Linked Open Graph
P16 TOSCANA type - 0 @
WP Y — type hasExternalacce... ——

oy Ay
i=In type

isPartOfRegion Q
. coincidewith

JEEe

trpe
isIn MUSEQ _SALVATORE... hasAccess RTO48017017582A...
. aesvesnumimsossoronssoro... (@) f— Q)
hasMunicipality... W
asMunicipality i S I

isPartOfProvine... inMunicipality S...
cwmerauthority RTO4201723454ES...

contains

. . =
managingAutheori... EIRENZE 4

0 A

0 Pleslin

RTO42801708991 FELO4E01 7247 B4ERL045017 247 85E5... 0
man=zgingAuthori

=2 (=) (2] | .

Schema: http://www.disit.org/km4city/schema é éx
RDF version: http://www.disit.org/km4city.rdf

museo ferragamo

Relations of Musec Ferragamo with the road
graph

NOILdI¥D53a

managinafuthori...



https://log.disit.org/
http://www.disit.org/km4city/schema
http://www.disit.org/km4city.rdf

N ey

Development Lite Cvcle C(,
S ‘/ SNAPciry

Analysis & Design Data Analytics

Data Analytics
Data Development

-~ .
R Discovery ‘
/ A
\ / I
s / I

Development

Data
Ingestion

Dashboard
Development

Publication
Production
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N

1alytics Dev.

SPARQL FLINT

Ontology Schema | LOG.disit.org

~— Knowledge Base, —
S~ Km4City

Big Data
Store
Facility

N—

ir

R Studio ar

Smart City APl from Knowledge Base and other tools

CUSNANCWV ;}:

d/or Tensor Flow

R Studio Development ° ®

Creating
MicroServices

ITT TTTI
] L
LR L) LR

Resource Manager

Using them into

|OT Applications
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s Development

Ontology Schema

LOG.disit.org

~—~— Knowledge Base, —~ ~—
S~ KmaCity  __— [>— _
[:]:@
DE@ Big Data
o ) =, Store
Facility
N~

Smart City APl from Knowledge Base and other tools

P O

11

Creating
MicroServices

Using them into

|OT Applications
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-

ta Analytics Development in Java

| Function of rusmpy.core.muiarray modde
8 x| aray(oblect, dtypestone, copy=Trus, crder=None, suboksFalse,
Pdmev=0)

Smart City APl from Knowledge Base and other tools

= n v R Sharing
Ontology Schema LOG.disit.org resusing
—~— Knowledge Base, —~ ~— =
— kmacty A~~~ <)
- Monitori =
0l ||
=3 ET? Big Data ;
: == Store
| - 1 Resource Manager
Facility Data
Process
sources
{ ) Distributed Back Office
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¢ | proustun: DINFO
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DELL" INFORMAZIONE

Ask to RootAdministrator to have your custom Node-RED
nodes/modules added to your IOT Applications

— https://www.snap4city.org/drupal/contact

A validation of requested Node-RED nodes will be performed to
avoid violation of security and privacy for all

Administrators may load custom Node-RED nodes/modules

This limitation is not present in your on premise installations of
Snap4City
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n

fat— P & mﬁ]

Development Lite Cycle CUSNANC'TV

smart City services

Analysis & Design Data Analytics

Data Analytics
Data Development

-~ .
, Discovery N
/

Special Tool

/ A
\ / I Development
S / !
\ I 7
/

Data
Ingestion

Development ’
Dashboard
Development
_ .7 Development
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o o B la o B 2 andh om - = d ‘
Dashboard List and Editor
Dashboards pﬂ H&ﬁlﬂr

I&Ew/wzow B ';:
PN

gl : a E
! [& Eimzow 00 [
b INCIDENTI SOLO DANNI
" posishay Q
&R 1032010 100612 1

INCIDENTI CON FERITH
) pea—
i &R 1032010 0630 23 1
INCIDENTI SOLO DANNE
y e ()
SR 1032018 osseas |4
INCIDENTI CON FERITE
pr—

m 11/02 ;/1010
oenT!

133231 ]
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ana eaditor

Snap4City Dashboards

User: roottooladmini, Org: none
Role: RootAdmin, Level: 7

I - aons

@ Dashboards DataCenter gas and smoke (desktop) DataCenter gas and smoke (mobile)
Passive Passive

® My Dashboards DutaCente: g it ok {deskiop) DatuCenter ges and 7vv1:krjl\ ol m?!l

A Notificator

O 10T Applications

My Personal Data

!

IOT Directory and Devices ¥ s
disit: Public disit: Public disit: Public disit: Public
[11] Knowledge and Maps ¥ Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete

Micro Applications

I External Services ¥ Leonardo - Smart city data 2 My data and trends
Passive Passive
Data Set Manager: Data Gate ' ek — e My data and zE:ds =

< Resource Manager: Process Loader ¥ i n
Q % < v

disit: Private disit: Public Leonardo: Public nicolamitolo: Public

Development Tools ¥

Management ¥

% Settings ¥

User Management and Auditing ¥ Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete
Help and Contacts ¥
[J Documentation and Articles My data trends Notificator monitoring Pisa Real Time Data Real Time Sensors via ServiceMap3D
Passive Passive Passive Passive
My Profile = Mvidata tiands Notficator monitoring : Pisa Real Time Data Real Time Sensors via ServiceMaps mm
———— . — ‘-t - R ] 3 ;
Z snap4City portal
2 Kma4City portal ———— =
Z' DISIT Lab portal
nicola.mitolo: Public disit: Public mitolo: Public disit: Public

Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete Edit Management Clone Delete 1 19



Wizard
Data and widgets Check and summary
Slngledatamch‘]ets
. ‘ - — : o : (ST =
Carmignano f\ \ .Mrapom .F{esnlp H. | | I . | .f-“ v-.“ E m % o“:? \W m%" _mg? E % P
20 e o\ PRSP & E’l A FAMEI ) B ThIE

h ! . 4 c 1= J: ! I I
& Slgna '1 Vespucei W1 i T T S o
) Pontameve N . ‘ - ©
Lastra a Signa ky F|renze S — | Y il | | i ||

Murtl data widgets

Dashboard features

Scandicei A
Bagno a R|poh
AL

Mnn}elup 0 X /"
Fiorentino M
‘f_,_.-—-/ N S

All selected (10) ~ Al selected (55) ~

& OpenStreethap contributors

Al selected (776) ~ Al selected [315] ~ Allselected [47) » All selected (2) ~

High-Level Type 1 Nature Subnature Value Type Value Mame Data Type Last Check Ownership

Special Widget
Special Widget
Special Widget

Environment
Environment
Environment

Weather Forecast
Weather Forecast
Weather Forecast

Previ_Meteo
Previ_Meteo

Previ_Meteo

special weather
special weather
special weather

2018-07-0816:0018
2018-07-0816:0018
2018-07-0816:0018

public
public
public

Special Widget Environment Weather Forecast Previ
Special Widget Environment
Special Widget Environment
Special Widget Environment
Special Widget Environment

Hide columns s '

ngh—l_ew.l Type 4 I N.le 5 Subnatu

Meteo special weather valano
Meteo special weather Vaglia
Weather Forecast Previ_Meteo special weather Vagli sotto
Weather Forecast Previ_Meteo special weather Vagli di sotto
Veather Forecast Previ_Meteo special weather Uzzano

* Select the area of your interest: panning and zooming
e Select the
graphic aspect of your interest, or
High Level Type of your interest, or
* Make a search if you a have a precise idea or
* Act on filters: nature, subnature, type, name, value, date, health, owner, ...
* Combine them as you like
* Select the lines of your interest
* Then click on Next and get the Dashboard by wizard

2018-07-0816:0018 pukblic
2018-07-0816:0018 public
2018-07-0816:0018 public
2018-07-08 16:0018 public
2018-07-0816:00:18 pukblic

Weather Forecast Previ

0000 OO!




Wizard

B N e ¢“SNAD
Sy Wi P asmpgmee.s, city

A /F-esvle J — ‘/ m.,m,.
Firenzd’ 2y~ A I

0 w e D XX
Vespucei Y

Wabpagel | |
= Al
F\renze —

PDHHSSI!VE

Mul‘lldal.awldgets

Bagnoa mpou Sm

Mm\lelu po
Fioréntino <
® OpenStrestidap contributors

| | , ——
—. Q@ - f asSNROoarc Zare

High-Level Type Subnature Value Type Value Name Last Value
Special Widget Previ_Meteo \
Special Widget Environment Weather Forecast Previ_Meteo special weather Vergemoli

Environment. Weather Forecast Vernio 2018-07-0816:00:18 public

2018-07-08 160018 public
Special Widget Environment Weather Forecast Previ_Meteo special westher Vecchiano 2018-07-0816:0018 public
Special Widget Environment Weather Forecast Previ_Meteo special westher Vaiano 2018-07-0816:0018 public
Special Widget Environment Weather Forecast Previ_Meteo special weather Vaglia 2018-07-08 160018 public
Special Widget Environment Weather Forecast Previ_Metzo special weather

‘Special Widget Weather Forecast Previ_Meteo special weather a . °
Special Widget \Westher Forecast Previ_Metzo special weather
Hide columns - Selected rows: 0 Previous 1 2 3 4 5 _ 1081 Next e a pl ro I I I I | .
Thu 8 Mar 091852

Choosen data sources
High-Level Type > Value Type Value Name Data Type Last Date Last Value (3]

. data available in table SEIeCtor — -3 o Map - o £ "Er
Previous  Next - A A gmm}no :2
You must select one widget type s / Traffic Sensors e SRl HellOrticulturd & ‘ "‘3
ac 1] METRO759 F"% et
r_ — Ex ﬁz}/{g:ff” % adem_g DETAILS 'DESCRIPTION | RTDATA Jn&g_ ’
First Aid del Rarito Last update: 2018-03-08 09:10:00+01:00 <

Description ~ Value Buttons
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 The development of new Widget is feasible for programmers

— in PHP, JavaScript and CSS O GitHub

* The starting point is the Core Snap4City Virtual
Machine Appliance StartSNAPACITYVM:
https://www.snap4city.org/471

* While the source code is also accessible on GitHub/DISIT

e see TC3.11 - New graphics widget can be easily created, Dashboard Widget
Creation

— creating a new Graphic widget via SVG and programming: Custom
Synoptics and Widgets for Dashboards https://www.snap4city.org/504
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-

Custom Widget / Synoptic Development @

- Inkscaﬁe editor on your computer

|IOT Applications '
-  — - N s '

SVG Symbols Collection

Create, save a Custom
Widget in SVG

_—Rnowledge Base, —— Sl e e G I
N— KmA4City - |é-!- E{ “"m”-g:EL;—-:T]IF} = E.:.'-l
=== - "=|  (Create, save, load,
Al @
Dashboard Editor delegate, grant access

Create and Load a Custom SVG
: Select/Reuse an SVG
Public

Knowledge and Storage Dashboard My Own Dash/App 3. Make-and Insjcance of.Synoptic by
St e e EE el A Collection Associate Variables with MyKPI

. ¢ o o .
City \=_n \;_n \;_n 4. Create on Dashboard a Widget based on
®

i

Synoptic HLT such as Ext. Srv.:

\_ I * https://www.snap4city.org/synoptic/v

— 2/synoptic.html?id=xxxx
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e Suitable as: City Dashboard, App interface, and Control Room Dashboards,
Situation Room Dashboard, Operator Dashboard

* Created visually compounding graphic Widgets
— Each widget has an autonomous update

— Each metric/data-source may have associated with an alarm: blinking and sending
events to people and machines in different manners

 Can be: public or private, private dash can be delegated or passed in ownership
. See https://main.snap4city.org/management/dashboards.php?linkld=dashboardsLink&fromSubmenu=false&sorts[title header]=1

e See the following tutorials
— HOW TO: create a Dashboard in Snap4City
— US1. Using City Dashboards
— US2. Using and Creating Snap4City Applications with Dashboards
— US4. Creating City Dashboards and related Event Monitoring and Actions

Snap4City (C), January 2021
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Role: Manager, Level: 0
- ~ ‘
- - | x ~ * ] (Jr e ala¥r14dal- @& Dashboards
Lj/jJ JJ,fJJ /Jgjfr: /CJJI<;JJCJ ol

e TC1.3. Accessing and using Dashboards with any device |t

e TC1.4. Dashboards Showing Data Real Time and # Notificator
Historical/trends, comparison O IOT Applications

e TC1.5. Dashboards showing a range of different High = My IOT Devices
Level Types: KPI, POI, 10T dev, MicroApp, Maps using
different kind of Graphics Widget. Monitor city status with
DaShboa rdS Micro Applications

e TC1.6. Dashboards using different kind of graphics I External Services
Widgets matching with High Level Types, Monitor city T ————
status with Dashboards

e TC1.12. Dashboard with MicroApplications
e TC4.1. Dashboard and Notificator

e TCA.6. Dashboard with city events, ESB, police, traffic, etc. i
My Profile =

M Knowledge and Maps ¥

=+ Resource Manager

Help and Contacts *
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* Snap4City allows at the AreaManagers to Develop new functions
for:
— Interacting with the field: 10T Sensors/Actuators, |I0OT Devices
— Data production by using: 10T Devices, I0T Brokers, ..

— Data Ingestion/Transformation by using: ETL, |OT Applications, WebScraper,
DataGate

— Data Analytics by using: R Studio, Java, C++, Python
— Data Rendering on Dashboards: PHP, HTML5/JavaScript, Web App, etc.
— User interaction and App: Mobile App, MicroServices, Dashboards

Snap4City (C), January 2021
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Dioll https://marketplace.docker-fid.grid.cyf- ”j" SNAP4C|TY on
recHnoloaesse  kr.edu.pl/services/snap4city
EUROPEAN OPEN

% - SCIENCE CLOUD

* Snap4xxxx applications may exploit multiple paradigms as data driven,
stream and batch processing, putting co-creation tools in the hands
of:

— Smart Living Lab users and developers a plethora of solutions to develop
applications without vendor lock-in nor technology lock-in,

— final users customizable / flexible mobile Apps and tools,

— city operators and decision makers specialized / sophisticated city dashboards
and I0T/IOE applications for city status monitoring, control and decision
support.Open to Organizations

* Training and manuals: https://www.snap4city.org/108
* Help Desk: https://www.snap4city.org/3
e SLA: https://www.snap4city.org/497

* Terms of Use: https://www.snap4city.org/drupal/legal
Snap4City (C), January 2021
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 Who would like to create Living Labs as community exchanging
experience with other cities as well;

* Research Institutions, Departments and Projects which would like to
perform research and experiments in the area of Smart City and |OT,
without the needs of setting up the infrastructure, exploiting open
data, collaborating, accessing to Data Analysis on demands, etc. This is
the spirit of EOSC, European Open Science Cloud Marketplace at
which Snap4cCity is registered as DISIT Lab, see [EOSC].

 Public Administrations, as small cities that would like to offer smart
services and does not have economic power to manage service on t
heir premise from them self.

Snap4City (C), January 2021


https://www.dropbox.com/s/ovpbqjr45tcsj8g/EOSC-hub_SDT_20190109_Snap4City-V0-5.pdf?dl=0

UNIVERSITA
DEGLI STUDI

i DINFO
‘ = | FIRENZE

PARTIMENTO DI
INGEGNER
DELL'INFORMAZIONE

~ .
DI STRIBUTED SYSTEMS / , 0 / y ) @Z}ﬁm
RN e | 1 /% , CITY n€

* https://www.snap4city.org/drupal/contact

Contact us

* Bug Reporting

— https://docs.google.com/forms/d/e/1FAIpQLSfD i
QtKagLllyycNXiazeYEh1SsRG1YL87e4ThD8nZoA5
jsoXw/viewform

* For Service Level Agreement see:
— Service Level Agreement

* Help Desk and Contact:
— https://www.snap4city.org/3

Periodo di riferimento: 09/ 2019

Disponibilita® media: 99.91%

* Availability rates: MTTR: 00G 00:10.00

— https://www.snap4city.org/388 e 04G 14:04.24
max(t_down}: 00G 00:10.01
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e Snap4City solution can be installed on premise and one cloud, private and

public.
e Snap4City (DISIT Lab and/or Snap4 SRL (INC.), or other companies as well),
provide support, if needed, for design and/or Develop, set up:

— Training and tutoring;
— Snap4xxxx infrastructures and architectures
— data analytics, that could be developed as proprietary solutions for the customer or

as open source;
— data ingestion processes, to enable them to have data into the platform

— adaptor for some specific protocol or legacy/third part Tool, that we prefer to
release as open source, but if the connection is with some proprietary tool, the

buyer could be interested to keep these solutions as private
— 10T devices, full solutions, dashboards, specific dashboard widgets, etc

Snap4City (C), January 2021
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People

|
 Many aspects should be taken into
account for a successful Smart City
transformation Governance
Technology
Smart City
Initiative

* - The influence of each of them depends
on context, attitude of the institutions,
internal structure, etc.

— Parallel actions can conflict, compete ...
— Spreading of efforts may distance the goals

Organization

Natural
environment

Snap4City (C), January 2021
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Chourabi et al. 2012
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—> The process may become sustainable,
harmonized and faster with a Living Lab

Strategy and Support
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e ENOLL: https://www.openlivinglabs.eu/
B - -
ropean European Network of Living Labs
Living Labs

e EIP-SCC: European Innovation Partnership on Smart
Cities and Communities
gﬂ_ EIP-SCC — https://eu-smartcities.eu/

e Select4Cities: Pre-Commercial Procurement Project
G;Fl Fg 3 to develop a data-driven, Internet-of-Everything
bl (loE) platform for large-scale urban co-creation

— https://www.select4cities.eu/

Snap4City (C), January 2021
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CERTIFICATE OF ACHIEVEMENT

1° place award to

&
/
UNIVERSITY OF FLORENCE -
DEPARTMENT OF for CITy

INFORMATION ENGINEERING

httpS//WWWSﬂaI34CItV0rg/558 for successfully completing the

SELECT for Cities PCP competition

19.11.2019
- DIGIPOLIS

FORUM VIRIUM HELSINKI

This project has received funding from the European CITY OF COPENHAGEN
Union’s Horizon 2020 research and innovation
programme under grant agreement No 688196 Buyers Group

145


https://www.snap4city.org/558

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGEGNE
DELL INFORMAZIONE

g;;_ EIP-SCC Moot
-~ Living Labs

e Serve as a City Dashboard, App User Interface, etc.

— Real time and historical data, any device, sensors and actuators Q‘E Im

— Sensors, KPIl, maps, data trends, real time data, charts, etc. for ulhﬂ!i
» Referral / historical data, and Open Data:

— shadow, access (API, storage, any protocol), production of OD, export
* Data Driven Real Time communication & processing:

— |OT Applications, IOT edge, multiple operating systems, embedded systems,
MicroServices

— in/out data driven from/to the field into: applications, notifications, etc.
* Data Analytics: Machine Learning, statistics, reasoning, ...

* Serve as Living Lab: open innovation, coworking; collaborative work; sharing:
data, processes, dashboard, experiences, solutions, ....

 Experimented on large scale cases
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* Open Source and based on Open Source Tools and OS '
* Open Standard for communication and API for In/Out t@ el

* Scalable, Robust, Distributed and Decoupled, modular,
Service Oriented, open to external services and data sets

* Data driven, for reading and data analytic
* Heterogeneous: any device, private and public, custom and..

* Interoperability: protocols, internal APIl, Smart City API, capable to
integrate with legacy conditions in place, modular, reusable,...

 Communication with things: any protocol, any format, ...
e Security by Design: HTTPS, TLS, ...

* User Centric Design: privacy by Design (and GDPR), personalized,
personal data management, ...

‘IE}I ul[lﬂ!i
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- Living Labs
[ ] [] ° [} .
 Managing private data together with public data by ﬂlml
* Private data management according to GDPR for umﬂz;

— Browsing, downloading, controlling rights, delegating access, revoking
accesses, etc.

— Keep them safe

Secure enough to delegate management of data regarding public
security:

— Data that could be used against us by some terrorist, or anyway by someone
with some bad intention, for example to access in our home when we are far

away, etc.
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* Living lab capabilities and supports

— Organizations are supported in the user management and persecuting their goals
— Projects can be launched and targeted with groups, hackathons, tools, etc.

— Individual (user interaction), are supported by tools and training material
* Instruments of the Living Lab

— Real-life context: data and solutions to be taken as examples, from devices to |IOT
Applications, and Dashboards. A large set of real scenarios described

— Multi-stakeholder: mainly apply to organizational, a community from where
anybody can take advantage
— Multimethod: the same results can be obtained by using multiple methods

— Active user co-creation: the platform cansupports: collaborative work, supervising
by the teachers, sharing and delegation.

— Secure: it is GDPR compliant and passed PENTest and Vulnerability Test

Snap4City (C), January 2021
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Snap4City Satisfies all
Requirements of ENOLL
Select4Cities and EIP-SCC

|

;
2

SELECT (4

D
for Cilies $=

EIP-SCC

(3 -..ﬂl'

¢YSNAP/crry

Multiple modalities to perform the
same activities

Tuned for Beginners and Skilled people
Visual interface and programming tools

Resources and artefacts sharing for
learn acceleration and co-working

Open Living and co-working Portal:
https://www.Snap4City.org
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Living Lab

60!

Community
Building

Accelerating

collaborations

(P T

gy
B 'P‘%mE

¢“SNAP/crry

City Operators
Resource Operators

agreements

networking Inhouse

companies

tutorials
Connect

I0T/I10E

Upload context

Connect external Tech
ipti Open Data Services i .
subs.crlp_tlon to p documentation providers
applications
. Manage .
City Apps & Dashboards, Data Ingestion and
Use r's pe rsona' User Engagement Analytlc algorlthms
services
Prorfipte Advanced Smart workshops
Applications & . Category
City API,
Dashboards

Advertisers hackathons

events

Large
Industries
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MicroServices Associations

Produce City
10T Applications &
Dashboards

Monitor
City Platform

experiments

Produce Apps and <

Dashboards for City Help
Users desk Corporations
‘ . Case
Licensing, Studies
Gold services :
partnerships Reseaich
groups

Early Adopters Start-ups




Smart City Start Up vs
Living Lab

Community
Building

GO!

collaborations

Upload context
subscription to

applications

City
Users personal :
services TR |
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2 board
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City Operators

agreements

= (>

Collaborative

Moications
City Platform i \ ‘

Resource Operators

networking

Inhouse

companies
tutorials

Connect exte
rvices
0\
+ ©,
ta Inge
\\ lytic alg
Jmu
2 {dvanced S
City AP

MicroSe
— A . experiments

Tech

documentation providers

workshops Category

Associations

e —
Advertisers hackathons — N Dashboarcsggl’ > Help
‘ Dashboards for City
Users / desk :
< Corporations
events Case
Licensing ;
Large 4 Studies St t
Industries Celd sz partnerships Research ar
groups

Early Adopters
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* Finding the right participants to the Living Lab

— Campaigns tailored to the right audience according to the role: testing,
developers, requirements collections, etc.

* Finding specific profiles via stakeholders
 And/OR: Web based recruitments, App Based, etc.

— Motivation to participate, eventual incentives

* Inform/educate the Participants about the project:
— after and before testing/validations, etc.

* Protect the Participants privacy, ask to NDA and provide the
NDA, GDPR compliant

e Support: during the project, SPOC, Help-Desk, web portal, logistic

Snap4City (C), January 2021
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Most of Organizations on Snap4City.org also
correspond to companies or institutions that

have an installation of Snap4City tools on their
Premise,

— such as: Pisa, SmartGarda Lake, Snap4, ALTAIR,
etc.

This double way allows them to:
— test the news,
— share experiences with other groups,
— get visibility,
— work in the collaborative environment, and

— be better supported by Snap4City.org and DISIT
Lab personnel.

Each instance of Snap4xxxx solution can decide
to join the federation of SmartCity API to
exploit shared data.
— This allows to exploit regional data for city
installations applications (web, mobile,

dashboards, etc.) without reloading them for
example.

CUSNAPlIcnv

gustry Community

Main Organizations/areas
Antwerp area (Be)

Capelon (Sweden: Vdsterds, Eskilstuna, Karlstad) = 11 _—

DISIT demo (multiple h)

Dubrovnik, Croatia -
Firenze area (|

Garda Lake area (I

Helsinki area (Fin)

Livarno area (|

Lonato del Garda (1)

Modena (1) y
Mostar, Bosnia-Herzegovina i T
Pisa area (| |
Pont du Gard, Occitanie (Fr)
Romai (1)

santiago de Compostela (5

Sardegna Region (1)

SmartBed (multiple)
Toscana Region (1), SM
Valencia (5)

Wenezia area (I

WestGreece area (Gr)

SnapdCity (C), Betober 2020
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* Snap4City.org: multiple Organizations
— DISIT: Univ. Milano, Univ. Firenze, Univ. Cagliari, etc.
— Firenze: City Firenze, and inhouse companies
— Multiple Organizations for HeritData pilots:

* Firenze, Valencia, Dubrovnik, Mostar, WestGreece, Pont Du Gard

— CAPELON: Capelon Sweden
— ...Antwerp, Helsinki, ...

* Snap4Pisa on MOBIMART: AEDIT, Pisa, PISAMO, ....
* SmartGardalLake: SmartEA, Univ. Brescia

Snap4City (C), January 2021
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* All 100% Open Source

* Snap4City web portal
— Scenarios with ready to use solutions
— Organization/Groups and co-working support
— Developing tools and Documentation, training, tutorials, HOW TO...
— Self Assessment tools to monitor your progresses to get suggestion

— Assistants: to get training and problem solving
— Developing tools

* All of them are Web-Based developing tools (except for the Mobile App on Android and iOS)
— Resource Manager for Sharing:
» experiences, data warehouse tools, I0T Applications, Data Analytics, etc.
* Hackathons:

— |OT Apps, Dashboards, Mobile Applications, Data Analytics, etc.

Snap4City (C) January 2021




Snap4City

User: adifino, Org: DISIT
Role: Manager, Level: 4

Dashboards (Public)
Dashboards of My Organization
My Dashboards in My Organization

10T Applications

= My IOT Devices

Knowledge and Maps *
Micro Applications

External Services

Data Set Manager: Data Gate
Resource Manager

Help and Contacts ~
Documentation and Articles

My Profile ¥

Snap4City portal

Km&City portal

DISIT Lab portal

Snap4City

Home  Partners and Interoperability Tools «

Home | Tutorials and Videos lcome: how to start using Snap4City

Welcome: how to start using Snap4City for beginners

o Personalized Suggestions
Snap4City developers suggest you reading:

You have already created a Dashboard _MNow, you may decide to make it public (visible and accessible) to all on WEB, or to provide access in view to other specific users that you know by nickname.
In addition, you can pass the Ownershiillof a Dashboard to some other user of the system, and you can clone the Dashboard as well. So that you can create Dashboard for other users as well.
We sugget to test these functionaltiiegilince you can:
» access to Data Set Manager to Iload/download, share data sets as files in CSV: hitps://datagate.snapdcity.org/ssologin_handler
s upload data for the knowledge base and dashboards via Data Set Manager,
* access and share of resources as: dashboards, 10T Applications, blocks, etc.; https://processloader.snapdcity.or|
s access to help and contacts, FAfdocumentation and articles
* manage personal data: profile, Sensors, Annotations, Personal Data, Dashboards..; https://fwww.snapdcity.org/drupal/myprofiledata
* Auditing Access to My Data ac ing to GDPR.

°
See this EcXTEDmrsESOVE possibilities:

TCL10. Dashboard delegation to aci .and passage of ownership,_and/or cloning

Full

SLIDES

If you are not registrad please apply for a free registration from https://www.snapé4city.org and then pass to ACCESS AT THE TOOLS and full Snap4City enviro

Snap4City puts in the hands of City Users a fldllble environment to quickly create a large range of smart city applications/views exploiting heterogeneous data and services of | ] e 2
stakeholders by I0T/IOE and big data technol @lles. For SnapdCity, City Users can be citizens, students, operators, researchers, dacision makers, developers, etc. see Users'
Roles on Snap4City.

* Manager: is a final user, has the capability of: accessing and creating Dashboards with a large set of data (high level types as: POI, sensors, KPI, micro applications,
external services, etc.), attaching alerts and notifications; registering IOT Devices; creating 10T Applications exploiting MicroServices; loading and sharing data sets;
managing personal data and annotati full access to documentation, help desk, FAQ, coworking; managing persanal profile and data according to GDPR;

MOTE: accessible features are mainly al and simple to understand and to use, and provide a limited number of parameters on each dialog and for each action.
Default values of created elements ca changed editing elements.

* AreaManager: is a Developer/researcher, students, city operator, with additional capabilities with respect to the Manager to: register |0T Brokers; creating advanced
10T applications; create massive data transformation processes; create data analytics in multiple languages, testing and load them, create microservices; adding
external services; sharing results, loadigm shapes; analyzing performance of the back office; NOTE: tachnical views and details are fully accessible F I

OW to use SnapdCity: m VI D E 05

how the solution allows you to incrementally pass from Level 0 to 5, from a Manag®o an Area Manager:

It e EmdCity g

B s anapdL g g
i

Suggested Activities to be performe

This page would guide you along few steps

s Level O user: access at data/servicas views of the city by using public Dashboards; (Public User) | P ) (overview on dashboards)

Sn ity (C), ¥nuary 2021
(see what a Manager can do), m ( see how Dashhboards can be created)

» Level 1 user: create personal/professional views/dashboards on data; (Manager)

Tutorials and Videos

Blog - Contributions «

Username: adifino

Powered by Mdm:
www.km4city.org el

Organizaticcﬁqo

Groups

DISIT Q&
« Operati, -:>°

Recent
comments

Tmonth & days ago
N

Recent

content ég,
Ti Suggerig -:@ne
realizzare &Jrima
Dashboard (Step 1) [[E0)
roottocladmini

%

Benvenuto al nostro
Sindaceo ed al suc Team

roottocladmini
We suggesk68ntwerp

Developers: How to
manande myv Dashboarcds
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ViultiOrganization, Groups and Proriles
User: paolonesi, Org: . . . . . «
. Organizations may have their distinct :
P— * menus and functionalities, GeoArea, Data, Dashboard,
& My Dashboacs Groups of users, managers, Knowledge Base, repositories,

A& Notificator

O 10T Applicati etc.
= My IOT Devices Users may:

el © Have personal 10T Devices/Models, Data, IOT brokers,
y—— Dashboards, |OT App,..

gl  * Have access to multiple Groups of Multiple Org.

* Resource Manager

PER——— * Delegate them in usage or access
B * Change ownership and Clone to pass a copy

My Profile *

@ snapsciypora e Assesses their usage and themselves, share

&' Km4City portal

@ DISIT Lab portal
S Snap4City (C), January 2021 169
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vgJ 1 Users: creatin

' S Dashboard Model
Dashboard List Selection Wizard

See how Dashboards can be created using the wizard: dashboards with selectors,
time trends, maps, etc.

e TC1.8. Visual production of Dashboard via Wizard

e TC1.9. Search on Wizard for any kind of data managed into the platform, from POI
to sensors, KPI, social, etc.

e TC1.10. Dashboard delegation to access, and passage of ownership, and/or
cloning

e TC1.11. 10T Discovery, on Dashboard Wizard
e TC1.13. Dashboard Builder External Services and Widgets
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https://www.snap4city.org/drupal/node/95
https://www.snap4city.org/drupal/node/96
https://www.snap4city.org/drupal/node/97
https://www.snap4city.org/drupal/node/98
https://www.snap4city.org/drupal/node/100

Snap4City

User: paolonesi, Org:
none
Role: Manager, Level: O

Dashboards

My Dashboards

Motificator
10T Applications

My 1OT Devices

Knowledge and Maps ~
Micro Applications

External Services

Data Set Manager: Data Gate
Resource Manager

Help and Contacts
Documentation and Articles
My Profile -

Snap4City portal

Km&4City portal

DISIT Lab portal

-

www.shap4city.org

Home  Partners and Interoperability Tools « Tutorials and Videos - Blog «

Home / TC1.8 - Visual production of Dashboard via Wizard

TC1.8 - Visual production of Dashboard via Wizard

Test Case Title

TC1.8 - Visual production of Dashboard via Wizard
s a any user | can

s Create a Dashboard, composing it on the basis of data vs widgets, with large collection of data
kind and corresponding graphics widgets, including: map, table, graphs, timetrend, weather, and
many special widgets.

» Modify an available Dashboard, editing general information and widgets, via Dashboard Builder

Goal

T

The user is registered and logged in the system
Prerequisites Using & PC or Mobile with a web browser.

Wecess to the Dashboard Builder.

See changes performed on the modified dashboard. Your user account into the Dashboard Builder has
Expected successful been endowed of a number of dashboard for using them, changing them without problem for the

All organization with related group

Username: PacloMNesi

Powered by
www.kmd4city.org

LA

result Systerm.
Steps cestheaeseadesnbomasnaparin e | A Text on the Portal are

Hypertext with Links for
navigation among major
concepts

Example 1: Creating a City Dashboard
The creation of a dashboards has been strongly simplified with the im
matching data vs graphics representation, thus arriving at creating au

You can start testing this requirement by following the sequence of adg

1. Enter in the main application https:/main.snap4city.org and log

o Main --= dashboards
2. On the left column main menu click on Dashboards it
A The Dashboards page shows the preview of das

. The preview of the dashboards available for the user will be shown.
cated by the user (identified as “My own™), public dashboards accessible

Dashboards

|
P

Search

Recent
comments

. 1week 1day ago

Recent
content

Welcome: how to
start using
Snap&City for
beginners
drupaladmin

Snap4City -
scalable Smart
aMalytic
APplication
builder for
sentient Cities

drupaladmin
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 Manager: Final Users

— Level 1: create Dashboards
— Level 2: create Dashboards that get and produce data, act on city
— Level 3: add your own IOT Device, create Dashboards with them and city data

— Level 4: create IOT Applications to make smarter your Dashboards, services,
notifications, exploiting MicroServices

* Area Manager: Developers, Researchers, Operators (Level 5):
— Developer of complex services exploiting: R Studio, ETL, External Services, ...

— Creating: MicroApplications, MicroServices, web and mobile application
exploiting Advanced Smart City APls, ...
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Snap4City

» Multiple Organizations il i — ,

O Bl User's Limits: Dashboards: 100, [oT Apps: 100, loT Devices: 10000

& My Dashboards
# Dashboards (public/private)

* Roles:
* s 30(2317)

0 |OT Applications
 |OT Directory

W Knowiedge and Maps ¥ # ToT devices (public/private) ToT kB (Tx/Rx) # loT Applications

— Managers

3216 (713209) 9973.79/209.62 24

My Personal Statistics and Bounds

— AreaManagers (developers): [ oprrams g
special access to computing ==
resources o , !.

My Personal Data Types . - -

ager Level: 4
1aT tx/rx (kB)

loT motivations tx (kB)

Helpand Contacts ¥

My Personal Statistics and Bo

* Levels for self-assessment

loT Apps (#)

5
§
3
EL
]
a
2
=
g
"

— Suggestions on next steps to
learn on the basis of personal
progresses

1oT Apps (9)

loT messages tx (k) - average: 8662 loT messages rx (kB) - average: 435614
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My Personal Statistics and Bounds

~ -

User: snap4city, Org: none r
pacity, Org —
=) =

Role: AreaManager, Level: 4

R User's Limits: Dashboards: 100, loT Apps: 100, loT Devices: 10000

@ My Dashboards

Username snap4city ' | Role: AreaManager Level:4 2018-11-09 oenus | Daily View -

# Dashboards (public/private) # Dashboards Accesses # Dashboards Minutes

A Notificator

0 10T Applications

B A B S.Ssessmenct

= |OT Directory and Devices ¥

N Knowledge and Maps *

- s ar
# ToT devices (public/private) ToT kB (Tx/Rx) Snap4City My Personal Statistics and Bounds
Micro Applications User: snap4city, Org: none Username: snapcity Role: AreaManager Level: 4
3216 (7}3209) 997379’20962 Role: AreaManager, Level: 4 loT tx/rx (kB) = loT motivations tx (kB) =
I External Services *
@ Dashboards Zoom Im 3Im 6&m YTD All From | Aug 9, 2018 To | Nov9, 2018 Zoom Im 3m 6m YTD All From Aug9, 2018 To  Nov9, 2018
Data Set Manager: Data Gate iy R twaets . [}
Notificator 50k 20. Aug 3. Sep 17 Sep 1.0ct 15 Oct 29.0ct
% Resource Manager: Process Loade R kB (Tx/Rx) P ———
5k 0] - {i]
IOT Directory and Devices ~ 8 Sep 18 :
A Development Tools * 0/0 . . " i
Knowledge and Maps ~ —_ E— o db_storage tx @ filesystem_storage_tx
~ ) 20. Aug 3. Sep 7. Sep Oct 15. Oct 29 Oct db_request_tx ascapi_tx
@ Management ¥ Micro Applications ® diveen 1 @ duhboard tx
) ceriene - datagate_tx @ external_service_tx
Help and Contacts ¥ Sxtemal services s 0 I [l ® iotservice mapping_ox
€lp . . Dats Set M - Data Gate T B . microserviceusercreated_tx @ mydata_tx
St8 Set Mansgsr: Data Cate notificator_tx Fstatistics_tx
[J Documentation and Articles ¥ = Resource Manager: Process Loadd w @ ® sigfox_tx ® undefined tx
Development Tools ~ - -
My Profile & loT motivations rx (kB) = loT Apps (#) =
© Management ¥
M_vpersonal DataTVpeE Hel e —— Zoom Im 3m 6&m YTD All From | Aug 9, 2018 To | Nov9, 2018 Zoom Im 3m 6m YTD All From Aug 9, 2018 To  Nov9, 2018
) elp and Contacts
| My Personal Statistics and Boul Documentation and Articles ¥ 5
fil 20. Aug 3. Sep 7. Sep Oct 15. Oct 29 Oct 249
My Profile &
My Personal Data Types
) My Personal Statistics and Bou ay 13 5 i [ ol it
Privacy Policy 2 u :
Cookies Policy db_storage_rx @ filesystem_storage_rx 4
db_request_rx ascapi_rx 20. Aug 3. Sep 7. Sep . Oct 15. Oct 29. Oct
[ETIECE (E @ disces_x @ dashboard_rx
Snap4City portal datagate_rx ® external_service_n
- ® iot_service_rx mapping_rx . q fi Sep 18 m
KméCity portal microserviceusercreated_rx @ mydata_nx o ) - " R
notificater_rx rstatistics_rx
DISIT Lab portal @ sigfox_nc @ undefined_rx IoT Apps (#)
loT messages tx (kB) — average: 8662 = loT messages rx (kB) - average: 435614 =

y &/, Jarivuary cJUc L
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nttps://www.snap4city.org/drupal/contact

Contact us

Bug Reporting

— https://docs.google.com/forms/d/e/1FAIpQLSfD i
QtKagLllyycNXiazeYEh1SsRG1YL87e4ThD8nZoA5
jsoXw/viewform

For Service Level Agreement see:
— Service Level Agreement

Help Desk and Contact:
— https://www.snap4city.org/3

Periodo di riferimento: 09/ 2019

Disponibilita® media: 99.91%

Availability rates: MTTR: 00G 00:10.00

— https://www.snap4city.org/388 e 04G 14:04.24
max(t_down}: 00G 00:10.01
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Snap4City

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

Dashboards

My Dashboards

Notificator

IOT Applications

My Personal Data

10T Directory and Devices
Knowledge and Maps *
Micro Applications

External Services ¥

Data Set Manager: Data Gate

Resource Manager: Process Loader =

& View Resources

L Managing Resources

& MicroServices for 10T Applications
& Process Models

& Processesin Execution

& Process execution Archive

Development Tools *
Management *

Settings *

User Management and Auditing *

Help and Contacts =

) Documentation and Articles =

My Profile =

SnansCity portal
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source via

Florence_Pharmacies_CSV.zip

-
4

developerl: Public
Username: developer]
Resource type: ETL
Nature: geolocated
Description: Florence Pharmacies o...
L 6 6 6 ¢
View Edit Unpublish Owner

PaoloApplication.json

developerl: Private
Username: developerl
Resource type: IGTApp
Nature: data category (ie: geolocat...
Description: NodeRed Flow Shared ...
L 0 0.6 6

View Edit Publish Owner

-

hager: publi

Pages: Prev 1 2 3 .. 12 Next

|¢||[|T-[1F: (11¢

WIETL{

]}

¥DevDash (2)

¥IcTBloc
developerl
Username: developerl
Resource type: ETL
Nature: sensors
Description: Smart bench
LB 6. 6 6 1

View Edit Unpublish Owner

AMMADashSnap4City-30minview-v2-152...
E —
o — 4
==
AMMA Tool

developerl: Private
Username: developerl
Resource type: AMMA
Nature: ToBeDefined
Description: AMMA snapé4city dash...
b O 0.6 6 ¢

View Edit Publish Owner

¢YSNAPlcay i

and sharing

View Resources

DeveloperDash-V3-1523555417880

&)

Dev Dashboard

snap4city: Private
Username: snap4city
Resource type: DevDash
Nature: data category (ie: geolocat...
Description: Snap4city Developer D...
L O 0.6 6 ¢

View Edit Publish Owner

Developer Dashboard New-1526308876256

developerl: Private
Username: developerl
Resource type: DevDash
Nature: ToBeDefined
Description: Developer Dashboard ...
L O 0.6 6 ¢

View Edit Publish Owner

< 1l

node-red-contrib-snap4city-developer.rar

snap4city: Private
Username: snap4city
Resource type: IoTBlocks
Nature: data category (ie: geolocat...
Description: Snap4city NodeRed Li...
b B 6.6 6 ¢

View Edit Publish Owner

ResDash Docker-1526308998809

developerl: Private
Username: developerl
Resource type: ResDash
Nature: ToBeDefined
Description: Resource Dashboard: ...
b B 6.6 6 ¢

View Edit Publish Owner
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M Knowledge and Maps ¥
Micro Applications
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Data Set Manager: Data Gate
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[ Development Tools «
#¥ Knowledge Base Graphs
«¢ Smart City API Docs: Swagger
Testing API by Postran
& Source Code Access

< Management -
»* Smart City APl Monitoring
l~* Web Server Monitoring
<% Smart Decision Support Sys
% Resilience Decision Support Sys

Help and Contacts =
Help Desk and contacts
Contact Us, Problem Reporting
FAQ
Help Us with Your Feedback!!

[J Documentation and Articles ¥
2 Km4City portal
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OnLine Hackathon 2019
— Call 2019. https://www.snap4city.org/370
— Multiple Categories to avoid mixing companies with students, professionals with lovers, etc.
— Locations: Helsinki, Antwerp and Tuscany at the same time
— Multidisciplinary judges
— Intermediated checkpoint(s) to help teams to improve and strive them toward the goals.
Support: 100% online
— All training already accessible
— All online tools and support
Several Teams have been engaged
— Engagement via social network and on the area
Multiple selections to refine the solutions, :
— https://www.snap4city.org/416
Awards and price of different kinds
— https://www.snap4city.org/449
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20°  Validation with developers HACKATHON

BUILD YOUR APP FOR A CONNECTED GITY

* Helsinki and Antwerp, plus Florence Training, CINI Challenge, ..

* 65 performed operational activities:
— dashboards, IOT Applications, registering 10T devices, etc.

— More than the 80% created both Dashboards and IOT Applications, thus validating the solution
and the process of engaging them in working on the platform

platform over last 90 days 90 days
117

Number of IOT Applications 81,6 7341
Number of private IOT devices 27 25,5 2296
Number of public dashboards 11 6,2 562
Number of private dashboards 173 135,1 12159
Number of accesses to dashboards -- 33,9 3048
Number of minutes = 337,1 30337
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An app for sustainable mobility

. . . . Live Bus Finder

Dosbomeen dedag 1004

ndrea Pescetti

Data-driven design
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Interest

Built on big data to determine the most
popular location for a customer group

Hotels @

8usStops @

Ticket Sales Points @

Accommodation @

Automatically select billboards with the oppngCeners @ rontsenices @
highest traction. The platform is capable
of predicting the reach of every location

on a city based on big data analytics.

RIGHONAHTT o HIETALA
LAY
Campaign Plan & Prediction il Y 2 ¥
%

This campaign is personalzed just for you! Look at the map to

1 7K_ € 4K

Selected billboards

BIQ( MEISTRAATI5,39 ANTWERPEN

Travel Planner,

[FQ (S GENERAAL ARMSTRONGWEG,1 ANTWERPEN
routing

Skyrocket the traction of offline
campaigns I II
Citizens will run into more relevant IIIIII'IIII'.'IIII“‘I II“' 1
advertisements resulting in higher
conversion rates and more successful
campaigns.
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https://www.snap4city.org/
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* See more on https://www.snap4city.org/369

* Snap4City technology can be exploited on Industy and IOT
solutions:
— Snap4industry: Snap4City for Industry 4.0 (SLIDES)
— Scenario: 5G Enabled Water Cleaning Control

— Scenario: High Level Control of Industrial Plant

— Custom Synoptics and Widgets for Dashboards

— The integration between data and devices: the Snap4City solution
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Fleet loT Dévices/ Edge

management

External
Services

loT Broker

Internet SECURE

Control and Supervision on
Multiple Supply Chains
loT Devices/Edge Industry 4.0 as a Service
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Snap4City, Snap4industry Architecture, V2 (2020)

Back-End

y N
v

Front-End

Data
Sources,
External

Data
Ingestion, Semantic Reasoners

: aggregation
Services sgregation,
PULL regularizatio -
n, reconcile: Elastic Search
o User
Data interface,
Drill down,
maps,
heatmaps

Sources,
Brokers,
External
Services
Data
Driven,
Real

Time Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...

e e 2
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loT Devices ~ 10T App < ! > | _loTApp
(sensors, actuators) 2 { 3 u loT ContextI (—— 4 { —> Dashbo ras
- (— Brokers : e E
me — = —
loT Edge ,1; loT Registries :;
loT Directory and storage
GateWay

Security and Privacy Management
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Snap4Altair Decision Support
supervision and control, Industry 4.0

* Multiple Domain Data

* Distributed Control System energy, flows, storage,

chemical data, settings, .

€
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e Cost of energy
* Orders
* Production Parameters 1=
* Maintenance data
* Multiple Levels & Decision Makers
* Historical and Real Time data
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* Billions of Data
* Optimized planning on chemical model
* Business Intelligence on Mamtenance data
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DRk &
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 Multiple Levels,
Mobile Apps, API

e Since 2020
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Role: AreaManager, Level: Flow 2
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[ 10T Application nodereds-
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Green Impact Capacity / IC)
* |Improve productivity of
chemical plant

 Keep GREEN the
environmental impact

ICIHI | IMIIICIA

* Exploiting innovative , it
technologies
e Diversify the production

* Monitoring
environmental conditions

C"SNANmnusmv 202

Regione Toscana :g&%ﬁ
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FORGING & =
MANAGING OPEN
AND FLEXIBLE WEB
AND MOBILE APPS

IOT APPLICATIONS
FROM CITY VS 10T EDGE
DASHBOARD TO DEVICES
APPLICATIONS

DATA GATHERING
AND CITY DATA
KNOWLEDGE
MANAGEMENT

10T APPLICATIONS,
THE LOGIC AND
THE SMARTNESS

SNAPACITY
UVING LABFOR
COLLABORATIVE
WORK

e

" /SNAPACITY FOR
" BEGINNERS

SIMULATION

o TWITTER _
. VIGILANCESSOcIAL
o MEDIAANALYSIS @
L

SNAPACITY
- ARCHITECTURE AND
ECOSYSTEM. OPENED
TO DEVELOPERS

. AND KEI;\:\K:\S
\ %

ECISION SUPPORT
SYSTEM AND CITY
RESILIENCE

SNAPACITY THE
VIEW OF THE
ADMINISTRATORS
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* Exploit trial on Snap4City.org of your early solutions and concept, also

exploiting the full support of Snap4 experts and community, on DISIT
Organization or Multiple Org as you prefer

— Please note that each Organization need a distinct email address and

registration, and applies their own restriction to data and dashboards. So that

maximum access to demonstrations is on DISIT Organization into
Snap4city.org portal

* Ask/book for an Organization if you would like to test in a separate
environment

* Once tested and convinced, start deploy your version on your premise
by using «DataCity-Small» on Docker or VM

Snap4City (C), January 2021
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Z On your premise
¢YSNAP/crry .

Https://www.snap4city.or

= WM. GhdEa e
TR !
| A=y
SnapAcCity - scalable Smart aNalytic APplication builder for sentient  pegistration My 10T Devices Big Data Analytics, Artificial Intelligence
Cities © e Pt

V2o g e e 1

Sk e B oo
VR Tutorials ~ Scenarious  Innovations ple say

25 e

 ® B @ [

E. & == & e < Tt
MobileApps 10T Devices 10T Applications DataAnalytics Dashboards  LivingLab  Smart City AP
« PO C“SNAPLery o
B R e |

Installation on your premise
e Virtual Machines or Dockers
» Different configurations

* From small to scalable

Supﬁ)orting Org . * Exploiting your legacy tools
100% Open Source Platform: Github Bierilesd s * Interoperable with any tool
Further developments deploy * No vendor lock-in, No tech lock-in

Publishing Appliances and Dockers Mixed solutions! For example:
Training courses, docs * Start on Cloud as Smart City as a Service

Consulting CCSNAP4CITY o * Migrate on premise on the fly
Forums E—— e Start on Cloud into a sand box
Etc. 4 SCIENCE CLOUD * Pass toinstall on premise what you need

Snap4City (C), January 2021
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Snap4City, Snap4industry Architecture, V2 (2020)

Back-End

y N
v

Front-End

Data
Sources,
External

Data
Ingestion, Semantic Reasoners

: aggregation
Services sgregation,
PULL regularizatio -
n, reconcile: Elastic Search
o User
Data interface,
Drill down,
maps,
heatmaps

Sources,
Brokers,
External
Services
Data
Driven,
Real

Time Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...

e e 2
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Big Data Cluste

HDFS, Hbase, Phoenix

Semantic i Facet, semantic
search

PULL Data
’ Elastic search

R, Tensor Flow, Python, MapReduce, ...

Node-RED + Snap4City MicroServices

Driven,
Real Time Sttt oot oo s o i ———
Inform, announce, Act!, warning, alarms, What-IF, ..

In Yellow alternative & legacy solutions: snap4city V1

¢“SNAP/crry!

User
interface,
Interactive
Dashboard,
Drill down,

maps,
heatmaps

Mgm €

|r

Smart City Data Overview

Data
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Cluster for Smart
Processes container: Snap4City MAIN
Oth.er ingestion, analytics, Dashboard, User
Services scraping, etc. Management, etc.
And
Servers Knowledge base
Cluster for big data 8 ’
> semantic Store
0 .§[ storage: static and
n — [I real time, Indexing
8 Q@ 10T and search
=Tk ; HeatMaps and
= < bl brokers Mabs
(((‘ ‘ Tesos) p
& @ Social CRM GIS
KAl Networks J| Media J | ~ " ) | ™~ .
Living Lab Portal -
Legacy Platform Mobile Apps, Dashboards
Back End Front End
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Services Container Cluster Snap4City MAIN

ICKAN DataGate I MCLSCont, NCLSCont Dashboard Builder,

I Routing Server I Marathon, Mesos, Zookeeper, Data Inspector, User Stats,
Disces-EM, Executing in Container: ExternalSrv, Res Manager,

|Chat Manager | IOT App, Web Scraping, R-Studio, MyKPI, MyPOlI, Synoptic, IOT
Python, Java, ETL, ... Device Manager, Micro

| R Studio Server |

| ETLSDK Server | [DataCIuster]
[Engager Server | || ETL-VM EISSSeSr\ll\i/cleMap

Applications, Authorization/
Authentication, Roles, ...

& [ server ] PDT::SXE';?_’:?‘E' ':?:s SmartCity API, WFS,
D b4 ’ PP ServiceMap3D, LOG/FLINT,
n _ [s SuperServiceMap, Virtuoso
@ " l== | IOTOBSFs Data Shadow Cluster
g , GISGeoServer
T-Tak ; e IOTDSES
— ‘”: I0TBrokers, secure NIFI, Elastic Search, DevDash, Amma Heatmap Manager,
— ’ ’ ’ WFS, WMS
o C;Q 10T Social
> 4 Networks J| Media CRM | e GIS Living Lab Portal
D[] Legacy Platform Drupal support CRM, .. Mobile Apps, Dashboards
Back End Front End
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— 10T Orion Broker
Fi-Ware
— Secure Filter
(Snap4City)
* 10T Edge support
— Linux Ubuntu
— Windows
— Raspberry Pi
— Android
* 10T Devices support
— ESP32
— Arduino
* 10T Application
— Node-RED
— SnapA4City Library
of nodes
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Other Services

&#— Routing Server
@@ — DataGate CKAN
@@ — Chat as Rocket
Q{‘— ETL SDK VM
&@— Engager..

Data Analytics

— Heatmap
production MS
Rstudio

— OD production

— Predictions MS
RStudio

— Anomaly
detection MS
RStudio

— ETL Collection

MCLSCount, NCLSCount*®
Container[Cluster] Q"
— Containers models

— DISCES-EM

— Monitoring App
ETL Server Q‘
Data[Cluster]

— DISCES

— Phoenix Drivers

— Hbase Model

— ETL processes
IOTDSES &
DataShadow[Cluster]

— NIFI process, Squid

— Elastic Search Model

— Kibana

— AMMA data flow

— DevDash data store

¢“SNAP/ciry

KBSSM £
— Knowledge Base
KmA4City
— ServiceMap
— ServiceMap3D
— SuperServiceMap
— LOG/Flint
— OSM2KmA4City
— Smart City API
— WEFS API
GIS GeoServer @"
— GeoServer
— Heatmap
Manager
Living Lab Portal E;‘ﬂ
— CRM Drupal
— LDAP SnapA4cCity
— Registration mng
— Etc. etc.

All in source code, and most of components in Appliances/VMs

Snap4City (C), January 2021

-
Snap4City MAIN &4

Dashboard Builder, Wizard
Dashboard Engine
Data Inspector, Notificator
External Srv manager
Menu Manager
Ownership Manager
Authentication and
Authorisation
WS server
Resource Manager
User Stats
JavaScript Web App in a
Snap, MicroApplications
Synoptics, custom Widgets
IOT device manager: 10T
Directory
Snap4City MicroServices on
|IOT Applications: basic and
advanced
Snap4cCity GIS Player
What-IF tools
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* Snap4City modules are released on GITHUB/DISIT and can be updated
from:

— GITHUB/DISIT into VM Appliance or Servers in which they are installed
* https://github.com/disit

— Node-RED tool, using official Library regarding: Snap4cCity Libraries

— Drupal for the Living-Lab Portal aspects
— Other tools from their corresponding providers

 Maintenance would not be a problem, all users should be capable to
perform the updates autonomously

* Updates on new versions will be provided by Snap4City periodically,
Notification will be provided on NEWS and GitHUB

Snap4City (C), January 2021
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* Updates will be provided by Snap4City periodically and released on
GITHUB, and other portals.

* Snap4City team is involved in contracts since now, so that this will
guarantee that the solution will be evolved to anticipate the state of
the art as we have done in Iteration 3, in which we released a number
of developments.

— See also the activity of dissemination and updated roadmap

— See the presence of Snap4City on EOSC, BeeSmartCity, EO15, etc.

— See the list of concreate developments

— See the list of supporters on the Stand with respect to those of the 2018
— See the planned new developments

Snap4City (C), January 2021
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Set-up of Open Source version from Scratch

* Guidelines reported on:
— https://www.snap4city.org/471
 How to proceed:

— We have presented 7 Configurations models from A:Alone to F:FullPlatform+LivinglLab, but
they can be customized as you like.

— By follow the Configurations the Customers are guided to identify the most suitable
according to their needs;

— Once the most suitable Configuration has been identified, they are supported into the:
. Download and deploy of the Appliances provided as Virtual Machines or Containers, or

ii. Download and install modules from GITHUB according to the recipes for VM/Container and the
user manual of the single tools, or

iii.  Mixt of the above (i) and (ii) approaches.
— 10T Edge can created by (1) installing Node-RED, (2) adding Snap4City library of Nodes from

the Palette Manager of Node-RED, (3) registering on Snap4City:
https://nodered.org/docs/user-guide/editor/palette/manager

Note that some of the material we are presenting has not been published on the portal yet, for the competition.

Snap4City (C), January 2021 213
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Configuratio - £ Z g |63 z g E Options
n Kind 2 g e S |95 5| s a | supported by
c o 8 2] oo O Sl + —
S o 2 S §: 5 | % z the
9 S ® (@) - S . .
2 9 2= |50 =8 32 | configuration
S
A: Alone , ¢ X X 1 mf X (x) ETL, DG,
B: Basic 2 7 X X X 1mf  Small X X X X (x) ETL, DG, CM
C: CityStart 34 /|89 X X X X 1mf Smal X X X X X X X X ETL, DG, R, CM, Eng
D: DataCity 56 ||Ask|X X X X 70 Mediu X X X X X X X X ETL, DG, R, CM, Eng,
LL
E: ExtensiveCity | 6-8+ ||Ask| X X X X X X X X X X X ETL, DG, R, CM, Eng,
LL
F: FullPlatform \12-14+/\Ask X X X X X X X X X X X ETL, DG, R, RS, CM,
Eng, LL
F: FullPlatform  13-15+ Ask X X X X X X X X X X X X ETLDG,R,RS,CM,
Eng

+ LivingLab
mf: multiple flows for each IOT App
Read next slide for the other notes and legenda SnapACity(C), January 2021 214
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In all configurations you:

— have: Multiple IOT Brokers; unlimited number of data sources;
interoperability support; KB

— may have: HA, DRS, FT, Balancing, cloning and configuring additional VM;
— may pass at the next configuration without reinstalling the VMM,

— may add one or more Optional Services as VM/Containers: ETL, DataGate,
Routing, Engager, Data Analytics, etc. etc.

From Config. E:ExtensiveCity and upper the number of VMs depends on the
volume of DataStorage and the volume of Data Stream in input.

— These two aspects are managed by two independent clusters of VMs and scale
independently each other. This allows to satisfy any different combination of volumes
in streams and data storage.

We suggest using Living Lab support only on FullPlatform, while it can be
installed on Smaller Configurations with some limitations in terms of features

Snap4City (C), January 2021
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Optional Services

DG: DataGate
CKAN

R: Routing
ETL: ETL SDK
VM

RS: R Studio
Server

Eng: Engager
CM: Chat
Manager

LL: Living Lab
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 The VM is considered (appliances are provided) as 16/24 cores 2.2 Ghz, 16-24 GB Ram
500 GB HD in thin provisioning, with 25-40 GB HD used at the start, in most cases

Debian.
— to estimate the needed CPU, RAM, Storage for each configuration it is easy from the #of VM in the

configuration.
— Please note that configurations A and B can be executed on 4 cores, 4 GB Ram
* Insolutions, with a very large number of users on the Front End: Smart City APl (mobile
App users, Dashboard users, a frontend balancer and more FrontEnd servers would be
needed). Please note that the Smart City API are also used by DataAnalytics processes
and by MicroServices in the 10T Applications.
— Typically a thousand of simultaneous users on the front end can be sustained for each VM

— More precise estimations can be performed by knowing the actual workload

Snap4City (C), January 2021
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Transport systems
Mobility, parking

Shops, services,
operators

Social Media

-} Social Media

) =
in{ Crawler and
D Manager
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Data
Sources,
External
Services
PULL
Data

Data
Sources,
Brokers,
External
Services

Data

Driven,

Real

Time
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SAALAS A .
¢ p e

Back-End

"""'H',x.,

Data @ﬁ:ﬁ
Ingestion, Semantic Reasoners .-r5iS
aggregation,

regularizatio

n, reconcile: Elastic Search

Facet, semantic

R Studio, Tensor Flow, Python, .... = .

B L L e ] +v

Mosers S (55 @ e k5

ol i AR
User - . :
; = T[T PRI
interface, e R

Drill down, e

e 52

) e - Csapdory B

maps,
heatmaps

>

Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...

Snap4City (C), January 2021
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D: DataCity-Small) A small size Smart City with a 4 smart applications on cloud

and 2 ot |OT brokers, limited volume of data entering into the cioud.

Services _ Snap4CityMAIN
CKAN DataGate <. = <:> Da.shboard. Builder
‘3! e Wizard, Widgets, I0T Appl|
Hode REC Notificator, WS Server,

. - Data Inspector, User Stats,

@) ptlona | =L ExternalSrv, Resource

e TE Manager, MicroApps

<:>‘ Authorization/Authentic.
MyKPI, MyPOI, Synoptic
IOT Directory
IOTOBSFs @ @
S IOTDSES
] IOT Broker &%, - SmartCityAPl KBSSM
@‘8\§ v 2 ‘ kibana KB/ServiceMap p .
@O ] ServiceMap30 »
o E 10T Context Broker = elasticsearch LOG/FLINT | V
LT_ o]
:m D) ProxyFilter Security < p <:> Virtuoso .
( :) = ‘ ASCAPI
® ;] § 97 nl ="
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D: DataCity) A medium/large size Smart City with a number
EJJQJU‘_CEJEJQ_’J; on cloud and a number of 1OT U’Q'“‘f,/
relevant volume of data entering into the cloud.

For Managing

Beyond C:CityStart Configuration
+ A limited number of 10T

>,

>,

Node-RED Node-RED Node-RED

>,

¢ 10TDSES ) L
DataShadow[Cluster] Appllcatlons. for data _
— NIFI process transformation and Analytics
— Elastic Search Model

+ A small sized Data Shadow for

e A |OT data management
Optionally:
 Data Gate CKAN for Open
Data
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DCL: DataCity-Large (2020 edition)

. i Servers -
Opt_ Services External Services < : Qﬁl’
- . R Studio Server Q‘ .
— Energy D|g|ta.l Signage = Snap4CityMAIN
Chat Manager E:i! Mobility Security Python Server Q’ _<:>‘ Dashboard Builder,
- GIS Environment - = Wizard, Widgets, 10T App1
Routing Server (g Waste Weather QpenMaint 2 Notificator, WS Server, o
~— CKAN DataGate < Data Inspector, User Stats,
Engager Server (%4 -
gag hg! ExternalSrv, Resource \ |
' Manager, MicroApps, i
...... Server Q; MCLSCont Authorization/Authentic,
- MyKPI, MyPOlI, Synoptic,
....... Server E:g‘; IOT Directory

2 1.

Balancers

SuperServiceMap, ‘
|IOTOBSFs 'f SuperserviceMap, gl |
IOT Broker o 7%, O IOTDSES M ESSTORE K kibana KB/ServiceMap w N v
oo ‘Jf_‘; S it G" LOG/FLINT S AR
Lo L Ry = — g Virtuoso  KBSSM — R
Broker \O—of <:> T"g — kﬂ% -
IOT Context Broker @ - elasticsearchﬂzi‘ < g i =
- II HeatMap Serveré& o a", m =
ProxyFilter Security @ Manager [GeoServer I
4 g S =
> _ = &F ol Living Lab support hﬁ'
e - I— Qthor Rrokars I Drupal, CRM
Al Other Brokers IOT ORION Broker SSM2ORION <
@ Q I Quantum Lea hﬂ‘
= p ;.
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Lity vs 10T ORION Broker

4200:4200, MOITE

8668:8668

27017:27017 BlS e

EFIUARE i

SUPER

S s
6\&. —
. d>6\

SSM2ORION | SUPER

1026:1026

Dashboard
Builder

vvvvvvv

escla

Carpt

Reggio Emillac  modena
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A: Alone)

one VM: Snap4CityMAINVM

+v~ Snap4City MAIN VM — <
— Dashboard Builder, Wizard nﬂj gs@% Snap4CityMAIN <
— Dashboard Engine Dashboard Builder
— Data Inspector, Notificator \,flvc';;irg;tvc\)/r'dﬁfstzewer
— External Srv manager Data Inspector, User Stats, <=> : :
— Menu Manager 3 & ExternalSrv, Resource ' = =
. N Manager, MicroApps — BE
P Ownershlp Manager Authorization/Authentic. ,‘ _, - — - L
— Authentication and External &> | mykpl, mypo .. ‘ £ ! IS - ‘
Authorisation |OT Applications, Synoptic, ) o -
— WS secure server Data Stores Snap4City WFS GIS player, e :
IOT Device Manager....
— Resource Manager

- JUsefSSt?t:W s * For connecting data sources to Dashboards onpremise!
— JavaScript Web App in a | .

Snap, MicroApplications — Data driven solution, no large data store
— Synoptics, custom Widgets |

) — Industry 4.0

— 10T device manager: I0T

Directory — Small Smart City business, no knowledge basse, no servicemap
—  Snap4City MicroServi . : :

IgipApplli&éatilocr:g: gg\giie;n?jn — Start with Snap4City platform as seeding element

advanced

— Snap4City WFS player
K — What-IF tools

— Storage: ODBC, IDBC, Mongo, SPARQL, MySQl, etc.
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Snap4CityMAIN: Alone Configuration

* As Virtual Machine:
— HOW TO: configure/install StartSNAPACITYVM: starting appliance of Shap4City

— https://www.snap4city.org /487

* As Container Composer:
— HOW TO: configure/install StartSNAPA4CITYVM: starting appliance of Snap4City

— https://github.com/disit/snap4city-docker/tree/master/Alone

Snap4City (C), January 2021
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B: Basic) Addressing a relevant numbe

brokers in your smart ci r/

cations wit

IOTOBSFs
Q?' ot =< |

A [O]}9, J J

For managing

w2
Snap4CityMAIN kgl

beyond A:Alone : " W Dashboard Builder E
. . 2 7 roker <=> Wizard, Widgets <=> :
COnflgUratlon nD ;13@ ) Q" = = Notificator, WS Server, :
+ Ia rge num be . \8 @ D g fﬂ |OT Context Broker Bi:?. g:Zi)se,ctor,
. ("@ O 'oao‘ =) ProxyFilter Security ExternalServices,
Of IOT deV|CeS Resource Manager,

and brokers,

2y prOtOCOII @[;] J 3 1,.1 57 IOT Applications,
form at RS Synoptic, Snap4City GIS
Sensors/ WEFS player,
+ |OT Devices 10T Edge Actuators : |OT Device Manager &
+ 10T Edge External Data Stores :
+ Etc.
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MicroApplications
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B: Basic) num
brokers, a few smart Applications
g T e e ker ) . 10T Edge: local intelligence, processes and Applications located on the
Fi-Ware field, on premise. Those autonomous smart tools can be implemented by
—  Secure Filter |OT Applications working on |IOT Edge:
\_ (Snap4City) Y, * Linux Ubuntu Appliance VM: https://www.snap4city.org/drupal/node/298
/7 10T Edge support. .\ * Android as IOT Edge https://www.snap4city.org/drupal/node/278 and
_  Linux Ubuntu » Raspberry Pi as IOT Edge: https://www.snap4city.org/drupal/node/77 You can install
—  Windows Snap4City library in any Node-RED from the official Node-RED library
— Raspberry
_ Q:jgiﬁty W * 10T Applications = Node-RED + Snap4City libs of Nodes/MicroServices,
\_ of nodes J — Available in Snap4CityMAIN VM, so that in any installation
(. 10T Devices support | — any installation of Node-RED add Snap4City Library from the official Library of
_ ESP32 Node-RED, add new Nodes into the Palette as
L — Arduino ) * https://nodered.org/docs/user-guide/editor/palette/manager
ot AspTication ~ — Snap4City MicroService collection from the JS foundation with fgll
— Node-RED documentation inside https://flows.nodered.org/?term=snap4city
—  SnapA4City Library * BASIC: suitable for Final User
k of nodes ) « ADVANCED: DEVELOPER (you have to install both libraries: basic and advanced)
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C: CityStart) Geolocated Points
eventually heatmaps

Ilm'r

< .
. |OTOBSFs Lcasconnan | [E For managing
o . 2= Snap4CityMAIN E.g’ fﬁ' :
: ﬁzem l P:KRI. Dashboard Builder o - Beyond B_-Bas,c
w IOT Broker o %, oy P <=> Wizard, Widgets, 10T App1 S . .
%2 Notificator, WS Server, < Conf,g ura tlon
IOT Context Broker Data Inspector, User Stats, ‘)- "E
ExternalSrv, Resource N V| o
ProxyFilter Security Manager, MicroApps E + La rge number
Authorization/Authentic. S i Of GEO
MyKPI, MyPOI, Synoptic Z S BUR
|OT Device Manager r - 1 N — | elements on
@ @ —gp [ Jms|  maps
— s H sl + Heatmaps
; SmartC|tyAPI . 1= h
Sensors KB/ServiceMap = — R +
Actuators IOT Edge ServiceMap3D b' LCU i%' % I Geo S apes
LOG/FLINT o | (B || e + GIS
Virtuoso KBSSM o — ; — 1
: : o~ S gasfo =
(%] DR _g -
External Data Stores A ﬁi‘f SRS X °
GIS, GeoServer @ : ) R e
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C: CityStart) Geolocated
Points, heatmaps, ... &~ | :
* KMSSM VM.
KBSSM VM ey .
/ cnowledge Ba) — knowledge base, KB, positioning
KmACity elements on maps, enabling geo-
— ServiceMap spatial and temporal reasoning
o iﬁ[,vgiifj‘.iifﬂap — Ingestion OSM to load on KB,
—~  LOG/Flint ServiceMap and reasoning on it
— OSM2KmA4City A
_ Smart City API — GeoReverse data, from street to |
\_ - wrsapl / data and vice versa :
— WES export and import
*  GIS GeoServer VM * GIS GeoServer VM: 0 | i
—  GeoServer . P = & |
_ Heatmap — Producing and providing heatmaps = s
Mahager — Managing Heatmaps colour maps. M= T I
DN | R e i Lo [ |
— WMS, WFS export, distribution o s | ‘ '
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FIRENZE | BSRES oo | SERNEEE L e SNAP4CITY
D: DataCity) A medium/large size Smart City with a number of smz

applications on cloud and a number of |OT brokers,

Ilm'r

e

S - - = r - \ - P 1) ale ) T s, | - ) \
relevant volume ot data entering 2 INtO tne cloud.
Services - MCLSCont, | :3‘ .

CKAN DataGate E" Mesos Balancing : _&.' 2
— Cnt. Scheduling w gnahE‘I'C:jtglvlldAlN M s
: <. DISCES-EM: Cloud i ashboard Builder :
Routing Server & Elastic Management Wizard, Widgets, 10T App1 =
Chat Manager > - <:>' Notificator, WS Server, ©
g M @ g;:‘gg 'ﬁ Data Inspector, User Stats, |4 Al ce
R Studio Server <) o ExternalSrv, Resource A | V 8_
t"g - Manager, MicroApps K]
- = Authorization/Authentic. v
<. Mods FED >
ETLSDK Server &y MyKPI, MyPOI, Synoptic i
Engager Server - IOT Device Manager
- _."i
....... Server kﬂ! <:> ‘
SmartC|tyAPI A .
KB/ServiceMap e | Al 2
. e |OTOBSFs e vyt (BT &
LT . 2= | 3
Lot ae LOG/FLINT 8
D e oo o=a | . . —
QJ‘@ Ry o0rBoer 2N . kibana Virtuoso KBSSM &
“'@ : ? JIIE M OF Broker d':o 2/ . Q’ < 8 nE
el —— G Garsrer 1 8 ~Er
~ ontext Broker e
‘Ec:? '<:> GIS, GeoServer Bﬁ‘l!—ﬂ R
= ProxyFilter Security -
R
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D: DataCity) A medium/large size Smart City with a number of smz

applications on cloud and a number ot |OT brokers,

o)

relevant volume of data entering

/« MCLSCount ) ey .,
Container[Cluster] i ‘ v oG PO -
— Containers models For Managlng el O R No
— DISCES-EM Beyond C:CityStart Configuration =
\_ ~ MonitoringApp /4 Arelevant number of IOT Applications c
for data transformation and Analytics A
/+ ETL Server ) .
Data[Cluster] + A small sized Data Shadow for 10T
_  DISCES data management
— Phoenix Drivers Optionally:
— Hbase Model 1R 1
\_ - ETLprocesses J ¢ DataAnalyticsin R Studio, Tensor
Flow (NVIDIA)
€ :)OTD:ESd g N . Hbase / Phoenix Big Data Store
t t
f alel p‘::;[essus erl e Data Gate CKAN for Open Data
— Elastic Search Modell  «  Chat Manager on Dashboard

— AMMA and DevDash . .
") * Routing Solutions

\_
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) sSmart applica

|O1 brokers,

large volume of data streams entering in the cloud

IOTOBSFs

Services

CKAN DataGate

Routing Server

Chat Manager

R Studio Server

LR GRGH R KRS

Mesos Balancing
Cnt. Schedullng

YAYAY

o

AVAYA
AVAYAYA

>
3
<
5

MCLSCon
McLsCont,

Elastic Management

=

Y. |

<:>

>

S e

Q’ 10T Broker .{f‘\f
| b

=y
ETLSDK Server Hnda RED
Engager Server
...... Server
» As
o—< |
=< |
i < IOTDSES F kibana
ol M
cl| 5 — i
IOT Context Broker S | e
© .
ProxyFilter Security o - elasticsearch |

=

J.S.nandﬂi.t.\M.A.l.N_

SnapaCityMAIN Ll
Dashboard Builder B
Wizard, Widgets, IOT Appl
Notificator, WS Server,

Data Inspector, User Stats,

Q‘

ExternalSrv, Resource N

Manager, MicroApps
Authorization/Authentic.
MyKPI, MyPOI, Synoptic
IOT Device Manager

@@

Wl P Wal

Sma rtCityAPI

Developer Balancer

Ilm'r

DI O

5

KB/ServiceMap e
ServiceMap3D .
LOG/FLINT = ’“’“

Virtuoso  KBSSM

_
615, Geoserver = 14 kel

é

SCAPI Balanc.

GIS, GeoServer mz:?l
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E: ExtensiveCity) A Large size Smart

r ( r — - r — -~ ~ Ve r r a r ( 4 o & i
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e, | UNIVERSITA | IINIF DISIT *
% DEGLI STUDI DIPARTIMENTO Dlo gﬁgmsms%svsrms
Y FIRENZE | DS§iroimazione | TECHNOL OGILs LaB CITy
o r / Y | o & R r - - - r r ‘ e r (

large volume of data streams entering in the cloud
For Managing
|IOTDSES \ Beyond D:DataCity Configuration
DataShadow Cluster | A relevant number of data streams
— NiFl process entering in the platform
— Squid cache on
SCAP| + A scalable Data Shadow for IOT data
— Elastic Search Model management
extended API Optionally:
— Kibana o

g e Data Analytics in R Studio, Tensor
— DevDash data Flow (NVIDIA) . _
\ monitor / * Hbase / Phoenix Big Data Store
- * Data Gate CKAN for Open Data
* Chat Manager on Dashboard

* Routing Solutions
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UNIVERSITA DlNFO DISIT ~ L
FIRENZE | SR | pmen C(' SNAP/crry & C@
F: FullPlatform) For Huge scale Smart City with a Huge number of smart

applications and processes on cloud (thousanc

5), any number of IOT broke

L3
Services MCLSC | > |
CKAN D G ‘. lI:/Iasters in HA: Marathon/Mesos, Zoo.ll<eeper, _()nk : ‘ — ey
ataGate | Pool of Containers Mesos Balancing kﬁ‘ Q‘ :
Qg | N?)ger?ed, on a| R-Stutdio Cnt. Scheduling . Snap4CItyMAIN L Lha'
- -— Web Scrapi — Python, C++, C - il 4]
Routing Server  [ul | | | L rnimotetsmmsoma 7 pisCEs £ Coud &5 Dashboard Builder S
> e L "o JElastic Management Wizard, Widgets, 10T App1 =
Master o Master > | | Master
— =y w}s = Notificator, WS Server ©
Chat Manager kf‘l‘ S o, 4 SR b @ ’ ! 2
~ o ESE KI o SEEs ﬁ o B ﬁ Data Inspector, User Stats, l4l_L\J @
- ——y —_—— ExternaISrv Resource N 1 d (D)
R Studio Server Q‘ Manager I\;IicroApps 8'
d EL3 EL3 Rl EL3
| === , BRER] BRER] PR BRER] s ) o
ETLSDK Server < <l = o 2 - Authorization/Authentic. g
= 8 : N e g . MyKPI, MyPOI, Synoptic | a
| e Y ereea | e S ——_— IOT Device Manager
Engager Se rver § ﬂ i {:I'E‘)FS Hh]ase] {:TJFS,Hllase] {:}E)FS Hgase] {:gFS Hl;lase]
> ol o E ‘ , P S
- = [|Z|==L S S o P
....... erver Efl‘ ’ 4 ~up
~ Nodes/VM on Cloud in HA, elastic computing, .. . = &?‘ i [ = -
,ﬂ N al¥y ADL : 2 ."::

SmartC|tyAPI

. IOTOBSFs | KB/ServiceMap $
Q' rorn 2= ServiceMap3D "“’
@._.m \ °=<_| LOG/FLINT L“l
&t‘ IOT Broker d\,o ‘\‘, e IOTDSES Kkibana‘ Virtuoso  KBSSM

SCAPI Balanc.

IOT Context Broker

Balancer

ProxyFilter Security

— . Q‘ GIS, GeoServer F’l E!if
m» elasticsearch .<:> GIS, GeoServer %
-
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MCLSCount N\
* NCLSCount
Container[Cluster]

— Marathon, Mesos
Cluster

— Containers models
* 10T App

Web Scraping

Data Analytics

ETL

Python

— DISCES-EM

* Elastic management

of containers

k — Monitoring App j

=

5), any nur

| CNIOUSANC

Back Office Container Monitoring

For Managing

Beyond E:ExtendedCity Configuration

+ A scalable huge number of Containers
including different kind of processes:
|OT, ETL, data analytics, scraping

+ A scalable Data Shadow for 10T data
management

Optionally:
e Data Analytics in R Studio, Python,
Tensor Flow (NVIDIA), etc.

* Hbase / Phoenix Big Data Store
 Data Gate CKAN for Open Data
 Chat Manager on Dashboard

* Routing Solutions
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F- lemgLab FullPlatform + LivinglLab) For

DINFO
FIRENZE | BS5Eiuaone
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DISTRIBUTED SYSTEMS
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¢“SNAP/crry

Living 1ab Support

_J

smart F ZJF'JJJJJCrf(Jff JUJUJ
Services Container Cluster Snap4City MAIN
ICKAN DataGate I MCLSCont, NCLSCont Dashboard Builder,
I Routing Server I Marathon, Mesos, Zookeeper, Data Inspector, User Stats,
Disces-EM, Executing in Container: ExternalSrv, Res Manager,
|Chat Manager | IOT App, Web Scraping, R-Studio, MyKPI, MyPOlI, Synoptic, IOT
- Python, Java, ETL, ... Device Manager, Micro
I R Studio Server I Applications, Authorization/
[ETLSDK Serverj [DataCIuster] Authentication, Roles
|Engager Server | ETL-VM KBSSM
Phoenix HBASE, HDFS KB/ServiceMap,
| ....... Server | DISCES. ETL subbort SmartCity API, WFS,
g PP ServiceMap3D, LOG/FLINT,
i% - SuperServiceMap, Virtuoso
Q = 1 I0TOBSFs Data Shadow Cluster
. — || loTDSES GISGeoServer

IOTBrokers, secure

NIFI, Elastic Search, DevDash, Amma

Heatmap Manager,
WEFS, WMS

Living Lab Portal
Drupal support CRM

Mobile Apps, Dashboards

‘@0 - H e —— =)
((o A 10T Social
CZQ Networks Media CRM ] oo GIS
| Legacy Platforms
e

In Yellow alternative & Iégacy solutions including ETL
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F-LivingLab: FullPlatform + LivinglLab) For Huge scale Sm

[ ~

= » | PRV g ’ . » e ~ i
Full Plattform plus Living lab Support

Living Lab Portal \
For Managing

)

14 J/ a9

— CRM Drupal - _
- ;?AP SAnap‘llCitv Beyond F:FullPlatform Configuration o
- C:rﬁ;er:;c ;‘1 + Providing Living Lab Support, a full = ==
Multiol o' ; " CRM for stakeholder, co-working, Z
- “I !ple reanization collaborative work, discussion —
e GuBleoroups environment, chart, forum, etc. - —
— SSO with Snap4City o
tools Strongly suggested:
—  Automated * Data Analytics in R Studio, Python, Sl
Registration Tensor Flow (NVIDIA), etc. "
management * Hbase / Phoenix Big Data Store T
I SOLtR '”tdex'”g adl » Data Gate CKAN for Open Data ' o —— - -
conten PR .
_ Monitoring activity Chat Manager on Dashboard S :
— Reporting and * ETLSDK servers = S
statistics * User Engagement Server = RS =
k / * Routing Solutions —
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UNIVERSITA | IDINIFO :ER!B§E!HSTSTEMS

DEGLI STUDI | pearmiMeNTo DI
NERIA AND INTERN
TECHNOLOGIES LAB

FIRENZE | S&fNSkwazone

Smart City Data Overview

Big Data Cluste

HDFS, Hbase, Phoenix

Semantic =z 0 Facet, semantic User
search interface,

- NIFI
Interactive
Dashboard,

PULL Data
- Tools, [], Elastic search
R, Tensor Flow, Python, MapReduce, ... maps, 3 b 5t |
heatmaps _ :

Node-RED + Snap4City MicroServices

Data

Driven,
Real Time ottt oot oo s s i ——
Inform, announce, Act!, warning, alarms, What-IF, ..

In Yellow Alternaive Snap4City V1
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* RootAdmin * Users of any Role have full control on their own
— The gods of the specific installation, resources: data, devices, dashboards, 10T App,
access to all tools for all etc., which may control according to GDPR rules,

Organizations

ToolAdmin .
— The administrators of an

— providing access, revoking, etc.
All users start as Manager roles

0 2 ith biliti — All users have also a Level (numeric). A score
rganization with some capabllities about what they have exploited in the platform.

on single tools Higher scores correspond to wider exploitation of
AreaManager capabilities.

— Typical developer capabilities, access  RootAdmin users may
to development tools, access to a — pass Users to higher roles. Ask to

wider number of resources, 10T with snap4city@disit.org to become an AreaManager
both basic and advanced, IOT for testing

Models, etc. . —4 ..
— Provide/grant specific authorizations to data
* Manager access on Tool usage

— Final users, limited access to In the Installation onPremise, you become the

development, 10T App development RootAdmin of it, you decide ALL
with Basic library. A '
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DEGLI STUDI DIPARTIMENTO DI : JTED SYSTEMS m
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FIRENZE | D8t kmazione | TECHNOLOGIES LaB CITy e ,

p 8 g Snap4City
lanagement Dy Organization o]
* Organizations may have —

— name, ID, GPS center, a number of Groups on ® Pt

& My Dashboards in All Org.

Snap4City.org (living lab support Drupal) P —

— users of different kinds and may impose early bounds on e
the resourced used by users (10T Dev, I0T App, Dash) N

— on cloud user kinds up to level of Tool Administrator = oo i Oeenie -

W Knowledge and Maps

— One or more ServiceMap and boundaries for the et
federation e ———
* ToolAdmin users (requested by Organizations) may
— control processes, consumption of resources, healthiness, I
etc- User Management and Auditing =

Help and Contacts -

— manage tools exploited in your configuration e

* 24H/7D Help Desk and Assistance

' KmsCity portal
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F l RE N Z E INGEGN RIA AND INTERNET
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¢ SNAP4ciry

:
RootAdmin

* RootAdmin on Snap4City.org has a very large set of tools -

Dashboards

Extra Dashboard Widgets
Notificator

Data, My Data, OpenData
Knowledge and Maps

IOT Applications

IOT Directory and Devices
Resource Manager
Development Tools
Management

Decision Support Systems
Settings

User Management and Auditing

Help and Contacts

Documentation and Articles

In this section
of the slides,
those market
in bold are
presented.

Snap4City (C), January 2021

Dashboards

My Dashboards in All Org.
Dashboards of My Organization
My Dashboards in My Organization
Extra Dashboard Widgets ~
Motificator

Data, my Data, OpenData *
Knowledge and Maps *

10T Applications

1OT Directory and Devices v
Resource Manager =

Development Tools

% Management ¥

Decision Support Systerms ~
Settings *
User Management and Auditing ~

Help and Contacts =~

) Documentation and Articles =

=

My Profile «
Km&City portal

DISIT Lab portal
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Micro Applications

UNIVERSITA . R
DEGLI STUDI DINFO DISIT » . . .

IPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | 865 LW
DELL‘INFORMAZIONE TECHNOLOGIES LAB

Extra Dasnboard Widgets

@ Extra Dashboard Widgets «

Micro Applications

External Services, WebPages

w123 % e

External Services, WebPages

Register External Service, WebPage

00

Custorm Widgets / Synoptics
My Data Selection for Synoptics
Register Custom Widget Template
[0 Dec: MicroApplications
) Doc: External Services, WebPages

) Doc: Synoptics, Custorn Widgets

ustom Widget Template

My Data Selection for Synoptics

258
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Data, my Data, OpenData =

[J Add Data Sources into the Platform

[J High Level Types

[J Supported Protocols, HowTo add

[J Interoperability & Standards

UNIVERSITA
DEGLI STUDI

NFO | DISIT

IPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | 8 AN
DELL'INFORMAZIONE TECHNOLOGIES LAB

Data, iVly

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

Data Inspector
My Data, KPI, POI

My Groups of Entities

LoGouT

Data Set Manager: Data Gate

p4Cityorg
DataGate Harvester
cards in All Org
Dashboards of My Organization
My Dashboards in My Organization
@ Extra Dashboard widgets v
Notificator
Data, my Data, OpenData «
Data Inspector
My Data, KPI, POI
I My Groups of Entities
Data Set Manager: Data Gate

DataGate Harvester

Data Inspector

MyData, MyKPI, MyPOI g
management - o

nager ¥

[J Add Data Sources into the Platform
[ High Level Types

O supported Protocols, HowTo add

0 Interoperability & Standards

geand Maps ¥

Development Tools ~

Management ~

My Groups of Entities .

— Licensing group of Entities in
One Click

DataGate, CKAN
DataGate harvesting setting

¢“SNAPciry

Jpenblata

My Groups of Entities

© Public

ngh
Last Change Visibility Group Controls

25  MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

Prova

wifi_affellamento_numeric

Florence_Wifi

Mitali

Lonato

Prova-Mirco

NUOVO--gruppo

NUCVO--gruppo

TestMyKPI

Titem EEDER  8/9/2020,
18:03:40

2items EEDED 8/9/2020, pb3
18:02:33

msoderi

E
|

=
@
&
o}

E

%
;
g

4
@
3
T

1/7/2020,
21:43T

fabio.pazzaglia

12 items m
 €on ]

E

7/7/2020,
17:46:46

Wifi averages michela_toscana

el
c
=3
o

23l items m
ED

E
A

Empty (ED 18/2/2020,

071919

4
@
T

namankapoor

E
I

37items EED
ED

4iterns (EEEED 8/9/2020,

18:04:36

26/2/2020,
16:04:26

Reverberi disit_lonatodelgarda

B
=
il
g
T

E

%
;
g

msoderi

1=
=
@
&
w

Descrizione del gruppo di
prova

E

Empty [ eor |

30/1/2020,
N:42:23

2items EEDED 30/1/2020,

123404

sitems EEDE 221172020,
15:53:53

angelodifine2

B
=
il
g
T

E

=
@
S
™

angelodifine

E
I

=
il
2
@

snap4city

E

§
;
;

| view [ eorm ] everv ]

[ view J eom ] everv ]

[ view J eom] everv ]
=3
(=D ED EED

[Viow Y eon] overy |

06D EE
c=a

[iow Y con] cverv
D ED e

Showing 1 to 10 of 18 Device Groups

Page Number

For non admin tools see other Training parts
https://www.snap4city.org/577
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DEGLI STUDI DIPARTIMENTO DI DI IBUTED SYSTEM: ‘ ]

FIRENZE | B o | RENESEL e ~ | £ mnd®d e SNAp4CITV tmngg
aroup of entities

W
o 5 sy

* A group may include a
number of: oups ¢
— 10T Devices, N
Dashboards, MyPOl,
MyKPI, Synoptics, |IOT
DeviceModels, MyData,

Synoptics Templates, N | e e T S e S S S

e
MyKPI wifi_affollamento_numeric_SANLORENZO 1/7/2020, 2:43T [ remove |

Device Group ID 23  Name wifi_affollamento_numeric Description

10 : Filter Table

|OT Brokers, 10T "
’ . 341 MyKPI1 wifi_affollamento_numeric_PMICHELANGELO /72020, 21:4311 m
S e n S O rS / a Ct u a t O r S ata ager: Data Gate 342 MyKPI wifi_affollamento_numeric_SANTACROCE 11/7/2020, 21:431 [ Remove |

y .
“ _ 343 MyKPI wifi_affollamento_numeric_CASCINEPIAZZALE 11/7/2020, 21:43 [ revove |
Y O n C e t h e G r O u i S 344 MyKPI wifi_affollamento_numeric_PZZASMN 11/7/2020, 21:43T [ remove |
p i- verab ard - 345 MyKPI wifi_affollamento_numeric_PONTEVECCHIO T1/7/2020, 21:4311 m
C r e a t e d t h e r O u 346 MyKPI wifi_affollamenta_numeric_SIGNORIA /7/2020, 21:43N [ ReMOVE |
4 g p 347 MyKPI wifi_affollamento_numeric_REPUBBLICA T1/7/2020, 21431 EED
OW n e r C a n [ 348 MyKPI wifi_affollamento_numeric_PIAZZASSANNUNZIATA 1/7/2020, 2:43T [ remove |
. 349 MyKPI wifi_affollamento_numeric_DUOMO N/7/2020, 21:43M EED
P d I o t . 350 MyKPI wifi_affollamento_numeric_PORTAROMANA T/7/2020, 21:43M [ Remove |
—

ro u C e a I C e n S e O 351 MyKPI wifi_affollamento_numeric_SSPIRITO 1/7/2020, 21:431 [ remove |

grant access at all the - Ry R B
Group Entities in one
click
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N s - Knowledge and Maps

W Senvice Map (Toscana) -

Service Map (Toscana

W Service Map 3D [Firenze) ° A num b er Of Producing POl triples for KB
W Helsinki Service Map S . M This page is a service for generating triples from CSV files of POI

W Antwerp Service Map e rVI C e a p S’ please upload a CSV file according to the instructions of page https://www.snap4city.org/589 :

W Garda Lake Service Map K n OW | e d ge b a S e S’ K B you are going to receive an email with a file to be loaded in your KB:

M Cagliari Service Map

. e —

. Lcinatﬁ DEI Garda EE'W-“:E Map . TO O I S fo r C re a t I n g n;:;g:tiﬂle Nessun file selezionato Submit Mapplng Services Data
W Valencia Service M:

alencia Service Map WK'I" Shapes

W Pont Du Gard Service Map
W Dubrovnik Senfic:? Map ® AcceSS to Se rvice M ad p
W WestGreece Service Map 3 D' if a ny

W Mostar-Bosnia Service Map

Mo e Service for Loadi
Roma Service Map .

W Pisa Service Map - t rl p I eS O n K B

W Creating WKT ° My AnnOtatiOnS

W Service Map 3D [Antwerp)

W Service Map 3D [Helsinki) (d e p recated )

W Producing POI triples for KB . . . .

W Load WKT on ServiceMap (Helsinki) y M a p p I ng TOO I ( pa rt I a I @M ;

W Load WKT on ServiceMap (Toscana) ° G IS servers if 3 ny S ———
4

W Load WKT on ServiceMap [Antwerp) g

My Arfnctatior? on Services/Data ) Stat i C GT FS e d ito r a n d
Mapping Services Data m a n a ge r ( if a ny) -

ArcGIS DISIT Service

Static GTFS Manager

Current GTFS data Import GTFS
Display stats on current duts

Static GTFS Manager

261
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x e
= » ’ J " J ’ - 4 w’
Firenze | . Sz |OT Applications ¢“SNAPcrry

10T Applications

e |OT Applications:
0,0 a view to manage

& Appleaion “Wf’ ° Containers / 10T
T Edge Apps: I0T

f O. 0 @
ol 20 o Apps, I?ata
T Aieida] Analytics (R and

o Python),
WebScraping, 10T
edge, etc.

10T Applications =
10T Applications
MicroServices for 10T Applications
MicroServices frorn DataAnalytic
[J 10T MicroServices for Final Users

LJ 10T MicroServices for Developers

[J Doc: 10T Applications

[J How to Develop IOT Applications

[J Create A MicroService from RestCall

Managing also

* MicroServices for
IOT App exploiting
DataAnalytics —

MicroServices for IOT Applications

For non admin tools see Training parts 3 and 5:
https://www.snap4city.org/577

MicroServices from DataAnalytic

Metadata
0|
=i
=

150030
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Directory and Devices

ggg}_/]E ?’?[IJTDA] D I N Fo D I s l T ‘ i IOT Devices Management

-~

Show| 5 w entries

ChargingStation puBLC meseiee  xoe 0 EEE Q)
orionFinland AirQualityObserved | custom PUBLIC Helsinki iotdirectoryhelsinki  active El EEd @
- IDT DirECtﬂl'f an'd D!‘Hk‘:ﬁ - > orionFinland  AirQualityObserved | custom PUBLIC Helsinki oureconhelsn actve [ YA G
& Wy IOT Sensors and Actuators |OT Devices Bulk Registration o cronFiniand ArQualiyObsened | cusiom PUBUC  Helink R o o= I+
B002  orionFinland | AirQualityObserved | custom PUBLIC Helsinki oreconynelsn acve [0 | YA
IOT Sensors and Actuators [ 0 @
clected yet e Previous 1 2 3 4 5 57 Next

ICT Devices
10T Broker A4 Davice Modal Raspberry snap&city 1 -

ICT Devices Management

Edge-Gateway Type - Edge-Cateway URI

IOT Brokers =

- 10T Broker Periodic Update setting
¢ Protocol $ Format % Device Type § Status ¢ Edit Delete Location
o o

IOT Device Models
IOT Devices Bulk Registration

IOT Broker Periodic Update setting

Insert Valid Devices

C I B B R

ICT Crion Broker Mapping Rules o i
[0 Doc: 1OT Directory and Devices R .
[J Create an |10OT Device Instance 10T Orion Broker Mapping Rules g Gy LRI
Create an 10T Device Model o
Add an IOT Device into Snap4City SN
- "
# Format % Kind :ma Deiete
* For non admin tools see S 2=
. . alus Ea EEEE
Training parts 3 and 5: : e
. o s {corr [ oe=e
https://www.snap4city.o || : = ==
valu En  EEa
rg/577 - -
0 devicetype srionFinland TSty proper e I oeLeTe |
hawing 11010 of 134 entries N .
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RTIMENTODI DISTRIBUTED SYSTEM r) J - 1 — — ~rir
FIRENZE | RESees | | swme esource | /J alilad? :f( L'SNAp4(:|'|'y hf-

Snap4City HeatMap Manager
=2 Resource Manager = User: roottooladmint, Org: DISIT

Role: RootAdmin, Level: 7

I

View Resourc

& Pﬂanaging Resources iy Das All Org 15MinIndex_AbitantiPerPunto mm 15minsubindex DISIT 12;1;800;? 25 12:;355 26 [ view | EA
- ~ s dis ¢ zatio S Averageinde s DisIT 2020-08-27 2020-09-07 2 EEd EA
& Process Models o . e vew 0B:00:00 08:00:00 Ea
ly Organization
&= Processes in Execution Extra Dashboard Widgets ~ nnem e EnacuE e B3 e o f:éz‘gg-zs ;g.zt?o-%?c-m : Ea =0 =
E e — ut]gn ,&rc-hive Notificator 15MinIndex_Economylndex mm T AT DISIT 2020-08-27 2020-09-07 2 m m m
- N S :  Data, OpenData * Colchap ofHeatMap Manager
15Minindex_Edug EEd EA
& HeatMap Manager W Knowledge and Maps S
: - @ ot © I5Minindex_Entef Ed EA
& ColorMap of HeatMap Manager
e P 15Minindex_Envif [ viEw |  DEL |
M Dictionary Editor for Data Fields
I5Minindex_Envil Ed EA
] Doc: Resource Manager " ources . ' ) ' > ' '
B Process Models rinesTes . : - — . = =
&= Processesin Execution : i . o
= Process execution Archive o=

* HeatMap Manager

* Tools for managing —
shared resources
among Organizations
and Users

Dictionary Editor for Data Fields

:
N e revakeme | okt van e m

mm
o ocucre|
. : [ o [ocuere |
o ocuce|
o oeuee|
o [ ceuere|
o [ocice|

o= annusPMG

 For non admin tools see
Training parts:
https://www.snap4city.org/
577
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|5 | DINEO | DISIT,, C"SN AP/
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All these tools are well described into Training parts:
https://www.snap4city.orq/577

—  The Administrators may

[# R Studio Development — qaccess tO G// InSthCES Of them

[ R Studio Development 01 .
e — Grant access to them at specific AreaManager users

& Web Scraping Tool
& Jupyter Hub - Python

& Web Scraping Tool (On)

[# R Studio Development TF
[# R Studio Development GFF

 WebScraping tool

[# R Studio Development Gral

[# ETL Development

T * Python online dev. Environment

[# ETL Development 2 . 3 .
# Knowledge Base Graphs ¢ R StUdIO Onllne deV. EﬂVlronment

=% Knowledge Base Queries

3 Smart City API Docs: Swagger e ETL OnLine dev. Environment

[J Internal APl Docs: Swagger

5 Testng AP by Postman * Knowledge Base Graphs (LOG.disit.org)

& Source Code Access

_ oo e el o  SPARQL Editor and tools (custom FLINT)
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-~ nEE R
bt | pratitiin | DINFO | DISIT | 4 e

FIRENZE | BERER . | SENERELT, NAp4CITV e cus
Decision o> UPPOIT Jysterns

[J Smart City Control Room

Workflow Management Ticketing

Altair Maintenance

— * All these tools are well described into Training parts:
DORAM Public Transport Analyzer htt ps ://WWW. S n a p4Citv. O rg/s 77

| Doc: DORAM Pub Transp. Analyzer

Twitter Vigilance °

— Some of these tools need special VM / appliances,
witter Vigilance Real Time
wtter Viglance Antuerp services to be activated

Twitter Vigilance Helsinki

TSGR * Most of them are accessible to the public at least with

Twitter Vigilance Valencia

Twitter Vigilance Firenze HeritData g ue St dccoun t

Twitter Vigilance Pont Du Gard

Twitter Vigilance Dubrovnik ° Th e Ad m i N ist rato rs m ay

| Twitter Vigilance Notes

What-If Analysis — access to all instances of them
) Doc: What-If Analysis arm
— Grant access to them at specific AreaManager users

] Origing Destination Matrices

| Traffic Flow Reconstruction
] High Res. Pollutant Predictions
Resilience Decision Support Sys

Smart Decision Support Sys

[J Doc: Smart & Resilience DSS Snap4City (C), January 2021 266
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FIRENZE
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INGEGNERIA
DELL'INFORMAZIONE

L B
qn
¥ B
s B

m Y i T *

\‘.‘ S ) ) , 9 /

DISTRIBUTED SYSTEMS . At D @™

AND INTERNET (

TECHNOLOGIES LAB J f J CITy

= MenuMansgement * Menu Management: for managing main menu

©§ Dashboard Config Files

e and submenu, on web and mobile, and those of

@ Dashboard Widget Farameters

BT e e the Organizations on Dashboards

ve
K\

& 10T Directory Setting

& Process: Test vs Production

= Setting Multiple DISCES

A number of configurations for the Dashboard
Manager (most of them are valid only for
OnPremise solutions, and/or V1 infrastructure
approach)
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L Jse| anagement and Auaditing
User Management and Auditing = J - f J /J JJ J = Dy ffJ fJ J IJ JJ e JJ JJJ JJ IJ -,
User Management e All that the RootAdmin needs to manage:
User Limits Management .
JeerEngagement — User Management: for managing
U%FEHQEQEH'IE'HT Dash ¢ accounts and prOfiIeS
User Role Management via LDAP * limits of the users in exploiting resources
# Manage Resource Ownership * Accesses and providing special authorization

User Chats Management

Organization vs Groups of users

Users vs Organizations

— Users vs Web and Mobile Applications

Auditing Accesses Autheticaton * Engaging and monitoring users on platform and devices
Auditing User Activities — Users on Chats room of Dashboards

Auditing Activities on Queries * Managing Users on Chats of Dashboards

Auditing Actiites on Artices — Auditing of the data and resource accesses

diti rectory Data e . .
e * Auditing all the activities on the platform (see next section)
* Personal auditing

Auditing Data Access Try-out

@ Auditing Elements vs Ownership

Auditing Personal Data

Dashboard Builder Local Users

Organizations vs Groups

Users vs Organizations
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Jser ivianagemen
* User Management via Drupal or Local Users

User Management and Auditing

T Management without CRM.
E::Tft  User Limits con controlling resource consumption
User Engagement Desh * User Engagement: see mobile App training part
S == . Roles and LDAP management

W © Managing Resources vs Users” Ownerships and
e granted accesses to the resources
Js2rs s Oganzatons e Organizations and their Groups of users

* Users vs Organizations

.

Auditing Accesses Authetication

 AND User Access Authentication via KeyCloak
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picistoni | DINFO | DISIE ;
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-~ — =\ r - — - (r —~ .
Jse anagement anad Users Limit

Snap4City User Management

# Dashboard Content Structure  Appeara BE0E) Modules Configuration Reports  Help Hello roottooladmin] L

User: roottooladmin, Org: DISIT
Role: RootAdmin, Level: 7 Add content  Find content Add user Antwerp Edit view Top search phrases  People Edit shortcuts

P ... J— ontrolling exploitation

Dashboards

hboards in All Org 0 There is a security update available for your version of Drupal. To ensure the security of your server, you should update immediately! See the available updates page for more information and to install your missing updates. ‘ O I r e S O u r C e S

Dashboards of My Organization

# Add user % Import from LDAP

SHOW ONLY USERS WHERE Snap4City User Limits Ma nagement

role any M Filter
permission any v User: roottooladminl, Org: DISIT
status any v Role: RootAdmin, Level: 7 _ Select for Element Type » Organization: DISIT Reset
LoGouT
UPDATE OPTIONS .
10T Applications ¥ My Snap4City.org
Unblock the selected users V]| Update Element type Organization
10T Directory and Devices ¥ Dashboards
AppID
Resource Manager ¥ My Dashboards in All Org.
O | USERNAME STATUS ROLES MEMBER FOR LAST ACCESS DasnbosrdiD
Development Tools ¥ Dashboards of My Organization
« RootAdmin 10TID
Management ¥ (m] active « admin 2years3months 18 s 20 My Dashboards in My Organization
« administrator 10TID
Decision Support Extra Dashboard W
X . ApplD
Settings * O active AreaManager 1month 1week 28min 29 sec ago Notificator
_ Broker|D
User Management and Auditing = O active * AreaManager 4months 2 weeks 1hour 21 min ago Data, my Data, OpenData
User Management. DatoplD
O active « AreaManager 2years 4 months 14 hours 34 min ago
User Limits Management
10T Applications ¥ PashiboardlD
LEETIETE LA (] active « AreaManager 3months 1 week 14 hours 34 min ago - -
User Engagement Da: ory and Devices IoTID
User Role Management via LDAP (m] active » AreaManager 2weeks 2 days 17 hours 32 min ago
Resource Manager ~ oo
@ Manage Resource Ownership 2
* AreaManager
User Chats Mana O active K Smonths 1 week 19 hours 48 min 360 e SynopticiD
* ToolAdmin
Auditing Data
- SynopticTmpliD
ision Suppo s ApplD a y AreaManager
.
Mana ging roies S
User Management and Audi E—— Areamanager

User Management
1oTID ArgaManager

and authorizations ——

User Engagement Dash
_ SynopticlD ArezManagsr
User Role Management via LDAP

# Manage Resource Ownership SynopticTmpliD AreaManager
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¢“SNAP/cry
organizations vs Groups vs Users

Organizations vs Groups Users vs Organizations

A Dashboard Content Structure Appearance FPeople Modules Configuration Reporis  Help #  Dashboard mtent  Structure  Appearance  People  Modules  Configuration

] _ Add content Find content Add user Antwerp Edit view Top search phrases People
Add content Find content Add user Antwerp Edit view Top search phrases People

Home Howand Why To Use it = Tox Tutorials and Vid

Home ] \ ToUseit v Tools » Tutorials an
Home / Users vs their Organization
Home / All Organization with related gn
. . .
All Organization with related group Users vs their Organization
Name Group membership Roles Last access Active status
DISIT Manager Fri, 09/25/2020 - 17:05 VYes
Organization Group State
Antwerp Business Owners Active Relsinki Manager e
CAPELON City of Karlstad Active Mostar-BosniaHerzegovina Manager Sat, 04/25/2020 - 17:40 Yes
CAPELON City of Eskilstuna Active DISIT AreaManager Mon, 03/04/2019 - 17:2] Ves
CAPELON City Of Vasteras Active
DISIT Manager Wed, 09/23/2020 - 22:57 Yes
DISIT Developer Active
DISIT Operativo Active DISIT AreaManager Wed, 09/16/2020 - 11:55 Yes
Dubrovnik Developers Active Helsinki Manager Wed, 05/20/2020 - 1230 Yes
Dubrovnik Users Active .
! Helsinki Manager Mon, 08/05/2019 - 0558 Yes
Firenze Sindaco Active
Garda Lake Operativo Active DISIT Manager Wed, 09/02/2020 - 14:45 Yes
Helsinki Citizens with respiratory problems Active DISIT Manager Thu, 04/16/2020 - 14:50 Yes
Helsinki Business Owners Active DisiT ArcaManager Ves
Helsinki Tourists Active =
Helsinki Third party developers Active Mastar-BosniaHerzegovina Manager Wed, 05/13/2020 - 14:45 Yes
LonatoDelGarda Sviluppatori Active Helsinki Manager Yes
Lozl eCass Vtenti Active Valencia Manager Sat, 05/09/2020 - 06:10 Yes
Mostar-BosniaHerzegovina Developers Active
. LonatoDelGarda Manager Tue, 05/05/2020 - 05:41 Yes
Mostar-BosniaHerzegovina Users Active
PontDuGard-Occitanie Developers Active
PontDuGard-Occitanie Users Active 5 3 sle 7.8 et
Sardegna Cagliari Active

Snap4City (C), January 2021
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Aucditing Activities

i
[}
*

.

.
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s YSNAP/cy Eat

ytinc

Auditing Data Access Try-out

Date and Time [ p——— App Motivation ip_address
From - Name ~ Variable name ~ >
Search... Search...
Query ~ Error Message

WRITE Jdatamanager/ap The passed DELEGATION has eduunifidisit = 1921680.37

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

LOGOUT

3576876 2019-10-16 15 40:08

355781 2019-10-121372712

READ Jjdatzmanager/ap  The logged user is not th eduunifidisit = 192168182

nagement ¥ 3557813 2019-10-121371213 READ J/datamanagerfap The logged user is not th eduunifidisit = 192168182

ettir
3557814  2019-10-12131273

Auditing Personal Data

t and Auditing =
anagement 3342336 | 2019-09-29 130475

pa eme
User Engagement 3407872  2019-10-10 235626

3473408 2019-10-M 171935
tvia LDAP

3538944  2019-10-12 08:4533

3342592 | 2019-09-2914:4218 ate and Time ~ Username App

hd Name ~

Delegated
Username v

Delegated
AppName ~ Source request ~ Variable name » Motivation ~

T_
search| “Search.

orionbrokerfilter

Access Type ~ Domain ~

Auditing Data Access Try-out
— 3408128 2019-10-T 00:00:00

@ Auditing Elements

3473664 2019-10-M17-23:21

Auditing Personal Data

uditing Acce uthetication 3539200 = 2019-10-12 08:49.08

Auditing User Activities 17295228 2019-10-19 18:17:48 DELEGATICN

3342848 2019-09-291620119

uditing Queries

17295227  2019-10-191877:36 ChargingStations  dashboardrmanager Num_Utenti_distinti_glebali DATA

Auditing Activities on Articles 3408384 20191011 000337

17295226

2019-10-19 1871736 DATA

dashboardmanager Num_Utenti_distinti_globali

Auditing |OT Directory Data

3473920 2019-10-M17-26:56

17295225  2019-10-19 1817:34 dashboardmanager Num_Utenti_distinti_globali DATA

board Builder Local Users

izati 17295224

2019-10-19 181725 orionbrokerfilter DELEGATION

17295223

2019-10-19 181717

DELEGATION

dashboardmanager

17295222

2019-10-19 1817.04

DELEGATION

dashboardmanager

ntation ar

17295221  2019-10-13 18:17.01 engager ASSISTANCE_ENABLED DATA

Profile * 17295220

2019-10-19 1871632 ChargingStations = dashboardmanager Num_Utenti_distinti_globali DATA

17295219

2019-10-19 1871632

dashboardmanager Num_Utenti_distinti_globali DATA

17295218  2019-10-19 187631 engager ASSISTANCE_ENABLED DATA

17295217 2019-10-19 187628 dashbeardmanager DATA

17295216 2019-10-19 181628 dashboardmanager DATA

17295215 2019-10-19 187628 dashboardmanager DATA

17295214 2019-10-19 187628 dashboardmanager DATA
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b Management =
~ Traffic Analyzer: AMMA
/ Data Analyzer: DevDash p re vy , ey
: - - - ” ”
7/ Data Analyzer: DevDash Firenze ( ( ( .
7 Data Analyzer: DevDash Helsinki —A- —A- ~A- ‘\J — ~—
” Data Analyzer: DevDash DISIT
7 Data Analyzer: DevDash Lonato

” Data Analyzer: whole traffic

# Container Cluster Monitoring

# Back Office Container Monitoring
* |OT App Version Management
7 Smart City APl Monitoring

’ MyKPI Monitoring

7 Notificator Monitoring

7 Web Server Monitoring y v N
Back Office DWH Sched DISCES
Back Office DA Sched DISCES

& Back Office DISCES monitor

~* Mobile Application Monitoring

7 Mng Anonym. Photos Comments

” Mng Photos Comments HelAnt

[T
LLECLCLETRELRRELELEY

Mng Online Helps

~ Config ResDash

A

O

0

” Mesos view

* DISCES-EM

” DISCES-EM tail

7 10T App for Conf Clust Monitor
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memees * Tools for Platform Management.
2 Dsta msyr Devush — Most of them only accessible for RootAdmin and OnPremise

\#* Data Analyzer: DevDash Firenze

e sese  » Tools can be grouped in the following families
— — AMMA Traffic Analyzer (Elastic Search, Kibana)

# Data Analyzer: DevDash Lonato

2 Data Analyzer: whole traffic — DataAnalyzer (DevDash): monitoring and browsing data ingested
# Container Cluster Monitoring . . . .

l»* Back Office Container Monitoring Into EIaStIC SearCh’ Vla Klbana

. 10T App Version Management — Container Monitoring and Management

# Smart City APl Monitoring

_sill
. el

» MyKP! Monitoring — 10T App Version Management of Snap4cCity tools
— — Smart City API traffic monitoring
Back Office DWH Sched DISCES — MyKPl Monitoring

Back Office DA Sched DISCES

3ack Office DISCES montor — DISCES schedulers monitoring and management (V1 infrastructure
Mobile Application Monitoring Ve rS | O n S)

Mng Anonym. Photos Comments

Mng Photos Comnments Helant — MObiIe App“CatiOnS Monitoring

ikt — Management of Images and Comments from Smart City API, Mobile
and Web Apps

- — Management of OnLine Helps (not active)

10T App for Conf Clust Monitor Snap4City (C), January 2021

l#* Notificator Menitoring

R

L | Y

l#* DISCES-EM
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| TOP

AVIVIA Traffic Analyzer
(Elastic Searchn, Kivana)

[T
LLECLCLETRELRRELELEY

d
@JJ
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Traffic Analyzer: AMMA n ;
(LolqglolollaloMolslo Wi/ [0)s]])Q0

Dashboard / AMMA Snapacity Full screen  Share  Clone  Edi -refresh ast 15 minutes ’ [ 7 N ‘ [ | f ‘ / | | ‘
User: roottooladmin, Org: DISIT | W Y L EA° LLEA® J oy A & gy ud oy Uy
') ')

Role: RootAdmin, Level: 7

¥ [ N Yy T J Y. P am ol
o N Bl [ o | N I 4 [ f £ r f ( }
ey / & N

_7 e E e Data Traffic Ana |yze r
| — Business intelligence
— Faceted searches
— Drill down on time
e Several different views and
| details on data traffic among

the main entities in the
platform:

— |OT APP
— Storage
10,168 — Data sources,

<
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* There are API for Event Logger, REST API

— They are automatically used by most of the Snap4City MicroServices

— They log in standard Rsyslog API
 https://www.snap4city.org/56

 The Logs regarding messages passed and usage are logged and
accessed with the AMMA tools that is based on Elastic Search
and Kibana.

— Former version was made in Hbase and SOLR, and Banana

* Additional Logs events can be logged by usinga - sacLogbev
dedicated MicroService in Node-RED, IOT Apps

event log

Snap4City (C), January 2021
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[# Development Tools

UNIVERSITA
DEGLI STUDI

FIRENZE

&% Management =

o2

I

IRARRRRRRAERRERRANR

&= Back Office DISCES monitor

Traffic Analyzer: AMMA

Data Analyzer: DevDash

Data Analyzer: DevDash Firenze
Data Analyzer: DevDash Helsinki
Data Analyzer: DevDash DISIT
Data Analyzer: DevDash Lonato
Data Analyzer: whole traffic
Container Cluster Monitoring
Back Office Container Menitoring
|OT App Version Management
Smart City APl Monitoring
MyKPI Monitoring

Notificator Monitoring

Web Server Monitoring

Back Office DWH Sched DISCES
Back Office DA Sched DISCES

DINFO

DlPAéRTIMENTO DI
DELL'INFORMAZIONE

KBYTE OF TRAFFIC BY PID

& [
DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

nruew @ nrmo332

ther_finnish_ow_json_RT

tric_vehice_charging_kmz_RT

l:: alciTyl
Vacir o8 4
h*ﬁémﬁ

m:nsal“.‘i'

ors_xml_RT @ nritgdr

ather_antwerp_json_RT

05

T
12110

1215
date_time|per 10min

Snap4City (C), January 2021




Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

% Micro Applications

W External Services ~

& Data Set Manager: Data Gate
« Resource Manager: Process Loader ~
Development Tools ~

<& Management =
| Traffic Analyzer: AMMA
l#* Data Analyzer: DevDash

Container Cluster Monitoring
Back Office Container Monitoring
Smart City APl Monitoring
MyKPI Monitoring

Motificator Monitoring

Web Server Monitoring

Back Office DWH Sched DISCES
Back Office DA Sched DISCES
Back Office DISCES monitor
Mobile Application Monitoring
Mng Anonymous Photos Comments
Mng Photes Comments HelAnt
Mng Cnline Helps

Config ResDash

Mesos view

DISCES-EM

DISCES-EM tail

10T App for Conf Clust Monitor
Smart Decision Support Sys

AARRRRRBEREDDBEDRERARRR

Resilience Decision Support Sys
l#* DataGate Harvester

& Settings ~
User Management and Auditing ~
Help and Contacts ~

[J Documentation and Articles v
My Profile =

£ Kmé4City portal

& DISIT Lab portal

‘ # MSG COUNT BY MOTIVATION

@®
11}

®
8

o S

@ DB_Storage @ ASCAPI @ Dashboard @ FileSystern_Storage © MyData

® PlumberDataAnalytic @ MicroserviceUserCreated

PAYLOAD TRAFFIC (KB) BY MOTIVATION

O

@ ASCAPI @ FileSystem_Storage @ Dashboard @ DB_Storage @ MyData

FACET FIELDS

motivation

agent

Service_scope

ip_ext

lang

ip_local

Traffic Analyzer: AMMA

% MSG COUNT BY AGENT

ETL @ Node-Red

PAYLOAD TRAFFIC (KB) BY AGENT

MNode-Red @ ETL

IP TRAFFIC (KB) BY COMMUNICATION MODE

S\

IP TRAFFIC (COUNTS) BY COMMUNICATION MODE

A
\\\.\\ W a

# MSG COUNT BY COMMUNICATION TYPE

TX @RX

PAYLOAD TRAFFIC (KB) BY COMMUNICATION TYPE

IP TRAFFIC (COUNTS) BY PID_LOCAL

R —

HITS

1,922,214

TOTAL HITS

SERVICE SCOPE (INT/EXT)

INTERNAL @ EXTERNAL

IP TRAFFIC (KB) BY MOTIVATION

N
S
&

IP TRAFFIC (COUNTS) BY MOTIVATION

3L
P —
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User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

Locout
My Snap4City.org
Dashboards
My Dashboards in All Org.
Dashboards of My Organization
My Dashboards in My Organization
Extra Dashboard Widgets ¥
MNotificator

Data, my Data, OpenData *

2 B » B B B B B

Knowledge and Maps *
10T Applications *

= |OT Directory and Devices ¥
2 Resource Manager ¥

[# Development Tools ¥

& Management «

l+" Traffic Analyzer: AMMA,
l*  Data Analyzer: DevDash

R

Data Analyzer: DevDash Firenze

R

Data Analyzer: DevDash Helsinki
Data Analyzer: DevDash DISIT

R R

Data Analyzer: DevDash Lonato

R

Data Analyzer: whole traffic

R

Container Cluster Monitoring

R

Back Office Container Monitoring

R

IOT App Version Management

R

Smiart City APl Monitoring
MyKPI Monitoring
Motificator Monitoring

R R R

Web Server Monitoring

INGEGNERIA

a e Eae6

& 3%

DISTRIBUTED SYSTEMS
AND INTERNET

B L SR i o e i

MyData

FACET FIELDS

motivation

service_uri

Traffic Analyzer: AMMA

Node-Red @ ETL

P TRAFFIC (KB) BY COMMUNICATION MODE

'0"“:“ |
'O

\\\_//

P TRAFFIC (COUNTS) BY COMMUNICATION ...

@R @TX

P TRAFFIC (KB) BY PID_LOCAL

|
N

P TRAFFIC (COUNTS) BY PID_LOCAL

W
\3 -
S N
e~

INTERNAL @ EXTERNAL

P TRAFFIC (KB) BY MOTIVATION

Y
|

o5 1|)
Q

\\./

P TRAFFIC (COUNTS) BY MOTIVATION
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SMARTCITY MAP
User: roottooladmini, Org: DISIT - _ )
- * )
Role: RootAdmin, Level: 7 L \ i ]
2 a 1 L
- — - .7 Firenze Statuto S . [y J
@ Pl Z - ® - # CORBIGNANO
- I X .° P = oy Y X
= L} s,
My Snap4City.org " i ﬁ A POGGIO ' - .
= * ’ kS < nd 3 O cH_Egegqo" Settignar
PONTE A
ol
@ Dashboards ® ® ® ~ MENSOLA
& hboards in All ® » & X »
My Dashboards in All Org. - ®
Y “ ] ’ o 2 @ " ® o ® o »
S Firenze Porta o LV 2 LS
@& Dashboards of My Organization = & 1soLoTTO SISt AT 5a - 7 ® |.irer1ziamp0
i ) i — L4 1) Malia Mo/ ® & di:Marte - e
& My Dashboards in My Organization £ » 4 e
y? 9 -
& Extra Dashboard widgets - e\ Etraria E) = [ ] -
* . .® o' ® "
& Notificator ' L ] . °g .
o % ¢ e @ Firdfize ® | m .
[ Data, my Data, OpenData ¥ ® - L 4 @ = S A SANT AP
® e ® A ROVEZ
W Knowledge and Maps ~ Y - ® ° . ROVEZZANO
) SOFFIANO o ® Alrn i
10T Applications * ® - T -
L ] =
) : -, . L] NAVE A -
= |OT Directory and Devices ~ 3¢ ‘ -y 8 .ROVEZZAP Number of Sensors (R
7 ™ ® 5 ®1-4 A
= Resource Manager ¥ Ty L §¢. L =4 ®a_7
> 8 i .§ 7-10
L £ 3 &
[# Development Tools ¥ SAN GIUSTO 5!.-' F J Fa
s G, Ll = 4 & = -] 0penSIree|Mm coniributors , Elastic Maps Service
& Management
1 Traffic Analyzer: AMMA TABLE PANEL
=" Data Analyzer: DevDash < .
=" Data Analyzer: DevDash Firenze
L Data Analyzer: DevDash Helsinki Time - agent com_mode ip_ext ip_local lang lat lon B 1 payload service_uri pid_local
=" Data Analyzer: DevDash DISIT *  October 11th 2020, 12:24:31.128 MNode-Red RX httpsi/fwww.disitorg/super  172.17.0.1:21 43,799 11.254 undefined ASCAPI undefined nré2yus
I+ Data Analyzer: DevDash Lonato SR A 20
% Data Analyzer: whole traffic »  October 11th 2020, 12:24:30.595 MNode-Red TX ws://dashboard kmdcity.or  172.17.0.1:31  undefined  43.799 11.254 undefined Dashboard 1.775 undefined nrxzdev
l#* Container Cluster Monitoring g:8080/server 668
l=*  Back Office Container Monitoring
*  October 11th 2020, 12:24:30.413 Node-Red TX ws:ffdashboard.kmdcity.or 172.17.0.1:31 undefined  43.799 11.254 undefined Dashboard 1795 undefined nrxz9ev
7 10T App Version Management £:8080/server 668
l=*  Smart City APl Monitoring
L MyKPI Monitoring »  October 11th 2020, 12:24:30.234 MNode-Red TX ws:/fdashboard.kmdcity.or 172.17.0.1:31 undefined  43.790 11.254 undefined Dashboard 1.776 undefined nrxz9ev
£8080/server 668
=  Notificator Monitoring
l#* \Web Server Monitoring *  October 11th 2020, 12:24:30.226 Node-Red TX wsiffdashboard. kmédcity.or  172.17.0.1:31 undefined  43.799 11.254 undefined Dashboard 1.764 undefined nridwe5>
. E-8080/server 725
&= Back Office DWH Sched DISCES
E Backoffice DASChed DISCES - ML A4.L WATIN 4TS AT NAn Ri_d_ m_a T PR AT AT N A R - S A% TAN 44 nCaA RN By S MLl 2 4 TEN R - S —.._C
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FIRENZE | REGENo0 | asmedpsvorevs | gt
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Monitor data traffic flows among loT devices, quantitatively monitoring

| icati i dat traffic and fl
services, applications etc. and detect potential ata/message traffic and flows
anomalies AMMA Snap4City

Unexpected behaviors can = _ e

be revealed by inspecting &5 S e

the data flow time trend:
a) detecting peaks or
valleys in the trend Bm R R G S RS
b) drill-down on data to | A B vt A Syl
identify single/more

malfunctioning devices L o

and/or services : mmmme | g

utyargw:bwpcnk fapity © 192.168.0.60 (8.916) ea8pes 25iss0ieatanne 222 ihedskh FieS y:bn 'snnoe

© O x Tmesckex

- NN @ Time Window

KEYTE OF TRAFFIC BY PO
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DISTRIBUTED SYSTEMS r '

R > | CITY
N - &

Make drill-down activities on data related to a [EE———
single Process ID and check for unexpected — T l
behavior in the Time Trend panel: : il

c) Filtering data by the Process ID (e.g. for
example those related to a SmartWaste
container)

d) Detect a peak with more data traffic than
expected during its scheduled activity, by
properly filtering on time, the single data
portion corresponding to the unexpected
data flow can be viewed

e) Locate on map the single involved device
or service

» M| @ Zocen Ot | @ St (596) g

i

L NORIRC R
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DataAnalyzar (DavDash): monitorine ancl
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Search, via Kjoanea
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evDash:

My Data Dashboard Kibana

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

|LocouT COUNTEVENTS HITS

My Snap4City.org

Count

@& Dashboards

7,642,593

TOTAL HITS

& My Dashboards in All Org. i ) date_time per day
& Dashboards of My Organization

EVENT COUNTS aoo
@ My Dashboards in My Organization

My Data Dashboard Dev Kibana

Count

‘1 My Data Dashboard Kibana

@ Extra Dashboard widgets * date_time per 10min

A nNotificator
FACET FIELDS v1 DEVICE NAME ORGANIZATION PIE

[ Data, my Data, OpenData ~
organization

M Knowledge and Maps ¥

10T Applications * EIGE 5
SMART6E2 (1.53 temp_station02 (10.01 ‘
2 |OT Directory and Devices ¥ nature SR — ’

=2 Resource Manager ¥

@ Development Tools ~ Firenze (14.94
sub nature
& Management ~ AR
i
Decision Support Systems
ater_detector03 (4.9 DISTRIBUTION VALUE NAME
of Settings ¥ groups
N
User Management and Auditing ¥ S—
Help and Contacts ¥
? kind £
[J Documentation and Articles * - ater_detector10 (4.9 3 00,000
MyProfile ~ L etationOs (4.38%) - TAUNEEEEY AR B S . 200,000
ater _Z'T'.:u.ul /43
value name
@ Kma4City portal . T T T T
ater_detector0 4.9
A » -
& DISIT Lab portal n
device name

value_name.keyword: Descending




My Data Dashboard Kibana

K Kibana C“SN ADPAcrty

 Dynamic Filtering, Adaptable, ...

e Full data details, drill down,...

* Synergic with Data Inspector which
addresses data relationships, processing
and information

* Only Your Data for

* Manager and Area Managers

* All Accessible Data for

e ToolAdmin and RootAdmin
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JENT COUNTS

2020-12-17

2020-12-15
date_time per day

TOTAL HITS

\CET FIELDS v1

organization

nature

kind

value name

device name

value type

kpiid

ALUE_TYPE, DATA_TYPE

MARTCITYMAP-v1

date_time per 10min

DEVICE NAME

SMARTS 66%

SMARTA3 (1.67% test_sensor03 (6%)
SMARTS0 (1.7%

Water_detector09 (4.9
SMART4S (1.71%
station01 (2.48% ' T
N \ Water_detector03 (4.9
station03 (2.48%

AN

DISTRIBUTION VALUE TYPE

ORGANIZATION PIE

DISTRIBUTION VALUE NAME

value_type.keyword: Descending

SRC, DEVICENAME DEVICENAME, VALUE_NAME, VALUE_TYPE

9%,
& 2%
= a === ?;:
: = &S
E 22} WSS
7 o
Z, il | A S
5 S
N .‘ Yl lui\‘\ W

150 PR v = e r L\ Rifretliy:

3
3
(&}
ding
DISTRIBUTION DATA TYPE
T T
data_type.keyword: Descending
VALUE_TYPE, VALUE_UNIT, VALUE_STR
N \
&
[ ]
% J}
- W

(P T

¢“SNAP/ciry o

* Multi faceted Search by
Devices
Organization
Drill on Time
Drill on Map
Value Types
Data Type
Value name
Data table
Etc.

K kibana

* Respect Privacy and
GDPR




VALUE_TYPE, DATA_TYPE SRC, DEVICENAME DEVICENAME, VALUE_NAME, VALUE_TYPE VALUE_TYPE, VALUE_UNIT, VALUE_STR

\)
&, > X Wiy, 2%

field value field value

value_type timestamp 122,418 (22.9%) value_type timestamp 122,418 (33.17%) =

data_type time 122,418 (100%) - N | value_unit s 120,070 (9B.0B%) 5 ey Syt 6 o B POEOE

¥ Villa Fabbricott

i, iy g O R L S UTEhetits . ikt 4 o A valuestr 2020-12- 8 (2.49%)
: Ippedramo 3 fp i S ; " S A 15T07:44:32.000
delle Muling : L ot o - i

[stituto
- Tecnica

Togne,, O b S L Agrorio
Golf Club i 2
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Firenze

% - Porta al
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4 ad
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E

'— vﬁ —aie E ; :
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e}

B A1

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

My Snap4City.org

Dashboards

My Dashboards in All Org.
Dashboards of My Organization
My Dashboards in My Organization
Extra Dashboard Widgets ~
Notificator

Data, my Data, OpenData *
Knowledge and Maps ¥

10T Applications *

IOT Directory and Devices ¥
Resource Manager ¥
Development Tools ¥

Management

l* Traffic Analyzer: AMMA

Data Analyzer: DevDash Firenze
Data Analyzer: DevDash Helsinki
Data Analyzer: DevDash DISIT
Data Analyzer: DevDash Lonato
Data Analyzer: whole traffic
Container Cluster Monitoring
Back Office Container Monitoring
10T App Version Management
Smart City APl Monitoring
MyKPI Monitoring

Netificator Menitering

Web Server Monitoring

Back Office DWH Sched DISCES
Back Office DA Sched DISCES
Back Office DISCES monitor
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I« Mobile Application Monitoring
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Data Analyzer: DevDash
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DevDash Case Study (2)
* Detect potential anomalies or disfunctions by
inspecting the DevDash tool time trend

Ilm'r
B.." e ey O €

3,612 68.00 36.13 11.25

. cnun: mean
Relative | Absolute | Sinca | g Auto-redresh every 2005,

© B TMELINECOUNT

B 0 O % iRk EVENT COUNTS

[  terms must ry time must FEx ferms must FEx O *View | € Zoom Oul | @ (3,612) count per 10m | (3,642 hits) | Thme comection : browser

field : s1c fiekd - date_fime_1sec field - deviceame L
value 10T from : HOWHOUR-1ZHOUR walue® RaspbormyPi_Environment
. : 100
fromDatedb) | 2162018 03:35:50

GMT+0200 S
to : NOWHOUR+1HOUR "
toDateOby - 2162018 15:35:50
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dale time 1sec
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& Recently viewed

* My Data Dashboards (for

[ Visualize

Developers and for Managers) [ErE==
can be customized by .

RootAdmin.

Open Distro for Elasticse

— Authority for Customizzation can
be also extended to other role on
Premise solutions

e Customizations is based on Full
editing Capabilities of Kibana
Elastic Search 7, and with
multiple indexes of Snap4City

Snap4City (C), January 2021
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Vianaging

Q‘\

DRSCES
+ Pl@nner +
Elastic Mgnagement

S
Resource Monitoring
&
Cloud Resource
Management

Masters in H arathon/Mesos, Zookeeper, ....

IPool of Contain¥dgs
! NodeRed, Java
enthao Kettle, Java, Kar

R-Stat, R-Parallel I
Hadoop/Spark/SparkML I
Python, C++, C, java I

|

Containers
Control API

Master

“

AVAYA
AVAVAYA

VAATAY
\/\/\J
?ﬁz@
L G

Monitoring API

VM Control API

1S % Dl it
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©
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o s

z Event Log Event Log Event Log Eventlog | 7

g Zeppelin Zeppelin Zeppelin Zeppelin ] Liieeees

= Phoenix Phoenix Phoenix Phoenix

g HDFS, Hbase HDFS, Hbase HDFS, Hbase HDFS, Hbase rapraranes
= | asbian “'Iﬁ‘ debian _-""i‘ debian I"’_ “debian " I" &)

Hosts/VM on Cloud in HA, elastic computing, ..

VmWare VSphere
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Containers:

— 10T App,

— Web Crawling,
— (ETL processes),

— Data Analyicsin R
Studio,

— Data Analytics in
Python

Elastic management
Management via
— Marathon

— Mesos
— DISCES EM

Possible on Kubernetes
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* Allocation/ deallocation, Rebalancing vs compacting
— Vertical of resources: Docker and/or VM: CPU, Mem

* NodelS multi-flow for each Docker, the user request data flows and 10T App, Snap4City
allocates them dynamically on demand and perform workload optimization

* VM: management of Mem, CPU; transparent and automatic in DRS VMware
— Horizontal of resources of Dockers and/or VM and/or [Host]:

* Docker: addition of containers, migrations/moving, balancing (per moving) of IOT App
* VM: on/off

* Monitoring resources:

— VM via VMware API, Docker via Marathon and Mesos APIs

e Algorithm in Python for scaling, actions via APls: VMware, Marathon,..
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Dashboards
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External Services =

Resource Manager: Process Loader *
¥ Development Tools =

Management =
Traffic Analyzer: AMMA

er: ResDash

Back Office Container Moniton ng

Smart City API Monitoring
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Auditing Personal Data
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Auditing Accesses

o Settings ~
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Container Cluster Monitoring
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* Managing:

— Periodic Processes = ETL, |IOT App (Node-RED)

— Asynchronous processes, data driven, real time > Node-RED, IOT
Applications

* Scalability

— Horizontal: Increasing processes performing activities, demand on new
processes for new users, for new applications, for new IOT applications:
VM, Hosts, clusters, Storage SAN

— Vertical: Increasing resources on processes: CPU, MEM, Storage, Network

Snap4City (C), January 2021



Monitoring on Cloud

CPU Usage (Top 10)
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o [{"processPatt ] * JOBSN: 313
@ hadoopnode01b14183 #processParameter - HO7 120410 = RUNNING_SINCE: 2016-10-07 120415
SeE 297224 0756462214183075668 2014-12-15 15:21:49  sensorid6_A sensorid6 [Sj - RUNNING * CLUSTERED 1
749 - PERSISTENCE 1 c
S @ hadoopnode02141830 #processParameter - « REMOTE_SCHEDULER: 0 ;:" & & 5y s $ g
scE 297223 838738214183083917 2014-12-15 15:21:37  ZTL_notturna_kmz |  ZTL_notturna_kmz ;:r;:lll:m - - SUCCESS JOBS: 0 « CURRENTLY EXECUTING JOBS 1
1IsNon! ncurrent=i o ! G o
Ead rne = = CPU_LOAD_JVM: 001% - CPU_LOAD_JVM: 0.02% = CPU_LOAD_JVM: 0.02%
®x@r o nadoopnode02141830 ) gRrocessazamete 033 = SYSTEM_LOAD_AVERAGE 053 * SYSTEM_LOAD_AVERAGE 002 - SYSTEM_LOAD_AVERAGE 027
SCE 297222 :28735214153083917 2014-12-15 15:21:00 sensoria1_C SENSOri31 [processpat ~ SUCCESS - 3430 ) m_ﬂﬂﬂl_vﬂ!m 31304 - m-“m-\m”". 3130+ ) m_wm_mm 3130+
oL P : - g :
- 83268 - COMMITTED_VIRTUAL_MEMORY: 333 G5 + COMMITTED_VIRTUAL_MEMORY: 333GS ~ COMMITTED_VIRTUAL_MEMORY: 532G5
@ et SR - L - OPERATING_SYSTEM_NAME: Linu - OPERATING_SYSTEM_NAME: L ~ OPERATING_S$YSTEM_NAME: Linu
S‘CE 297221 076279641418307629 2014-12-15 15:21:00 i30_C i30 5? ~ SUCCESS = o = = o =
358 1 p £ « FREE_SWWAP_SPACE 1133GS - FREE_SWVAP_SPACE 1197GB - FREE_SWAP_SPACE 1197 G5
. hadoopnode02141830 e - _CPU_TIME - PROCESS_CPU_TIME 1477501000000 - PROCESS_CPU_TIME 1435624000000
e 297220 838738214183083917 2014-12-15 15.18:58  ZTL notturna_shp | ZTL_nettumna_shp e o - Success - 17368 » TOTAL_PHYSICAL_MEMORY: 173G8 - TOTAL_PHYSICAL_MEMORY: 1173G5 » TOTAL_PHYSICAL_MEMORY: 173G8
54 HeNonGoncurtent=t 7 s 16 + NUMBER_OF_PROCESSORS 16 + NUMBER_OF PROCESSORS 16 - NUMBER_OF_PROCESSORS: 16
<
T hadoopnode01c14183 #processParameter - - amost - OPERATING_$YSTEM_ARCHITECTURE amas4 - OPERATING_SYSTEM_ARCHITECTURE: amost + OPERATING_$YSTEM_ARCHITECTURE amast
~ TOTAL_SW/AP_ - _SWAP_ ~ TOTAL_SW/AP_ =] - TOTAL_SWAP_SPACE 12G5 - TOTAL_SW/AP_SPACE 12G8 - TOTAL_SW/AP_SPACE 12GB
« 1S_SCHEDULER_STANDBY: 0 - 1_SCHEDULER_STANDBY: 0 « 1S_SCHEDULER_STANDBY: 0 « 1$_SCHEDULER_STANDBY: 0 « 1S_SCHEDULER_STANDBY: 0 « 1S_SCHEDULER_STANDBY: 0
« 18_SCHEDULER_SHUTDOVN: 0 « I$_SCHEDULER_SHUTDOWN: 0 « 18_SCHEDULER_SHUTDOWN: 0 « I$_SCHEDULER_SHUTDOWN 0 « 15_SCHEDULER_SHUTDOWN: 0 « I$_SCHEDULER_SHUTDOWN 0
- I$_SCHEDULER_STARTED: 1 « IS_SCHEDULER_STARTED: 1 - I$_SCHEDULER_STARTED: 1 « IS_SCHEDULER_STARTED: 1 - I$_SCHEDULER_STARTED: 1 « IS_SCHEDULER_STARTED: 1
- TOTAL_DISK_SPACE: 2.1 T8 - TOTAL_DISK_SPACE 211 TS « TOTAL_DISK_SPACE: 211 T8 - TOTAL_DISK_SPACE 211 TS « TOTAL_DISK_SPACE: 211 TB - TOTAL_DISK_SPACE 211 T8
« UNALLOCATED_DISK_SPACE 1003.31 G8 » UNALLOCATED_DISK_SPACE 93575 GS « UNALLOCATED_DISK_SPACE 93377 G » UNALLOCATED_DISK_SPACE" 1004.16 GB + UNALLOCATED_DISK_SPACE 101 TB » UNALLOCATED_DISK_SPACE 101T8
- USABLE_DISK_SPACE 33403 G8 - USABLE_DISK_SPACE 33543G5 - USABLE_DISK_SPACE: 33349G8 - USABLE_DISK_SPACE' 33433G5 - USABLE_DISK_SPACE 92457 GS - USABLE_DISK_SPACE 22412G5
« PREV_FIRE_TIME 2016-10-26 19:1158 - PREV_FIRE_TIME: 2016-10-26 19:1258 « PREV_FIRE_TIME 2016-10-26 13:1421 - PREV_FIRE_TIME 2016-10-26 19:1404 « PREV_FIRE_TIME 2016-10-26 13:1021 - PREV_FIRE_TIME 2016-10-26 19:1321
+ CPU. miei(R) Xeon(R) CPU XS690 @ 347Gz « CPU: ntei(R) Xeon[R) CPU ES420 @ 250GHZ » CPU: miei(R) Xeon(R) CPU E5-265013 @ 230G+ « CPU: iei(R) Xeon[R) CPU E5-26503 @ 230GHZ + CPU. miei(R) Xeon(R) CPU X3620 @ 347Gz « CPU: iei(R) Xeon[R) CPU X3630 @ 347Gz

CPU Load

Mem Total

Mem Free Cores

Jobs/h

Jobs Execited Jobs Failed/Success

Jobs Failed/Success

(24 h) (7 days)

5.4 ( 0, 4.4 A
5.41 GHZ (2.22%) 70.41 GB 20.36 GB 84 203.56 94283 1742 (95.55%) 31356 (91.59%)

i 312




UNIVERSITA
DEGLI STUDI

FIRENZE

DISIT

DIS&'?'&?_EUTED SYSTEMS
TECHNOLOGIES LAB

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISCES Monitoring - Annuale

Jobs comple.. Jobs completed Th yearly
s WVTWW%
® current
,,,,,,,,,,,,,, Previous
low <180
Dec 19 Jan'20 Fep'20 Mar 20 Apr20 May 20 Jun 20 Jul'20 Aug ‘20 Sep'20 0Oct'20 Naw 20
Jobs success 1h yearly
-
N\'\f—\ﬂ\J\‘—~r~ — Loy
® current
Tow <180 U
Declo Jan 20 Feb 20 Mar'20 Apr20 May 20 Jun20 20 Aug'20 Sep20 oct'20 Nov'20
Sce_Active_Nodes - Number of nodes
N V) w— v v \_wh O] T
nodes <= 4
® current
Previous
Dec 13 Jan 20 Feb '20 Mar 20 Apr'20 May 20 Jun 20 Jul'20 Aug 20 Sep '20 Oct 20 Nov '20
Privacy Policy ~ Cookies Policy ~ Terms an d Conditior Contactus.

|HI1ENZE‘M| nls"‘ és1

https://www.snap4city.org/dashboardSmartCit
y/view/index.php?iddasboard=MjM5Mw==

SnapA4City (C), January 2021

DISCES monitoring

e
fmﬂﬁm

s 73
k sl Fﬁm

*SNAP/crry |

Y

Jobs comple... (5m) Jobs completed 1h daily
®
@ current
Frevious
o400 0600 0200 1000 1200 1400 1600 1200 2000 2200 8 Nov
Jobs success Th daily
@ Current
Previous
0400 000 0200 1000 1200 14:00 1600 1200 2000 22:00 8 Now
Jobs misfired Th
® Current
Previou:
0400 0600 0800 1000 1200 1400 1600 1300 2000 2200 8 Nov
Sce_Active_Nodes - Number of nodes (m)
® curent
Previou:
0400 0800 0800 000 1200 00 600 1800 2000 200 2. Nov
jobs completed Gm ©
00
500
400
200
TMay 18.May 2SMay 1lun  BJun 1Slun 32Jun 29Jun 6Jul  13Jul 203ul 27l SAug 10Aug ThAug 24.Aug 3lAug 7TSep 14Sep 2Sep 28Sep 50ct 120t 100m 60t ZNow
jobs successful e
500
TMay 18.May 2SMay 1lun  BJun 15Jun 22Jun 29Jun  6Jul  13Jul 203ul PPl SAug 10Aug TAug 24Aug 3lAug TSep 14 Sep .Sep 2ASep 500t 120t 180c 6.0t ZNaw

| DISCES Monitoring

Privacy Policy Terms and Conditions

https://www.snap4city.org/dashboardSmartC
ity/view/index.php?iddasboard=MjE3Mw==

Cookies Policy Contact us

@ nnnnnnn

FIRENZE



https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjE3Mw==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjM5Mw==

UNIVERSITA
DEGLI STUDI

FIRENZE

NNNNNNNN

DINFO DISI
=2
DISTRIBUTED SYSTEMS
D INTERN
TECH

CUSNAP4CITY

Vilanaging Pnotos and Cornrmentis
from Weo and Vooile Apos

{{{{{]]}
fmm
@
o" ’
.
. DOl
. .
R @
. 2] %
’
L]
N ©
nn,._;/?e

—® O-o 4}/\0"
P 7 o =y

R G 2
------- &
> >>>>>@

Snap4City (C), Januar y 2021 314

~" Mng Photos Commments HelAnt



UNIVERSITA
DEGLI STUDI

DINFO | DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
F I RE N Z E INGEGNERIA AND INTE!
DELL'INFORMAZIONE TECHNOLOGIES LAB

Photo anc

Snap4City

User: roottooladmin, Org: DISIT
Role: RootAdmin, Level: 7

LoGouT

Notificator
Data, my Data, O
nd Maps

Manager ¥
i Development T

Management =
T Analyzer: AMMA
Data Analyzer: DevDash Reset  Filters~
Data Analyzer: DevDash Firenze
Data Analyzer: DevDash Helsinki
evDash DISIT
JevDash Lonato
Data Analyzer: whole traffic
Container Cluster Monitoring
Back Office i Monitoring
10T App n Management
Smart City AP| Monito
MyKPI Monitoring Filters -

Web Server Monitoring

Back Office DWH Sched DISCES
Back Office DA Sched DISCES

Back Office DISCES monitor

Mobile Application Monitoring

Mng Anonym. Photos Comments
Mng Photos Comments HelAnt
Mng Online Helps

Config ResDash

Mng Photos Comments HelAnt

o /
r.f/ é
’ {
|_.In7|'tad Kingdom
,IIJ tait
l‘/’ <A G}r\wl Britain
Eir;e} Ireland

; /

N

tland

. Pohjanfahti S
Sverige _ goitniska f
wiker
!
[
I~ /- CaHKT-
% L #= Metepbypr
ol eIk _
Slock_holm / Eesti g
) }f\}" L
/ U [ Latvija
f. rfr
Lietivays
& 1
< Hamburg

b -
v ™ Benapych
Berlin 1

8 1

validated «

- m

¢“SNAPciry

comments ivianagement

KazaxcTaH

® OpenStreetMap contributors

validated validated w

315



«\“""o UNIVERSITA
SR 2 | DEGLI sSTUDI

FIRENZE

SIT .
o s ¢YSNAP/crTy

DINFO

WL
NNNNNNNN E::;g;EQ

B‘Q—

Viooil2 Aoo Vlonitoring anc

Vlanagarnent

\1/,

N

:: \
/ 1\
lm
(1]}
fm
([[1]]]]

n/;//

J

—9
-7 ﬁ == o

[T
LLECLCLETRELRRELELEY

. -::. - ‘::: @ Y 7 -
P== =N
> dO>>> ©

Snap4City (C), January 2021 316

-
L
[
]
-




UNIVERSITA DISIT
D EG L I S TU D I ER'FIMNEDJ\TEDIO DISTI;{"I‘?EUTE%?YSTEMS
F l RE N Z E bEGiLCI;NISORMAZIONE TECHNOLOGIES LAB

‘ ' ) \ B I » o - 0o f =Y - .
Mobile App Monitoring and Management
Mobile Application Monitoring
User: roottooladmini, Org: DISIT ~ P —
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LOGOUT
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IOT App Versions Monitor and Upgrade
lotAppControlRoom

lotAppControlRoom ao

Show| 10 ¢ | entries Search:

Sat 14 Nov 16:5620

ElementID 7" ElementName ElementType Username Type Image Controls

fa77 ApplD
nodg ApplD advanced snapdcity-nodered-vi1.1.3-advivd
node] ApplD basic snapdcity-nodered-v1.1.3-basicvd
nro3 ApplD basic snap4city-nodered-basicva0
nroky ApplD basic snap4dcity-nodered-basicva0
nron: ApplD basic snap4city-nodered-basicvad
nroo AppID basic snap4city-nodered-basicved
nrig ApplD basic snap4city-nodered-basicva0
nril ApplD basic snapdcity-nodered-basicva0
nril ApplD basic snapdcity-nodered-basicvad
Showing 71 to 80 of 445 entries Previous 1 .. |7 ﬂ 9 .. 45 Next
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1 1 2 1 3 7o 1 270 1 1 2
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On CRM as Drupal 7 we have
— User Management registration and mailing

e LDAP connection role management
» KeyCloak Authentication (OpenlID Connect)

* Management of user profile
— Content management for Organizations and Groups

* Indexing of all content and search
 Distribution of content and Video

* Reports and views
* Tracking and monitoring
— Open to full contributions and comments

* Workflow, expandable as all the CRM
— Etc.
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a N . . N
10T Device 7| ownership 7| Organization 7 Y| status V| Edit

10T Applications ~

Extra Dashboard Widgets ~

COpernicus_test iotobsf Test custom PRIVATE Gardalake sglareamanager  active | epim Ml DELETE | Q
10T Directory and Devices ~ Notificator
A . ) — . dalal 5 i
Data, my Data, OpenData * (+] Gardesana-Albisano-Direzione-Nord iotobsf Traffic ETSL\JCD PRIVATE Gardalake gl_areamanager = active m E e
Re e Manager = e .
Knowledge and Maps ~ ) ) .
=g = 2 (+] Gardesana-Albisano-Direzione-Sud iotobsf Traffic Traffic- PRIVATE Gardalake sgl_areamanager = active Ea EEd g
Cl )a 3
M Dictionary Editor for Data Fields P —— e
Management = IOT Directory and Devices Gardesana-Baiastanca-Direzione- iotobsf Traffic Traffic- PUBLIC Gardalake sgl_areamanager | active Ena EEa Q
Nord FLOUD
p & My IOT Ser d Actuatc
Mng Anonym. Photos Comments 2 PG ENEACHSIan
® 10T Sensors and Actuators Gardesana-Baiastanca-Direzione-Sud  iotobsf Traffic Traffic- PUBLIC Gardalake sgl_areamanager active m E Q
Settings * & 10T Devices S
& 10T Devices Management
¥4 107 Brokers Showing 1to 5 of 20 entries X ~
User Management and Audit = Previous - 2 3 % Next

& 0T Device Models

User Management #& 0T Devices Bulk Re

Auditing Accesses Authetication ® (0T Broker Periodic Update setting

# 10T Orion Broker Mapping Rules

=< Resource Manager ¥ 3 23

Auditing 10T Directory Data




SIT .
o s ¢YSNAP/crTy

sk, | UNIVERSITA F

A
A% | DEGLI STUDI DIN o
W% | FIRENZE | st

""lm'r
el €

B‘Q—

User Reagistraiion for
DataCity-Small witnout Living Lao

QJ/\O-- )
el G =

. -::. - ‘::: @ Y 7 -
P== =N
> dO>>> ©

Snap4City (C), January 2021 324

[T
LLECLCLETRELRRELELEY

d
y




UNIVERSITA
DEGLI STUDI

FIRENZE

User: userrootadmin, Org:
Organization
Role: RootAdmin, Level:

LOGOUT
Dashboards
My Dashboards in All Org.
Dashboards of My Organization
My Dashboards in My Organization
Extra Dashboard Widgets ~
Notificator
Data, my Data, OpenData *
Knowledge and Maps ¥
OT Applications ~
IOT Directory and Devices ¥
Resource Manager *

Management ¥

§ Settings ¥

User Management and Auditing -
User Management
Auditing Acc Authetication
Auditing 10T Directory Data
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Synthesis

List
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Showing 1to 8 of 8 rows
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Organization
Organization
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES
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> > > THE FIWARE
SMART CITIES REFERENCE
ARCHITECTURE

SMART CITY GOVERNANCE SERVICES

D %

Complex Event Big Data Advanced
Processing Algotithms Data Maps

Al
Algorithms

Processing Engines (Flink, Spark, Hadoop...)

=5

STREET -+ Location PARKING - Location BUS . Location
« Traffic SPACE + No. Slots * Route
+ Pollution « Next stop
+ Time next stop

Operation
Dumourds

WASTE
BIN

* Location
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« Level

» Threshold

IDAS NGSI AGENT FRAMEWORK

Alternative loT Platforms System System
(e.g. OneM2M) Adapter Adapter

LY
s e
-~ social

Networks

A

DEPLOYED loT NETWORKS, CAMERAS, ROBOTS

OTHER INFORMATION SOURCES

System
Adapter

(P]

Smart
Parking

Open Data Portal

Data Marketplace
(supporting Right=Time Datasets)

= (Data Economy Support)

Extended Data Publication Platform (e.g. CKAN)

) < ),
SHARED - Location CITIZEN - Location

CAR + Status CLAIM - Citizen ID
* Driver + Description

ldM & Access Control
APlinf Management
and Biz Framework

Keyrock/Wilma = AuthZForce

System
Adapter

= @8 g

Air Public Waste
Quality Transport Management

TM Forum
Business
Open APIs

VERTICAL SOLUTIONS
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

([ RIATLETE

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM ¢ OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS » MOBILE APPS
PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS * BUSINESS INTELLIGENCE « WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES ¢
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* LOCAL GOVERN

STAKEHOLDERS * GDER + OPEN IOT DEVICES
CITY USERS * SECURITY « |OT EDGE
IN-HOUSE * PRIVACY « |OT GATEWAY
ENERGY OPERATORS * ASSESSMENT * PAX COUNTERS
MOBILITY OPERATORS SRAUDITING + |OT BUTTONS
« COMMERCIAL el IOT DIRECTORY + SERVICE MAP PREDICTIONS » ANOMALY DETECTION * WHAT-IF ANALYSIS *» TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
OPERATORS RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS » OFFER VS DEMAND ANALYSIS + ENVIRONMENTAL DATA ANALYSIS
e RV S ERATONS R STUDIO « ETL AND PREDICTIONS + REAL TIME HEATMAPS * ROUTING + ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ksl ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
s « TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
i it el sty i KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE
« START-UPS :
o ASSOCIATIONS * TRAINING TUTORIALS, COMMUNITY MANAGEMENT
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
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EFI

SMART CITIES REFERENCE
ARCHITECTURE

Is open to the Development of Applications leaving large
space to developers

Is centered on the Orion Broker that result central in the
architecture: any Broker or data source is sending data to
Orion

No data shadow at the beginning, only recently they are
adding data shadow on IOT Broker

Security level is not clear, partially demanded to
developers

Visual Flexible IOT processing is not clearly provided
Limited API for IOT data access

Knowage BI presents several limitations in showing
Smart City Data

Market place on Open Data

Support of Developers via Fi-Ware
Deployed as VM and Dockers

open source, not the application parts

(3 -..m.

¢“SNAP/ciy 2

put70] ]

Is open to the Development of Applications leaving large space and
providing a large set of ready to use applicative tools and solutions
to build their solutions on top or aside.

Is fully distributed, any kind of data source can be ingested,
automatically to form the Data Shadow.

Orion Broker is only one of the Brokers that can be used. It can be
also protected by Snap4City tech, with Mutual Authentication

Visual Flexible IOT processing is provided as IOT App that is Node-
RED plus Snap4City MicroServices suites

Advanced Smart City API are provided on top of Knowledge Base

Dashboard Builder has been designed for Smart City Data and
automated dashboards’ production

Market Place for promoting, publishing and sharing Open Data,
tools, processes, experiences

Full Support for Living Lab of the city, coworking, tutorials
Deployed as VM and Dockers, on cloud and on premise
Fully support for Multi-tenancy

Fully support federation of smart cities

100% open Source, including the management aspects

Snap4City (C), January 2021
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 Comparison: https://www.snap4city.org/467

e Snap4City is an official Fi-Ware Solution via
— NGSI V1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M,
LoraWAN, OPC, SigFOX, etc. see Fi-Ware Https://www.fiware.org

* SnapA4cCity is compatible with all the above protocols

— via IOT Orion Broker,

— via direct connection on ETL processes on their corresponding 10T
brokers, and/or

— via |OT Applications.

* Snap4City is also compatible with many other protocols, see
the table reported in page: https://www.snap4city.org/65

Snap4City (C), January 2021
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Ilm'r

CUSNAP4CITY

A Mobile App may refer to one
Smart City API Server (for Area 1)
via SUPER and receive data from
the Federated SUPERS (Area 2) if
navigation, queries, etc. are leading
to discover out of the addressed
KB.

— SUPER can be used for creating
redundant and/or balanced
distributed solutions for Federated
KB. See Area 2, the two KB in the
front.

— Federated SUPER can have
overlapped KB even totally.

— A Mobile App can be developed to
support multiple Smart City API
servers, for balancing and

The usage of Super is not
mandatory so that separate
services can be produced as well

Super and Nodes presents the
same Smart City APIs.
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP,
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP, WSDL, Twitter,
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS,
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC,
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android,
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT,
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet,

TALQ, Copernicus, etc. https://www.shap4city.orq/65
ahundati"" E FI- E@].S bee srﬁrt city
Node-RED digital ecosystem

: | _ EUROPEAN DPEN
I ;Idg rft?‘nxer network ¥ ckan -—@GJL @ esrl Italia /% ~ SCIENCE CLOUD

FHE SCAENCE OF WHERE
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n Snap4City you can chose to connect your devices at Snap4City
Platform in different manners:

— (a) directly to Snap4City: IOT App, Brokers, MyKPI, etc., or

— (b) via an IOT Orion Broker (external IOT Broker or those provided by
Snap4City), or

— (c) via any third party 10T Brokers in any protocol you have.

* Snap4City has

— Improved IOT Orion Broker with the so called Orion Broker Filter (Orion
Broker Filter, NGSI Security Wrapper) which is a secure wrapper for NGSI V1
and V2 protocol for enforcing Mutual Authentication, Security, roles, etc.

— Produced open hardware and open software NGSI Compliant: as

* 10T Devices with mutual authentication and security based
for NGSI on: Android, Arduino and ESP32, IOT Button, etc.

* |0T Edge devices with mutual authentication and security based
for NGSI on: Raspberry Pl, Windows, Linux.

Snap4City (C), January 2021
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Sii-Mobility = mobility and transport, sustainability
REPLICATE - ICT, smart City Control room, Energy, IOT
RESOLUTE - Resilience, ICT, Big Data

GHOST -> Strategies, smart city

TRAFAIR = Environment & transport

MOSAIC = mobility and transport

WEEE Life = Smart waste, environment

Smart Garda Lake > Castelnuovo del Garda

5G -2 Industry 4.0 vs SmartCity

Green Impact = Industry 4.0, Chemical Plant
SmartBed (laid =2 smart health

Green Field Peas (soda) = Industry 4.0, Chemical plant

MobiMart and PISA Agreement = data aggregation, mobility and
transport, Living Lab

Lonato del Garda = smart parking, environment
Herit Data = tourism, culture and management
ISPRA JRC - site management and services

Capelon (Sweden? — smart light solutions
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create a Dashboard in Snap4City

HOW TO:

add a device to the Snap4City Platform

HOW TO:

add data sources to the Snap4City Platform

HOW TO:

define privacy rules for personal data, produced by the end-users

own device

HOW TO:

Develop Smart Applications, Snap4City development Life Cycle

HOW TO:

HLT vs Ingestion, and HLT vs Widgets

HOW TO:

Develop an IOT Application for Data Ingestion

HOW TO:

Upload data into Knowledge Base, ServiceMap (triple upload)

HOW TO:

Create as set of Devices with BulkProcessing

HOW TO:

Create an IOT Device Model

HOW TO:

Create an IOT Device Instance from IOT Directory tool
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