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https://www.snap4city.org/944
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AND TECHNOLOGIES LAB

Course 2023: https://www.snap4city.org/944
— Introductionary course to Snap4City technology

Course https://www.snap4city.org/577
— Full training course with much more details on mechanisms and a wider set of
cases/solutions of the Snap4City Technology
 Documentation includes a deeper round of details

— Snap4City Platform Overview:
* https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

— Development Life Cycle:
* https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

— Client Side Business Logic:
* https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf

* On line cases and documentation:
— https://www.snap4city.org/108
— https://www.snap4city.org/78
— https://www.snap4city.org/426

Snap4City (C), May 2024
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Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its
DISIT Lab, Https://www.disit.org with its Snap4City solution

Snap4City:

*  Web page: Https://www.snapdcity.org
* https: D
*  https:y

facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it
Phone: +39-335-5668674

Linkedin: http w.linkedin.com/in/paolo-nesi-849bas1/
om/paoclones

Twitter: https
FaceBook: https://www facebook.com/paolo.nesi2
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 https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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* Powered by

5NAD4Tech

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
s htips apdcity.org

ebook.com/snapdcity
https://www.youtube.com/channel/UC3tAOO9EBNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-5668674

'.'\I'\II II
EGLI
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SNAP/ciry

https://www.snap4city.org/d

ownload/video/Snap4Tech-
Development-Life-Cycle.pdf
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Register on WWW.snap4city.org 0T anddata world

— Subscribe on DISIT Organization

* You can:
— Access on basic Tools

— Access to a large volume of Data
— Create Dashboards

t
— Create |OT Applications e
— Connect your IOT Devices GVe/:\ ger
. . . Malytics, o PMent, g V1th fu
— Exploit Tutorials and Demonstrations dChjnea la SO for Dat,
rnj
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e Recall on Snap4City Architecture
* Node-RED
* |OT App = Node-RED + Snap4City
— loT App === Proc.Logic
 Examples of IOT App for Smartening Solutions
* Exploiting/Generating data by using: lIoT App/Proc.Logic
* External Service €<—2 loT App/Proc.Logic
* Dashboards <—2 loT App/Proc.Logic

— Server Side Business Logic

Snap4City (C), May 2024



Development Life Cycle
Smart Solutions

SnapA4City (C), May 2024

15



0 P | A | C"/s NAPciry s
Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling
Data Analytic
Userinterface +
Business Logic

@ Deploy

@ Deploy
@ Deploy
@ Deploy

loT App,
Proc.Logic

ML Al, XAl
Python, RStudio

Special Tools
Userinterface
Dashboards

=T
A

- V
/
- <

Validation
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Ingestion, aggreg. = exploitation
* loT App Visual

rogramming, no coding

e Data transformation

* Integration, Interoperab.

Snap4City (C), May 2024

Scripting Data Analytics
Data ingestion
Business logic

e Edge and Cloud

* MicroServices data
driven develop via
visual language
Node-RED
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Entity Directory: APl Manager
Smart Data Models / > - 1\
loT Data Models \ Fe era}tlon D —
Digital Twins \ (_Smart City AP |
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&8

KB, graph

& GeoServer | Entitylnspector

o/ ST
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/ Web and Mobile Apps

Smart Applications

Park

Waste

Light

Energy Environment

Maintenance

Mobile App

Apps

Visual Analytics tools

Business Intelligence CSBL

Data Managers

kO) BlMserver.center

Social Media

BIM GIS -

Gateways, satellite

]

ProclLog.

On Edg
On Cloud

External Services

Web Scraping
Tv CAM streams

t t f' python’

) Studio
Data Analytics:

ML, Al, XAl

Event Driven

Dashboard Bld & Mng

Service Map

HLT Manager

Synoptics

3D Digital Twin

Market/Sharing Place

Third parties solutions
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Node-RED

cs =

BIM oT App
Gateways, satellite ProcLog
Web Scraping n Edg loT
Tv CAM streams oud

VA
Data A tics:

, Al, XAl

Studio

Service Map

HLT Manager

Synoptics

Event Driven

3D Digital Twin
—
)&Qrket/Sharing Place

S

e —
Third parties solutions

09/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J

N




fie UNviRTA DINFO  DISIT Z
BE FIRENZE EIMECc  gemermegmean, SNAPA
S F I R-E N Z E DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE CITy §

AND TECHNOLOGIES LAB

loT App / Proc.Logic

Storage = 1oT App / Proc.Logic
External Service €< -2 loT App / Proc.Logic
Dashboards <—2 loT App / Proc.Logic

Data Analytics €= loT App / Proc.Logic P@ﬁ [A}
Broker = Storage

loT App / Proc.Logic = Broker
Broker = loT App / Proc.Logic P@ﬁ 5

loT App / Proc.Logic = Storage

Snap4City (C), May 2024
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inject

catch

status

link

mgtt

http

websocket

tcp

udp

amgp

amgp2

v output

debug

link

maqtt

http response

websocket

tep

udp

amgp

amqp2

Flow 1

service-search-near-marker

world map
point

popupopen

msg.payload

timestamp —_— service-info e

timestamp —_— last temperature — _ ~

@ connected

<__

msg.payload

show micro web app

transform results

vehicle flow (car/h)

switch

Sensor

i temperature

world map

Ser

pietfrancesco.

@ connected to ws://192.168.1.185:9000/s¢

info debug |dashi
Flow
Name flow1
1D "49a7laa®.b297b4"
Status Enabled
Information

>,
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Node-RED

+ on |OT Edge Raspberry

~ social

google
calendar
~ storage

~ Raspberry Pi

| pi gpio ()
) i gpio |
[ ot &
| rpikeyboard ()

cE: rpi dht22 [}]
‘magecepune [[]
EE: ledborg }

[ Sense HAT [}]
EE: Sense HAT ]
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It is provided with a minimum set of
functionalities (the building
blocks/nodes) while other blocks can
be easily added loading them from a
large library made available by the
JS Foundation.

— ey

Despite to its diffusion, for the usage
in the context of Smart City it was not
powerful to cope with the basic
requirements of the domain.

The classical nodes provided in the
standard version can be classified as:
input, output, function, social, storage,
analysis, advanced, and dashboard.
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http://developer.opto22.com/nodered/general/getting- wedere

started/node-red-hello-world/

/ &= Node-RED

€ ¢ | [4127.0.0.1:1¢

._-:'.:E': Node-RED

http response

websocket

tep

udp

~ function

function

Hello, world!

info debug

Node
Type debug
D 2d930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display

the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,
msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle
its output on and off so vou can de-clutter the ~
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Node-RED is a flow-

based development tool for visual
programming proposed by JS
Foundation

The Node-RED approach is a mix
of visual composition of
nodes/blocks to compose the so-
called flows that are concurrently
executed by an engine Node.js.

It is quite diffuse being also directly
provided into official releases of
IOT devices as Raspberry Pi
family

Based on Node.js I"I\Egd@

100% open source

DISTRIBUTED SYSTEMS
TECHNOLOGIES LAB

Node-RED

Node-RED

/ &2 Node-RED

b
o W

(& ¢ | [ 127.0.0.1:1880/#

=<, Node-RED

~ output
debug
link
maqtt
http response
websocket
tcp

udp

~ function

function

Hello, world!
Z Egﬂ
~ msg.payload | [ ]
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info debug

Node
Type debug
D 20930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display
the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,
msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle

its output on and off so you can de-clutter the -
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Course 2023 loT App / Proc.Logic

Pattern:

(O] tmesiamp () rancom
Pattern:

g o

(@ ENRSERR— ] reneom  ——
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* Inject messages
— Structure of messages, msg.payload

* Function for coding
— Function with two outputs

 Connection on Dashboard element
— Tab of dashboard, setting for color, position, etc.

* Real time update on gauge and trends
 Debug tab, timestamp, copy value, copy path, etc.
* Etc.
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In this demo let's create an loT Application that:
e generate a random value,
* the value is switched on the correct path

* the value is showed in the local dashboard of
NodeRed

Snap4City (C), May 2024
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Generates an input for the other nodes. It can be repeated at predefined intervals, !

inject ) - - Node-RED
entered manually and of various types (timestamp, string, number, boolean, JSONetc)
" Each message that enters the debug node is shown in the "debug" tab on the right of
ebu
: node-red (you can choose which part of the message to show)
; Generates a random number. You can configure the number generation interval and the
ranaam
type (integer or float).
i Evaluates the input message and routes it to the correct output according to the
desired configuration
(R Shows a number inside a gauge
counter.
text Shows a text inside the local dashboard
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&

[mum-r

T
€
B“f"%m' )

UNIVERSITA NDIS] *
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FIRENZE | RSt o | RBNGREL, cre ten CiITYy

L ey — ORI © <
b Node-RED

. mectanavene O mmmn R

info dEbUg dashboal 2
&= Payload ~ timestamp
[ ] _— i -
ConneCt = Topic T all nodes i
C Repeat interval v
. 2272018, 11:37:57 node: adazaf%g 4206008
° Conflgu re every| 15 O minutes v
misg.payload : number

Inject once at start?

1563787350396

222018, 11:38:44 node: adafas5d. 40828

* Deploy

info debug dashboal 2 msg.payload : numbser
1563787386951
. . " N -
Click R 22/7/2018, 11:38:40 node: ada?a556. 4eB608

%,

misg.payload : number

1563787482326

* Observe EmeeesssSEEEEEEEEEEE——) e — |
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timestamp —:
Random

Connect

Configure

Deploy
Click

random

22 Generate

J From

+ To

¥ Name

info

t| timestamp

Observe ) | 7 | |

DIS
v i VH N
DISTRIBUTED SYSTEMS
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debug

.:":

- msg.payload E

random

msqg.| payload

a whole number - integer

100

dashboa

(P T

e
B 'Pfﬁmm

¢“SNAP/crry

T

Node-RED
info debug dashboa
T all nodes o
o
AMr2020, 14:18:18  node: 54db7d04 3fa54
msg.payload : number
&
SI2020, 14:18:18  node: 54db7d04.2fa2d
msg.payload : number
248
S2020, 14182 node: S4db7d04.3fa25
msg.payload © number
42
SIA2020, 14:18:2 node: 54dbTd04 Ifa>54
\
msg.payload : number
e E— — + +
/ Y,
2
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FIRENZE | BEEsn " | REmer step 3 CiITY

-/
]
[ | timestamp i—i random i-—_f_ switch ::_f .| D%
S e
Node-RED
e Switch ©  svien o
info debug dashboal 3
° C % Name |
OﬂﬂECt T all nodes @
Property » Msg. payload
. 8/4/2020, 14:10:16 node: 54db7d04. fa264
¢ CO nflgu re >= ve & 50 —1y msg.payload - number
G
ofhentise v —2|x B/4/2020, 14:18-18 node: 54dbTd04 3264
msg.payload : numbser
28
e Depl
e p Oy info debug dashboar 3 3 q 2:2: 14:1 g ::l ooe” 54-::_:“:431’5554
msg.payload - numbser
) Click I | timestamp i 42
. | 8/4/2020, 14:10:21 node: 54db7d04. Ha264
msg.payload : number
0O bse rve meeessssSSSeEEEEEEEEEEEE)
+ *
Vs Vs
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* Gauge and text L=

* Connect

* Configure gauge

Vi

o

(e
S

|~
Ll.—

switch
B8 Group ‘ [Home] Default > &
= Size auto
E Type Gauge h
T Label gauge

T Units

Range

Sectors

¥ Name

I value format | {{value}

units

min| 0

—

0

max | 100

100

Cc;SNANcnv o

Node-RED
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g |

N oo

Node-RED

* Gauge and text L=

&8 Group ‘ [Home] Default v. s
* Connect | | |

& Size auto

T Label value

* Configure text

I Value format | {{msg.payload}}

== Layout
labelvalue labelvalue labelvalue
O]
label
label wvalue value

e (A
¥ MName
/
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5 ¢“SNAP/crry

p . , . P . J: - D%
[:[ timestamp fr:'—'ljl; random :#:—:T' switch Node-RED
Default
([
debug dashboal » gauge
° timestamp fr
. info debug dashboard 29
1] - 100
* Click
Layout Site Theme [y
valus g1
Tabs & Links & || % || 4tab
~ & Home gatige
» B Default
e Ob 5 : - =
serve
I“. I-‘.
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@ L]
Nodes configuration 1/2
&= Payload « timestamp : ~ msg.| payload

= Topic

debug tab
C' Repeat interval ~

every 15 : minutes -~ Mame

Inject once at start?

EE] random gj ~ msg.|payload
¥ Name ‘ Name ‘
20 Generate a whole number - integer
Property ~ msg. payload
& From
[}
3= v v & 50 -1 |x
4+ To
othenwise v -2 %
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Nodes configuration 2/2

Node-RED

[
() B Group [Home] Default vl| # n &8 Group [Home] Default vi| o
& Size auto = size auto
ET -
e cauge T Label value
I Label gauge

I value format | {{msg_payload}}
I value format | {{value}}

== Layout
T units units labelvalue labelvalue labelvalue
Range min| Q0 max 100
®

Colour gradient label  wvalue |abel

g . value
Sectors 0 ..| optional |..| optional |.. 100
% Name W Name

SnapA4City (C), May 2024 4B
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Nodes connections

[:] $ random @]—[ﬂ switch
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Resultin

Home

\
DE ;f QD f J No

0Q

. This is a local Node-RED dashboard.
sauge Simple to be created, very limited for many
aspects.
'\ 29 Snap4city dashboards are more :
T  Powerful
value S * Flexible
I
gauge | * Secure
* nicer
51

o units 1 .‘ ;" .‘ I'\'
. A-
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ows.nodered.org/search?terms=

Node-RED

Search library

EEa |

+ Sign in with GitHub

recent downloads ratin

vl01 &0 node

viid & 11 node

g
- - - \
node-red-contrib-websocket-header node-red-contrib-mobilealerts node-red-contrib-cx-alarm-log
Custom Websocket with Header This provides a node for receiving Mobile Alerts A Node-RED industrial alarm parser for simple
status infos HMI applications
v052 &8 144 node vi05 & 71 %50 node vi1i0 & 16 5.0 node
node-red-contrib-websocket- node-red-contrib-websocket- node-red-contrib-message-queue
header-acknowledge header-subscriber Message queueing for Node-RED
Custom Websocket with Header Custom Websocket with Header
v 01 &0 node

node-red-contrib-zigheeZmaqtt

Zigbee2mgtt connectivity nodes for node-red

v209 & 1326 %46 node

/|

@mschaeffler/node-red-asterisk-
dami-manager

Transfer Asterisk AMI events to json object
string representation

vii2 &6 node

node-red-contrib-sendmail

send emails with help of a local senmdmail
command.

1]
e
-
=1
=

=]

&

node-red-contrib-nooperation
just do nothing

vile &6 node

/|

node-red-contrib-sun-position
NodeRED nodes to get sun and moon position

v211 & 1259 %48 node

node-red-contrib-websocket-
header-test

Custom Websocket with Header

v0.01 &0 node

(@nikolay_kuropatkin/node-red-
contrib-dynamic-file-path
A simple node that generate a file by dynamic

file path
v0.08 & 164 %50 node

node-red-contrib-miio-localdevices

Node for Node-Red to control Mi Devices locally
via node-mihome (Humidifiers, Purifiers,

Heaters, Lights - list of devices to be enlarged).

node-red-contrib-daylight-rgbw
Daylight RGBW Color control for Node RED

v041 & 270 %19

v213 & 128 node
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User: roottooladmini, Org: DISIT v Node 'RED

Role: RootAdmin, Level: 7

[

https://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org. Node-RED -
Dashboards of My Organization —
Nodes Install

View R
My Dashboards in My Organization G Search library Sign in with GitHub

Extra Dashboard Widgets v f
o | staws (1 Keyboard

Notificator ‘7Hmn L ) node-red Manage paletie
7

Data, my Data, OpenData ¥ S Palette

link out

¢ 8

Node-RED Library

=

Knowledge and Ma Find new nodes, share your flows and see what other people have done with

( comment Node-RED.

10T Applications =

10T Applications

~ function
MicroServices for I0T Applications

Microservices from DataAnalytic

function Recent nodes see more (2905) »
10T MicroServices for Final Users

10T MicroServices for Developers ) node-red-contrib-amap2

Q switch ()

Doc: 10T Applications 5] Gt @ node Ted- conmb ui-time-scheduler node- red conmb hea\web node red-contrib-tasmota

1 for the Node

How to Develop 10T Applications Q change () Flow "e3924357 10637
Create A MicroService from RestCall P "
Q range (1 flows
10T Directory and Devices * 171 & node-red-contrib-fiware_official
[ template ()
Resource Manager ¥ L y Sign in with GitHub.
I )
Development Tools * 2 deley  § Recent flows
I )
Management ¥ Q trigger () N I d d ib-} b
© You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ oL exec .;. » Lik s
Settings ¥ ¢" b

u
User Management and Auditing = _ <%
\ ] -
2 node-red-contrib-lwm2m

Help and Contacts ¥ s : N botitiedd oendi R o @ :
1) soap request (1 2.40 . set of nodes for interacting with Heatweb systems, handling 1
| [PEmrTET A T O — P e Recent collections
COE—
My Profile ® sina 5 -
ol . R 1ramizzle bla no! 5 u
P g — | AUAHHAAHAHHAH MINE ITS AL MINE D Pre-requisites
.
© node-red-contrib-snap4city-developer Install

command in the root directory of your Node-RED install. This ts usually

© e s conisrapiciy-tser Two views of the same libraries

Usage v [

Heatweb Connect Node

Snap4City (C), May 2024 51
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In the Proc.Logic / loT App of Snap4City, it is possible to:

— Execute flows that process data as: Event Driven, Batch (periodic or not)
— Create multiple concurrent Flows for each loT App / Proc. Logic

— Create subflows as macros to be reused

— Create Groups of nodes as macro

— Save/load, share, of nodes, flows and applications with other users via
* the Snap4City Resource Manager or
e with JS Foundation or
 via email, skype, file sharing in general
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* In the loT Apps / Proc.Logic of Snap4City, it is possible to Extend |
the Capabilities:

— Load other Nodes, segments of flow and entire flows from several
sources: email, libraries, S4C repository, etc.

— Load other libraries of MicroServices/Nodes/Blocks from Manage Palette
* Alarge set of Libraries of Node is available.

* The loading may have some limitations for security reasons

— Get more IOT App / Proc.Logic above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin

Snap4City (C), May 2024
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Node-RED flows

m m recent downloads rating

node-red-contrib-snap4city- node-red-contrib-snap4city- node-red-contrib-snap4city-user
milestone developer Nodes for Snap4city project, targeted to
Mode-Red integration to communicate with A description of the available nodes can be standard user (no de»elur:e

Milestone XProtect VMS found [here](https:/fwww kmdcity orgliot-micro-

v003 & 34 w50 v0513 &7 %50

v0945 & 21 w40

node-red-contrib-snap4city-d3- node-red-contrib-snap4city-tunnel Snap4City module for tuinneling on
dashboard-widgets Nodes for Snapdcity project, targeted to IOT Edge

Modes for Snapdcity project for D3 Dashboard tunneling edge device SnapdCity module for tuinneling on 10T Edge
Widgets

v0013 &5 *50

10of1

https://flows.nodered.org/search?term=snap4city
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Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

¢“SNAP/ciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website

(P T

o

U‘«"ﬁm-
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Maps @ Google * Gmail H SnapdCity @ Snrapd |E) Calendar 9 Translate <§ Google Scholar Cita... m DISIT m DISITold § Facebook @ DataCenter W0 Trello B% KmdCity majortools £% Impostazioni » YouTube = Google Forms &8 News
Snap4City advanced3debug

Switch To New Layout (Beta)
Fiow 3

User: roottooladmini, Org: DISIT

Role: RootAdmin, Level: 7 ~ subflows . Q se y .
~ Flows
- gethcosssTok]| > Flow4
My Snap4City.org = &n | > 5 Flow3
AGai - / f L] . > B9 Flow 1
Haoetgen I 55 Mmsnkil' ' i ~ function 5 W | — W¥ L;] ' T (ST T
| en (2) | Track: /e L » B9 R - Python Ve
snap4solutions.org e ——r————— f -
Y / Sy . » Subflows
| getAccessTok| A ¥ g s
.‘_.. E on (3) | Messages: W (74 . » Global Configuration Nodes
- e T Time: 15:39:04 -
Dashboards [Public . h Track:
: : | getAccessTok | : tlmestamp e “x Walue:
My Dashboards in All Org. | = en(2)(2) | \ 1695562744898 | [‘-}
T gt \ \\ . / Messages: @ ' d
=
Dashboards of My Organization \» = / Time: 15:39:04
~ common v ~— function 4 W (< e
4y Dashboards in My Organization Track: \ - \ o
My Dashboards in My Organization \ L R \ 53.56625825691565
P \
My Data Dashboard Dev Kibana n
hessages: o= ~
My Data Dashboard Kibana Time: 15:39:04 Track: 3
Walue: 1695562744896 \
Extra Dashboard Widgets = - \
Messages: @ A \ £S5 Flow 3 a
Smeath = Time: 15:38:04
a= 00 7 Value Flow "fT58664fe453eC66"
Data Management, HLT + -
{ | St L 1695562744898
Knowledge and Maps + i (1] ‘\\
i linkin \ \
ng Logi IOT App = E 3 \ \
Processing Logics /10T App ] finkcall [ \‘\\‘ \
MicroServices for Proc.Logic/laT App i function 6 % . E (1]
0 link out
MicroServices from DataAnalytic L 7|
10T MicroServices for Final Users comment |
10T MicroServices for Developers
DOC: Processing Logic/IOT App Rnconn
Haw to Develop Proc.Log ol Appy = X
Create A MicroService from RestCall [ T L
G function m
= Entity Directory and Devices i
i switch |

=% Resource Manager —

= change |1 - Snap4CIty (C), May 2024 E : | 57
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WoT: Cloud vs Fog/tdge Computing

loT HARDWARE
Technology Guide

. D)

Cloud Layer
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.
1
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% // 5 , ; * ;_w
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Node-RED TR = G
1
U

loT
SMARTPHONE +
DEVICES

DQ, 2 \
Node-RED “ \§‘
# "
loT VrEmTANES
LONG RANGE WIFI
DEVICES DEVICES —
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£
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Gateway “g
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Node-RED
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REMOTES
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OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION X X X
BROKER

f— 1:Subscribe
2:Publish —» MQTT Broker 3:Message

RaspberryFi Control Center

with sensors E R a b b | _t
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Smart Applications
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Business Intelligence CSBL
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On Cloud
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Web Scraping
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3D Digital Twin
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11/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J

N




s DINFO - DISIT : s
PTREN 7T | REAMENO0  pemETESSTERAD SN Ap4 s i
FIRENZE DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE CITy - wal .€ /

orpevice WHat About loT Devices, Time Series

* A set of data coming from an loT Device
with multiple sensor become a time series
of values for devices.

— For example: taking a new measure every
Sends a 10 minutes (Red Lines)

message — Non regular rates can be valid data as well.
* Each new measure in Snap4City is
Message ( conventionally time located in

timestamp: 02-04-2020 at 10:30, «dateObserved», which has to be Unique.

Tem'?erat_ure; 29.34, — Only one message per dateObserved is
Humidity: 35 allowed

)

02-04-2020 10:30 34.5 23
02-04-2020 10:40 36.5 24

02-04-2020 10:50 36.0 22.5

Snap4City (C), May 2024
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* As soon as you have registered an Entity Instance / loT Device
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
* recalled in PULL with some loT App.
* Loaded in PULL with some File or Data Table Loader

NOW!
Past, historical data.... Future! ... predictions

——

Snap4City (C), May 2024 63
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e . AN

loT Applications

Proc.Logic : i i
g Rea\T\me GO R0 MO Edn G0 R0 M0 Tho 0600 RA0 MM Adn OGN0 W0 B0 Mdn NN N
+ Historical
_ e =

Actuator

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

Snap4cCity >ensors
|OT Brokers @ @
Managing Public and
Private IOT/IOE Devices

Towards any I0OT Device
and/or Dashboard
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Discovery requested data

subscribe
‘‘‘‘‘‘ { receiver

IOT Broker
E©FI-WARE
v =
s |OT Gatewa i
| 10T Gateway |OT Broker Y _—
A OT Gat /_/‘\ |OT Agent s
-=="7 ateway N Node-RED
! - -l -~ Wrapper N
74N F— AN 0T -
| 1 oy K N Device _ T
Device % RN Device Device
|

Device
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Discovery
Discover, register
and “thrust™ new
devices on the
network

Registration

UNIVERSITA O
DEGLI STUDI EBRWE..,TED.
FIRENZE | 585 azions

Telemety

Information Fows
From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices looking to
gather required

information or asking

to initiate activities

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

Commands

Commands from
other systems to a
gevice or a goup
of devices to
perform specific
activities

Bulk action

loT/I0E Protocols

Communication Patterns

Notifi i
Information fiows
from other
systems to a
device or a gFoup
for conveying
status changes in
the worid

O O O O O O 0O

(.

MQTT
HTTP(S)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.
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* Not all Communication Patterns are supported by all Protocols
* Not all Communication Patterns are supported by all Platforms
* Protocols implement Patters, + formats, + sequences, etc.

* They are referred at level of communications
— loT Device € -2 loT Gateway €< —2>1oT Broker

* |loT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS,

* Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
 Formats: JSON, Geo-JSON, Linked Data, XML, CSV,

Snap4City (C), May 2024
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www.snap4solutions.org

Dashboards of My Organization
My Dashboards in My Organization

My Data Dashboard Dev Kibana

Extra Dashboard Widgets

@ Data Management, HLT
0 Knowledge and Maps

MicroServices for Proc.Logic/loT Apps

MicroServices from DataAnalytic
e 10T MicroServices for Final Users
e 10T MicroServices for Developers

e DOC: Processing Logic/lOT App

User: paolo.disit, Org: DISIT

Pl'oc.l.ogic I I°T App 9 Role: AreaManager, Level: 3

8 3 Prev 1 2 3 Next Filt Q X

® 2020-07-28T10:20 ® 2020-07-28T12:32 ® 2020-08-18T08:38 ® 2021-01-19T16:25 ® 2021-08-21T13:26

aeee ﬁ@@ aeoe ;.

Oper Ve lod Ve o Ve o &®
|OT Edge App

My own My own My own My owmn
& Management @ Management & Management @& Management © Management
® 2022-05-28T14:50 @ actionurltest @ Alarm Management @ coronal ® coronaR

aﬁea
&9@

My ewn

& Management @ Management & Management @ Management @& Management
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

& Dashboards
#@ My Dashboards
A Notificator
O |OT Applications
My Personal Data
= 10T Directory and Devices *
W Knowledge and Maps ~
Micro Applications
I External Services *
Data Set Manager: Data Gate
=2 Resource Manager: Process Loader ¥
@ Dewvelopment Tools ¥
Management *
& Ssettings ~
User Management and Auditing ¥
Help and Contacts *
[J Documentation and Articles ~
My Profile ¥
¥ snap4City portal
¥ Kma4City portal

' DISIT Lab portal

IOT Applications

1i Prev 12 3 .. 9 Next Filter Q.

© 2018-09-21T03:19

©® 2018-09-14T04:44

© 2018-10-19T16:07

@),
@.f .‘ @.f .' @.f .‘ @.f .‘

IOT Edge App IOT Edge App IOT Edge App IOT Edge App

owner: badii owner: panesi owner: pb3 owner: pb3

l. l. Management l. Management l. Management l. Management

© 2018-10-19T17:17

3«?—99 E’.
ﬁ@e ‘

= ® O0_06
©

Y 0. le o o

IOT Appllcatlon IOT Application

owner: semolarudy owner: testers owner: semolarudy
Management Management Management l. Management

owner: comunedashres

® Deprecated - SiiMobilityControlRoom @ SamsungGala:ySerarCode

S .
§ o’ 6% @ ! 0’ D b o ®
IOT Appllcation IOT Edge App IOT Appllcation

owner: badii owner: badii owner: tester2 owner: testerl4
Management l. Management Management Management

® |ot-App

E’.
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|JOT Application Listing, they can be
Snap4City IOT Applications

[ ] [ ]
e Basic (white s st Or: DIST
Role: RootAdmin, Level: 7 Prev 1 2 3 .. 9 Next Q .
® 2018-09-21T03:19 ® 2018-10-19T16:07

& KON
IOT Edge App 10T Edge App

@® Dashboards

* Advanced (red) pE==

|OT Edge
— Raspberry Pi

O |OT Applications
My Persona | Data

# 10T Directory and Devices ¥

W Knowledge and Maps ~

Micro A pplications
W External Services - ® 2018-10-22TT1:57
.
Data Set Manager: Data Gate
— Android : 2 0 ()
* Resource Manager: Process Loader

° - [ Development Tools * ﬂ @ @
— Win/Linux e
o -

Data Analytic [EE===.

(Plumber) o 0‘
We b SC Fa p er @ DIt Lab portal IOT Appllcatuon
(Portia)

owner: semolarudy

&' Km4City portal

aaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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== 10T Applications Listing

s = .
| == — Basic / Advanced
e
, — On IOT Edge Raspberry Pi
EDIT IOT APP

— On 10T Edge Android
— On |IOT Edge Win/Linux

E,@
1a7 6

|OT Application

Click the icon to

owner: badii A B Ownership of -
nununwi ) ) the 10T DD editthe 10T App
: .............................. o Click to open Click to edit |OT
the Node-RED App properties
10T App
dashboard Click to edit the
Snap4City
Dashboard
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" Application Selt Control

—

loT Application Management

* Properties
— Name, Type, Creation date

loT Application Management

* Control montes | cwot | o
— Restart Container

— Delete 10T App |
o |

* Change of ownership _ Emme
— Pass to another Snap4City User

* From inside the IOT App = s¢co™®®

— Restart S Automating restart
— Update Snap4City Library % s } and update

Snap4cCity (C), May 2024
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MicroServices collections

|OT Discovering

ServiceMap Discovery

< Knowledge Base, Km4City

—
"]

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

My |

: e
] { ]
= "mz;‘m (2] '6‘"’ ©) ng b<) 0y 6 K3 6’ 0
ool AN (ERE BN RS
. 0T App 0T App o7 Appi 0T App
= : v - » v
 So—

nlications Development

ErATRY AN 5] Generating IOT App
|OT App. Editor _ Ji- < %8| With Dashboard

Snap4City

OT Applications

Proc.Logic / IoT App O i @

Sharing/saving
reusing 10T App

iy

Dashboard CoIIecion,
Editor and Wizard

Resource Manager
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Node-RED

o . Node-RED
Q flow1 Flow 1 +

roottooladminl
ootAdmin | Idap

: show micro web app
.
-
[

—_

N

transform results

: —] world map |:

S service-search-near-marker

fink ‘J‘. ‘I pomt

‘ mat : event-log
“ http p J_ popupopen B
]
[ oo s || R
— 9
{ B¢
[ T )
udp 0 i
‘- : . . ) | ____—— | vehicle flow (ca/h)
amap d B timestampj service-info —[ vehicleFlow )
o e E——— -
\; amgp2

switch | | pierfrancesco.

]
| sensor

[ [ timestamp

“r_ matt

|
|
‘.‘r htip response ‘
|
|
|

) websackel
w 1
» I
y Gy D
amqp2 ‘

-

JOT Applications

n
= Tramsformation, Conversion
n
S

—1 Business Logic vs Dashboara
Data Analytics control

info debug |dashl
Flow
Name flow1
D “49a71aa@.b297b4"
Status Enabled
Information

Node-RED

Data Adapati

©

Integratio

Everywhere: Cloud, on loT Edge Devices
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Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analytics

Statistic, Optimization
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps support
Python support
R Studio Support

T

Node-RED

Areas

Entities

Snap4City
Microservices
Proc.Logic

Snap4City (C), May 2024

Data Load / Search / Retrieval

KPI, POI, GIS Data, Scenarios

Time Series, Public transport

High Level Types: heatmaps, ODM,...
loT / Entity Discovery

Delegation Management

Data Mapping

Dashboards

Widgets: Graphic Libraries
Interactive Widgets

Maps, 3D representations
Synoptics, External Content
Micro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management

VPN remote access



stORE

AL |wuversih | DINFO o T
{ s DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS e '

=& : FIRENZE | Neecner AND INTERNET -
3 DELLINFORMAZIONE | TECHNOLOGIES LAB et o€

‘Ylm 1 r\\‘\‘

Actually, there are more than 180 nodes/blocks in the Snap4City libraries on Processing Logic (loT App) which
can really facilitate your life and save you time in producing Smart Applications for composition of the
following microservices and using those that you can install from internet, thousands of functionalities:

 Dataingestion: more than 100 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database, etc.

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system Km4cCity ontology, call to
Smart City API, etc.

« Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin BIM Server, any
external service REST Call, etc.

* Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.
* Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, scenarios, etc.

« Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices (predictions,
anomaly detection, statistics, etc.)

* User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, buttons, switches,
animations, selector, maps, etc. ), send data to special graphical widgets: D3, Highcharts, etc.

 Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.

* Special tools as: routing, georeverse, Twitter Vigilance and sentiment analysis, etc.

* Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.
* Etc. etc. Snap4City (C), May 2024
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https://flows.nodered.org/search?term=snap4city
https://flows.nodered.org/search?term=snap4city

Standards and Interoperability (6/2023) ’“"*SNAV

Compliant with:

e loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enoc&an,
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, ....

*  Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv.orq/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

* Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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12:10 ¢ 2Z T 3® 12:44 & 12:45 ¢
termux-battery- -
Structure Console termux-download
status
The cpp consists of the following main O
sections: termux-location
termux-camera-
Termux console [1] Termux inf
S 4A1 l This is the Termux console of your device in —
I a'p which you can run any commend. since you term ux-tls-ﬁpeak
cannct install this app and the cfficial Termux -
app at the same tir Do your own research lermux-cllpboard-
and use at your cwn risk .
A tool that configures a get termux-vibrate
Node-RED installaltion with 10T app editor
the Snapd4City suite. Opens the ditor of your local Node- termunc-contact st )
RED ser here you can build your own loT termux-sms-inbox

einstalled utility_packages for
Termux and Snap4All

termux-telephony-

< termux-toast
cellinfo

loT app dashboard

Opens the loT app dashboard of your local
E server where you can monitor your loT app

:’Q ": after having configured it properly following

the Node-RED documentation. V

recommend you to use this to display the

contents of a Node-RED dashboard app
since it's an included packcge

Installed Packages
E] @ apt - Build utilities
cmake, make, clang, git, openssh, coreutils
CONSOLE LY nodejs, nanc

termux-sms-send

termu-telephony-
deviceinfo

10T APP EDITOR DASHBOARD

termux-share
termux-tts-engines

termux-notification

termux-camera-
photo .
termux-wifi-
npm - Node-RED packages deumi
i Rt . ) connectioninfo
node-rec, node-red-contrib-termux-opi, lermux-cllpbaard-
node-red- board, node-re ntrib- ! END PGUP
sal
PGON termux-wifi-
termux-dialog scaninfo

(a) Home (b) Info (¢) Console

https://www.snap4city.org/download/video/Snap4All-v1.0.5-large.apk
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get wifi info button lb

:. #l battery button b

Technical Manual https://www.snap4city.org/drupal/sites/default/files /files/Snap4All-
TechnicalManual-2022.pdf
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Valutazione Trasporto Pubblico

Firenze - 6 linee

Tue 5 Nov 17:49:00

SNAP/crry

20:00 5.Nov 0400 08:00 1200 16:00 2000 5. Nov 0400 08:00 1200 16:00

hto del ritardo medio sulle corse attive nei 5 minuti - linea 23 (in Sec) Andamento del ritardo medio sulle corse attive nei 5 minuti - line: ) ;
5k
|

BusLinesWaitTimeToDash

User: roottooladmint, Org: DISIT = Node-RED
Role: RootAdmin, Level: 7

Flow 1
v input
My Snap4City.org
inject
Dashboards timestamp L
My Dashboards in All Org. ST /D
Value of my Tempo_medio_lineaé — — Save on Tempo_medioatiesa_linea6
Dashboards of My Organization status Y o - o po =
My Dashboards in My Organization link / //// \
Value of my Tempo_medio_linea13 _ _ Save on Tempo_medioatiesa_lineal3
Notificator matt ( / / / \
Data Inspector hitp Value of my Tempo_medio_lineal?  ( —— — Save on Tempo_medioattesa_lineal? (| msg payload
My Data, KPI, POI / /
websocket y
10T Applications Value of my Tempo_medio_linea23 _ _ Save on Tempo_medioatiesa_linea23
tcp
10T Directory and Devices ¥
udp & Value of my Tempo_medio_linea31 _ _ Save on Tempo_medioattesa_linea31
Knowledge and Maps ¥
M Appl cron
A Value of my Tempo_medio_lineass | i S Save on Tempo_medioatiesa linea3s
External Services ¥ amap
Data Set Manager: Data Gate amqp2
Resource Manager: Process Loader +
stomp
Development Tools ~
v output

Management ¥
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PaxCounter devices

* Fix PaxCounter LoraWan
— sniffing on: Wi-Fi, Bluetooth
— Sending data via LoraWan

* Mobile PaxCounter LoraWan
— sniffing on: Wi-Fi, Bluetooth
— Sending data via LoraWan

* Fix PaxCounter, multiple out

— Sending data via LoraWan and Wi-Fi
— sniffing on: Wi-Fi, Bluetooth

= =
LgRa® @ €3 Bluetooth

https://www.snap4city.org/456

Snap4City (C), May 2024



https://www.snap4city.org/drupal/node/456

UNIVERSITA | DINIFO | DISIT 7~

DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
F I RE N Z E INGEGNERIA AND INTERNET
DELLINFORMAZIONE TECHNOLOGIES LAB

{ Schilde 1
0 12 TNz A
20:00 23.5ep 0400 0800 1200 16:00 = Wieoem ; ¢
Melsele_ i N A
Hevaren rgmmn g — Oclegem . A
Deurne | { { 34 |
¢ N | E313 S
50 Wommelgem L1 7
A 1] ot LSS N I
Y - ¥ >
* . ' /Borsbeek ! 5 hﬁ\“"sw
0 o TS Ransy 7 |
17.5ep 18.5ep 19.Sep 20.5ep 21.sep 22 Sep 23.5ep / S8 \
PAXCounter Antwerp Control
User: roottooladmin, Org: DISIT a =
FoeR . Level [— stcpaxantos stcpaxanti stcpaxant20 scpaxantos scpaxantos sacpaxanto? sacpaxanto7 stcpmaantis [P [ 4

Locour

Begin 3:00

https:igithub. comleybermanS4/ESP32-Pekcounter

‘o EX—=

OENimestars L —— | osaayorr
a0 Q) tmestams { ——  oispiay on
e O

websacket

OFF ADR for mobi’ R4

L}
1
&
8
i‘}
-8
b
n

o =

0 3
= :—_"Hemff(sem ‘.
= S \

¢

ik

FiniSh 5 : 30 Activate ; }» Bazel
'

Cumulative Mode Active from 2019-

Lo

ected to we:dashboard kméciy org-3080isenver

(OE) imestamp | ——  snortrange
T —— o e
[ e Longarse

i

09-23T03:00:00.000Z and 2019-09- Device in Cumulative 20

CUMULATIVE MODE OFF 23T05:30:00.000Z Mode OFF
E 20:00

1]

@B e
Rl T N

~ output

Privacy Policy ~ Cookies Policy

Antwerp

o

& D ] > " starl Cumulafive cc ¢
§ [

o response .

e g m " acivale eyclic cour

[ ===}

2

payload every 5 mi

{11

f—

@
g

request config fron 3

[
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A Slot1
: g:“f o T Y 1 2 3 4 5 6 7 8 9 10 | 11 J12
A S‘SI 4 all TEST1_AIRSENSEUR_RVBO1
Y Slot5 VALUE NAME: TEST1_AIRSENSEUR_RVEO1 n
A Slot 6 A DETAILS | DESCRPTION | RT DATA =
A Slot 7 15 e,
A Slot 8 dateObsened 4 13 33 PM vLaTﬁé 4;;?1;5 24L;;:1rs 7Ldu§5:s 35;;} 2
o, Last  last last last Last
\ as
A‘ Sﬁt’;'l% 3 humidity 68347755 \alie  4hours 24hours 7days 30 day
) Last Last Last Last Last
: Slot T pressure  987.0833 \aiie  gnours 24hours Tdays 30day 21 20 | 19 18 17 16 15 14 13
Slot 12
Last Last Last Last Last
A Slot 13 temperature 14078355 \aiie  gpours 24hours 7days 30 day
4 Sl m
A Slot 15 - |-
A Slot16
= o . — .
: ;‘Dtjl; %V » \ NumFreeSlo...(am| NumFreeSlots - Slots om|
ot i s s -
A Slot 19 %m“y
A Slot 20 %
s 10
A Slot 21 , 4; 2
A Shot2 o " Lonato del free slots 0
L JRREETIOTTICD ¢ Garda v 1330 1400 1430 1500 1530 1600 16:30 T7:00
A other A Corgn o Y Gt OpenStreztiap contributors
SmartParkingl.onato_] —(9m) temperature - Day (<]
0
15
o 10
10
User: roottooladmini, Org: DISIT
status 5 o Role: RootAdmin, Level: 7
9 Nov 0300 0600 0900 1200 1500 1330 1400 a
LoGouT
om humidity % (om] temperature (om) SlotID  [om] Max it Duration (9m) v input
16 My Snap4Cityorg
. . inject
66.3 14.1 14 19 ore e 11 minuti Dashboards !
mm slot ID 2200 2300 9. Nov Cl0O 0200 0300 Of

My Dashboards in All Org.

Privacy Policy ‘Cookies Policy Terms and Conditions Contact us

Lonato del Garda

Dashboards of My Organization SEiE
My Dashboards in My Organization link -#\
Notificator mqtt li‘
Data Inspector [

My Data, KPI, POI
L
websocket ()

10T Applications

tep .#
IOT Directory and Devices ¥

ug D
Knowledge and Map: P y
A [ L
Micro Applications | amgp
’ Servi £ L
External Services ¥ amgp2 (o]
Data Set Manager: Data Gate somp &

Resource Manager: Process Loader ~

Development Tools

% Management ¥

% settings ¥ : link ‘

m

timestamp L e http request = split e Parcheggi (e N fiware-orion-out
@ success
Parcheqgi - statico E
— s — T

@ connected to v

ard.km4ci

Save on NumFreeSlots

Save on MaxDurantion

estimations ~

Save on MaxDurationSlotiD

‘ —
@ connected to W
—
@ connecied to wsi/dashboard km4city. o
N

@ connected to v

s://dashboard km4city.org

s://dashboard km4city or
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. bt am
seemess=s  https://www.snap4city.org/369 SN Ap4C|Ty %
External Fleet loT Devices/Edge P
Services e
oo .. B m management
ﬁ;xL,,-_-A'aﬁt ST f

loT Broker

SECURE

Control and Supervision on
Multiple Supply Chains
Industry 4.0 as a Service
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DINFO
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Dashboards and Apps

Smart City |OT Applications ]
data from _
many _ o ol e
sources * [— N = Jacan = L

|OT Data
Shadow
Snap4City

Big Data Analytics, Artificial Intelligence
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Gateway Edge
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DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS ° i
FIRENZE | Ressues DISTRIBUTEDS https://www.snap4city.org/369 < L SNAp4|NDU3TRY ;

P Measuring any kind of sensors values

ContrO”ing Energy Power \ ®7
Measuring ‘ (- a @
Energy Consumption

Any kind of notification channel

g/"@ —:‘ |OT Edge: Contextual (smart city/home) data, Data Analytics
—_— el — \ . . o
[ =u e S Node-RED Historical Data, Remote Control, Mobile App
:——— = Vo +

Full Screen
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¢“SNAP/cry

Snap4Altair Decision Support
supervision and control, Industry 4.0

* Multiple Domain Data

e Distributed Control System: energy, flows, storage,
chemical data, settings, ..

* Cost of energy, Orders, —— o ——

 Production Parameters w W*m

* Maintenance data T
* Multiple Levels & Decision Makers

* Optimized planning on chemical model | *
* Business Intelligence on Maintenance data

e Historical and Real Time data
e Billions of Data

 Services Exploited on: =

 Multiple Levels,
Mobile Apps, API

e Since 2020

Snap4City (C), May 2024
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Industry Plant Supervision and =
Maintenance o

level supervision and

monitoring (since 2020)
= Management of
Production Plan
Optimization
= Control of Perimeter with
drone and sensors

-  Maintenance ticketing
(since 2017)

s predictive (in
development)

= 3D Digital Twin (in
development)
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Production

Snap4Cit3//lndustry Detailed Architecture

Studio KeyCloak, LDAP

Data Analytic

Data Analytic
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loT Devices

loT Devices from the field
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User: userrootadmin, Org: Organization

Rol

FMy Organization

snboards in M

10T Applic
B loT Appiication nodered]
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B IoT Appication noderecd
B Iof Appication nodered4.
KL,
ey and D
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oplications.
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loT Application nodered2

sat payload andheaders ()  posto dashboard (i

setpayiosdand headers (| foza fomm with TabPar devos

—

{

dos_params_dev jot 1 (———) | buldpayload (—) | formatmsg.data Jevascrpz | (—— | setmspun  (——

— JavaScript — css —— HTML hitp.
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=" dos parems deviot 1 5 | tmestamp (' B HIML hap

Snap4Altair loT Application nodered2

User: userrootadmin, Org: Organization
Role: RootAdmin, Levek:

a Simulation

run simulstion

Tz I~
§ @ ! g2t GETIGEST hour
2230UTC & I

Dashboards

is hour 237

timestama —

last inj

i =4t payload 2 s postfo dashbazrd
© 10T Applications &

des_params:_dev_iot_1

allsir_opoua settimestamp and device id
W Knowledge and Maps
Micro Ap

W Extemal
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P 83400 plsnning setpayload and headers  (——)  postio dashboard  (—] ||| jsoA [ ————

o KmaCity portal

= DISIT Lab portal

@ Dashboards (Public)

@ Dashboards of My Organization

© 10T Applications «

My Data, KP1, POI
10T Directory and Dev ‘

W knowledge and Maps

>— e

| o O
Micro Applications —
| up [
MW External Services ¥
o]
Help and Contacts ‘ Gl o
SrEE——
Documentation and Articles ~ L G |8
My Profile = | stomp )
@ KméCity portal
~ output
@ DISIT Lab portal storage
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User: userareamanager, Org:
Organization

Role: AreaManager, Level: Flow 2

TEimeie

[ 10T Application nodereds-
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websocket ()
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ohtipresponse |
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|
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¢“SNAP/cry

Smart Light Control of CAPcLON T

LYY
* Energy Domain
* Smart Light, MQTT, ....
* |oT Orion Broker FIWARE

* Dashboards
* Map coverage on Sweden
* Monitoring and real time control
* Energy control, analytics
e Direct control N e

* Historical and Real Time data | o A

. - . mmﬁgw
* Services Exploited on:
» Multiple Levels, AP| ——
° DaShboardS A] 5 illuminancelevel - 7 days

* Since 2020
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B/=
1‘ FIRENZE | Bt mzone | SONEEELS Lne o
o b,

Temp Humidity
8 Relais, . |OT Applications ~ Dashboards and Apps

actuators

i .
v v

(T
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10T Data
Shadow

SnapACity . * | AL

Metering

‘Q Big Data Analytics, Artificial Intelligence

¢YSNAPlery @ |5

DINFO

B aone

Y e
TR e

FIRENZE

$Modbus

ModBus to Snap4C|ty
~ Gateway Edge FE=s

‘ﬁ:iiii‘illi

adbus USB - MdBus

* Alarge range of devices:
sensors and actuators

Over serial as RS485 and/or IP

Snap4City (C), May 2024 112



'V @5;}.9

@Gﬁm]

\7 >

DINFO

R}GARTIMENT oDI
DELL'INFORMAZIONE

STash :/"‘
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UNIT

PORT
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MAC ID Ethernet
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u
O active -

-~
() send command
&

incr temp

- O active

-
~
( 7~
S~ delay 300ms switch
O aciive

Textile Industry 4.0

Tue 18 Aug 19:11:52
Status Attuatori )
Temp. esterna: 25.00°C Prodotto: Custom Condizionatore: scalda Umidificazione: deumidifica — )
Temp. interna: 31°C Temperatura: 36 - 41°C
Umnidita: 20 - 30% — ;z;g
Umid. esterna: 68% ~ . 1800 - 1500

Umid. interna: 42.1%

285°C 421°C Consumo Totale G ©
* wr -
289% 936% 5

| Conditionerpower 3 @[  Humidifierpower 3 | %
@ QO ® | @ T
== | == == | == o
n n 8358 1200 1902 1204 1906 19:08 1910
Q| O ORNG;
Privacy Policy ~ CookiesPolicy ~ Termsand Conditions  Contact us @ s | pinFo | d SNAPA

() receive status

o. CondStatus ) 3 abe

@ connected to wss://dashboard kmd4city.org:443/server

| requestReadPowerClim

0O active

0 active

—(é ‘ requestReadPowerHum

0 active

| requestReadPowerTot

0O active
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Garage Door
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|OT Edge:
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7
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Hue: Motion Control/ Alarm

'
7

X

Measuring
Energy Consumption

TP Link: Controlling / Measuring Energy Plugs

Alexa: Voice Control

Hue Hub

https://www.snap4city.org/620

Snap4City (C), May 2024

Raspberry
pi: Node-
RED +
Snap4City

Gard
€ € € €

pugt Pz Pu gt
a» ‘oe» ‘o

Local Control

Envirponmental Contextual data from the city
Hist@rical Data, Remote Control, Mobile App
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Measuring Temperature and Humidity

Window
Roller Shutters

7Alarm sound
and light
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Controlling
I rrigato ) Living  Rooml Room2 Garden
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Example: IOT App on Snap4Home
. Termostato —@ set flow.wantedTemperature E)— -'- PIN: 11

20 @ false

@ Created on dashboar!

~ Termostato Termostato

. connecled @ connecled

" e
@ comected

tumed on (100%)

activated '] '] ]
0 Creates on dashboerd
O connected
http request @3
Sonoff
@ Created on dashboard
@ connected
hitt; uest (j)
s~ ev— - RN -
@ connected

© 3= — gD
j—i Tapparellat ] @ Created on dashboard

@ connected

@ connected
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Control TR iink plug and power consumption on them
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@ Crested on dasn%

O
@ Crested on dashbebrd

iy
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w'ThARaaE

CGontrolling Display

] e !
= —

HUE Philips \

connected

=2,

Node-RED

HUE Philips Motion Detaction (]

CENESEE ST —
0 ot reachable. \Gj/ —. styory

HUE Philips White Lamp control

CPU status

8 connected to wss:fidashboard kmity org 44%/server

@ connecied to wss:fidsshboard kmdcity.org:44%/server

8 connected to wss:/idashboard kmeity org:443server

W connected

ALARM sending ]
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Working with Sensor Data from Moving Devi

My Data, KPI, POI

* Moving data can be T x

High Level Type MyKPI
L o o Nature Environment
collecte using:
] Value Name slicer
’ aen Value Type temperature
= Value Unit C
4 4 - Data Type integer
° ; Last Value 4318572617038263

= = Last Check

3 Add D e Satorr

: e Username paolodisit
M y K P I h a S a 3 Supports Organizations [ou=DISIT de=ldap,de=disit dc=org]
: ility = Healthiness false
e Ownership public

° g Description

alueName, Unit, lype e
' ’ ’ ESLAEER [ Latitude

Longitude

etc.. And also GPS = _—
| O C a t i O n SEEEEL IOT Device Models

User: paolodisit, Org: DISIT

Role: AreaManager, Level: 3 Add New Model

— 10T Device in Mobility: Sl
which generates a new
HLT SensorMobile

| select an option

Data, OpenData ~

H 10T Brokers
& 10T Device Models
& 10T Devices Bulk Registration
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. e o 90 o 8
Z |z 7
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SiiMTuscanyTrackess
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Speed: N/A 40
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» £ 32 ®
L .

; K i‘\[\v

. © OpenStreaiMap contributors

o
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150
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¢YSNAP/ciTy

Control Room Operator

Would like to:

- Monitor traffic flow,
Environment, Car parking,
Cycling, First aid, temp., ..

- Act and monitor Dynamic
Plates

- Act and monitor red lights

Driver, Policeman

Would like to:
- Monitor traffic,
Parking, traffic events,

speed limit, ...
- Act and monitor red
lights
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loT App / Proc.Logic

-

Storage = loT App / Proc.Logic
External Service €< -2 loT App / Proc.Logic
Dashboards <—2 loT App / Proc.Logic

Data Analytics €= loT App / Proc.Logic P@ﬁ [A}
Broker = Storage

loT App / Proc.Logic = Broker
Broker = loT App / Proc.Logic P@ﬁ 5

loT App / Proc.Logic = Storage

Snap4City (C), May 2024
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4 e i
Entity Directory: APl Manager
Smart Data Models / > - 1\
loT Data Models \ Fe era}tlon D —
Digital Twins \ (_Smart City AP |
\_ J o

&8

KB, graph

& GeoServer | Entitylnspector

o/ ST
CvSNAPiciry

/ Web and Mobile Apps

Smart Applications

Park

Waste

Light

Energy Environment

Maintenance

Mobile App

Apps

Visual Analytics tools

Business Intelligence CSBL

Data Managers

kO) BlMserver.center

Social Media

BIM GIS -

Gateways, satellite

]

ProclLog.

On Edg
On Cloud

External Services

Web Scraping
Tv CAM streams

t t f' python’

) Studio
Data Analytics:

ML, Al, XAl

Event Driven

Dashboard Bld & Mng

Service Map

HLT Manager

Synoptics

3D Digital Twin

Market/Sharing Place

Third parties solutions

11/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J

N




Hi g h Level Ty pes €-SNAPLcry

e DIgItS elor:
Snap4City (C), May 2024 — :

e POI, 10T Devices, shapes,.. I
* FIWARE Smart Data Models, e e
* loT Device Models o

e GIS, maps, orthomaps, WFS/WMS

GeoTiff, calibrated heatmaps, .. Yy
* Satellite data, S

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins, .. |~
 OD Matrices of several kinds, .. |- ¥

4000

e Dynamic icons/pins, .. B - & :
* Synoptics, animations, .. 3 hmerigolggpuc
* KPI, personal KPI,.. -m
* social media data, TV Stream,
* routing, multimodal, constraints,
* decision scenarios, B,
° etC. o lueen | pineo [pisir
10/22 FIRENZE | B Rcme | RN Ve
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DINFO

PARTIMENTO DI
INGEG ERIA
DELL'INFORMAZIONE

* For PUBLIC:

— 10T Devices,
Sensors,

Actuators,

POI, etc.

e See as
— ServiceURI

Sensor mobile,

Virtual Sensors,

DISIT

DISTRIBUTED SYSTEMS
AND INTERN

TECHNOLOGIES LAB —

Snap4City

+|H N

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

‘» Select an agency:

= =

T “ Public transport 1 Municipalities | Text Search | Address Search | Events '

| [- select an Agency -

v]

i ! Select a line:
a Di Pog
Dashboards A O‘

"%

My Snap4City.org

Select a route:

My Dashboards in All Org.

Dashboards of My Organization

My Dashboards in My Organization

- Select a Line - "1

- Select a Route - V\
Select a bus sto

- Select a Stop - V|
Position of selected Busses

¢“SNAPciry

Service Map (Toscana)

Ape Kosa -
- Hide Menu f & [j

= |
Collezione Acton

Monastero delle —Villa La Pietra

S
S
S
Suore Domenicane

)
[ D

Stibbert Museum

Q

IL Cionfo

EJ @R,
Ci

IBrlgantl

= <

Airbnb Flronl
anc San
‘co Vecchio
il
D omorU»ﬂamL EUIDg

of Eca

IBIMET Air Quality Sensor - BORGO SAN
LORENZO

Serviceuri: hitp disit.org/kmd4city/resource/IBIMET_SMARTO01

: Actual Selection
Extra Dashboard Widgets ¥

Service: IBIMET Air Quality Sensor - BORGO SAN LORENZO

e

Tea uccini

Notificator
Data, my Data, OpenData ¥ a

Knowledge and Maps «

Service Map (Toscana)
Service Map 3D (Firenze) l
Helsinki Service Map EX
Antwerp Service Map
Garda Lake Service Map
Cagliari Service Map

nato Del Garda Service Map
Valencia Service Map
Pont Du Gard Service Map
Dubrovnik Service Map
WestGreece Service Map
Mostar-Bosnia Service Map
Svealand Service Map
Roma Service Map
Pisa Service Map
Creating WKT
Service Map 3D (Antwerp)
Service Map 3D (Helsinki)
Producing POl triples for KB
Load WKT on ServiceMap (Helsinki)

ace

Chul;}i San

Pieroa Monticelli
mia

§
D .

Hotel Spagna

Load WKT on ServiceMap (Toscana)

Load WKT on ServiceMap (Antwerp)

Serviceuri: http:/

L.}
Vi feristerio
e, d‘ﬂ
W)

. 0

E=
s//’e cozy 2br apartment
e y 2br ap:
LS il
Aida g

-
Tuodi Market

£ @S
AC Hotel Firenze

Firenze Porta

al Prato

g

i

e, D
0l Zol

Vi, oy @
J

©

Jeatro una\c

D Flo
C‘t‘? W

Vespucci

Fuor d'}
D D@ @ DSan F?edlano

stello

Penny Market

=

Brancac

.-|||-||-.-|' i
WW.AISIL
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E moda o,,

Ponte Ameriga

Name: IBIMET_SMARTO01 Villa §
Nature: Environment {
: Air_guality_mol

Address: BORGO SAN LOI ‘

City: FIRENZE ‘

Property/Value Type Value |
2.4131048386898826 1

19.236197270630925 Emma 3

0.22832953110492907

391.00 eatro Le Laudi
% P
R) % |
%

25.268744995957327

128.39966613043157

airTemperature 18.60

airHumidity 73.60

Baan ;anla
Maria'Novella

B 0
20 Marino Marini
- Colonna

dell’Abbonda

L.
L] o
%
Fiore Ti della Pergola »0,/
s,
)

o o Ly
eatro dtj% Conad Cnf
Q, D

£ 4
D o Basllnca of the @\q'
Ponte Vecchio: Holy Cross :
£

S Via TripnliE [—%

ourcef/IBIMET _SMA

L Lo

tyires

| Regular Services | Tran

Services Categories

[ De/Select All

@ Area +

D a DigitalLocatior
D E HappeningNow
O i) IoTDevice +
m Path +

D {} Fresh Place

D ﬂ Public Transpo
D U Road Sensors
(J Bl Bus stops

D n Tram_stops
D u Subway_ statio
D a Train_station
D a Ferry_stop

D m Car_park

D B Bike_sharing_
O @ rrzgate

C] u Fuel_station
D ﬂ Charging_stati
[:] @ Underpass

D Air_quality_m¢
D Pollen_monito
D Smart_waste_
D D Smart_irrigato
D D Weather_sens:
D D Noise_level_se
D D People_counte
0@s
O
D g Police_headqu

Filter:
search text into service

N. results for each: |No

i <&
L=

F.i_
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Street and geoinformation of the territory and
details for routing, navigation,

GeoResolution, Environmental data

Mobility and Transport: public and private,
public transport, parking status, fuel
stations prices, traffic sensors, etc.

Culture and Tourism: POI, churches,
museum, schools, university, theatres,
events in Florence

Environmental: pollution real time,
weather forecast, etc.

— Environmental data geo resolution
Social Media: twitter data

Health: hospital, pharmacies, status
of the first aid triage in major hospitals, ...

Alarms: civil protection alerts,
hot areas, ...

Snap4City (C), May 2

999999

524

885

o SNAP4C|TV @

299

ca_ 713

333333

11111

> 310

175

PPPPP

SSSSSSS

/-
2
& :
ole
o
@ Al4
4
366 Rin
484
P t’s/aﬂ :
Maring :
s
695
13772
4518 159 (@]
e
395
1
261
776 588
220
g7
,,,,,,,,,,,,,, 144
sssssssssssssss
323 44
deliLag?
36
222222 7
172
125
464,
5
:
349 Viterb
@ Leaflet | Maj



e DINFO DISIT “" ’
DlPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | St one | SBNGEL e ClT\I w,,ﬁm@
(‘ r A 7 '[_, o=, - Vr‘ o /J ' @ J / — ol o 8 a r - = ’ r
ijij AT JJJ JF—JJ J/JJ _CJJJJ J @ 9 J/J w & f"jr d/

J
20 Service Macro Classes (The Nature)

)

Regular Services | Transversal Services

Services Categories

A SKOS area into @ B et A pation

E Advertising +

t h e K m 4C | ty Bl AgricultureAndLivestock _+

u Architectural_consulting

O ntO | Ogy a n d P suilding_construction

@ Cartographers

Jmmmmmmmm*\\

Service subClassedes (the SubNature)

gﬁu:l:umm dation -

D Civil_engineering
| d b U Engineering_consulting
K n OW e ge a S e u Other_specialized_construction
E Specialized_construction
° u Surveyor
fo r m O d e | I n g P O I K @ Technical=cnn5ultants /
g Cultural Activity +

a n d a ny e | e m e nt El EducationAndResearch [+

Agritourigm
u Beach_fesort
m Bed_ghd_breakfast

HEL-:-

& + ing_house
[ + _
O n m a p D Environment + E EEmF”n.g

ﬂ FinancialService +

E GovernmentOffice +

ﬂ HealthCare +
IndustryAndManufacturing +
g MiningAndQuarrying +
ShoppingAndService +

ﬂ TourismService +

ﬂ TransferServiceAndRenting +
ﬁ UtilitiesAndSupply +

E Wholesale +

m WineAndFood + |ay 2024 135

m Day_care_centre
u Farm_house

m Historic_residence
- W
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* |oT, POI, etc. o |
e Classif: macro (nature) and subcategories (subnature)
* Position: GPS, address, telephone, fax, email, URL, ... B oitocorion +
* Description: textual, multilingual, with images, ... :::.IE"*:‘““
* Link to dbPedia, Linked Open Data B e rmnmpore i
. ° Bl Bus stops
* Links to other services e

@ Subway_station

* ActionURL: links to actions on data (open, edit, show, etc.) l:li:iii?“
* Real time data if any: sensors data, timeline, events, prices, g oSt
opening time, rules of access, status of services, status of -

Underpass

queue, etc..

e See transversal services on ServiceMap
— Regular and in test platform

PIEURT PSS RS S

€44adaa4addd

Police__headgquarters

Snap4City (C), May 2024
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How the Dashboards exchange data

4 )
Data, web , etc. (Http(s), WS, . : Dashboards

Third Parties APIs, services, gateways, pages EEEEEEAEEEEEE * Dashboard Builder e T
A : Data (ODBC, JDBC, Mongo, ... Dashboard Wizard Dashboard Editor Sy =t :&‘% 2

- Direct storage, databases EEEEEEEEEEEESR : Dashooar: a4 B Y ——— |

™ GIS, Maps, Heatmaps,

. - Data Manager S

. . A

| | |

- : A

= - GeoServer u =

| | | | |

| | | ] |

| | | | |

| | | ] |
MicroServices MitroServices

| | | ] |

Y Vv vy 1

EEEETENNL Widget Collection L
MicroServices

;!nsusli!i

Node-RED Client-Side Business Logic

\, - — : s \ J
Processing Logic/loT App (Server-Side Business Logic)

Snap4City (C), May 2024 137
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How the Dashboards exchange data

Traffic Flow, MAPS, Heatmap
GIS, HTTPs URLs

Dashboa rds

Req. ServiceURI, KPI

Client Side Business Logic
in JavaScript (when needed)

Snap4City (C), May 2024 138
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~  SacUtility

Loggia San Paolo

LINKED OFEN GRAPH

Tipology: CulturalAdctivity - Monument_location
Address: V1A DELLA SCALA, 2

Cap: 501232

City: FIRENZE

Prow.: Fl

Photos:

Description: The rounded arches, the stone
sheleton and the glazed teracotts medallions
recall the model of the Loggiato degli
Innocenti. The medallions in glazed temracotta
by Andrea della Robbia and his sons Marco
and Luca contain seven polychrome figures of
Santi Francescani and two works of mercy
Cristo conforta un Giovane and Cristo conforta
un Anzianc. Beneath the portico can be
sdmired the expressive embrace betwesen San
Domenico Guzman and San Francesco d Assisi
by Andrea della Robbis

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

 ANY kind of sensors
* To Get DATA of a Service / POl /sensor

— Historical and real time

— Real Time

DISIT

DISTRIBUTED SYSTEMS
AND INTE!
TECHNOLOGIES LAB

TPL STOP : Piazza Stazione (Fr. Cc)

Vaibus

LINKED OPEN GRAPH
Lines:

FI-LU' FIVG

Mo available routes

Display Bus per page

Search: |

Time

TOEEE00 20770320 | FI-LO | Fiazzale verdi

08:18:00 2017-03-20

10:08:00 2017-03-20

11:02:00 2017-02-20

12:18:00 201703-20

Showing page 1 of 1

Line

FI-LLY

FI-LU

FI-LL

FI-LLY

Direction

FPiazzale Verdi

Piazzale Verdi

Piazzale Verdi

FPiazzale Verdi

Real-time data currently not available

¢“SNAPciry

Node-RED

Giardino di piazza dell Indipendenza

AURORA

LINKED OPEN GRAPH
Tipology: Entertainment - Green_sreas

Digital Location

Address: PIAZZA DELLA INDIPENDENZA, 15

LIMKED OFEM GRAPH
Tipolegy: Accommodation - Hotel

- . : 501
Email; infoi@hotelaurora.info c_ap s
City: FIRENZE
Website: www hotelaurora.info Prov.: FI

Note: sreeverdi228

Remove from map ~
—

Phone: 055210282
Address: VA L ALAMANNI, &
Cap: 50100

LINKED OPEN GRAPH

City: FIRENZE
Tipology: TransferServiceAndRenting - Controlled_parking_zone
Prow.: Fl Digital Location

Address: VIA GUSCIANA
Cap: 50124
City: FIRENZE
Prov.: Fl

Remove from map

Snap4City (C), May 2024 - : 1%



~ S4CSearch

service
search near
marker

service
search within
circle

service
search within

polygon

service
search along
path

service info

full text
search near
marker

full text
search within
circle

full text
search within

polygon

full text
search along
path

full text
search usr

UNIVERSITA
DEGLI STUDI

FIRENZE

event search
near marker

event search
within circle

event search
within
polygon

event search
along path

event search
usr

address
search near
marker

geomeiry
search near
marker

address poi
search by texb
usr

address poi
csearch by texb
near marker

address poi
search by texb
within circle

bus routes
search near
marker

bus routes
search within
circle

bus routes
search within
polygen

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

ipl agencies

tpl lines

tpl routes by
agency

tpl routes by
line

ipl stops by
route

tpl stop
timeling

recommendatig
within circle

value type
search near
marker

value type
search within
circle

value type
search within

polygon

value type
search along
path

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Simple and Fast

* For example to search for:

— POls:

* near a GPS position, from text, along a

path, in an area, etc..

— Public Transport information / data

— Suggestions

— Public Transport Means Routes/Paths

— Events in the area
— Value Type (kind of data)

— Etc.

* To Get DATA of a Service / POI

/sensor
— Real Time

sernvice info

— ANY kind of sensors

Snap4City (C), May 2024

¢“SNAP/crry
Smart City Entities Search

Node-RED

Latitude 43710923
Longitude 10.380533
Max Distance | 14.276

_‘:E Massa

,,,,,,,,,,
@
&
{

Categories Accommo dation
(8]

g Accommodation

. E Advertising
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DEGLI STUDI DIPARITIMENTEDI DISTR!BUTE! SYSTEMS
NGEGNERIA AND INTERNET

FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB

- J o \ J , @ Y
X , \ \ \ , ) | | |
( Neool'[z]la () ( AYels (| () =SWE NN = '
J 'v ‘ ‘J \ & Y_) “ - ‘J ‘) "_)
nt/ — S S _J _J - — - — — _J — -
ai Flow 1 Average temperat | temperatures loT-Directory-In loT-Directory-Out Ny |+ info debug dashboa 8 Flow? Edit device-registration node
: - A =
v input Talnodes | | @
w ) [ imest & A N s . nq01 + msg payload - sting(2] 2 v node properties
inject r? |_L J[:I timestamp . »—-_,\, Celsius temperature —..__‘p Json ‘: & | ntiprequest. O - 401+ msg payload - i =
ll catch %w S4CLogDev Devke Name” ||
[ setus () 8 ][j tmestamp vy ——  F peratu > ) temp3010 o Mo 1o
—— - b @ connected
{ fnk G s4cioT 1§ ) @y b
o Iy | i &
matt g ) Brg I
" hit; ) I f I reqisiraton
L L (\_/ Fware Orion Query ( <) aggregator ool
—— h h 56" ot directory £ AN
“ websocket ¢\ prato )
{ 0 | temp3010 ‘:,__——Q convert temp w:
[ ) @ connected
= N E]
p— v node properties
‘\_. fiware orion ¢\ -~ - o —— o a . ) -
e Device-based searc! alue-based searc} Y i
L_.J San Gjuliano e Signa Ponras’ssieve &
— fro2d4 Cerreto Guidi ﬁ ) L
] Aggregated by device types | Fucecchio Empol
~ output ® Retrieval Map search ~ _ Sh MII’\IB(‘.D Reggello Bibbiena r
P » Cascina, San Casclano
i in\Valdi Pesa
S ——— . — 2 512 P
E SO ] sisig / // o = F o) 0Nsacco Cadtelfibrentino Figline Valdarno
| ol st e Collesalvetti Greve [n Chiantl :
e o T s LS P i Sansepolcro
O link ‘ R R (S SR > S > = 7 Certaldo .“\
; ‘ % A;l]rtlrw \\J‘ ; Nl v ‘:ﬂﬁf' Montevarchi \\
) matt L Ceatotiimo Patapiad / Buch
T ¥ | o K / ucine
. olg e \ 3 S5 0 .8 P sy | g ) Poggibonsi Arezzo Citta dn\(as(ello
v = / 2 B e PO [=] | ]
= | i S i R P T I u/__ Rosignano b
e Marittimo Volterra Leaflet | © OpenStrestMap contributors
° e o
-, ok corcte 7
T : bardh oarcoo =% oo "
. \ Rovitegrada oo JE &5 Key 1 3568dcdf-3167-4ee7-ac05-91d3a9668chs
\ P e \ A
N Kpidve Shipflpie Mitignina’ e
N\ X\ N * =
\ e / / O\ Key 2 5e260980-402e-4853-9edc-664€025254¢8
X i a N 1 Le
«a Type -~ Context-Broker
Light orionUNIMI en generated automatically for your device. Keep track of them. Details on info
o Motion_Detecton ——
o Sound. arionUNIMI
o Fresence _Datection_E oronUNIMI
[ ARDUINO_ST_4212 Pover_Mater_ crionUNIMI
[ ARDUINO_ST_4213 Fower_Veter S arontNMI
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b | R | PR |Gmae  SACSearch Adv C"SNADAqu 2
Smart City Entities Advanced Search

full toxt + i = Flexiblity > o

~ S4CSearchDev e el Node-RED
sewggg% { e » Similar to basic Search functions but

0
C)
0

Latitude 0

search near
gps position

. % { f— with more flexibility of the function

| o | gps area “ | for programming the search Longiuce [0
e . . . |
:n;ﬁm% w1 ® Adding Dynamic behavior: Categoris
-® L . fen .. . . . . Max Distance
ol text — — Getting in input JSON with k) [
ki EEEME b"l:::d Max Results (0

event search | 1 npizr-,;-;op: para mEterS for all Results) | 100
To Get DATA of a Service / POI s 0

dew
| R
event search SEEIEL
Language v
E b Lt
Ll ZEXE ] [sensor
event search gps position
wyithin wit . . .
| il — Historical and real time
y gps area
event search .
i e % [ see= | — ANY kind of sensors
Elre ] wit area

event search bus routes
near gps search within
. stored wki
position area

(|
O,
L

A

| | tpl routes gj)
s _
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e Distance from GPS point

* Point Qis in Polygon ?
— Polyline as WKT

[ point within |l.
| polygon

SACSearel
[I distance frumIJ_
]' coordinates '|'
ci g e ['SRes5 |

4 : 2 =3

Fiesole

Ponte Alla
Badia

Cave di
Maiano

Maiano B

Poggio
Gherardo

Parco delle
Cascine

&

Cattedrale di Ss&

yndela Forum

Struria /

Firenze .

Bellosguardo (]

¢ £
Giard @ Piazzale Michelangelo
a Roman: 1ardino. Giardino
Porta Romana @ di Boboli pardini
s

o £

Snap4City (C), May 2024

¢ SNAP/crry

"

Node-RED
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DISTRIBUTED SYSTEMS '
D INTERNET -
TECHNOLOGIES LAB = sl o

¢ | proustun: DINFO
FIRENZE | B&&

DELL INFORMAZIONE

Example of searching of a loT device on Service map
— |Identification of the service URI
— Go on Super Service map, multi Org

Example on Inspector the same device

— See the Digital Twin view of the inspector

Example on use Inject = function = service info dev = debug
— Retrieve a data, retrieve a set of data in the last 24 hours

Snap4City (C), May 2024
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UNIVERSITA | DINIFO | DISIT b
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | NS cone | ABNGEELS as CITY

= Entity Directory and Devices = 1l Data Management, HLT

My IOT Sensors and Actuators % Data Inspector

|OT Sensors and Actuators M MyKPI, MyData, MyPOI

Entity Instances, loT Devices My Groups of Entities

\OT Brokers View/Set MyPOI on Tuscany

Data Table Loader (Excel)

FIWARE Smart Data Models
POl Loader (Excel)

Entity Models/IoT Devices

_ - _ Harvest Satellite Copernicus Dat.
|OT Devices Bulk Registration

File Manager

s
®
s
L
&
L
0

Doc: IOT Directory and Devices
HeatMap Manager

145
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UNIVERSITA DlNF N x
DEGLI STUDI DIPARTIMENTO Dlo DISTRIBUTED SYSTEMS
FIRENZE | BSfiSimaone | FEENGSSEs ae CITY

= AdminDevice(01 orionUNIFI Ambienta active Q
Broker URI: https:/{/brokerl.snap4city.org Broker Port: 8080
Kind: sensor Visibility: MyOwnPrivate
Device Type: Ambiental Format: json
Protocol: ngsi MAC:

Model:

Longitude: 9.228193
Device Uri;" http:/\ww.disit.org/km4city
Organization: DISIT

Producer: Raspberry Pl
Latitude: 45499369

ource/iot/orionUNIEl/AdminDeviceQ0] \ ’

—~—
é\ /é]ﬁbb‘coc&a4fc9a457f656¢d656f5

\15-T25c-4cb6-95eb-e4b363222bef
: 2018-05-24 21:54:03

See Payload NGSI The Broker See Payload NGSI See |oT Device on Create a Message to
V1 in JSON directly V2 in JSON directly ServiceMap be sent at the loT
from the Broker, from the Broker, broker regarding
Last message of the Last message of the this device
broker broker '

Snap4City (C), May 2024 146



User: roottooladminl, Org: DISIT ] ;
Role: RootAdmin, Level: 7 < ; \ CI Ty
| i y e (1~ |

o = Carmignano i 7 A J -
My Snap4City.o 3 11} '} /Fiesole 4 4
3 / a e 7
P |
Dashboards 2 e 3 g /) g A %
shboards in All Org. o A ra—— N Pontassieve
- e irenze /~— —— n

Dashb of My Organization N oaa
1y 9 Bagno a Ripal| A

& A
shboards in My Organization Montelupo \\ /\ =
Fiorentino
A A

Click with
S | | the mouse

My ita, KPI, POI & OpenSireeiMap contributors

10T Applications

.
Allselected (2) ~
|OT Directory and Devices ¥ Data sources Details " O I | It
’ " .<heck Ownership %

¥
Knowledge and M, [ 07183 pubi

c
Device Values Healthiness Process Image Licensing User public
Micro Applications g g g g g public
public
External Sen ] Sers . GPS Coordinates: | 42.642033,181122 T

N9-0813 071830 public
0-08-13 071727 public
08-13 0717:27 public

Data Set Manager: Data Gate

High-Level Type: | Sensor

Resource Manager: Proc

Hide columns

Development Tools Nature: = From IOT Device to KB
Management ¥

§ Settings v 14 9 Subnature: | loTSensor

User Management and Aut

[ ]
Help and Contacts » - l za r
Far rere e Ao fees o Device ServiceURI or Data ID: | httpi/www.disit.org/kmécity/resource/iot/orionDubrovnik-UNIFI/Dubrovnikicamera_Dut

Knowledge Base view

Sensor ServiceURI or Data ID: | http:/Aww.disitorg/kmécity/resourcefiot/orionDubrovnik-UNIFI/Dubrovnik/camera_Dul
IOT Devices

Datasource: lol

e = =

Ownership: | private

Organizations: = Dubrovnik

DELECATED

Q@
{ o | Q
o | Q
[ con [ ociee | Q@
Link to Service Map k to loT Device
4 Amibient | revownprrare | [ con [ ociee | [¢]
" | revownprrvare | J Ed Emd [¢]
Ambental | revowniprivare I ecor Bl oevere | Q
" | roowmprare | [ con [ ociee | Q
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FIRENZE | BociiEss 0 | RENERer SNAp4CITV
Notation Terminology

Are synonymous at level of service Are synonymous at level of the single
which can be with , device, service,
data and references to etc.

loT Directory, Entity Directory loT Device, Entity Instance, Device URI  Sensor, Actuator, Attributes, Values (value

name)

Knowledge Base, ServiceMap, Service, ServiceURI, SURI Attribute, Metric

SmartCity API, ASCAPI

Datalnspector, Wizard, Dashboard Value Name Sensor, Sensor Actuator, ValueType

loT App., Proc.Logic, Node-RED ServiceURI, SURI SURI and its real time results of the

objects into the data structure

ServiceURI, SURI of a sensor device:

* http://www.disit.org/km4city/resource/METRO759

* http://www.disit.org/km4city/resource/iot/orionCAPELON-UNIFI/CAPELON/Streetlight%3A90FD9FFFFEBD5A7F
ServiceURI, SURI extended with attribute/variable/value:

* http://www.disit.org/km4city/resource/METRO759&metric=vehicleFlow

*  http%3A%2F%2Fwww.disit.org%2Fkm4city%2Fresource%2FMETRO759&metric=vehicleFlow

* |nsome cases

o http://www.disit.org/kmd4city/resource/METR0O759/vehicleFlow
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http://www.disit.org/km4city/resource/METRO759
http://www.disit.org/km4city/resource/iot/orionCAPELON-UNIFI/CAPELON/Streetlight%3A90FD9FFFFEBD5A7F
http://www.disit.org/km4city/resource/METRO759&metric=vehicleFlow
http://www.disit.org/km4city/resource/METRO759/vehicleFlow

UNIVERSITA DINFO
DEGLI STUDL 5, gmvenTo i DISTRIBUTED SYSTEMS AND
FIRENZE  Notenera INTERNET. TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Selector to Show on Map a

— category of Map positioned elements

e https://servicemap.disit.org/WebAppGrafo/api/vl/?selection=43.08694333811321:8.791809082031252:44.93758500391093:14.065246582031252&cate
gories=Traffic sensor&maxResults=0&maxDists=0.1&text=& model=&value type=&format=json

e https://servicemap.disit.org/WebAppGrafo/api/vl/?queryld=e5f39066cd68ffe259ed8877bcee222b&format=json

— Entity by Model
e https://www.disit.org/superservicemap/api/vl?selection=59.36535064975547:13.457822799682619:59.39031474260852:13.566999435424806& model=
SmartLightCapelon&format=json
— Single Entity
* https://servicemap.disit.org/WebAppGrafo/api/vl/?serviceUri=http://www.disit.org/km4city/resource/iot/orionFirenze2/Firenze/SHT20lab new&format=
jison&fromTime=3-day

— Heatmap among many
https://wmsserver.snap4city.org/geoserver/Snap4City/wms?service=WMS&layers=Florence PM10

— Traffic flow
https://wmsserver.snap4city.org/geoserver/Snap4City/wms?service=WMS&layers=FirenzeFIPILITrafficRealtime&trafficflowmanager=true
https://firenzetraffic.km4city.org/trafficRTDetails/roads/read.php

— Origin Destination Map
* https://odmm.snap4city.org/api/get?precision=communes&from date=&organization=Toscana&inflow=True&longitude=11.255751&latitude=43.769710
&od id=mobile Toscana 1000&perc=True

Events which are also PIN on map

Il Service URI as the unique identifier of the Entity
— http://www.disit.org/kmd4city/resource/iot/orionUNIFI/DISIT/METRO632
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https://www.disit.org/superservicemap/api/v1?selection=59.36535064975547;13.457822799682619;59.39031474260852;13.566999435424806&model=SmartLightCapelon&format=json
https://www.disit.org/superservicemap/api/v1?selection=59.36535064975547;13.457822799682619;59.39031474260852;13.566999435424806&model=SmartLightCapelon&format=json
https://servicemap.disit.org/WebAppGrafo/api/v1/?serviceUri=http://www.disit.org/km4city/resource/iot/orionFirenze2/Firenze/SHT20lab_new&format=json&fromTime=3-day
https://servicemap.disit.org/WebAppGrafo/api/v1/?serviceUri=http://www.disit.org/km4city/resource/iot/orionFirenze2/Firenze/SHT20lab_new&format=json&fromTime=3-day
https://wmsserver.snap4city.org/geoserver/Snap4City/wms?service=WMS&layers=Florence_PM10
https://wmsserver.snap4city.org/geoserver/Snap4City/wms?service=WMS&layers=FirenzeFIPILITrafficRealtime&trafficflowmanager=true
https://firenzetraffic.km4city.org/trafficRTDetails/roads/read.php
https://odmm.snap4city.org/api/get?precision=communes&from_date=&organization=Toscana&inflow=True&longitude=11.255751&latitude=43.769710&od_id=mobile_Toscana_1000&perc=True
https://odmm.snap4city.org/api/get?precision=communes&from_date=&organization=Toscana&inflow=True&longitude=11.255751&latitude=43.769710&od_id=mobile_Toscana_1000&perc=True
http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO632

UNIVERSITA D'NFO DISIT — JOp— . Py
PIRENZE | REEREre | R DI Directon SNAPicity

Snap4City IOT Devices

User: roottooladminl, Org: DISIT

() F o r [ ] Role: RootAdmin, Level: 7
' - =0

v entries Search:

: Snap4City.or '
I OT DeVI CeS’ :;urA:amb i Device Identifier '#| IOT Broker DeviceType §| Model '%#| Ownership '%| Status (§| Edit Delete Location View|

{ DELETE |
{ DELETE |

25l 15EP22T2AAISO00022 orionFirenze-UNIFI ChargingStation ChargingStationModel PUBLIC active

S e I I S O rS S e I I S O r Dashboards (Public)
’ ‘ orionLonatoDelGarda-UNIF AccessPointSensor | AccessPointlLonato DELEGATED

My Dashboards in All Org AccessPointl_FamilaSuperstore

[ )
m O b I I e shboards of My Organization AccessPoint2_ITIS orionLonatoDelGarda-UNIF ccessPointSensor AccessPointLonato DELEGATED
’ My Dashboards in My Organization

Arcessh ) arda-UNIE Access < ccessPi 5
My Data Dashboard Dev Kibana AccessPoint3_Palasport orionLonatoDelGarda-UN AccessPointSensor | AccessPointLonato DELEGATED

My Data Dashboard Kibana
I \Ct u ato rS’ Ve e sdminbedt SrogtE Ambiental myownpusLc IS

Extra Dashboard Widgets ~

HEBHABA
00000

V M t I E i | -~ Notificator 8  AdminDeviceQ01 orionUNIF] Ambiental PPRIVATE
I r u a e S O rS V4 e e Broker URI: https:/brokerl.snapécity.org Broker Port: 8080
K led! d M, - Kind: sensor Visibility: MyOwnPrivate
Snowieage and Heps Device Type: Ambiental Format: json
10T Applications ~ Protocol: ngsi MAC:
° Model: Producer: Raspberry Pl
i Latitude: 45499369

Longitude: 9.228193
Device Uri;" http:/www.disitorg/kmécityfresource/iot/orionUNIFI/AdminDevice001
Organization: DISIT

My 10T Sensors and ators
° IOT Sensors and Actuators
. A C C e S S I e a S 10T Devices KI: b7c4cl5-f25¢c-4cb6-95eb-e4b363222bef K2 441ffb6c-deBa-4fc9-a3415-7F6564d65615
IOT Devices Management Created on: 2018-05-24 21:54:03

IOT Device Discovery
[+ AdminDevice002 orionUNI Ambiental
10T Brokers

.
— ServiceURI —
- - Admindevice004 orionUNIF| Ambiental

IOT Broker Periodic Update setting

[
D U R I IOT Crion Broker Mapping Rules
—
ev I c e Doc: IOT Directory and Devices

Create an |OT Device Instance AdminDevicel orionUNIFI Ambiental

AdrminDevice005 orionUNIFI Ambiental

Create an |OT Device Model q

Add an IOT Device into Snap4City

Showing 1to 10 of 462 entries

= Resource Manager ~ Previous

httpsi//log.disitorg/service/7sparql=http://servicemap.disit.org/WebApp Grafo/sparq &uri=http:/ /www.disit.org/kmdcity/resource/iot/orionUNIFI/As 001

Dewc:e Llr| http:: fﬁuﬂfwwdls.lt org/kmé4cityfresourcefiot/orionUNIFI/AdminDevice001
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FIRENZE | Beecnens o | SeiEaser SNAp4CITV
- P | "

ion Flow at a G

Serwce Map (Toscana)

.....

Data Inspector

""" 3 . | B ;'
; g‘qu/)(XI-Q

IOT Directory: % 5 RN
Devices... L D% " -
Sensors.. ‘
Actuators...

et 55+ Momectsd (75 = Ak wiect (75

stue ' Subrwture §  VelueType 4 VeueNeme §  DstaType & Veksnt

Knowledge Basae,
ServiceMap,
SuperServiceMap

SmartCity API, Datalnspector
ASCAPI Dashboard Wizard
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M Data Management, HLT a

% Data Inspector

L MyKPI, MyData, MyPOI
Bl My Groups of Entities

W View/Set MyPOI on Tuscany

([l Data Table Loader (Excel)

[T
LLECLCLETRELRRELELEY
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FIRENZE

DINFO

INGE N
DELL" INFORMAZIONE

T e
-.. .

DISTRIBUTED SYSTEMS '
D INTERNET -
TECHNOLOGIES LAB = sl o

* Save and retrieve MyKPI into the safe personal data -:ec
Node-RED
~ S4CKPIData Storage

s« L ¢ Access to MyKPl and to those that other user have
o delegated to Me
vwwes | o MyKPI are:

— — Time series of data with GPS coordinates that can chage over
valuas time

get delegated . - . .
pidata — Suitable for: moving sensors, trajectories, data from OBU, data

from mobile, sensor data (if needed), etc. etc.
vawes | * MyPOI are:
— POI with full metadata description and static coordinates
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v
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aXes

Processing Logics /10T App =

" Processing Logics /10T App - o<,
Y
MicroServices for Proc.Logic/laT App ;'éé
MicroServices from DataAnalytic ,‘ ] W LTFI 4
[J 10T MicroServices for Final Users 4 ‘ ' “'::‘E f f’v})‘
[J 10T MicroServices for Developers \Vﬂl&r ?'«Yr/' L V*'A" ‘VK; A ‘g, ﬂ»\% e
. [J DOC: Processing Logic/IOT App EQ’ m' "”" " ; (!gg \v" ‘,>> '%}'. ;7'1; :F'E
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DEGLI STUDI

loT App / Proc.Logic

-

Storage = 1oT App / Proc.Logic
External Service <=2 loT App / Proc.Logic
Dashboards <—2 loT App / Proc.Logic

Data Analytics €= loT App / Proc.Logic P@ﬁ [A}
Broker = Storage

loT App / Proc.Logic = Broker
Broker = loT App / Proc.Logic P@ﬁ 5

loT App / Proc.Logic = Storage

Snap4City (C), May 2024
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.

~  time
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o
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CEJ:_l date picker q:)
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-
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-

~
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Node-RED

+ on |OT Edge Raspberry

~ social

google
calendar
~ storage

~ Raspberry Pi

| pi gpio ()
) i gpio |
[ ot &
| rpikeyboard ()

cE: rpi dht22 [}]
‘magecepune [[]
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ajuJHJ ple of Integrated worktiow

o
Consumptions/productions = . —————

Sinottico Sintesi Impianto Altair 2

Tt | Events/actions - E
T TEheIzI oZR ol OE Business Intelligence

 C—

BBy CockienPeliey T Gonitions  Cantnet

- sNaPdary ,-:

Dashboards and actlons =

EN AN N R ]

Mamt‘enance‘
I

i i H
s oo AT » [ sssmirnaa |
w— . Opéﬁﬁ?la'i’nt' BPM Workflow e

=TT e — o management, team assignement,
= - - o) ‘
S| g e material control, . 357 A 'y
| et — O
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|OT App, Data
event firing,
event detection
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Critical event
management
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-

re = ‘ = d -, A‘/ \
Snap4City vs CKAN

%n'.m’
e
ﬁ,émﬁ

G2y

] Datagate
Snap4City Portal R e
a n d ‘.‘_, “_,‘,i o n-‘ — m:"m P‘.mm [ e - V“ esecimhosbeat . ‘:’.emejiamu v umnmn;
Integrated tools = " A

Harvesting and
Publishing

Open or Private
External CKAN
Data Portals

uuuuuu

Automatize:

* Import data from
CKAN to Snap4City

* Upload Public Data ===
from Snap4City to CKAN

* Data Harvesting

» Dashboards and Mobile/Web Apps creation
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rte EST Call APl vs M arvices
ZJ_EZJffJ:J A=~ wCl e J JCFQJif]JCZ)J
Snap4City MicroServices for IOT Applications Edit MicroService: Antwerp cameras location.zip

Fach Rest T
Call API can e
automaticaly Sl = 000
transformed | EECE—

into e

MicroService = EmiB

Information

Sies - | Fomat | 9

Description of microservice

The service gives the camera location (lat, lon)
Inputs

Microservice input description

No Parameter

tication? Outputs
json

Details

port External MicroService

last-feedback
Hotel_in_florence

Events in Finland

Ptaces in Finland

Tourism Activities in Fintand

s =
— e aw -~ Multilanguage Events search by location bbox
== - e T S - Road Weather cameras in Finland
[ ] [ = . = S 5 Current weather in Antwerp
o - it = g = >y Muntilanguage Events search by date
= - %t Y SRS SO v - — Current UV in Antwerp
- ’ =
- > - T e | s re =
o — Tt
— =
= »

1;11::5;i1i,§

https://www.snap4city.org/129

I
i
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FIRENZE %‘ﬁf‘fﬁ‘poamme TECHNOLOGIES LAB F )
7 e - s T / y

/start 515

e provides real time smart city services to
Telegram users, geolocalized, when you
|ike’ What YOU ||ke Iam SnapBot, a telegram bot developed pnthe

basis of Https://www.snap4city.org services.
e active on Tuscany in all provinces and cities

Welcome, paolonesi.

Send me your position to check all services

according to the data accessible available foryou.
] You will be able to get instant answers or
on HttpSI//WWW.Sna p4dcity.org subscribe for event notifications
* Serviceson Have a nice day!
— Public Transport (more than 10 different
operators), Subscriptions 1417

Choose the service to receive notifications

— bike sharing, parking lots,

— traffic flow, weather warnings,
— Air quality, pollutant, SPADEOL
— find your location, etc.

Public transport Bike sharing

Parkings Traffic

Weather warnings Pollutants warnings
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I

Tap on the hour you prefer to receive 3 Qualita dell'aria .5
notification everyday for the Bike Sharing i
service

Qualita dell'aria rilevata dal sensore piu vicino alla =)
posizione: SnapBot

00:00 01:00 4 : 04:00 05:00
- Temperatura: 8.10°C
- Umidita: 97.50%
06:00 07:00 : : 10:00 11:00 -C0: 0.3 pug/m3
-C0O2:499.0 ug/m3
-NO: NaN pg/m3
-NO2: 56.1 pg/m3
-03:20.9 ug/m3 Trasporti pubblici .-~
18:00 19:00 : : 22:00 23:00 -PM10: 13.8 pg/m3 POrE 14:53 W
-PM2.5:12.2 pg/m3

Public transport 1.4, Ho trovato 6 linee vicino a te:

12:.00 13:00 : - 16:00 17:00

Choose a bus stop: 24 _ ATAF&L' NEA
Grassina = Bagno A Ripoli Robinson

Giorgini Giorgini
Vittorio Emanuele Montelatici 49 - ATAF&LINEA
Grassina 02 - Bagno A Ripoli Robinson
Giorgini - FM0256
17:12 - [55] — Cappuccini 48 - ATAF&LINEA

17:29 - [55] = Cappuccini Il Roseto 01 - Bagno A Ripoli Robinson
17:45 - [55] — Cappuccini
18:01 - [55] — Cappuccini
18:17 - [55] — Cappuccini
18:33 - [55] — Cappuccini
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IO'_I‘ App of SnapBot: OneShot Services

Exploiting

Node-RED

ShapdCity
— e MicroServices
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Entity Directory: APl Manager
Smart Data Models / > - 1\
loT Data Models \ Fe era}tlon D —
Digital Twins \ (_Smart City AP |
\_ J o

&8

KB, graph

& GeoServer | Entitylnspector

o/ ST
CvSNAPiciry

/ Web and Mobile Apps

Smart Applications

Park

Waste

Light

Energy Environment

Maintenance

Mobile App

Apps

Visual Analytics tools

Business Intelligence CSBL

Data Managers

kO) BlMserver.center

Social Media

BIM GIS -

Gateways, satellite

]

ProclLog.

On Edg
On Cloud

External Services

Web Scraping
Tv CAM streams

t t f' python’

) Studio
Data Analytics:

ML, Al, XAl

Event Driven

Dashboard Bld & Mng

Service Map

HLT Manager

Synoptics

3D Digital Twin

Market/Sharing Place

Third parties solutions

11/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J
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loT App / Proc.Logic

-

Storage = 1oT App / Proc.Logic
External Service €< -2 loT App / Proc.Logic
Dashboards <—2 |loT App / Proc.Logic

Data Analytics €= loT App / Proc.Logic P@ﬁ [A}
Broker = Storage

loT App / Proc.Logic = Broker
Broker = loT App / Proc.Logic P@ﬁ 5

loT App / Proc.Logic = Storage
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How the Dashboards exchange data

Traffic Flow, MAPS, Heatmap
GIS, HTTPs URLs

Dashboards

Req. ServiceURI, KPI

Client Side Business Logic
in JavaScript (when needed)
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Client Side Business Logic
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Snap4City Dashboards main concepts ""*s"“"

a‘«?ﬁm-
Header -
Ciao roottooladmir 15 MINUTI INDEX BOLOGNA CITTA
Da Sh boa rd Tue 3 May 20:14:59 METROPOLITANA - NEWGUI

SELECTOR - MAP

« | # of Inhabitants >

Green factor

Civil factor

Industrialization 3
factor

Interactive Widgets =T

Index

15Min Housing
Index

o'lSMinHealth Sk e B A
Index .
o 15Min Food Index > SvabRas : e, 7 BAR SERIES 4m
Server Communication (s Tomaadan® el > - N H“””“HL” i
- Real Time datarequests/send = ¥ [ : e SHLILIL
9m Y &
- Event Driven T - e e

- Server Side Business Logic
- See Part 3 of the course

Inter Widget Communication:
Client Side Business Logic

See part 8 of the Course
Snap4cCity (C), May 2024 169



v

UNIVERSITA
DEGLI STUDI

FIRENZE

dashboard

button

dropdown

switch

slider

numeric

m s afie e e adihe

text input

date picker ¢|

colour picker ¢:1

form ¢

?
?
?
?
?
?
?
2
[

DINFO

DIPARTIMENTO DI
INGEGNERIA AND INTERNET

DELL'INFORMAZIONE

Nati

DISIT

DISTRIBUTED SYSTEMS
TECHNOLOGIES LAB

<

ve Local
Input/output

non secure
Limited in graphics
No authentication
No HLT

No integration

No historical data
No Synoptics

Etc..

Local on IOT Edge

Dashboara

ol

Snap4City

* Input/output

e Secure

 Advanced in graphics
* Single Sign On

e Several HLT

* Fully integrated

* Historical data

* Full Synoptics

 Etc..

* Remote for IOT Edge via
WebSocket Secure

SnapA4City (C), May 2024
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DIPARTIMENTO DI
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TECHNOLOGIES LAB

DISTRIBU?EB SYSTEMS
AND INTERNET

* Widgets:
— Impulse Button
— Button

¢“SNAP4ciry

— Switch
— Dimer/Knowb

— KeyPad {
— Geolocator

— Selection/Dropdown

0

— Form

— Map Picking

* Registered on some
|OT brokers with NGSI
mutual authentication

_.r_[_\,-..,_]

i

T

PeopleNumber

Confirm

None

Snap4City (C), May 2024
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2

T THL

[]
Q0 | fiiprequest O P —
N T e st
| icprequest © - 1BENI02S2308T206 14 0 cunnected o ws itashboard Kol ong B0
P —
o swich 1 | eventhg -
change

|
|
%
!

®

7
&

A LTEEEERE

|OT Application
D 9
S
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Tue 17 Nov 18:46:47

Charging Station Status 32 @ Legenda Settunnelst. I @ Trafficlight 32 @

n=

Charging Station Status

Set on the keypad one of the
following values

0 = ERROR (RED)
1 = AVAIBLE (GREEN)

2 =BOOKED (YELLOW)

3 = CHARGING

9999 = white icon

Charging Station status

New Last confirmed

None

\ 70 kW

i

Speed Limit Explaination

Dynamic Speed Limit Sign N

o — K~
o
o

Speed Limit Set

Last confirmed
None

Speed Limit Custom Widget example
Write the speed limit by using the keypad

and click CONFIRM. https://www.snap4city.org/dashboardSmartCity/view/i
P miesan ndex.php?iddasboard=Mjk4Ng==

© = h~ J
U
o

DEGLI STUD

R m‘ msnr H’SNApdﬂ"

Privacy Policy Cockies Policy Terms and Conditions Contact us {gﬁ% cecl oo
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https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjk4Ng==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjk4Ng==
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-

Web Browser GPS data
rendering the Snap4City
Dashboard can be passed
to IOT Applications and
saved ©

AN

&

[mum-r

T
€
B“f"%m' )

¢“SNAPciry

, © r | © >
seolocation of Mobile Device

Complete message
. Returns a JSON containing all information about
geolocation

Latitude
. Returns the latitude

Longitude
. Returns the longitude

Accuracy
. Returns the accuracy of latitude and longitude

Altitude

. Returns the altitude

Altitude Accuracy
. Returns the altitude accuracy

Heading

. Returns the heading

Speed

. Returns the speed

Snap4City (C), May 2024
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LIS Node-RED

DaShboard IOT App From loT App to Dashboard

l

Qe nodes pA Flow1
nnnnnn -
T o O e
0 e O o @ comicedio eidashieard i i
e e
& = b @ coneced bws st

tiger D

comment

e

E
i

—SI —4a — ,
i el

T

=

= I
=

Snap4cCity (C), May 2024 176



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

TEOHNOLOGIES LAB

pieir. + D3.JS Widgets  WonaPLcry B

Jfﬁ_{f %

https://www. snap4<:|tv orq/dashboardSmaert
y/view/index.php?iddasboard=MzQ40Q==
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Single Content Widget (flexibility) W
From Dashboard
Editor and |IOT 7 4 20.3°C 176 INSTAL | ATE

1 1 /m3
Ap.pllcatlons, accepts ve I
IN |npUt: N Position Updated,
¢ Numbers Position
[ String Interpolation agg_g?(:;\;&)%ompleted2019- ) S —— [EI
o 395 739

* HTML code == | e

LEOPOLDA (Bm)

0 sSO28verage24HourFlorence

| ) —

https://www.snap4city.org /578

Snap4City (C), May 2024 179


https://www.snap4city.org/578

nviri™s DINFO DISIT
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Controlling Single Content Wadgs from loT App

- v
{
"metricld": [The ID of a KPI], // or [Service Uri Of A Sensor] . .
"metricHighLevelType": "MyKPI", // or "Sensor" Sl Mmi |a rly

"metricName": [The name of the MyKPl], // or [The name of the Sensor],
"metricType": [The type of the measure saved in the KPI] // or [A measure recorded by the sensor] [

}

Two examples: )

[
{ Send Control
"metricHighLevelType": "MyKPI", ® 3
"metricName": "OBD2 - Intake Air Temperature", Th e W ] d ge t
[

will get the

"metricld": "http://www.disit.org/km4city/resource/tusc_weather_sensor_ow 3166540",

"metricHighLevelType": "Sensor", d a’ta fro m |

"metricName": "tusc_weather_sensor_ow_3166540",

g storage

Snap4cCity (C), May 2024

180



https://www.snap4city.org/575

uNvRSTA DINFO  DISIT
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

\ -

Controlling Multi

)
Expected JSON in input [
[

{
"metricHighLevelType": "Sensor",
"metricName": [The name of the Sensor],
"smField": [A measure recorded by the sensor],
"serviceUri": [Service Uri Of A Sensor]

H

{
"metricHighLevelType": "MyKPI",
"metricName": [The name of the MyKPlI],
"smField": [The type of the measure saved in the KPI],
"serviceUri": [The ID of a KPI]

2

{
"metricHighLevelType": "Dynamic",
"metricName": [The name of the dynamic data],
"smField": [The type of the dynamic data],
"metricValueUnit": [The unit of the dynamic data],
"value": [An array of array of timestamp and value]

}

: el
series from 10T App

{

2

IBMET_SMARTIA -PMIO  + IBIME
e

J <

J

"metricld": "http://www.disit.org/km4city/resource/tusc_weather_sensor_ow_3166540",
"metricHighLevelType": "Sensor", "metricName": "tusc_weather_sensor_ow_3166540",

"metricType": "airTemperature"

"metricld": "http://www.disit.org/km4city/resource/tusc_weather_sensor_ow_3182522",

"metricHighLevelType": "Sensor", "metricName": "tusc_weather_sensor_ow_3182522",

"metricType": "airTemperature"

"metricld": "17057447",
"metricHighLevelType": "MyKPI", "metricName": "OBD2 - Intake Air Temperature",
"metricType": "Temperature"

"metricld": "17056579",
"metricHighLevelType": "MyKPI", "metricName": "OBD2 - Intake Air Temperature",
"metricType": "Temperature"

"metricld": "",
"metricHighLevelType": "Dynamic", "metricName": "BatteryGalaxyNote",
"metricType": "Temperature", "metricValueUnit": "°C",
"measuredTime": "2019-11-21T14:51:00Z", "value": 42

"metricld": "",
"metricHighLevelType": "Dynamic", "metricName": "Storage",
"metricType": "Space", "metricValueUnit": "Gb",
"measuredTime": "2019-11-21T14:51:00Z", "value": 12

Snap4City (C), May 2024
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Expected JSON in input [
{"metricld":"17056320",
[ "metricHighLevelType":"MyKPI",
{ "metricName":"SiiMTuscanyTrackerLocation",
"metricld": [Service Uri Of A Sensor], "metricType":"Velocity"},
"metricHighLevelType": "Sensor", {"metricld":"http://www.disit.org/kmécity/resource/tusc _weather sensor ow 3166540",
"metricName": [The name of the Sensor], "metricHighLevelType":"Sensor",
"metricType": [A measure recorded by the sensor] "metricName":"tusc_weather_sensor_ow_3166540",
1, "metricType":"airTemperature"},
{ {"metricld":"https://servicemap.disit.org/WebAppGCrafo/api/v1/?serviceUri=http://www.d...",

"metricHighLevelType":"Sensor",
"metricName":"tusc_weather_sensor_ow_3182522",
"metricType":"airTemperature"},

"metricld": [The ID of a KPI],
"metricHighLevelType": "MyKPI",
"metricName": [The name of the MyKPlI],

{"metricld":"",

"metricType": [The type of the measure saved in the KPI] "metricHighLevelType":"Dynamic’, "metricName":"BatteryTemperatureGalaxyNote",
2 "metricType":"Gradi Centigradi", "metricValueUnit":"°C",
{ "measuredTime":"2019-11-21T14:51:00Z",

"metricld": "", "value":55.395468539280635},

"metricHighLevelType": "Dynamic", {"metricld":"",

"metricName": [The name of the dynamic data], "metricHighLevelType":"Dynamic”, "metricName":"BatteryTemperaturemia’,

"metricType": [The type of the dynamic datal, "metricType":"Gradi Centigradi, "metricValueUnit":"°C",

"measuredTime":"2019-11-21T14:51:00Z",

"metricValueUnit": [The unit of the dynamic data],
"value":51.396725502373464},

"measuredTime": [The ISO time of the measure of dynamic data],

"value": [A dynamic value] PreRueTay:
: "metricHighLevelType":"Dynamic", "metricName":"BatteryTemperaturemia’,
} "metricType":"airTemperature”, "metricValueUnit":"°C",
] "measuredTime":"2019-11-21T14:51:00Z",

"value":29.150364690965127}
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Device Tables vs loT Apo daia
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Similar ma More Generic of the Event Table loT App block and Widget

Device Table Node accepts multiple formats:
msg.payload =

{ ordering: "dateObserved",

query: "https://www.snap4city.org/superservicemap/api/vl/iot- /
search/?selection=42.014990;10.217347;43.7768;11.2515&model=metrotrafficsensor&valueFilters=vehicleFlow>0.5;vehicleFlow<300",

actions: ["https://upload.wikimedia.org/wikipedia/commons/thumb/6/6d/Windows_Settings_app_icon.png/1024px-Windows_Settings_app_icon.png", "pin"],
columnsToShow: ["dateObserved", "vehicleFlow"]

}

Queries can be complex by geo-area, by cathegory, by loT Device Model, a list of ServiceURI (all the same kind),
with filters by value on specific Variables (numeric, and textual in AND):

. query: "https://www.snap4city.org/superservicemap/api/vl/iot-search/?selection=43.77;11.2&maxDists=700.2&model=CarPark",

. query: "https://www.snap4city.org/superservicemap/api/vl/iot-
search/?selection=42.014990;10.217347;43.7768;11.2515&model=metrotrafficsensor&valueFilters=vehicleFlow>0.5;vehicleFlow<300",

. query: "https://www.snap4city.org/superservicemap/api/vl/iot-

search/?selection=43.77;11.2&maxDists=200.2& model=metrotrafficsensor&valueFilters=vehicleFlow>10;vehicleFlow<400&serviceUri=http://www.disit.org/km4c
ity/resource/iot/orionUNIFI/DISIT/METRO1;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO10;http://www.disit.org/km4city/resource/iot/ori
onUNIFI/DISIT/METRO11;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO13;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/M
ETRO14;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO15;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO16;http://w
ww.disit.org/kmdcity/resource/iot/orionUNIFI/DISIT/METRO17;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO18;http://www.disit.org/km4
city/resource/iot/orionUNIFI/DISIT/METRO19;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO2;http://www.disit.org/km4city/resource/iot/o
rionUNIFI/DISIT/METRO20;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO21;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/
METRO22;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO23;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO24;http://
www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO25;http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/METRO26 ",
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Device Table Testing double

Thu1Sep 13:4438

CarParkStazioneFirenzeS.MN. 2022-09-01T11:33:01.681Z ° CarParkStazioneFortezzaFiera 2022-09-01TT:33:01.681Z

freeParkingLots 277
CarParkStazioneFortezzaFiera 2022-09-01TN:33:01.6812
occupacy
CarParks.Ambrogio 2022-09-01TT:33:01.6812 occupiedParkingLots 253
status

CarParkalberti 2022-02-01TN:33:01.6812
CarParkStazioneFirenzeS.M.N. 2022-09-01TT:33.01.681Z

CarParkPieracciniMeyer 2022-09-01TN:33:01.6812
CarParkS.Ambrogio 2022-0°9-01TN:33:01.6812

CarParkParterre 2022-09-01TT.35.01.681Z

CarParkCareggi 2022-09-01TN:33.01.6812
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msg.payload = {
. ordering: "status",
¢ The NOde acce ptS IN In pUt: prefix: "http://www.disit.org/km4city/resource/iot/orionUNIFI/DISIT/",
. . . devices: ["Alarm001", "Car001", "Velox001",
— Ordering by a variable/attribute  "earthquake001","Theater002", "Landslide001","Theater002",

. . "Landslide001"],
— List Of SURI (One prEﬂX and d actions: ["pin", "Action1", "Action1", "https://www.aa.org/my.img", ],

number of Names) E

columnsToShow:["device", "startDate", "endDate", "status"]

)
— List of Actions as icons to be CM o=

— List of Columns to be
shown on the table

status

— Query selection + filters el _
¢ OUtpUt: {"device":"Car001",

] i . "prefix":"http://www.disit.org/kmdcity/resource/iot/orionUNIFI/DISIT/",
— The Action clicked by the user with ~ "ordering":"startDate",

the name of the SURI and ID '}'action":"Pin"

https://www.snap4city.org/809
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Node-RED
o = LY =B = g ~ , — ' ~
iViaps Business Logic vs 101 Apps
Alerting Generation

Kind: River Floading
Severity: Relevant
People: 10

mpact 1: People Disease

impact 2 Pollutant

PS: 43.776114,11.210861

City: FIRENZE

Adr: VIA ADRIANO CECIONI N.undefined
Registered:Green1610755283309

data

Any Snap4City data and
sources: loT Devices,
Variables, Heatmaps,
traffic, tools, KPI, etc.

NN cmss

= - =

O -

_ umestamg. \dd Singe (0T Device -

== — pr—— V7

= /i ) N, .

— - s /| selections, positions, ServiceURI
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loT App, Node-RED nodes: loT App vs Dz mvorrJ

* Coordinates From Map:
— Get GPS click from Map
— Get Selected ServiceURI from
Map
e SelectorMap:

— Send commands, references,
data to Maps

SelectorMap and Coordinates From Map will be Dashboard Map will be the only one
Deprecated from Snap4City Library in late 2022 supported since April 2022 and after

Snap4City (C), May 2024

— All Features of
e Coordinate From Map:

e SelectorMap:

& = m -—
DISIT : p
DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB s N A 4CI Ty

 Dashboard Map provides:
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Multi Data Map GPS Location Picking vs 10T A-pp

0Q

* 3) The click on the map passes
GPS coordinates into 10T App.
Thus you can use them to:

Plan

— search for location

— picking the value of one or more
heatmaps

1) Click .
) | — dynamically change data on
2) GET event with: widgets and dashboards
-- Lat,Long — Ftc.
-- ServiceURI
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Node-RED
Multi Data Map ServiceURI selection vs IOT App
el * 3) The click on the map passes GPS
coordinates into 10T App and the

ServiceURI. Thus you can use them to:
— search for location

— picking the value of one or more
heatmaps

— dynamically change data on widgets and
dashboards

— Get all the ServiceURI information and
2) GET event with: exploit them on Business Logic

- Lat,Long — FEtc.

- ServiceURI
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DISIT -~ ‘
smarz-  Selector Map ad SNAP/ciry I3

Controlling Maps trom |OT Apps
e User manual: https //www snap4city. org/774
e To control Multi Data Map from IOT App

— Add/remove a Category/SubCategory of Entities,
via more option query

— Add/remove a single Device/PIN, MyPOI, MyKPI,
Dynamic Pins, moving devices, etc.....

— Add/remove cycling paths
— Add/remove OD Matrix
— Add/remove an Heatmap, a Traffic Flows, ...

— Add/remove multiple entities with multiple More
Option Queries

— Add/remove Special Tools: scenarios, whatif, etc.
— Add/remove a set/single temporary GeolnfoPin

Node-RED
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Node-RED

msg.payload = {
"type": "addSelectorPin",

"target": "w_Map_956_widgetMap32131", }\ CJ CJ J/J /Jl/ jDJ
"passedData": { |
"desc": "my studio temperature - GP -", }\ JJ CJ J /JJ QJ

"query": "datamanager/api/v1/poidata/17055853",
"colorl": "#ffdb4d",

"color2": "#fff5cc",

"display": "pins",

"queryType": "MyPOI",

"pinattr": "square",

"pincolor": "#959595",

"symbolcolor": "undefined"”,

"iconTextMode": "text",

"altViewMode": "None",

"bubbleSelectedMetric": ""

}
I

return msg; Snap4City (C), May 2024 205
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Node-RED
msg.payload = {

"type": "addHeatmap”, A CJ CJ o eatimap
"target": "w_Map_ 956 widgetMap32131",
"passedData":"https://wmsserver.snap4city.org/geoserver/Snap4City/wms?service=WMS&layers=FirenzeTrafficRealtime&
trafficflowmanager=true",

DINFO

PARTIMENTO DI
INGE NERIA
DELL'INFORMAZIONE

"passedParams": {
"desc": "Traffic Heatmap",
"colorl": "rgba(0,179,61,0)",
"color2": "rgba(114,235,133,1)"

1
load = *r-Y - -y =
msg.payload = { Remove Heatmap
"type": "removeHeatmap", J

"target": "w_Map_956_widgetMap32131,
"isTrafficHeatmap": true

}
}
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payload : { _ , __®
"type": "addOD", f/—, C| CJ Q D J /J a L0 X

"target": "w_Map_ 956 widgetMap32131",
"passedData" : "https://odmm.snap4city.org/api/get?precision=communes&from_date=2017-10-
19%2000:00:00&o0rganization=Tuscany&inflow=True&longitude=11.257123947143556&latitude=43.77183756282
1375",

"passedParams": {

"desc": "OD Matrix Toscana",

"colorl": "rgbha(172,82,254,1)",

"color2": "rgbha(172,82,254,0.46)",

1}

-

P Remove OD Viatrix

"type": "removeOD",
"target": "w_Map_ 956 widgetMap32131",
}
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payload : {
"type": "addGeolnfoPin", Yol HT-Y, *E 0
"target": "W_l\/lap_956_WIdget|\/|ap32131", g Q JJ — _J — ,) J IJ JJ ,J J_) J IJ
"passedData": [{ ~ ol e

"id": "GeolnfoPin-01", ol OV

"eventType": "GeolnfoPin",

"textHtmI": "<b>Title</b><br>Text Info2.<br><br><a href="http://www.disit.org/' target='_blank'>DISIT Lab</a>",
"lat": " 43.76950",

"Ing": "11.125835" 1, ...]

i N z~
} . al % é I"/ @\
m%g Stagno @8 -9 _
load : el ve GeolntoP) b & | IU S0 P
payload : { néemove Geointorin
"type": "removeGeolnfoPin", . 3 . x‘:‘iltli . 1 |
"target": "w_Map_956_widgetMap32131", Se . DY ng% - ext Info2.
"passedData": [{ . 'm 2

"id": "GeolnfoPin-01", — ERR .
"eventType": "GeolnfoPin",

"lat": " 43.76950",

"Ing": "11.125835"

| -
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Selector and Forms vs |OT Aoo cfata
Getiing cata frorm Dasnooards

- L] \\ I /, 4 NOdE'RED
0 O O] O Op S~ - X
¥ BE ;/ \; Eg gg @ - ..%
- E ~ >
. Sevelon H = l
T H= 9
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W
(2

@Dashboard
Name SVG Custom Widgets Examples 2

Widget Name Traffic Light status set

OFF 0
RED LIGHT 1
RED and YELLOW LIGH™ || 2
YELLOW LIGHT 3
YELLOW and GREEN LIC || 4

GREEN LIGHT 5

+ add

Edit Dashboard | View Dashboard

Trafric Light status set

RED LIGHT >

CUSNAP4CITY

Node-RED

[ I-]

Selecting
MSG to be
sent on the
Business
Logic IOT
Application

Traffic Light b

. N
1] ) function [—

B connected to ws:idashboard kmdcity. org-23080/server B Value Written!

HTML

msg.payload = {value:JSON.parse(msg.payload).selected};
return msg; Snap4City (C), May 2024 211
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V1 Device Data

msg.payload ={ "form": { "options": [

{ "label": "enter text", "value": "", "type": "text", "required": true }, sntertext

{ "label": "enter number", "value": "", "type": "number", "required": false }, enter number

{"label": "enter email", "value": "", "type": "email", "required": false }, enter email _

{ "label": "enter password", "value": "", "type": "password", "required": false }, enter password |

{ "label": "enter check", "value": "checked", "type": "checkbox", "required": false }, M enter check

{ "label": "enter check2", "value": "", "type": "checkbox", "required": false }, Oenter check2

{ "label": "enter switch", "value": "on", "type": "switch", "required": false }, enter switch .

{ "label": "enter switch2", "value": "", "type": "switch", "required": false }, enterswitch2 [ |

{ "label": "enter date", "value": "", "type": "date", "required": false }, enter date gg/mm/aaaa I:"
{ "label": "enter time", "value": "", "type": "time", "required": true } enter time - 0O

], "selected": [] } }

return msg;

HTML
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DI

msg.payload ={ "form": { "options": [

{ "label": "enter text", "value": "", "type": "text", "required": true },

{"label": "enter number", "value": "", "type": "number", "required": false },
{"label": "enter email", "value": "", "type": "email", "required": false },

{"label": "enter password", "value": "", "type": "password", "required": false },

{ "label": "enter check", "value": "checked", "type": "checkbox", "required": false },
{"label": "enter check2", "value": "", "type": "checkbox", "required": false },

{ "label": "enter switch", "value": "on", "type": "switch", "required": false },

{ "label": "enter switch2", "value": "", "type": "switch", "required": false },

{ "label": "enter date", "value": "", "type": "date", "required": false },

{ "label": "enter time", "value": "", "type": "time", "required": true }

], "selected": [1 }}

return msg;

HTML

O o

||Checkedll’llll’llon ,

C"SNA'MCITY

Node-RED

1OTDevice Data

enter text a text

enter number 123

enter email paolo.nesi@unifi.it

enter password

cccccc

enter check

O enter check?

enter switch I |
enter switch?2 [ |

Snap4City (C), May 2024

enterdate  [19/03/202] m]
enter time ‘09:38 @‘
a text","123", "paolo.nesi@unifi.it","aaaaaa",
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Talk to your users

Producing voice orn Dasnoozrds

DgIcs /10T App Node-RED
or F 0] ol ADD - —
= Levelope QEE
° H=
] ¥ L ADD —] —]
" 0 0 0 DD =E
0 ¥ E:
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AND TECHNOLOGIES LAB Node-RED
send Voice Messages on Dashboards
>eéna vVoice iviessages on Dasnboards

Edit speak-synthesis node & help i || & |3 |Lbl| -
* Connectable on all =1 :
Delete Cancel =
«String» Variables R S| ——
With this node you can send a voice message to an
° CO nt rOI Ia b I e fro m I OT ] A - . N~ . existing dashboard or a new one created by the
. . = uthentication | Add new snap4city-authentication... v | # node.
A p p I I Cat I O n S o fext ~ Configuration
text string
¢ P I ay b U ttO N on g e Text of the message fo be sent
rate string
Da S h boa rd pich Speed of execution. 1is the default value
] pitch string
° C f' bl . = ’ Running tone. 1 is the default value
onfigurable as: \ 1
#Dashboard ang string

. Name v String to select language and voice. The
— Voice Language and male, , _ possile choices are

Widget Name | ‘ ‘engF" for English woman
female, ...

‘engh’ for English man
i rate, pItCh 'frF* for French woman

) 'itF" for Italian woman
Edit Dashboard | View Dashboard I )
'ith" for Italian man
You must have an account with Snap4city to use this node. You can register for one here. i’ for French man

— ‘esF' for Spanish woman
'esh' for Spanish man
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—

-
P &
=3 ¢r

— 2
r a r / r r r ’ / Va la r
/ 2 8 9 ~ J J _J

| BRC ¢ ACSNNO AN €
= J_J/ J( JC J»)/C )

* Connectable on all «String» Variables

‘ Play ‘

* Controllable from IoT Applications
* Simple Play button on Dashboard Widget

* Configured as:
— Voice Language
— Voice timbre: male, female, ...
— Voice Tone
— Voice Volume
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| Voice Viessages on Dashboarc

* Connectable on aII «String» Variables

* Controllable from loT Applications ‘ Play ‘

* Simple Play button on Dashboard Widget

* Configured as:
— Voice Language
— Voice timbre: male, female, ...
— Voice Tone
— Voice Volume
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How the Dashboards exchange data

Traffic Flow, MAPS, Heatmap
GIS, HTTPs URLs

Dashboards

Req. ServiceURI, KPI

Client Side Business Logic
in JavaScript (when needed)
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{ow the Dashboards exchange data

Snap4City BigData . .

‘ Storage and KB SerV|ceMap . ServiceURI
Super

|OT Broker Orion ServiceMap

Quantum Leap
Metric, KPI I

MyKPI, MyPOI, ...

Req. KPI, Metric ID

ﬁ

‘ Req. MyKPI ID |

Traffic Flow, MAPS, Heatmaps
, S S

ServiceURI (ID)

!ynamlc !a!a, compu!e! I

into 10T Application

API, External Services, MicroApp

30s Request Green

+ Client Side Business Logic

loT App for in JavaScript (when needed)

Server Side
Business Logic

Snap4City (C), May 2024
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Widget Name, Description

Single Content

Custom widgets in SVG are data driven

Speedomete, Gauge m mgpone |

Device Table

singe sar, v/ S -EI

Single and Multiple Bars,
stacked or not, ordered

MultiSeries, shaded,
staked and non staked, TTT

Time Trend (single)
Time Trend Compare
SpiderNet, radar, Kiviat

Pie, Donut, 2 layers Donut

Table )
Calendar -

Speak Synthesis

- —

X (cs)
X (cs)
X (cs)
X (cs)
X

X (cs)

X (cs)

X (cs)
X (cs)
X (cs)
X (cs)
X (cs)
X (cs)

X (ED)
X (ED)
X (ED)
X (ED)
X (ED)
X (ED)

X (ED)

X (ED)

X (ED)
X (ED)

X (ED)
X (ED)
X (ED)
X (ED)

ven

Event Dri

DD:

<X X X X X

Many High Level Types

e | uuverss | DINIFO | DISIT o ;
B | P |24 Dynamiic (6/23) ¢4SNAP4cry IS

e r\\\‘

Widgets ICONS

X X X X

X X X X X X

string

X

Node RED

Dashboard-10T MyPersonalD | MyDa | My KPI
App ata ta

<X X X X

X X X X X X

string

X
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Node-RED

* loT App / Proc.Logic column in previous table:

— X: means that from the loT App you can send a new value or array to the
widget directly, without the need to have is stored into Sensor or MyKPI
variable, etc.

— CS, widget supports Change (data) Source, in the sense that: from the loT
App is possible to send a command to the Widget to change the data source.
E.g., selecting sources among: Sensors (serviceURI), MyKPI (ID), any value
produced on the loT App directly. (cs) recent additions

 Dashboard loT App column in previous table:

— X: there is a MicroService / node on loT App to act on those widgets on
dashboard. The data are visualized.

— ED, widget is Data/Event Driven, in the sense that new data in push can be
sent and the widget is updated in real time on web page without web page
reloading

TC4.9: New Support Widgets for Bars, Barseries, Trend, and Series, on Dashboards and IOT
Applications (partially obsolete)
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In this demo let's create an loT Application that:
* send random values on Snap4city’s Dashboard
* create complex widget based on MyKPI e SURI

Snap4City (C), May 2024
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%n'.m’
o e
ﬁ,émﬁ

FIRENZE | S cone P £] . 2
Nodes tor tiow
Generates an input for the other nodes. It can be repeated at predefined intervals, Node_R‘:‘:’ED

| inject () . . .
' / entered manually and of various types (timestamp, string, number, boolean, JSONetc)

E Each message that enters the debug node is shown in the "debug" tab on the right of
~ nodered (you can choose which part of the message to show)

Generates a random number. You can configure the number generation interval and the
-T/ type (integer or float).

random

é‘vé*
/7 /7
23
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L ey — ] o o<
N Node-RED

e . =

info debug dashboal 2
= Payload ~ timestamp
* Connect = opec Yalnodes | | @
C' Repeat interval ~
. 2272018, 11:37:57 node: adazaf%g 4206008
e Configure every 15 |2 minves ~
nrisg.payload @ numbsr

Inject once at start?

1563787350396

222018, 11:38:44 node: adafas5d. 40828

* Deploy

info debug dashboai 3 msg.payload - number
1563787396951
e .f ) J_
° 1 timestamp
Click 't| Py 22/7/2019, 11:38:40 node: ada2a556. 426608
misg.payload : number
1563787482326 I
* Observe —‘ e ‘
* *
s 7/
23
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timestamp —:
Random

Connect

Configure

Deploy
Click

random

22 Generate

J From

+ To

¥ Name

info

t| timestamp

Observe ) | 7 | |

DIS
v i VH N
DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

debug

.:":

- msg.payload E

random

msqg.| payload

a whole number - integer

100

dashboa

(P T

e
B 'Pfﬁmm

¢“SNAP/crry

T

Node-RED
info debug dashboa
T all nodes o
o
AMr2020, 14:18:18  node: 54db7d04 3fa54
msg.payload : number
&
SI2020, 14:18:18  node: 54db7d04.2fa2d
msg.payload : number
248
S2020, 14182 node: S4db7d04.3fa25
msg.payload © number
42
SIA2020, 14:18:2 node: 54dbTd04 Ifa>54
\
msg.payload : number
e E— — + +
/ Y,
22
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- timestamp " random o XX

Single content

Connect

Configure

Deploy

info

=

B connected to ws:/dashboard km4city. org:8080Wserver Node-RED

@eDashboard

Name DemoTrainingCourse2020 ~

% Widget SingleContent - Random Value 9m
Name SingleContent - Random Walue

Edit Dashboard View Dashboard

debug dashboal »

timestamp i

C I i C k View Dashboard

CIick)iT

Observe

72

é*d*
/7 /7
2311
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Node-RED
&% Payload » timestamp load
= Msg. payloa
= Topic
debug tab
C' Repeat interval
every| 15 minutes

Inject once at start?

!

[ ]

]
=N

geDashboard
MName

% Wwidget
Mame

| DemoTrainingCourse2020

SingleContent - Random Value

Edit Dashboard | View Dashboard

- [creaee ]

20 Generate

N From

4 To

~ msg.

payload

a whole number - integer v

SnapA4City (C), May 2024

+ *
7 7
23k




bront sron | DINFO | DISIT
IPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | SR oo | REREREL e

random

¢“SNAP/ary! B

@ connected to ws:/fdashboard.kmdcity.org-8080/server

. connected to ws:/fdashboard.kmdcity. org:8080/server

~— -~

@ connected to ws:/fdashboard. km4dcity. org-8080/server

4
0
8 g =

@ connected to ws:/fdashboard kmdcity.org-3080/server

SnapA4City (C), May 2024

&'..W.m,

x>/

=

Node-RED




UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

ARTIMENTO DI
INGEGNE
DELL’ INFORMAZIONE

e
/
DlSTRIBUTED SYSTEMS
AND INTERNET v
TECHNOLOGIES LAB CI T
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* On Click or Every 15 minutes the timestamp node sends a message to the random node.

 When the message arrives, the random node generates a random number as output

messSage.

e The Number can be sent to Different kinds of nodes to show it on NodeRed Dashboard.

d*é*
/ /
23
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Resulting Dashboard

GaugeChart - Random Value (5m) SingleContent - Random Value (Bs) SpeedMeter - Random Value

Time Trend - Random Value

100

18:50 1655 17:00 17:05 1730 1715 1720 1725 17:30 1735
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/ V ' v J / J J J ,_/‘ J/
— Generates an input for the other nodes. It can be repeated at predefined intervals, F :eR %
inje . . . ’
entered manually and of various types (timestamp, string, number, boolean, JSONetc)

Each message that enters the debug node is shown in the "debug" tab on the right of
debug E nodered (you can choose which part of the message to show)

i Search in around a certain point of the indicated service. It returns:

searchwitin - servicesUri of all the services found,
circle - a GeoJSON containing a minimum of information about the services found, including

the coordinates and the name of the service.

get my Retrieve the information about My KPIData saved on the Snap4city platform

kpidata

Display values in different modes on a dashboard. Check info of the node in the Node-RED

oy —
3

Snap4City (C), May 2024



&

[mum-r

T
€
B“f"%m' )

UNIVERSITA NDIS] *
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FIRENZE | RSt o | RBNGREL, cre ten CiITYy

L ey — ] o o<
N Node-RED

e . =

info debug dashboal 2
= Payload ~ timestamp
* Connect = opec Yalnodes | | @
C' Repeat interval ~
. 2272018, 11:37:57 node: adazaf%g 4206008
e Configure every 15 |2 minves ~
nrisg.payload @ numbsr

Inject once at start?

1563787350396

222018, 11:38:44 node: adafas5d. 40828

* Deploy

info debug dashboai 3 msg.payload - number
1563787396951
e .f ) J_
° 1 timestamp
Click 't| Py 22/7/2019, 11:38:40 node: ada2a556. 426608
misg.payload : number
1563787482326 I
* Observe —‘ e ‘
* *
s 7/
24
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UNIVERSITA DINFO DISIT Py
DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS Y
FIRENZE g‘EGLE'INFORMAZIONE PECHNOL OGIES LAB [" 8 J CI Ty

E][ timestamp t@ service-search-within-circle E}.E.

[N\

LL‘

Node-RED
. . . . |
*  Service Search Within Circle
Latitude 43.777067
Longitude 11.249155
Max Distance 1.236
Quaracchi
Mantignarid al4r2020, 17:20:24  node: a=4b014e.18588 -
e Connect i : )
v /J i =i 2 msg.payload : array(2] C h h
\5554; ‘é;’gvma.po.?"\ = warray{9] o py t € pat
° CO nfl gU re . '\M 3 e u;ﬁ;;:;;\?;/ %i SRR & @ "http:/Swww.dizit.org/kmdcity/resource/weather IBIMET_SMARTE1
— = 1: "http:/ www.disit.org/kmdcity/resource/SIRSensor_TOS81881495"
[ fvaer 2: "http://www.disit.org/kmdcity/resource/SIRSensor_TOS@1884679"
‘T 3: "http://www.disit.org/kmdcity/resource/SIRSensor_TOS@1084653" - [}
22 Weather Sensor
4: "http:/ wew.disit.org/kmdcity/resource/5IRSensor_TOS15884682"
5: "http:/ www.dizit.org/kmdcity/resource/iot/orionUNIFI/DISIT/namaelll”
6: "http://www.dizit.org/kmdcity/resource/tusc_weather_sensor_ow_3176959"
O De p | Oy 7: "nttp://www.disit.org/kmdcity/resource/weather IBIMET_SMARTA3"
debug dashboal 3 8: "http://www.disit.org/kmdcity/resource/iot/orionUNIFI/DISIT/namaell2"” Copy the Value
7 \ Si4r2020, 17:20:24 node: a=4b014e. 18568
° C“Ck | tImEStamp (;:' msg.payload : Object
b { Results: object }
2452020, 17:20:32  node: af8clfcl.b274d
*  Observe —
+ *
/ 7
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UNIVERSITA NDIS] *
DEGLI STUDI lgﬂlrlm\ﬂEDlo |STRIB§ ITEMS — 2 » -
FIRENZE | R . | RENEREr e Step IS City

L ey — ] o o<
N Node-RED

e . =

info debug dashboal 2
= Payload ~ timestamp
* Connect = opec Yalnodes | | @
C' Repeat interval ~
. 2272018, 11:37:57 node: adazaf%g 4206008
e Configure every 15 |2 minves ~
nrisg.payload @ numbsr

Inject once at start?

1563787350396

222018, 11:38:44 node: adafas5d. 40828

* Deploy

info debug dashboai 3 msg.payload - number
1563787396951
e .f ) J_
° 1 timestamp
Click 't| Py 22/7/2019, 11:38:40 node: ada2a556. 426608
misg.payload : number
1563787482326 I
* Observe —‘ e ‘
* *
s 7/
24
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UNIVERSITA DINFO | DISIT Py

DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS —) — » —

FIRENZE | S . | RENeRer e ten 2 Bis City
- =

O timestamp ~ — get-my-kpidata ::—:E.

Node-RED

id: 17@57458

" m

1 description:

+ GetMyKPIData © S T

info: ""
insertTime: 1586359358000
valueMame: "Room 1"

lastDate: 1536359853000

¢ Con nect lastValue: "@.054644625420117166"

latitude:
longitude: ""

valueType: "Temperature”
valueUnit: "oC"

nature: "Environment™

) organizations: "[ou=DISIT,dc=1ldap,dc=disit,dc

info debug dashboal » . S .
ownership: "private

sublature: "Weather_sensor”

dataType: "float"

- jﬁ username: "badii”
timestamp . -l . 20] |

4@ object |
|
|

id: 17@57459
description: ™"

healthiness: "false"

highLevelType: "MyKPI"
e Observe T info: = |

insertTime: 1586359358000 |

valueMame: "Room 2"

lastDate: 1536359853000
lastWalue: "1.38394767@72393a7" / /
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D EG L I S TU D I ER'FIMEDJ\TEDIO DISTI;{"I‘?EUTE%?YSTEMS
F l RE N Z E bEGiLCI;NISORMAZIONE TECHNOLOGIES LAB

_ =

| inject |

Inject Node (1 ==

e Configure with data of
Weather Sensors and
MyKPI retrieved at the

previous steps

13~
14~
15

16

17

18

19 «
20~
21

22

23

24
25«
26+ ]

et

e

_J
J
"metricId": “http://www.disit.org/kmdcity/resource/tusc_weather sensor_ow 316654@",
"metricHighLevelType"”: "Sensor”,
"metriciame”: "tusc _weather sensor_ow 316654@",
"metricType”: "airTemperature”

"metricId”: “http://www.disit.org/lkmdcity/resource/tusc_weather_sensor_ow 3182522,

"metricHighlLevelType"”: "Sensor”,
"metricMame”: "tusc_weather sensor_ow 31825227,
"metricType”: "airTemperature”

"metricId": "17857458",

"metricHighLevelType”: "MyKPI",
"metricMame"”: “Room 17,
"metricType”: "Temperature”

"metricId": "17@57459",

"metricHighlevelType™: “"MyKPI",
"metricMame": “Room 2",
"metricType”: "Room Temperature"”

Snap4City (C), May 2024
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UNIVERSITA | DINIFO | DISIT Z o
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS 2 B W
FIRENZE | RERE e | RERNERRL e Step 4 CITY \

-

J
e S

B connected to ws:/fdashboard kmdcity org:8080/server D%
Node-RED
[
e BarSeries 'y E
@@Dashboard
Name DemoTrainingCourse2020 v w
e Connect g | Create New |
W Widget
Name Bar Series
) Bar Series (zm)
°
Configure .
30
* Deploy
info debug dashboal » “ 20
24564
p 0 15,58
g timestam )
* Click P
o
aerernp-erar.ure Terrmature Room TEI‘I"-pEﬁal!ul‘E
© tusc_weather_sensor_ow_3166540 @ rusc_weather_sensor_ow_3182522
° Room 117057458 Room 2_T7057459

Observe > N
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kw4 cir |

UNIVERSITA | DINFO | DISIT 7~ KL
FIRENZE | A ... | EREEL" C‘SN APlciy
2
Nodes connections

wes €

oot S

B connected to ws:/idashboard. km4dcity org-8080/server

+ *
7 7
24F
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UNIVERSITA | DINIFO | DISIT 12
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | BSitEmzone | RENEDELS e CITY L=z

Resulting Dashboard

Radar Series

airTemperature

21.09 3419

Temperature Room Temperature tusc_weather_sensor_ow_3166540 Temperature:
 tusc_weather_sensor_ow_ 3183522  Room 1_17057458

O tuse_weather_sensor_ow_3166540 @ tusc_weather_sensor_ow_3182522 @ Room 2_17057459

' Room 17057458 @ Room 2_TT0S7459 @ tuse_weather_sensor_ow_3166540 4+ tuse_weather_sensor_ow_3182522 I Room 17057458 4 Room 2_17057459

:’;,; :’:,;
2/

airTemperature Temperature | Room Temperature
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UNIVERSITA | DINFO | DISIT A
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | BSfiSimaone | FEENGSSEs ae c|'|'y

JoT Aoollczilor
Iritegrztion witr Synoptics

Processing Logics / IOT App Micro Applications
MicroServices for Proc.Logic/iaT App External Services, WebPages

R Node-RED

MicroServices from DataAnalytic Register External Service, WebP..

i

‘o B
“Emmn*

IOT MicroServices for Final Users Custom Widgets / Synoptics

IOT MicroServices for Developers 2=y My Data Selection for Synoptics...

DOC: Processing Logic/IOT App Custorn Widget Templates: list a..

. N .
How to Develop Proc Logic / 1oT App Doc: MicroApplications . ' 7 .
Create A MicroService from RestCall o =
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DINFO

DIPART
INGEG
DELL'INFORMAZIONE

e

.

NERIA

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

IMENTO DI

ustom Widgets / Syn

<

= ——" New Share
__, ti:_ s — Variables
| — e @lO .

Constant
Values

Web Socket\Secure
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POLMONE DI INNESCAMENTO

GANI PAPER
<& &

7 —W a —w
#+HEA | #+EA

itz % |

GLASSES
<9

EEE > |

GENERIC
<
##HEA

COLORS BASED ON UNI 116362017

-2

@OOO |
[e ] wenraorae foro ]

Total clicks Mean rate value :E

)

O

©)
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Ll R — ) . CYSNAPLaryES
© | * Virtual Actuators e Virtual Sensors
—| (sensor-actuator) — From: MyKPI, Sensors, |OT D
— From: Dashboard App, other Synoptics
— To: 10T App, MyKP, — To: Dashboards % @
other Synoptics

BEGIN

ORGANIC PAPER

£ —W (—"\ (OO
B [

#-WW

] = S f'f’\/ﬁ.:::\ \ - (G .
Av...P//g
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https://www.snap4city.org/663

., | UNIVERSITA DlNFO DISIT 7
< DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE {S‘&EINFO&AMAZ;ONE TECHNOLOGIES LAB SN Ap4CITy
Dashboard
on Browser
Internet
. — ,
Storage and Case 4
IOT App on Shared . .
CIOUd or on ;v'yKPI - . Variables Cllen.t Slde
Premise shser = T Business
s = Case 3

Case 1 Case 2 256



Fe, |uvisis | DINFO | DISIT FPocn 2
B RENTMETOD | DeTHRUTpSYSTES =l o
FIRENZE | O85\rokmazione | TECHNOLOGIES Lag - -" - CITy

Node-RED

Case -I (] WS3 https://www.snap4city.org/dashboardSmartCit
y/view/index.php?iddasboard=Mjc4ANA==

34.66563913330602

m— 10 WS messages per second

-

TR e

@ Created on dashboard
Ei| vaweormysiger :
B Connecied to the senverl B connected to ws:/fdashi
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https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NA==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NA==

SAFEISTy,
£ % | THNIVERITA DINFO |DISIT A
=] 1/(' \ g DEGLI STUDI IPARTIMENTO DI DISTRIBUTED SYSTEMS D%
30110 | FIRENZE | E5iiaoe | ENG25: e CITY

TS Node-RED

LCase 2: Event Driven 100%
case 2 SVG WS3

https://www.snap4city.org/dashboardSmartCity/vie

w/index.php?iddasboard=Mjc4NQ==
ﬁ 40 MESSAZES per second

12.16894079137732

—_—  set01 O :
Update value! B Value Written!
Bl
( i 100 (
=

M \Value Written!
= ™)
= =

B Value Written!

@ Update value!

B connected to ws:/idashboard kmdcity. org:8080/server
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https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NQ==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NQ==

S, | UNIVERSITA DI]l" *
TR | DEGLI sTUDI DINFO |DISH] ;
LEDE | FIR FESERIoD | pepEpsreTMe o
O\ 711 FIRENZE | D8t kmazione | TECHNOLOGIES LaB CITy
snaN Node-RED

e TC9.19: Custom Widgets / Synoptics controlled by IOT
Applications

e Custom Synoptics and Widgets for Dashboards

e Scenario: 5G Enabled Water Cleaning Control

e Snap4industry: Snap4City for Industry 4.0

e TC1.22: Create and configure a Snap4City SVG Custom Widget for
real-time interaction
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UNIVERSITA
DEGLI STUDI
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CUsNAPlIcnv @

HTML on Dasnooards: ine [ast chojce jf
none of tne solutions satisfy your naads

o)))))

[T
LLELECRCLERRLELRLN

b
;
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DISTRIBUTED SYSTEMS { ] [ r 4 ( m
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* You can send to the Web Content Widget an URL,
a link to the web page to be loaded into an
External Content Widget

* You can create an HTML page by using the loT
App HTTP nodes

— and then also send of the WebContent the URL to ask
at the dashboard to show the HTML you created ©
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FIRENZE | Bl [BNEL. BUSINEesSS LO {[e CITY ez
/ ‘ - Y- J( o /) | JJ(,,.' \ @ = Synoptics
. Widgets
* Synoptics can ...... &
— doall ©
* Widgets can [ —— Widoets
— send/receive dynamic data, = [ — Mapi
= \ o]
— change data sources, etc. | = N — - :
— Provide interactive maps — - Keypads
= e — s L Controls
* HTML pages can —{ e —
— be dynamically generated — o
— provide forms to produce = e TML pages = Gkl
data for IOT Applications HTML H '
— Collect files on web and Tables
system =
— produce files on web ad https://www.snap4city.org/394 =
system https://www.snap4city.org/596

— have CSS and AJAX control
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UNIVERSITA

DINFO

DIPARTIMENTO DI

DISIT

FIRENZE | Resus RTRdIERFroTeNs
F l R_E N Z E gELE’?NEORMAZIONE TECHNOLOGIES LAB

o)

RTO online

RTO online

Home RTO - .

online ey H O ——E ;

Parametri DCcs Amministrazione :ianiﬁclz_;:izi;ne Energia Altri Pianificazi Esito In Produzi Home i Home
(TabPar) (OPC-UA) (AS400) Whrvean (PUN) Parametri 1anificazione  pianificazione " ' o0 2 OM®

(AS400)

Visualizza ed Edita altri parametri H Visualizza e produci Pianificazione Consolidata da Pianificazione Ipotetica del 01-10-2020 15:32:05
2020-09-25 18:47:36 2020-10-23 18:49:02 2020-10-23 18:49:29 2020-10-23 18:49:29 2020-10-24 23:00:00 2020-07-24 18:43:00 2020-10-23 18:49:39

F e DCS Real Time
VS Planning

2020-09-25 18:47:36 2020-10-23 17:22:03 2020-10-2317:21:46 2020-10-23 17:21:46 2020-10-23 23:00:00 2020-07-24 18:43:00 2020-10-23 17:22:08 completato (Ll Elenco esecuzioni pianificazione | Elenco esecuzioni pianificazione in produzione | Awia Pianificazione

DCS Real Time
Giornaliero
2020-09-25 18:47:36 2020-10-22 18:36:02 2020-10-22 18:36:27 2020-10-22 18:36:27 2020-10-23 23:00:00 2020-07-24 18:43:00 2020-10-22 18:36:54 completato  Si P Utima it sgpomameto paramets CabPa: 549200 164735
2020-09-25 18:47:36 2020-10-22 17:09:02 2020-10-22 17:08:59 2020-10-22 17:08:59 2020-10-22 23:00:00 2020-07-24 18:43:00 2020-10-22 17-09:13 completate ~ No Settimanale Ultirna data di aggiomamento dati da DCS (OPC-UA): 01-10-202 " DCS Real Time
Ultima data di aggiomamento dari da amministrazione (AS400): 2 145106 Settimanale
2020-00-25 18:47:36 2020-10-21 18:00:02 2020-10-21 17:59:47 2020-10-21 17:50:47 2020-10-22 23:00:00 2020-07-24 18:43:00 2020-10-21 18:00:12 completato  Si — Uhions dar 6 agpiomemmento dar d piniFcazione vemdit potetica (AS400): 01-10.2020 1
2020-09-25 18:47:36 2020-10-21 06:52:02 2020-10-21 06:52:41 2020-10-21 06:52:41 2020-10-21 23:00:00 2020-07-24 18:43:00 2020-10-21 06:52:59 complefate  No e e e o DCS Marcs
2020-09-25 18:47:36 2020-10-20 18:26:02 2020-10-20 18:26:19 2020-10-20 18:26:19 2020-10-21 23:00:00 2020-07-24 18:43:00 2020-10-20 18:26:37 completato  Si Ultggn data 6 ageommamento alts parametey 24-07-2020 18:43.00 Giomnaliero
N DCS Marce
2020-09-25 18:47:36 2020-10-19 18:13:02 2020-10-19 18:13:09 2020-10-19 18:13:09 2020-10-20 23:00:00 2020-07-24 18:43:00 2020-10-19 18:13:21 completat Settimanale
2020-09-25 18:47:36 2020-10-19 08:51:02 2020-10-18 09:51:08 2020-10-19 09:51:08 2020-10-19 23:00:00 2020-07-24 18:43:00 2020-10-19 09:51:59 complatato =
<< 1 2 3 4 5 6 7 8 9 10 1 12 13 4 > Stoccaggi
Elenco Parametri Iniziali Algoritmo RTO SODA4.0 )
(effettuare cambizment che saranno ulizzati dalla prossima esecuzions) DCS Stoccaggi
days (N° di giomi su cui si vuole fare la piznificazions) [-] Sinottico di
sintesi impianto
fonk)
fronvh) 1 alpha_eco (Peso che decide limportanza relativa di Stock ¢ PUN nella funzions obiettivo) [-] Sinottico di
sm[;nvamww
i )
o CL2_HC132 (CL2 consumaro per ton di prodotto) [ton CLson HCI32)
—
VS Marce MAX_HCI32_s (Massime stock HCI32) [ton] =

Privacy Policy ~ CookiesPolicy  Termsand Conditions  Contact! DINFO | DISIT Privacy Policy  Cookies Policy ~ Terms and Conditions  Contact us 4 DE'S‘I;_ r' SNAM [ rci

i | e | B CVSNAPAey 558

* HTML pages can
— be dynamically generated fro
— provide forms to produce da
— collect file from users, and
— have CSS and AJAX controls

the 10T App
to the IOT App, alsolincluding interactive elements
oduce files to web and to the system
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From ol App to HITIVIL pages

—

W)
—J

m

B 'Pémg]

Edit http in node

hitps-Aiot-app shap4city. org/odered/nmgusl/showtable S S m

Q v node properties

[get] /nodered/nrigu80/showtable [ — Basic Html # Showvalues

’ ’ ' = Method GET v
htips./iol-app. snap4ceity. org/noderedmitguso/showtable
@ URL fshowiable
< tl ' I > [get] /nodered/nrigus0/showtable Basic Html

<style>table, th, td { border:1px solid black;}</style> T
<head></head>

The url will be relative to /nodered/nrfguse .

< > 4 o" ”
bodl, ~ ey | Edit “HTTP IN NODE” as above, also to get the
<h1>This is a table</h1><table style="width:100%">
<tr> ID of your loT APP.
<th>Person 1</th> <th>Person 2</th> <th>Person 3</th> The ID is used in the URL of the generated page
</tr>
<tr> . . . % Snap4City X @ hitps/fiot-app.snapdcity.org/no: X + [~ - o %
/t<td>Em|I</td> <td>Tobias</td> <td>Linus</td> ¢ C (1 @ iotappsnapddityorg/nodered/nfouljshowtable L8 5 % Y EY
</tr>
<tr> This is a table
<td>16</td> <td>14</td> <td>10</td>
Person 1 Person 2 Person 3
</tr> Ermil Tobias Linus
</table> 16 14 10
</body> </html>
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FIRENZE | BSERSmzone | M85 NGI88Es Lae @ CITY

Node shape Description Snap4City
or
standard

inject To generate injection messages into a flow, scheduled or on manual demand by click it on | standard
left.
function A java script function, from a JSON input to one or more JSON outputs, which can be | standard

produced by setting it.
fiware orion To send an Entity Message of an Entity Instance into the storage. The Entity Instance has to | Snap4city P
art 5

@

out api v2 be registered on Entity Directory (loT Directory) and you have to be the owner or to be
delegated in READ-WRITE to send messages to it. The node represents the broker, so that
the same node can be used to send any Entity Message you need.

fiware orion To subscribe the Processing Logic (loT App) to receive event-driven notifications related to | Snap4city
. subscribe api Entity Instances changes. The node is substantially a listener connected to an Orion Broker.
= You can subscribe to many Entities and then to get all of them from the output of the P a r't 5
listener. The new version will go to provide an input port to send at this listener multiple

subscriptions.
Query call to Smart City APl to get any information about a SURI, ServiceURI. There are many | Snap4city

service info

dev other Nodes which can be used to pose Smart City APl queries in very simple manner and
recover vectors of ServiceURIs.
e To perform queries on the storage to obtain a list of ServiceURI. The nodes of this family can | Snap4city
search allow you to perform searching queries by filtering for distance, area, subnature/category,
values of attributes, time period, etc.
Send email. With other nodes you can send Telegram, SMS, etc. standard

email

To send a REST CALL (get, post, etc.). Please USE THIS NODE ONLY for the access at external | standard
APl and not to access at the Snap4City API for which a lot of MicroServices are accessible as
NODEs/Blocks in the Processing Logic and they arB2AfGHICEIMY 238Y and ready to use.

http request
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Node shape Description Snap4City
or
standard

e A block which is printing on debug view the data JSON passed in its input. Please note that | standard

the node can be tuned to provide only msg.payload or the full JSON message.
iotdirectory To create a Entity Instance (device instance) from a model prepared on Entity Directory (IoT | Snap4city P a rxt 5

new device DirectOI'Y).
from model
change To change the ownership of an Entity Instance (loT Device). Snap4city P xt 5
ownership my a r
davice

delegate my To delegate a certain Entity Instance (loT Device) to some other user for which you have to | Snap4city P a rxt 5
device know the Nickname. Delegations can be: Read_access, Read_write, Modify (to modify the
Entity Instance structure).
single content To show something on §nap4City dashboard with a simp!e widggt. A large set of dashboard | Snap4city
nodes to send and retrieve data to/from dashboards. This specific Nodes allows to send on
dashboard HTML formatted messages with some limitations. Full HTTP widget is also
accessible.
MQTT broker listener, to receive messages from the Broker. Another similar node can be | standard — nad
used to send MQTT messages to the MQTT broker. This node allows to perform a P O rt 5
subscription to a topic of the MQTT broker.
python - data Request performed on a Container including a Python data analytics, which is loaded into | Snap4city =
- analytic the node and the container is created at the first Deploy of the Processing Logic. Similar P C r t 4
Approach is performed for RStudio Data Analytics. Snap4City (C), May 2024 270

maqtt in
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Some patterns

1) Hello world of node-red, the inject may provide a string to the debug.
ey [

2) Hello world of node-red at two steps, the inject provides a push while a JSON is created into the function
as msg.payload ={............. } and sent/shown to/by the debug.

O o e SESENED

3) Event data reception from an MQTT broker, transformation and send it to the storage pushing data into
the Orion Broker V2.

ﬂ matin () o wncton ) SR Part 5

request on inject of a SURI to the storage to see data on debug.
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1) Preparation of data request on function, query to the storage and see data result on debug.
S e s

2) Event data reception from an MQTT broker, transformation to create an Entity Instance from a known
Entity Model, debug to see eventual errors, for example if the device is already present (to avoid
production of error, one may verify if the Entity Instance is already present by posing a query on the
system):

[ mat in qjcb function -@ ;i'i%% E Part 5

3) Preparation of data parameters on function, request computing Data Analytic, see data result on debug.

B e b e SRR
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Broker - Storage

loT App / Proc.Logic = Broker Any Oth er

Broker = loT App / Proc.Logic

IOT Network Management and Control Req UESt

|OT Devices hardware-software integration

Using Data Models: ?
— FIWARE Smart Data Models, Snap4City loT Device Models e

Data Exchange and Distributed,
— computing on multiple Snap4City Domains

IOT end-2-end Secure Stack, IOT €<—-> Dashboards
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On Line Training Material (free of charge)

¢“SNAPciry E::

Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
g . Data Ingestion |System and Deploy| Smart City APl: |Design and Develop
O Dashboard IOT A IOT Network, Data Anal
ot Lol PP S AN aes processes Install Web & Mob. App Smart Solutions
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Course 2023: https://www.snap4city.org/944
— Introductionary course to Snap4City technology

Course https://www.snap4city.org/577
— Full training course with much more details on mechanisms and a wider set of
cases/solutions of the Snap4City Technology
 Documentation includes a deeper round of details

— Snap4City Platform Overview:
* https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

— Development Life Cycle:
* https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

— Client Side Business Logic:
* https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf

* On line cases and documentation:
— https://www.snap4city.org/108
— https://www.snap4city.org/78
— https://www.snap4city.org/426
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2023 booklets

* Smart City

https://www.snhap4city.org

/download/video/DPL SN
APACITY.pdf
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* Industry

https://www.shap4city.org/d

https://www.shap4city.o

ownload/video/DPL SNAPA4|

NDUSTRY.pdf

rg/download/video/DPL

SNAP4SOLU.pdf
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* Free Registration on Snap4cCity.org
— Please select DISIT ORG to be sure to access at the examples
— Most of the cities / tenant are private and they do not left much visible

 What you get is probably the 10% of what is on the platform ©
* Training: https://www.snap4city.org/577

* Scenarious: https://www.snap4city.org/4

* Publications: https://www.snap4city.org/426

 WEB pages: https://www.snap4city.org/78

Search

* SEARCH on the right side . Q.
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¢“SNAP/crry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its
DISIT Lab, Https://www.disit.org with its Snap4City solution

Snap4City:

*  Web page: Https://www.snapdcity.org
* https: D
*  https:y

facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it
Phone: +39-335-5668674

Linkedin: http w.linkedin.com/in/paolo-nesi-849bas1/
om/paoclones

Twitter: https
FaceBook: https://www facebook.com/paolo.nesi2

8]
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]

]
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¢“SNAP/ciry

 https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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DINFO

* Powered by

YSNAP4Tech

Development Life-Cycle

load/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

https://www.snapdcity

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
napdcity.org

apdsolutions.org

»  https://www.youtube.com/channel/UCtACOIEbNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-5668674

S
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DINFO ‘ ISIT

https://www.snap4city.org/d
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ownload/video/Snap4Tech-

Development-Life-Cycle.pdf
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https://www.snhap4city.org/d
owhload/video/ClientSideBus
' SNAPTech inessLogic-

Client-Side Business Logic
Widget Manual

From Snap4City:
« Ve suggest you read

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:

o https://www.snap4city.org/download/video/Snap4City -

PlatformOverview. pdf

slides go to https://www.snap4city.ora/577
https://www.snap4city.org
https://www.snap4solutions.org
https://www.snap4industry.org
https.//twitter.com/snap4city
https://www.facebook.com/snap4city
https://www.youtube.com/channel/UC3tAOO9EbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, Italy
Phone: +39-335-5668674
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STORIES — https://fiware-
foundation.medium.com/sna
s p4city-fiware-powered-

smart-app-builder-for-
sentient-cities-acfe24df49d5

— https://www.snap4city.org/d
rupal/sites/default/files/files
Snap4City:

FIWARE powered smart app /FF ImpactStories Snap4Cit
builder for sentient cities
y.pdf
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DISIT
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