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On Line Training Material (free of charge) O) r

Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
OVEEawW Baskboards Data Analytics Data Ingestion bystem and Deploy | Smart City API: |Design and ngelop
processes Install eb & Mob. App Smart Solutions
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UNIVERSITA
DEGLI STUDI DINFO DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
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DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

Note on lrain

Course: https://www.snap4city.org/944
— Introductionary course to Snap4City technology

* Older version Course https://www.snap4city.org/577
— Full training course with much more details on mechanisms and a wider set of cases/solutions of the Snap4City
Technology
 Documentation includes a deeper round of details
— SnapA4City Platform Overview:
* https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
— Development Life Cycle:
* https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
— Client Side Business Logic:
* https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
e Online cases and documentation:
— https://www.snap4city.org/108
— https://www.snap4city.org/78

— https://www.snap4city.org/426

Snap4City (C), February 2025
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DINFO
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* Recall of Snap4City Architecture

@a_mgesti\on Strategy and Orientation
— Basic entity elements

— Knowledge Base: Modelling and ServiceURI as Entity Identifier
— Models vs Devices/Entities and Registratio
* Develop: Data Processes Proc.Logic?BT App )
— Proc.Logic = Node-RED + Snap4City
— An Integrated Example for Time Series
— Verification of Data Ingestion
— Exploiting Storage data by using: loT App / Proc. Logic
— Interoperability with respect to Hardware staff
— High Performance Ingestion
— Interoperability of Snap4City Platform
 Some Applicative examples
* Training Material

 Acknowledgements
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Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling
Data Analytic
Userinterface +
Business Logic

@ Deploy

@ Deploy
@ Deploy
@ Deploy

loT App,
Proc.Logic

ML, Al, XAl
Python, RStudio

Special Tools
A Userinterface
Dashboards
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A

v
=
-

Validation

P
<
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Extra Dashboard
Widgets
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Dashboards

Development life
cycle manual

Management
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Development Llfe-Cycle

From Snap4City:

* We suggest you to read the TECHNICAL OVERVIEW:
o https.//www.snap4city.org/download/video /Snap4City-
BlatformOverview.pdf

* https dsolutions.org

ebook.com/snapdcity
s  https:/fwww youtube com/channel/UCItACOPEbNbasf2-udvandg

Coordinator: Paclo Nesi, Paclo nesi@unifiit

DISIT Lab, hittps://www disit org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-56684674
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. / o [ agsi%D. )
— Subscribe ok DISIT Organization w’ﬂ.‘. TeE

|OT Applications

— Access to a large volume of Data

IF
— Create Dashboards YOU neey
Can aSk Us = more .
— Create |OT Applications beCOmin Z/c/)/pass N, thel deep
: ri Nex
— Connect your IOT Devices ‘8hts Of dey, e a tf?o/e
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Recall of Snap4City Architecture
Data Ingestion Strategy and Orientation

— Basic entity elements
— Knowledge Base: Modelling and ServiceURI as Entity Identifier

— Models vs Devices/Entities and Registration

Interoperability of Snap4c€ity Platform

Some Applicative examples

* Training Material
* Acknowledgements
Snap4City (C), February 2025




*POI, IOT Devices, shapes,.. - K _
 FIWARE Smart Data Models, - S
e GIS, maps, orthomaps, WFS/WMS, =
GeoTiff, calibrated heatmaps, . . > L
* Satellite data, .. g TEREEE e R

* traffic flow, typical trends,

* trajectories, events, Workflow, .. |
* 3D Models, BIM, Digital Twins, .. St S
e OD Matrices of several kinds, S
e Dynamic icons/pins, .. -

.\\ S

. . . i ; 3 T 2 W ":i\\:\' ‘ | .y W \eroﬁqu&\nrenze
* Synoptics, animations, .. = e = e aiay ) - sy
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* KPI, personal KPI,.. =y
e social media data, TV Stream,

* routing, multimodal, constraints,
* decision scenarios, .
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Comptiant with:
*/ loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IB
ighiee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tpllnk BACnet TALQ, Protocol Buffer,

1ln--'--—--7— 5 Died

tandards-and-Interoperability (. -
S lity (10/2024) =5

\_/
aotca IVIOUC VTOUE

stone, TIM, HERE, w1k
* \ Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, ; - CSS, SVG, IFC, XPDL, OSM,
nfoserEMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

Database: Open Search, MySQL, Mongo, HBASE, SOI'R,-SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, ZUre..
dustry OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.—— httDS'//WVWV snap4 - OFCI/65
ity: DATEX, GTFS, Transmodel, ETSI, NeTEx, .— ' ' '

e Social:Twitter, FaceBook, Telegram, ..
* Events: SMS, EMAIL, CAP, RSS Feed, ..
e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

F4: | B | DINFO | DESIT

ARTIMENTO DI DISTRIBUTED SYSTEMS
F l RE N Z E INGEGN AND INTERNET
DELL INFORMAZIONE TECHNOLOGIES LAB

Snap4City vs Forme

Snap4City is capable to ingest and work with any format:

— Data exchange: JSON, GeoJSON, XML, HTML, HTML5, DATEX, GTFS,
binary, etc.

— GIS formats: WMF, WFS, heatmaps, ....

— Table: CSV, XLSX, XLS, database, ...

— Road graphs: OSM, triples, geoJSON, etc.

— graphics: IFC, Shape, WKT, SVG, ...

— archive file formats: zip, rar, 7z, tgz, pdf, ...

— image formats: png, gif, tiff, geoTiff, ico, jpg, ...

— ODM: JSON and other formats

— Traffic Flow: JSON and other formats L_)
— Heatmaps: GeoTIFF, JSON, etc.

— video formats: mp4, avi, mov, RTSP, ...
— 3D elements: G FE, et

the format you need to cope on the search box of Snap4City
portdl!: Snap4City Supported Protocols, adding new protocols

Snap4City (C), February 2025

C"SNAPIICITY .

o

(0 I W W 0 A

Data Inspector

Mykl, MyData, MyPOI

My Groups of Entities
View/Set My POl on Tuscany
Data Table Loader (Excel)
FOI Loader [Excel)

Harwest Satellite Copernicus Dat._
File Manager

HeatMap Manager

BiM Server old

BIM Server Mew

BIM Srv Mew: Add

BIM Srv new: View

OpenData Manager: Data Gate
CpenData Manager: Data Gate
Add Data Sources into the Platfo_.
Doc: Data Table Loader
Doc: POl Loader

Doc: BIM, Digital Twin Local
High Level Types

Supported Protocols, HowTo add._

Interoperability & Standards

Copernicus Satellite Data


https://www.snap4city.org/drupal/node/65

UNIVERSITA
DEGLI STUDI

FIRENZ

DINFO
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INGEGN
DELL INFORMAZIONE

The main High Level Types
-codified metadata, static GPS, + info, no time series

stance / loT Device: static GPS, Info, variable data, Time Series

ensors and actuators
— Entity Mobile / l1oT Device Mobile: if dynamic GPS

MyKPI: dynamic GPS, - info, single variable, Time Series

Heatmaps: matrices on some area, Time Series = Entities *
Traffic Flows: road segments with flow density, Time Series
OD Matrices: different parameters, Time Series = Entities

Vector Fields: different parameters, Time Series, may be with Heatmaps
Scenarious: different parameters, Time Series = Entities

Routing, paths, trajectories, etc.... different parameters,
3D shapes, elements, BIMs, TV Cam, .... different parameters, Entities

Snap4City (C), February 2025
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DINFO

DIPARTIMENTO DI

POI, Point of Interest

loT Devices, KPl multivariable, WOE@S
GIS data

Satellite Data

Traffic Flow

Heatmaps

OD Matrices

BIM Models

MyKPI (single variable)

3D model data

Messages exchanged with Dashboards

Messages exchanged with Synoptics

DISTRIBUTED SYSTEMS
F [ RE N Z E INGEGNERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB

Sporadically, for versioning

A set of values for each time instant of observation (dateObserved)
Sporadically, for versioning
An image for each time instant of observation (dateObserved)

A Traffic Flow network for each time instant of observation (dateObserved)
An Heatmap for each time instant of observation (dateObserved)

An ODM for each time instant of observation (dateObserved)

Sporadically, for versioning

A value for each time instant of observation (dateObserved)

Sporadically, for versioning or for model kind for example

A set of values for each time instant of observation (dateObserved)

A set of values for each time instant of observation (dateObserved)

¢ SNAP/crry
HLT wrt to Time Series, GPS and Geometry

Yes/Yes
Yes/Yes
Yes/Yes
Yes/Yes
Yes/Yes
Yes/Yes
es/Yes
Yes/Yes

Yes/no

Yes/Yes

No/No
No/No
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Jata vianagement, FL

- /

Q View/Set MyPOI on Tuscany ———
g @Groups of Entitie

e Harvest Satellite Copernicus Data L H e a t M a p M a n a ge r

@ File Manager
O 1o * BIM Server.......

o servercid * Open Data...

BIM Server Mew

STR— * Depending on user’s kind:
T — ODM, File, TV CAM, Traffic Flow, .....

OpenData Manager: Data Gate

@ OpenData Manager: Data Gate
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Heativiap Vianager

Snap4City HeatMap Manager

Switch To New Layout (Beta)

User: octtoladmin, o DI mm--

Role: RootAdmin, Level: 7

15Minlndex_AbitantiPerPunto m 15minsubindex Cultural&ctivity | Cultural_centre

15Minl o _ A Inde: insubi " DISIT
PREVIEW
Tour Again
15Minindex_AverageindexBologna mm 15minsubindex m DISIT m m VIEW E
www.snap4solutions.org PREVIEW

Dashboards (Public) HeatMap Manager

15Minindex_CultureAndCultsindex mm 15minsubindex m

My Dashboards in All Org.

boards of M» ganization
RS e ganization 15Minindex_CultureAndCultsindexBologna mm 1Sminsubindex m

My Dashboards in My Organization

My Data Dashboard Dev Kibana 15Minindex_Economylndex mm 15minsubindex

My Data Dashboard Kibana

15Minindex_EconomylndexBelogna mm 1Sminsubindex m

Carmignafio!

Extra Dashboard Widgets ~
#of inhabitants
Data Inspector 15Minindex_EducationindexBologna mm Tl m
10-50
M 200-350
View/Set MyPOI on Tuscany W 650500

N ator 15Minindex_Educationindex mm 15minsubindex m
 Inhabitants
perarea
My MuD=s;, MyPOI - tined
W 350-500
|l 800-3%0

Data Management, HLT a Density
0-10
& 100- 200
My Groups of Entities 15Minindex_EntertainmentSocialindex mm 15minsubindex m -
500 - 650
W50

Data Table Loader (Excel)

15Minindex_EntertainmentSocialindexBologna mm 15minsubindex m
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TrafficFlow Manager

Switch To New Layout (Beta)

User: roottooladminl, Org: DISIT

Role: RootAdmin, Level: 7 Scenario

nomedelloscenario | Toscana cinuge 1 m TrafficDensity mm m m vehicle

densityTrafficMap per 20m

m TrafficDensity mm m m vehicle

densityTrafficMap per 20m

FirenzeFIPILITrafficRealtime FirenzeFIPILI Toscana TrafficRealtime

Data Inspector

FirenzeFIPILI Scenariclbefore TrafficDensity licle

densityTrafficMap per 20m

MyKPl, MyData, MyPOI FirenzeFIPILITrafficScenarioScenariclbefore

My Groups of Entities

View/Set MyPOI on Tuscany @ FirenzeFIPILITrafficScenarioScenarioAFeb2020 FirenzeFIPILI Toscana ScenaricAFeb2020 14 m TrafficDensity PrREVIEW BRGLES
Data Table Loader (Excel) TrafficFlow Manager
POI Loader (Excel) @) FirenzeFIPILITrafficScenarioScenarioAFeb2020TTT | FirenzeFIPILI Toscana ScenarioAFeb2020TTT 14 [ viEw |
Harvest Satellite Copernicus Data Rreviewalisme ion
Data Inspector OpenSearch
P P @) FirenzeFIPILITrafficScenarioScenarioANov2019 FirenzeFIPILI Toscana ScenaricANov2019 14 m
File Manager
Fiesoie
HeatMap Manager WV
© FirenzeFIPILITrafficScenarioScenarioANov2OISTTT | FirenzeFIPILI Toscana ScenaricANov20TITTT 14 [ view |
ColorMap Manager
Typ meTrend Manager
e FirenzeFIPILITrafficScenariostefano2 FirenzeFIPILI Toscana stefano2 & m
TrafficFlow Manager
TVCam Manager
OD Manager e FirenzeFIPILITrafficScenariostefano2TTT FirenzeFIPILI Toscana stefano & m
BIM Manager
BIM Server old e FirenzeFIPILITrafficScenariostefana3 FirenzeFIPILI Toscana stefano3 7 m .. 2
Froa sreet
BIM Server New ““\-»u(rm dellé v Fud e
ascine ) \
| voowy e
BIM Srv New: Add e FirenzeFIPILITrafficScenariostefano3TTT FirenzeFIPILI Toscana stefano3TTT 7 m = = 2
BIM Srv new: View (v
OpenData Manager: Data Gate @) FirenzeFIPILITrafficScenariostefanos FirenzeFIPILI Toscana stefanoS 8 m FirenzeFIPILITrafficRealtime
* Traffic Heatmap Controls: 24H
OpenData Manager: Data Gate Max Opacity: ¢ en— > 1
-< Prev 2024-19-01 23:00:00
OpenData Harvester: Data Gate e FirenzeFIPILITrafficScenariostefano5TTT FirenzeFIPILI Tescana stefanoSTTT g8 m 7 Vil e i
Add Data Sources into the Platform
Doc: Data Table Loader # CirenzeFIDI ITrafficSranarinatefannf Firan7aFIDI | Toerana ctefannf = e
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SubStantially

* Entities are used to model Digital Twins and thus:
— POI, MyPOIl, KPI, MyKPI, IoT Devices, etc.

— including: metadata info, time series, GPS position, geometries, hyper Links,

and Actions which are links to tools/functions/processes to Act on them

* Complex Data such as used to model spec. aspects as Traffic Flow,
Heatmaps, ODM, BIM, TV cameras, 3D elements, .. :

— Are placed on map as an Entity plus additional information into a dedicated
<data> Manager

— Entity includes: metadata info, time series, GPS position, geometries, hyper
Links, and Actions which are links to tools/functions/processes to Act on
them
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brarsron | DINFO | DISIT 4 oY
FIRENZE | BestEitione | SBREEES e CITY L
Dataingestions Strateg
e o o Q_.J - E o e L_JJ
Smart Data Models ...
loT Data Models — the data messages arriving in PUSH on the platform,
N i taT Twins ) * if compliant to a known Model and referring to a known Device/Eritity
- * They are AUTOMATICALLY: stored, indexed, and ready to ed by Wizard,
@F'“JHIRE Dashboards, Views and Applications
— « 2) Via external Brokers: NGSI V2, NGSI LD (beta), JSON
° 47 — the data messages arriving in PUSH on the external broker,
rokefs * Have to be mapped to a known Model and referring to a known Device/Entity
"* e G * To be AUTOMATICALLY: stored, indexed, and ready to be used by Wizard,
6 5 @ Dashboards, Views and Applications
Social Media have tO be
o |'>°T ’tp — mapped on an Snap4City loT/Entity Model and Entity/Device Instance
ateways, satellite roclLoge. . | . .
Cruclinlan ) - g — ingested in real time or batch, by a process implemented as
DU Sl 8 loT » an loT App/Proc.Logic, on container, on cloud or Edge

M streams

* a Python or other language, on container, on cloud or Edge

Snap4City (C), February 2025
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FILARE  sybscription no

NGSI Cluster of ®0penSe ch
Real Time for storage with in
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NIFl, OpenSearch NIF|
L [ @GeoServer

N ox
8 BIMserver.center /
tform utomation: ]
e 1S, Proc.Logics,
Python, ... L (studio Data Analytics: ML, Al, XAl @ python’
=2,

L Node-RED Platform Control and Management

assive data flow

enteripg
Massw\data flow

exiting
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Device
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— Static and Real-Time / Time Series =
— Classification of Entities

— Referenees-among Entities/
°* nowledge Base; Modelling and ServiceURI as|Entity Identifier

— Entity-dne g and Unified Identifications
* Models vs Devices/Entities and Registration

WDevice Mode

— Eﬁtity Instanced / |oT Device Instances
— Messages over time/version

— Variable as Attributes

Snap4City (C), February 2025
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Terminolo

Former name new name,
from 2023
Entity Model A data model
Entity Instance A data instance ready to get message for time series

loT Device Variable, metric Entity Variable A variable of an Entity Instance or of an Entity Model

loT Device Message, device Entity Message A data message
message

loT Directory Entity Directory The tool for managing models, entities, data models, etc.

loT Applications, Processing Logic = Node-RED + Snap4cCity Libraries

loT App The tool for visual programming, node-red JavaScript, data flow, ingestion
logic, data transformation, data loading, interoperability, business logic.
Dashboards Views and The Snap4City Dashboards are effectively Views of some Web Application,
Dashboards with all the interaction and connection the developer would create among
them.
LOGraph not all Snap4City platform are provided with the LOGraph, it is optional and

can be installed in a second phase

SnapA4City (C), February 2025 33
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User: roottooladmini, Org: DISIT

Role: RootAdmin, Level: 7
LOGOUT

My Snap4City.org

Dashboards

My Dashboards in All Org.

Dashboards of My Organization

My Dashboards in My Organization

My Data Dashboard Dev Kibana

My Data Dashboard Kibana

Extra Dashboard Widgets ¥

Notificator

Data, my Data, OpenData ¥

Knowledge and Maps »

Service Map (Toscana)
Service Map 3D (Firenze)
Helsinki Service Map

Antwerp Service Map

Garda Lake Service Map
Cagliari Service Map
Lonato Del Garda Service Map
Valencia Service Map

Pont Du Gard Service Map
Dubrovnik Service Map
WestGreece Service Map
Mostar-Bosnia Service Map
Svealand Service Map
Roma Service Map

Pisa Service Map

Creating WKT

Service Map 3D (Antwerp)
Service Map 3D (Helsinki)

Producing POI triples for KB

Load WKT on ServiceMap (Helsinki)
Load WKT on ServiceMap (Toscana)
Load WKT on ServiceMap (Antwerp)
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Service Map (Toscana)

Serviceuri: hitp
Name: METRO758

Nature: TransferServiceAndRenting
Subnature: SensorSite

Address: Lavagnini dir. Viale Strozzi (38)
DBpedia: "Spartaco_Lavagnini

- Hide Menu w.disit.org/km4city/resource/METRO758

— arnate
1 eG\o\'\‘\
Search I Events i M

{ 2

Pasticceria
Caffée Marzocco

Property/Value Type Value

avgDistance Not Available

=1P3l — Actual Selection
"Service: METRO758

1
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.
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a
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2
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o
9 vehicieFlow 1344.0
&)
2 = averageSpeed 29.613344
' ﬂ Bibléolelczdell Islllulo thresholdPerc Not Available
i studi pe
Via Jenti Settembré RenatoB speedPercentile Not Available

congestionLevel 119.0967

101.56058

anomalyLevel

e U'/ @E

|em
La Fortezza

e Student Hot
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Ufficio Imposte

S. Caterig

E
Hotel Cimabue

4

Bastione Cav;
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H Regular Services ' Transversal Services -

¢“SNAPciry

- Hide ﬁenu | =

=1

De/Select All
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E Advertising +
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n CivilAndEdilEngineering +
B culturalActivity +

m EducationAndResearch +
m Eme
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@ Coast_a
P

o

jency =

RN

oomC_safety
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@ Emergency_medical_care
@ Emergency_services

@ Fire_brigade

First_aid

(H<B<H<H<B<)

@ Italian_finance_police
s

overnmentOffice +
HealthCare +
IndustryAndManufacturing +

IoTDevice +
MiningAndQuarrying +

ShoppingAndServic:

rviceAndRenting +
UtilitiesAndSupply + ¢
E Wholesale +

m WineAndFood +

Map: Struct.

Filter: |
|search text into service |
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. g FUPPO i v
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. 400 o <
PP i,
- Hide Menu t
{ Casa dello Studente San Gi ino
‘ Weather Forecast for Mucipality of : FIRENZE + dei Cavalieri
Saturday Sunday Monday Tuesday Wednesday ‘ Ospedale Santa Chiara o
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l - - 22, Residenza la Rondini
.
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2 - & . .
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Snap4City Data Inspector

Switch To New Layout (Beta)
. METRO728
User: paolodisit, Org: DISIT VALUE NAME: METRO729

Role: AreaManager, Level: 3
- DESCRETION| SCRITION| 7 DA I R

N Ldst Ldsl Ldst Ldst
congestionLevel 109.37501 value Ahours 24hours 7days * MNow displaying in Standard Mode

2023-07- Last Last Last Switch to the Synoptic Mode to select MyKPIs and sensors that you need for your synoptics.
08T17:15:00.000Z | value |4 hours 24 hours Tlhvs

Last Last Last Last
value 4hours 24hours 7 days

My Snap: sl /. dateCbserved
Tour Again 9 vehicleFlow 1138.9782

nap4solutions.org
Keep data on target widget(s) after popup close: O

Dashboards (Public)
]

Dashboards of M ganization — T
My Dashboards in My Organization i
& OpenStreetMap contributors
My Data Dashboard Dev Kibana
Data sources
Extra Dashboard Widc _ _
Al selected [26] * All selected [49) * All selected (910) * All selected [20) ~ All selected [1782) v All selected [247) v All selected (51) All selected (61) v All selected [2) +

Data Management, HLT « High-Level Type'" Subnature ¥ Device/Model ValueName % ValueType ¥ DataType ¥  ValueUnit %  LastDate ¥ LastValudk  Healthiness

D I |aT Device TransferserviceAndRenting Traffic_sensor METROT792 orionUNIFI sensor_map 2023-07-0814:05:00

""_'p'r::F". r"“}"—"dl'ar M_‘r'p0| loT Device erserviceAndRenting Traffic_sensor METRO793 orionUNIF] SEnsor_map 2023-07-08 14:05:00
My Groups of Entities IoT Device erserviceAndRenting Traffic_sensor METRCTI3 arionUNIFI Sensor_map 2023-07-0814:05.00
laT Device TransferServiceAndRenting Traffic_sensor METRO729 orionUNIFI Sensor_map 2023-07-08 14:05.00
|cT Device 'rjer;e'ui:eﬁm: Renting Traffic_sensor METROT orionUNIFI sensof_map 2023-07-0814:05:00

1cT Device _raierSe".fi:eﬁn: Renting Traffic_sensor METROT7H orionUNIFI sensor_map 2023-07-0814:05:00

| on Tuscany

Data Table Loader (Excel) 16T Device TrafilerServiceAndRenting Traffic_sensor METROTE0 orionUNIFI sensor_map 2023-07-08 14:05:00
|cT Device TrasferServiceAndRenting Traffic_sensor METRCT99 orionUNIFI sensor_map 2023-07-0813:55:00

POI Loader [Excel) ES
Harvest Satellite Copernicus Data Hide colump s

metro?

File Manager
HeatMap Manager vehicleFlow vehicleFlow - Day

BIM Server old

BIM Server New

BIM Srv New: Add .I-l 39
BIM Srv new: View

OpenData Manager: Data Gate
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Al elected . v All selected . v

TransferService.
IndustryAndMa
Environment
Environment

DINFO
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Vt‘spum

)..

All selected ...

Subnature
Weather
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Computer
Air
Air
Sensorsite
SensorSite

SensorSite

INGEGNERIA
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TA INTELLIGENCE
&

\ SYSTEMS AND
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New Data Ins

Data Inspector BETA OS

Firenze “————

All selected .. v

Model
DIDAI
METROT
AltairStatoPom...
BIMET_SMART.

ARPAT_QA_FI-

METROS14
SI052032FS9390.

METROE31

Allselected _. v

Broker

Santa Verdiana

Altair-soda
Altair-soda
Altair-soda
Altair-soda
Altair-soda
Altair-soda

Altair-soda

¢VSNAPlcy i

nector/Wizard

Now displaying in Standard Mode

Switch to the Synoptic Mode to select MyKPis and sensors that you need for your synoptics.

\ S e
© OpenStreetMap contributors

Data sources

All selected .. v Allselected _ v All selected .. v Aliselected . v All sel

Value Type Data Type

webpage

Value Name Value Unit Last Value
Mio sensore
Altair Valve State 2021-06-05 00
2021-05-20 13:51.
2021-06-07 17:3.
2021-06-0717.3.
2021-06-07 00....
2021-06-07 00:

2021-06-07 00
S o

webpage
Altair Pump St webpage
Altair pump 43.
Altair valve 541
Altair Pump 4321

webpage
webpage
webpage
Altair Stock sta

Altair Pump 92

webpage

webpage

ected .. v

2024-01-10 01:3
2024-01-10 013,
2024-01-10 013
2024-01-10 013,

2024-01-10 013..

2024-01-10 013,
2024-01-10 01:3
S

Allselected _. v

Healthiness Last Check Ownership
2023-07-18160...

Search...

Nn. 0600 1200 18:00

Feb

12 06:00 1200 1800 13.
Feb Feb

Search... Search... Search... Search... Search... Search...

Search...

Search

06:00 1200 18:00 14 06:00 1200 1800 15
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0600 1200 1800 16
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06:00 1200 1810
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Filtering/Searching for
individual fields (even for
some fields not displayed
as geographic
coordinates)

Geographic Filtering

Text Search on all fields

Menu for choosing the
fields to display in the

table
View on Map(via

PREVIEW)

Data and Trend
visualization

Opening Digital Twin

Pass to Synoptic
mode

Select the graph
representation
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Snap4City Data Inspector

Switch To New Layout (Beta)
. METRO728
User: paolodisit, Org: DISIT VALUE NAME: METRO729

Role: AreaManager, Level: 3
- DESCRETION| SCRITION| 7 DA I R

N Ldst Ldsl Ldst Ldst
congestionLevel 109.37501 value Ahours 24hours 7days * MNow displaying in Standard Mode

2023-07- Last Last Last Switch to the Synoptic Mode to select MyKPIs and sensors that you need for your synoptics.
08T17:15:00.000Z | value |4 hours 24 hours Tlhvs

Last Last Last Last
value 4hours 24hours 7 days

My Snap: sl /. dateCbserved
Tour Again 9 vehicleFlow 1138.9782

nap4solutions.org
Keep data on target widget(s) after popup close: O

Dashboards (Public)
]

Dashboards of M ganization — T
My Dashboards in My Organization i
& OpenStreetMap contributors
My Data Dashboard Dev Kibana

Data sources

Extra Dashboard Widc _ _
All selected (26) v All selected (49) » All selected (917" All selected [20) + Al selected (1782) + Al selected [247) + All selected (ST) v All selected (61) * All selected (2) v

Data Management, HLT High-Level Type'" Value Name % ValueType % DataType # ValueUnit &  LastDate ¥ LastValudt  Healthiness

Datal laT Devi:r: i ar‘:ﬂ':rSe".'. nd Re‘ﬂ.il“g Traffic_sensor METROT792 orionUNIFI sensor_map 2023-07-0814:05:00

1cT Device ransferserviceAndRenting Traffic_sensor METROT7H orionUNIFI sensor_map 2023-07-0814:05:00
""_'r'r::F". r“"}"—-'d'-ar M_\,'F’OI loT Device TransferServiceAndRenting Traffic_sensor METRO793 orionUNIF] SEnsor_map 2023-07-08 14:05:00
My Groups of Entities |oT Device TransferserviceAndRenting Traffic_sensor METRCTI3 arionUNIFI Sensor_map 2023-07-0814:05.00
laT Device TransferServiceAndRenting Traffic_sensor METRO729 orionUNIFI Sensor_map 2023-07-08 14:05.00
|cT Device TransferServiceAndRenting Traffic_sensor METROT orionUNIFI sensof_map 2023-07-0814:05:00
Data Table Loader (Excel) 16T Device TransferServiceAndRenting Traffic_sensor METROTE0 orionUNIFI sensor_map 2023-07-08 14:05:00
|cT Device ansferservic Renting Traffic_sensor METRCT99 orionUNIFI sensor_map 2023-07-0813:55:00

| on Tuscany

POI Loader [Excel)

Harvest Satellite Copernicus Data Hide columns metra?

File Manager
HeatMap Manager vehicleFlow vehicleFlow - Day

BIM Server old

BIM Server New

BIM Srv New: Add .I-l 39
BIM Srv new: View

OpenData Manager: Data Gate
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Any Entity has a Semantic Classification

Marr.o
'A dati Piazza Santissima Annunziata
ccommodation +
Ad rtisi = LINKED OPEN GRAPH
&d Advertising /| Name: 778fcaed9e6cb2af722f13c260aab5 1e
ﬁ AgricultureAndLivestock\ + ' f ! 78 Nature: CulturalActivity
. . . . . Subnature: Squares
E CivilAndEdilEngineering bNat re J Digital Location
CulturalActivity + u u N .
- ~ Cap: 50144

EducationAndResearch +

] m EducationAndﬁesearch City: FIRENZE

J 5Educational_support_acti\rities - @ Prov.: Fl
a Higher_education B ! phOtOS

Emergency [+

+

n Language_courses

Performing_arts_schools

Environment +
) m Post_secondary_education

FinancialService + Pre_primary_education
Primary_education

) a Private_high_school

GovernmentOffice + - " -
12 Descnptnon AI centro della piazza compare la

caaQaddaaa

HealthCare + g A TR w s statua equestre di Ferdinando |, Granduca di
anate_]umor high Achool - /4 .
IndustryAndManufacturihg + . S CCa Toscana, ogera Qel Qlambologna ele _dl_xe
) v‘? fontane marine di Pietro Tacca. Incorniciano lo
IoTDevice + gé’ spazio pubblico, colorato di scene di vita
E MiningAndQuarrying + Sv-» guotidiana, monumenti di vario genere: Palazzo
a Grifoni; il portico della confraternita dei Servi di
m ShoppingAndService ’OQ | Maria, opera di Antonio da Sangallo e Baccio d
E TourismService & ‘? o Agnqlo: Ia. chiesa della Santissima Annunzuatg
Accademia delle con il portico del XVII secolo; | ospedale degli
Belle Arti Innocenti del Brunelleschi

holesale +
eAndFood
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Point of Interests, PO/

mainly static cdata

M7, &
~ - = R
e ~ ||EE | EE S A\
’ N == | ==
E / v\ —J
= © |
Bl = ——\ O---.
= / ///:- @ P, o
== == =
> >>>>>@

Snap4City (C), February 2025 42



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

RT!MENTO DI
INGEGN
DELL INFORMAZIONE

&
/ :»-:.;},.
DISTR|BUTED SYSTEMS :: 4 CITY
RENGISSLs Lae CITY L=
s T &

* POI: point of interest / -

e type: macro (nature) and subcategories (subnature)

4+

* Position: GPS, address, telephone, fax, email, URL, ...
* Description: textual, multilingual, with images, .
+ Link to dbPedia, Linked Open D@ e
* Links to other services || g g
— Not Real time data if any, please use Entities / devices | O Bcorpanc

connected: sensors data, timeline, events, prices, opening
time, rules of access, status of services, status of queue,
etc..

* See transversal services on ServiceMap
— Reqgular and in test platform

€44 04a44a4add

Police_headquarters

Snap4City (C), February 2025



UNIVERSITA DINFO DIS'T h

DEG L] STUDI RTIMENTO DI DISTRIBUTED SYSTEMS

FIRENZE | Recenema” " | SgnEaer "0 CITY
[-I

POI, Point of Interes -
y DINT OF INncerest @ rcommutotn
m AgricultureAndLivestock +
- g CivilAndEdilEngineering +
i g CulturalActivity + . .
¢ Th ey dare Piazza Santissima Annunziata - P mm i e
9 : ]
. o . LIMKED OPEMN GRAPH & environment [+ E',,; )
— classified in terms of nature/subnature Name: 775icaedSebco2af22i13c260aab5 e Qo+ E;;f =
Nature: CutturalActivity B Healthcare + g:;;; -
I I t H .th d .f. d Subnature: SQUEFEE @IndustryAndManufacturing + E'_’" te_) “Dh school
relevant services wi coairie K rotoevice

| Digital Location | ) vininganduarrying &
. . M E ShoppingAndService +
- to simplify the massive I e

ﬂ TransferServiceAndRenting +

management of huge amount of POls City: FIRENZE - Jiir—

Pr-D'l.r Fl E Wholesale +
PthDS m WineAndFood +
'_L_ _l‘_ il ‘, ——

— mapped on Knowledge Base on
specific GPS location

- - [} ! h.l
— DO nOt move Over tl me Ijéscriptinn: Al centro della piazza compare |a
statua equestre di Ferdinando |, Granduca di

represe nted aS PI N Toscana, opera del Giambologna e le due

fontane marine di Pietro Tacca. Incorniciano lo

spazio pubblico, colorato di scene di vita
fo r Va rl a b I e quotidiana, monumenti di vario genera: Palazzo
Grifoni; il portico della confraternita dei Servi di

Ove r‘ t| m e Maria, opera di Antonio da Sangallo e Baccio d

Agnolo; Ia chieza della Santiszima Annunziata
con il portico del XVl secolo; | ospedale degli

* May sporadically change over time innocenti de Brunelieschi
i
B || B 1~ SO R 2 Dt 2
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&= n’.m,

DISIT 2
L ¢YSNAPcry e
What About 2 Time Series

* A set of data coming from an loT Device
with multiple sensor become a time series
of values for devices.

— For example: taking a new measure every
Sends a 10 minutes (Red Lines)

message — Non regular rates can be valid data as well.
 Each new measure in Snap4C|ty IS

time located in
timestamp: 02-04-2020 at 10:30, , Which has to be Unique.

L . Gas Inly-one meSsage per dateObserved is
Humidity: 35 allowed

)

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

IPARTIMENTO DI
INGEG
DELL INFORMAZIONE

Message (

02-04-2020 10:30 34.5 23
02-04-2020 10:40 36.5 24

02-04-2020 10:50 36.0 22.5
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

RTIMENTO DI
INGEGN
DELL INFORMAZIONE

&

/
DISTRIBUTED SYSTEMS I '
AND INTERNET y
TECHNOLOGIES LAB s N A 4CI T

A

* As soon as you have a variable changing over time = time series
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
* recalled in PULL with some loT App/Proc.Logic
* Loaded in PULL with some File or Data Table Loader

NOW!
Past, historical data.... Future data! ... predictions

Snap4City (C), February 2025 a7



, | UNIVERSITA
z | DEGLI STUDI

FIRENZE

viel [P

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

EF!B%! ITEMS f* m /—]
ANERED o . CITY L=
/ : G

Iime series

&t

Color for missed

The messages posted on Entity Instances  device42  Entity Messages over time

loT Devices can ' 5.2
éffects on time seF:ireC):uce cferent 7N\ m m
3 5 6 8 9 9 9
Omitting the message would allow the : 10 12 15 18 24
: 15 16 18 30 null
20 3 null null 29

D

broker to reuse the last data to fill it, as
for V5, which appear

* valid in all messages on graphs

* With holes in tables

25 25 25 25 25

Putting null values (as in V3) would
produce a missing data and thus would .,
lead to create: 15
* interpolate line on graphs: dashed e

are actually continuous lines in

DaShboa I’dS 12/12/2022 13/12/2022 14/12/2022 15/12/2022 16/12/2022 17/12/2022 18/12/2022

] e—— 2 V3 V3 ee—\5

 Empty values in the tables
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UNIVERSITA D hl o DISIT 5 :
yiol i

DEGLI STUDI D.pARIT.MENTE o | peteuTepsvsrems W

F l RE N Z E g&f?ﬁlggxMAZIONE TE(?HNOELOGE%S LAB CI Ty = &0 '

E Accommodation +
E Advertising +

* Conceptually are Devices with sensors/actuators, IN/IN-OUT G o ivestoc -

ﬁ CivilAndEdilEngineering +

* They are classified in terms of nature/subnature 8 oo
& +

* For Searching and showing on maps and dashboards SJ——
HLT of Devices/Entities can be: g

ﬂ HealthCare +

— (loT Device) Entity Models, for example: «personal coffee machine»

Q . E Mining:l:'::IQuarrying +
T Entlty n a m e, fO r exa m p | e : « m y COffe m QCI I | W ShoppingAndService +

u TourismService +

— Entity Variable, for example: «Temperature» P
E Wholesale +
m WineAndFood +

SnapA4City (C), February 2025 49
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UNIVERSITA | IJIINIF DISIT ’ :

DEGLI STUDI | pbanvento Dlo DISTRIBUTED SYSTEMS KM

FIRENZE | NSt cone | ARNGEEL as CITY L=zt
s T

‘ J
/ QIE
[ === =N ™== gy Sm== ile Entity/device Messqge
AT A v A ID: BMWID7356HD
T Oy, OGS dateObserved: ...«

e Status: ready

i o « Temperature: 70%
oS—— S S P Mobile Entity/device Gasoline: 35%

* Name: WJD7356HD

* Model: BMW 318
* Spec....

Velocity: 231 3kmfr—

Mobile Entity Models
Position: 44.3223, 11.

. R
P

* They are a special case of devices/entities D ——

— they are managed as Devices/Entities in the system B oo e B
* They are classified in terms of nature/subnature % Ejf
* For Searching and showing on maps and dashboards, they are different B e— §5f5

HLT of Mobile Devices/entities can be: B memeovsntacri o - 57
— Mobile Entity Model, for example: «sedan» P

ShoppingAndService +

— Mobile Entity Instance name, for example: «BMW JD7356HD», «Ford KO786KK» O rourismervice

ﬂ TransferServiceAndRenting +
ﬁ utilitiesAndSupply +

— Mobile Entity Variable, for example: «velocity» A

m WineAndFood +

Snap4City (C), February 2025



UNIVERSITA DINF Y (= b
DEGLI STUDI DIPARTIMENTO Dlo DISTRIBUTED SYSTEMS
FIRENZE | BSfiSiumaone | FEENGSSEs e CITY

Sensors
 dateObserved: ...........
e |D:CM23

* Status: ready
* Temperature: 60°

H Accommeodation +

o oviee © Waterlevel: 35% G o
* Name: CM23 . UsedCapsBox; 30% ﬂCigv\'IAndEdi!E.ngineering +
* Model: Lavazza «  Power: OK B ot E 8 e
* Position: ....... © S + s,
o B
[ Financialservic Qe
it
* They are classified in terms of nature/subnature T &
H . [} miningAndQuarrying +
* For Searching and showing on maps and dashboards B s
HLT of Sensors/Sensor-Actuator can be: gLi?.:lii:ﬁ?;;‘::;:dfe"“"9*
— Sensor Device name, for example: «mycoffemachinel», «CM23» ( winchnarood

— Sensor/sensor-actuator is a variable of a Sensor Device, for example: «Temperature»

 They do not have a model, while, in KB, have a reference process from which their
real time data are collected from the field, from gateways, etc..
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UNIVERSITA DISIT i
DEGLI STUDI DIPAR!IM‘EDIO @R’B%g ;@;’EMS
FIRENZE | BSfiSiumaone | FEENGSSEs e CITY

(Dle e Dartarn s Y- ' Fratare g e
KPls, Key Performance Indicators i
B culw .
EducationAndResearch [+ B educ
g 8
* They are classified in terms of nature/subnature 5o
B Gov g
* Typically associated with

— City or infrastructure, so that the GPS can be city T
center Data from INSETE uvu‘:l“:ll,{{::gozu, :

- Some date: 2019’ march 2019’ etC. Basic Sizes of Incoming Tourism

aaaaaqcaa
;§dg=587%
g c o 5 4 &

Visits (in Receipts (in Nights (in Expenditure [ Visit

Cost/ Night (ing)  verage Length of

P F o r ex a m p I e ° thousands) € million) thousands) (in€) Stay
° Albania 132.9 26.5 225.8 159.7 117.5 1.7

— Number of Arrivals from France in March 2019 o e ” e

— Average price for **** hotels in 2019, downtown oter w1 w0 asms sz 540 58

Total 817.0 257.4 4,530.4 315.0 56.8 55

— Net income of the region Nfwwed 2
. . Source: BoG Border Research, INSETE Intelligence Editing
— CO2 saved in the April 2020

Basic Sizes of Incoming Tourism of the Region of Western Greece 2018

— Total number of vehicles sold in 2020 oo Comsorongn YO0 RSN W0 | g/ g Ao
I H 1 Albania 1287 29.0 222.9 209.2 130.1 1.6
StOCk Optlon Value Of Alrport UnitedKingdom 42.6 135 130.6 3176 74.9 4.2
e West Greece Germany 71.3 26.0 466.5 3651 55.8 0.3
* Note that in most cases: p— a
Other 402.5 125,83 2,050.7 3224 63.3 5.1

— They are time series, change over time, by year ot

% of the total 2.0% 1.4% 1.4%
— they can be managed as Virtual IoT Devices
SnapA4City (C), February 2025 52
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DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS @
FIRENZE g\‘EGLECl;r?FORMAZIONE FECHNOLOGIES LAB CI Ty peEalS &0 €

Classification of Variables of

Davijces, Entities, Sensors, aic.

Data Dictionary

a
0
0
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UNIVERSITA
proisrop: | PINEO | BN | .
FIRENZE | e [#NESwe | AT (NSHECTOr

— ‘J - W 9

Snap4City Data Inspector

Switch To New Layout (Beta)
. METRO728
User: paolodisit, Org: DISIT VALUE NAME: METRO729

Role: AreaManager, Level: 3
- DESCRETION| SCRITION| 7 DA I R

N Ldst Ldsl Ldst Ldst
congestionLevel 109.37501 value Ahours 24hours 7days * MNow displaying in Standard Mode

2023-07- Last Last Last Switch to the Synoptic Mode to select MyKPIs and sensors that you need for your synoptics.
08T17:15:00.000Z | value |4 hours 24 hours Tlhvs

Last Last Last Last
value 4hours 24hours 7 days

My Snap: sl /. dateCbserved
Tour Again 9 vehicleFlow 1138.9782

nap4solutions.org
Keep data on target widget(s) after popup close: O

Dashboards (Public)
]

Dashboards of M ganization — T
My Dashboards in My Organization i
© OpenSireetMap conlributors
My Data Dashboard Dev Kibana
Data sources

Extra Dashboard Widc _ _

All selected [26] v ted (49) ¥ All selected {910) v All selected [20) ~ Al selected [1782) + All selected [247) ~ All selected (51) v All selected (B1) ~ All selected [2) v
Data Management, HLT « High-Level 1, = Subnature ¥ Device/Model ValueName % ValueType ¥ DataType %  ValueUnit &  LastDate ¥ LastValudk  Healthmess &
D I - . :rar‘:fr:rSe ".fi:e.tn: Re: ﬂtil“g Traffic_sensor METROT792 orionUNIFI sensor_map 2023-07-0814:05:00
1cT Device ransferserviceAndRenting Traffic_sensor METROT7H orionUNIFI sensor_map 2023-07-0814:05:00

MyKPI, MyData, MyPOI 1oT Device TransferserviceAndRenting Traffic_sensor METRO793 orionUNIF] sensor_map 2023-07-08 14:05:.00

E My Groups of Entities IoT Device TransferserviceAndRenting Traffic_sensor METRCTI3 arionUNIFI Sensor_map 2023-07-0814:05.00

laT Device TransferServiceAndRenting Traffic_sensor METRO729 orionUNIFI Sensor_map 2023-07-08 14:05.00

o WS |cT Device TransferServiceAndRenting Traffic_sensor METROT orionUNIFI sensof_map 2023-07-0814:05:00

Data Table Loader (Excel) {Devi:e TransferServiceAndRenting Traffic_sensor METROTE0 orionUNIFI sensor_map 2023-07-08 14:05:00

svic TransferserviceAndRentin i SEns0 METRC79 arion senso 023-07- -55:00
POI Loader (Excel) Device ransferserviceAndRenting Traffic_sensor METROT792 rionUNIFI ensor_map 2023-07-08 13:55:0

[
Harvest Satellite Copernicus Data Hide columns

‘ YYYYYY Y

metro?
File Manager
HeatMap Manager vehicleFlow

BIM Server old

BIM Server New

BIM Srv New: Add .I-l 39
BIM Srv new: View

OpenData Manager: Data Gate
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UNIVERSITA
DEGLI STUDI

FIRENZE

Mun(elupo
Fiorentino

IS St

All selected . v

All selected . v

TransferService.
IndustryAndMa
Environment
Environment

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

\ SYSTEMS AND
HNOLOGIES LAB

TA INTELLIGENCE
O

New Data In

Data Inspector BETA OS

—

_J

¢VSNAPlcy i

nector/Wizard

Filtering/Searching for
individual fields (even for
some fields not displayed
as geographic

coordinates)

Vt‘spum

)..

Firenze “————

Now displaying in Standard Mode
Switch to the Synoptic Mode to select MyKPis and sensors that you need for your synoptics.

“Swin v w e Synoptic Mode |

Data sources

i > b
Impruneta © OpenStreetMap contributors |

All selected ... All selected .. v Allselectei_ v All seiacted .. v All selected .. v

D ita Type

Allselected _ v

Value Nam Value Typ\

Altair Pump St

Aliselected . v All selected . v

Subnature
Weather

Model Broks r ‘value LIt Last Value Healthiness Last Check
DIDAI !
METROT

AltairStatoPom...

BIMET_SMART.
ARPAT_QA_FI-

METROS14

SI052032FS9390.

METROB831

Sensorsite 2021-06-05 00
2021-05-20 13:51.
2021-06-07 17:3.
2021-06-0717.3.
2021-06-07 00....
2021-06-07 00

2021-06-07 00
S o

2024-01-10 01:3
2024-01-10 013,
2024-01-10 013
2024-01-10 013,

Computer
Air Altair pump 43.
Altair valve 541

Altair Pump 4321
Altair Stock sta

Altair Pump 92

Air

webpage

SensorSite webpage

webpage

webpage

SensorSite

2024-01-10 013,
2024-01-10 01:3
S

SensorSite

2023-07-18160...

2024-01-10 013..

Geographic Filtering

Text Search on all fields

Menu for choosing the
fields to display in the

table
View on Map(via

PREVIEW)

Data and Trend
visualization

Allselected _. v

Ownership

Opening Digital Twin

Pass to Synoptic
mode

Search... Search... Search... Search...

Select the graph

Search

o]
18:00 .
Feb

06:00 1200 1800 12
Feb

06:00 1200 1800 13.
Feb

06:00 12200 1800 14
Feb

06:00 1200 1800 15

Feb

0600 1200 1800 16
Feb

06:00 1200 1800 17
Feb

representation

06:00 1200 1810
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= D EG Ll STU Dl DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | Beeigan " . | SENERer . CITY =

| - o r‘ 2 , N - y © \ — 2
— — e~ 5 — , : \ —
° =Y r F r O Service
I » > (' (' J { \ | -
_ < — ol J —d o == — o o
ed 2le d
= pe : = = = alue Nz alue 3 = ealthiness : = ers|
|cT Device Variable IcTDevice oTSensor devicetest] orionUNIFI temperatur: temperat float “C . 2021-10-1510:01:02 private (My COnwni)
|aT Device Variable IcTDevice oTSensor devicetest] orionUNIFI humidity humidity fl # . 2021-10-1510:01:02 private (My COnwni)
|aT Device Variable lcTDevice oTSensor MyThermometer_001 arianUMIFI temperat temperatur: float °C . 2021-10-1510:01:01 vat
|aT Device Variable loTDevice cTSensar MyThermometer_001 arianUMIF humid hurnidity float 2 . 2021-10-15710:01:01 private
|cT Device Variable loTDevice olSenscr | a drninTest] orionUNIFI tempegfat temperatur: string oC 2018-05-311916:05 . 2021110-1510:01:00 | private (My Own)
|oT Device Variable loTDevice oTSensor adrminTest] orionUNIFI h idity hurnidity string % 2018-05-311916:05 . 20211015 10:01:00 | private (My O
|aT Device Variable lcTDevice oTSensor arcodewv] orionUNIFI tefnperature terny tur float . 2021-10-15 10:00:59 vat
|aT Device Variable lcTDevice oTSensor rcodev] arianUMIF humidity hurmnidity float . 2021-10-15 1000059 v
4

h Level Type

[

H

Nature
ubNature

S
Dev/Model name}j '

—

Semantic
Classific.

V
S
©
c
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:

Technical
Source

k

alue Name
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Variables,

Data Type
lue Uni
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, | UNIVERSITA
Z | DEGLI STUDI

FIRENZE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

DINFO

PARTIMENTO DI
INGE NERIA
DELL'INFORMAZIONE

HLT: MyKPI

: Industry and manufacturing
: Chemical

Value Name: CloroParaffine
Value Type: Density percentage
Value Unit: %

Data Type: float mykpi

Value Name: Irrigator fiorierz
Value Type: Battery Level
Value Unit: V

Data Type: float

repeate
for each
variable

HLT: loT Device, Sensor Device, Data Tab Devic

m ustry and manufacturing
: Chemical

his Sectign

)

Last Date: 2019-02-25
Last Value: 87.0
Healthiness:

Last Check: 2020-04-03 10:28:12
Ownership: private for xyz...
Organization: Firenze

«DateTime»

Single Variable for MyKPI

«dateObser

Last Date: 2020-04-01 12:59:00

Last Value: 5.18
Healthiness:

ved»

Last Check: 2020-04-03 03:28:12
Ownership: public/private —
Organization: Firenze —

—

an loT Device may have multiple Sensors/variables

Snap4City (C), February 2025
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DINFO | DISIT
'%;mg_;:ﬁa SYSTEMS
FIRENZE 2 P

NNNNNNNN

SubNature”™ °
SubNature

Technical meaning ,
Value Unit

Value Type

o — Value Unik

C"SNAP4CITV
lel/Classification

Exists a Dictionary for the 4
categories

They are related each other
and not all values are possible
Right setting leads to right
rendering on graphs / dash
automated combinations and
processing

The Dictionary is used by
many tools

Snap4City (C), February 2025 >8
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Power
Technical meaning Value Type

Data Type

Float
u

Integer

Link to Friend Sensor as ServiceURI: Value Type

lue Unit Value Unit
URL KW
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Example of Energy and its Value Unit

Snap4City Dictionary Editor for Data Fields

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7
+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti.

Bollard subnature Bollard TransferServiceAndRenti... EE
Bookshop subnature Bookshop ShoppingAndService EE
boal value unit boolean dali_com_error, dali_dim... EE

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... EE
brightness_flag value type Brightness Flag string EE
broken_bikes value type Broken Bikes integer EE
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment EE




UNIVERSITA
bran srunt | DINFO
F[RENZE INGEGNERIA

I L C*SNAPciry
Data Type

* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

e Ther
loat: n

ER
DELL'INFORMAZIONE

ore: main Data Types are:
mbers with decimals large as you like, etc.

Integer: numbers, booleans (0/1), etc.
— String: url, links, names, id, descriptions, status code, etc.

— Json: structured data, vector, matrices, etc.

Snap4City (C), February 2025
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UNIVERSITA D hIFo D s T

DEGLI STUDI DIPARlI'IMENTO DI DISTR!BUTE! SYSTEMS
INGEGNERIA AND INTERNET

FIRENZE | B&tRFSkuazione | FECHNOLOGIES LaB

CUSNANCHV
lOoT Device Model and Devices Data

Dictionary: updated on web-at 03/2023

View Edit Track Access control Convert

padity@disit.org

ht

t

Any up::ia d addtion to the dictionar of s4::4ciiyﬁ hastob
PS.//WWW.SNAP4City.o

/81

The dictionary is used into the loT Device Model definition, in mappi

https:/vwww.snap4city.org/drupal/sites/default/files/image_from_word/fil..

smart data

refjuest a copy of the snap4city.org dictionary

dels, and in creating full custom devices.

value type Description possible value Units Possible Data Types
actuator_canceller Actuator Canceller string
actuator_deleted Actuator Deleted integer
actuator_deletion_date Actuator Deletion Date timestamp string
air_guality_index Air gquality index float
altitude Altitude m float,integer
angle angle deg float
annual_CeHE_average annual_CeHb6_average ppm, mg/m3, pg/m?> float
annual_CeHG6_exceedance_count annual_CeHG6_exceedance_count = integer,float
annual_CO_average annual_CO_average ppm, mg/m3, pg/m?> float
annual_CO_exceedance_count annual_CO_exceedance_count = integer,float
annual_NO2_average annual_NO2_average ppm, mg/m3, pg/m?> float
annual_NO2_exceedance_count annual_NOZ_exceedance_count #* integer,float
annual_03_average annual_0O3_average ppm, mg/m3, pg/m?> float
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o

(30K
i ’Pé’mg

¢“SNAP/crry

References/Links o

entities Instances /JoT Davices
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N\ 7 A2
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/ v\ i 7 '::'
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P="== 2N
> >>>>>@
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Refer to

(Cantns )

‘/ Device: 45 p
<7

IOT Device:
45B

IOT Device:
45C
0T

Device: X2

¢“SNAP/ciry

* Devices and POl may refer to:

— |loT Devices/Entities, POI, MyKPI,
Heatmaps, etc.

— The Links may change over time

 MultiDataMap can be used for
navigation:
— Among: loT Devices, POI, MyKPI
— Automated focus
— Accessing Time Trends

SnapA4City (C), February 2025 64
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"id":"ThermalBOX1",
"type":"thermalbox",
"dateObserved":{"type":"string","value":"2022-02-24T17:15:34.609Z2"},

"latitude":{"type":"float","value":"43.76965"}, / /
"longitude":{"type":"float","value":"11.25570"}, j { /

"SHTdevice"{"type":"string",
"vaIue":"http:VVWWW.disit.orngm4citeresourceViotVorionFirenze2VF|renzeVSHTZOIab_new '
"camblcount":{"type":"string","value":"datamanager\/api\/v1V/poidata\/17058000"},

"cam5200unt":{"type":"string","vaIue":"datamanagerVainlepoidataVl?OS%TT = \

] W, 7=
Value Type: Identifier

Value Unit: ServiceURI //any query: such as those of the Selector
Data Type: String

Snap4City (C), February 2025
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Technical Architecture

Entity Directory: /[ APl Manager ]\
Smart Data Models r -
loT Data Models i era.ltlon Gl
Smart City API

Digital Twins

GO0

S)—

ntitylnspector ]

@ GeoServer

Q) BIMserver.center [ Data ManagerS ]

T T adm

Studio

Social Media
BIM GIS

Gateways, satellite
External Services

Artificial Intelligence:
ML, Al, XAl, DA

On Edge
On Cloud

Web Scraping
Tv CAM streams

loT App

Event Driven

Y SNAP/ciry

ppIicationsW

4 Front-End A
Facilities
) . [ Traffic Optimiz. ]

Scenario Editor

( Business Intellig.
CSBL

[ TrafficLightPlan ]
[

J
N

[ PublicTransport ]

4 [ '

f Dashboard Bld
& Manager

Parking Mng. ]
|

Lighting Mng. ]
|

[ CustomThemes

)

Building Mng. ]
|

[ 2

~

Environment ]

Synoptics
[ KPI Support
1

Waste Mng.

)

[ MobAppSupport
|

|
Sharing/pool ]
|

[

Service Map
1

Energy Mng. ]
|

| HLT Manager

Tourism Mng. ]

[ 3D Digital Twin

)
)
)
)
)

[
[
[
[
[
[
[
[

Mobile Apps ]

[ Market/Sharing Place

Third parties solutions

alytics, ...

2024/8

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data An
N

4

\
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Needs of the KB city Structure:

— For many trivial applications of Smart City the KB does not need to be
initialized with some road graph, for example taken from OSM

— For example, if you need only to position devices on map to some GPS
coordinates you do now need to set up the KB

* The KB Set up is needed only when is needed to have:
— Geoserver functionality
— Routing based on KB
— Some spatial reasoning queries
— Etc.
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semantic Reasoners 508 C"SNAP“CITY

viel [P

SO

Usage of the ServicaVlao ancd

Knowledge Base Browsing
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ouverss | DINEO | DISIT Fa
DEGLI STUDI IPARTIMENTODI DISTRIBUTED SYSTEMS
FIRENZE | Reis RGN o i CITY

DELL INFORMAZIONE

Snap4city Data Ingestion-Biagram  ;,race

A number of KB gt

virtuoso

— Y
= 44,

LG . federated
Semantic Reasoners -+

2 Semantic Keasoners =-rws pr Federation
Ve (,lllunu\. INCuoviivCiI o z r .
- —— | Smart City API, ASCAPI |

subscription
NGS

Real Tim

Manual or automated
Registration
of Entities/Devices

APl Manager

FIWARE

Cluster of Y OpenSearch
for storage with in

front a cluster of
NIFl, OpenSearch NIFI

Massive data flow
entering

Massive data ﬂow|
exiting -

mb GeoServer

():3 BlMserver.center /

()studio Data Analytics: ML, Al, XAl @ python’

Platform Automation: ]
loT Apps, Proc.Logics, J

Python, ...

Platform Control and Management

Node-PED

70
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User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

LOGOUT

B Notificator
Data, my Data, OpenData ¥

M knowledge and Ma

Service Map (Toscana)

Service Map 3D (Firenze)
Helsinki Service Map

Antwerp Service Map

Garda Lake Service Map
Cagliari Service Map

Lonato Del Garda Service Map
Valencia Service Map

Pont Du Gard Service Map
Dubrovnik Service Map
WestGreece Service Map
Mostar-Bosnia Service Map
Svealand Service Map

Roma Service Map

Pisa Service Map

Creating WKT

Service Map 3D [Antwerp)
Service Map 3D (Helsinki)
Producing POI triples for KB
Load WKT on ServiceMap (Helsinki)

Load WKT on ServiceMap (Toscana)

Load WKT on ServiceMap [Antwerp)
My Annotation on Services/Data
Mapping Services Data

ArcGls DISIT Service

Static GTFS Manager
10T Applications ~

= |OT Directory and Devices ~

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISIT

DISTRIBUTED SYSTEMS
AND IN N
TECHNOLOGIES LAB

Service Map (Toscana)
N~ e Yy

Penny Market

g o N
Osteria | Riffaioli

EU| Department
of Economics - |
Villa San Paolo |

- Hide Menu

: || Public transport 0 Municipalities | Text Search i Address Search | Events l: o e - Par{ | Regular Services | e s e —
;| - |
gy | Select an agency: Buona Fort | Services Categories
zatro Py |S_ !Isefccl?n Agency - v| TPL STOP : Salvemini De/Selact All ‘
| Select a line: .
v
[~ Select a Line -~ ATAF&LINEA g Accommodation + |
1 . i Advertising +
; : - erviceuri: ht disit.org/kmdcity/resource/Bus_ataflinea_Stop_FM0612_50 Al
%, Select a route Serviceuri: hit disit. org/km4city!! /Bus_ataflinea_Stop_FM0612_500 GRAPH 9
. - Select a Route - v Lines: E AgricultureAndLivestock +
S-else:IEa:tiu;tit;:v 14 23 c1 c2 E CivilAndEdilEngineering +
| i v ivi
| D\Splay-Bus per page Search /] g CulturalActivity + ‘
Position of selected Busses Foriazel Time Line Direction 4 ["ﬂ EducationAndResearch + |
< "; |
A ] 09:31:00 2020-10-07 = C1 Parterre = e d® Qg i
“me {—Actual Selection !j o
(BUS Stop: Salvemini 09:33:00 2020-10-07 = 23 T2 Guidoni i &J Environment &
n = 136 - anta Maria Maggiore | i i i |
oy 09:36:00 2020-10-07 14 Santa Maria Maggi | [} Financialservice [+
& Fircr;c Porta i i [} covernmentoffice '+ ¢
) . al Prato Y2, ] 20 " ’ ked {
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e 2 | L) IoTDevice +
) |
7] 09:40:00 2020-10-07 Cc1 Parterre - | v . .
> MiningAndQuarrying +
kﬂa dar Teatro Comunale . m 9 Q ying
Vﬁ‘r:q,- Elorence = Basilica Sa Showing page 1 of 45 2 3 4 5 45 E ShoppingAndService +
Polimod & 1?.9}-_, Maria Novel i R | - -
olimoda OT% o, Real-time data currently not available H BigiApl u TourismService |+
=
% %% “o, | ﬂ TransferServiceAndRenting + I
- %, " | P
Bisetunga o % = u m utilitiesAndSupply + |
i PonteAmerigo Museo Marino Marini = * - m Wholesale +
>hiesa diSan Vespucci 0 - i | )
AL . ;1 dett=hond =} Te,ﬁlg Conad City m WineAndFood +
uor d acqua
1 T i Palazzo del Bargello )
San Frediano Sl [t = L Filter: ;
3 m:':esteLlo > = Palazcchio " Hotel Jane ‘ |sea rch text into service |
- Penny Market L] ;@‘ it \Q‘CF’\ Service providing value type:
= Brancacci Chapel s dicaofthe g~ 1 -
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= 2 | | N. results: | 100 v ¥
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t o % e - Aﬂq LE e
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Sea ntlc Rea Soners ﬂ‘:‘:‘a‘y Porcelain Museurn 5 illa la Vedetta Mbsi Firenze | - ;
=
Z
)
= B = %
= IS . 3 % L]
Willa Talarnai & + @ R Tomaai'ml

71



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

INGEGN IA
DELL'INFORMAZIONE

4’»

‘ x LT
CYSNAPicary

TECHNOLOGIES LAB

mm

%z
\o’o
=
s
'J), ‘\Q
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* KB is based on the Km4City ontology, It allows to:
— keep connected city entities each other:

* Semantic Index, reticular
* Perform spatial, geo graphic, and temporal reasoning

— Discover city entities and their relationshipg via Proc.Logic / loT App and
Smart City API: A O)—Y/—
&

e Entities / devices,
— Provide accessvia Advanced Smart City AP

— Federate other Smart Cities / Knowledge Bases, the approach allows to
scale geographically and create redundancies, improving performances

oads, services, Brokers etc. etc

Snap4City (C), February 2025
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Helsinki KB Service Map

User: roottooladmint, Org: DISIT :*‘ | N | 3 AT e

Role: RootAdmin, Level: 7 i

5 | - Hide Menu J

%,
| Public transport | Municipalities | Text Search | Address Search | Events | I “pais. LAPINLAHDENTIE

| Regutar Services | Transversal Services [

\

\ \

\ = W8

Services Categories \ \ \
—

ROt Select an agency

- Select an Agency - v
y Snap4City. Select a fine:
- Select a Line - ¥
Select a route.
J - Select a Route - ¥
Select a bus stop
- Select a Stop - ¥

|

Lsstenlenta 4 | @ De/Select All

¥ [@ Accommodation +

¥ BJ Advertising +

¥ ) AgricultureAndLivestock +
« B} civilandEdilEngineering +
¥ Bl culturalActivity +

@ B educationAndResearch ¥ I /
\ \
| €0 ® \
20 * \ \
- \
@ K Environment

c @ [) Financialservice * -

¥ B} Governmentoffice +
¥ [ Healthcare +
# [J industryAndManufacturing +

# IJ ToTpevice +

T
@ [) MiningAndQuarrying + ,.1&,
v gblmppu\ql\nd:orvlrc‘ + lmg
@ @ Tourismservice * o -
B ) oo Se mantic Reasoners :.-*425

« EJ utilitiesAndSupply +
¥ [Q wholesale +
# [ wineAndFood +

E Filter:

Dashboards
My Dashboards in All Org

boards of My Organization 2078330127
boards in My Organization tation

Notificator

Knowledge and Maps = n a D m

.
- konservatorio
Service Map (Toscana) g

Kaspelitehdss
Service Map 3D (Firenze) iy

Helsinki Service Map
Antwerp Service Map

Garda Lake Service Map

AICGIS DISIT Service s t}
Micro Appl A &

& External Sel

L]
~
~
~
W Cagliari Service Map g 5 \
nato Del G Map 4 .
W Lonato Del Garda Service Map - > ceareh Linked Open Graph \ /
M Creating WKT e o’ A\ Y AL
P select v \‘——u—_——'—/'
M Service Map 3D (Antwerp) e 1) N, resurt] T Global Endpoint Map | Your data Type of relations
W Service Map 3D (Helsinki) 5 Snap4City SmartCity Ontology (by DISIT) ‘xn-'ultndwm\ (optional) Select all | Deselect ail | Invert | L) wide altinverse
ice M (Helsi Wes Eampi T T D e — >

~ = N pasairaala search View endpoint relation # exposedBy foaf:depiction

Load WKT on ServiceMap (Helsinki) ) f = search A wes tp | Request I hesattribute # hesSystemCapability

WKT on Servi scana) g On ol ! Maitsle endpeint searc i v
M Load on ServiceMap (Toscana) E ' v?\)*o u 1’% Search for keyword . Maltple endpoint search implements ’vhscrves
M Load WKT on ServiceMap (Antwerp) y’ P 2 ) % Q Q owdzsameds réftype
- 1 > & el ) vdfs:seealso

My Annotation on Services/ %

= ) 7, % S

Mapping Services Data 2 ; % % D ) Sed s it i disi orghmciyresourceriotorionFinii| Request |

| "8

¢ Muttipls angpcint ssarch

e

Remaove

Linked Open Graph /_—\

o %,
Data Set Manag ‘ - Hide Menu 2 ot JatRasaari %
A S > 2

crigniriard

rviceMap . * &

SOoEDRe

.
.
hitp:/ fwww.w3.0rg/2003/01 /geo/wgs84_posslat —
60.15858 WiC
p—
’ http: / fwwew.w3.0rg/ 2003 /01 /geo/wgs84_paslong e
\_.__ 24.921349 e L,

http:/ fschema.org/name \

Linked Data view tool S —

json

hitp:/ /) disit.org/ kmdcity/

scksarved
q

iress
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Smart-city Ontc

e covers different aspects:
— Administration /

— Street-guide \ /

— Points of interest : \\1/

PA = hasPublicOffice > OFFICE ‘

ADMINISTRATIVEROAD >

ownerAuthority > PA
ation ‘

SERVICE -> islnRoad > ROAD

t of
rest
oclass

CARPARKSENSOR >

isinRoad > observeCarPark = CARPARK
Yva ROAD
/

— Local public transport
— Sensors

— Temporal aspects

— Metadata on the data

-guide
oclass

lass

BUSSTOP - isinRoad = ROAD

——

WEATHERREPORT - refersTo = PA

CARPARK >

>~

SENSOR = measuredTime = TIME

| |
3 _ ~g =
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¢ SNAP4ciry

KmA4C: Km4(
Using
DCTERMS: for metadata Dublin Core Metadata Initiative
FOAF: friends of a friends

Good Relation: entities relationships

iot-lite: IOT Vocabuary

OTN: Ontology of Transportation Networks

OWL-Time: time reasoning

SAREF Smart Appliances REFerence extension for building devices available at
https://saref.etsi.org/saref4bldg/

Schema.org for people and organizations
SSN: Semantic Sensor Network Ontology (see https://www.w3.org/TR/vocab-ssn/
WGS84 Datum of Geo-Objects

GTFS, General Transit Feed Specification, and Transmodel, for public transport infrastructures:
lines/rides time schedules, real-time records, paths, etc.;

BOT: Building Topology Ontology. https://w3c-lbd-cg.github.io/bot/
SACITY: SAREF extension for Smart City. https://saref.etsi.org/saref4city/v1.1.2/
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The KB starts with the ontology and empty in terms of instances

it should to be initialized with the Road Graph(s) of interest, but rT;ay be not needed in some
cases.

Road Graphs can be obtained from:

— GIS of the municipalities, regional govern, etc.
— Open Street Map, OSM

— Etc.

* See this note on KM vs OSM: https://www.snap4city.org/397 . '?"*':
 Snap4City provides a tool to feed the KB with OSM, or edited OSM e

— TC5.10- Open Street Map ingestion process

From the Open Street Map to the Km4City street graph
. LAy ww.snap4city.org/download/video/From%20the%200pen%20Street%20Map%20to%20the%20Km4City%20street
%20graphsdf

— OSM2KMAC tool is included into KBSM, VM and Docker https://www.snap4city.org/471
: s://github.com/disit/osm2km4c

The load of a city of 1 Million of inhabitants can be done in few hours.
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ServiceMap is the main Tool to: Semantic Reasoners J

— monitor the status of the Knowledge Base

— test queries and produce query and SmartCity APl testing calls for developers
* Any kind of search (semantic, full text, etc.), routing,

— Access at the specific Graph Data base via LOG.disit.org
ServiceMap is showing:

— only public data. Private data are not shown via ServiceMap but can be accessed via
Datalnspector, Wizard, Dashboards

— data regarding a single Knowledge Base of the federated network of KBs. Each KB may
contain multiple Organizations.

— technical views for developers

Super ServiceMap shows to you your private data and data which have been
delegated in Access to you.

In most cases we refer as ServiceMap to intend both Super and basic

In the installations on Cloud, the Super is the Default used by Dashboards, on
premise the basic ASCAPI are the default
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{ E?ﬁﬁ‘%’g 2“‘*“”&50 e éSN APlcity m:
Dlrectorv Features vs Users Roles (01/25)

By using loT/Entity | Manager | AreaManager ToolAdmin/ Proc.Logic/IOT App
Directory and: RootAdmin microservices

Sensor/. w Browse, use Several Tools X
Delegate API, .. X X
Discovery KB, API, .. X X Yes
Devices/@ Browse, use Several Tools X X Yes (use)
Create, change, delete API, .. X X Yes
Register in Bulk API, .. X X Yes
Delegate, Change Owner API, .. X X X Yes
Discovery KB, API, .. f X X X Yes
0 Fiware)  Browse, Use X X (Yes)
Create, change, delete X X X (Yes)
delegate, change ownership \ X X X Yes
Brokers Browse, use usé Browse, use X Yes (use)
Register/change/Delete X
Deploy Orion Broker ToolAdmin
Delegate X
Periodic Update X
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* Browse and see models and entities/devices of other users, that
publiched them

* Create your Entity / Device Models
— User the dictionary approach: value type, data type, value unit
— Manage delegation of the models and ownership

* Create your Entities / Devices from scratch and/or from models
— Several models are ready to be used.....

* Send a Message to a Device, thus to the broker

 Read a Message from the Broker, see the message forma expected to
be sent at the Broker in NGSI format
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-

Benerits or Registration on Dire

* The registration implies the automated production
of the Digital Twin Device into the Knowledge Base

— Registration of the Entity on Brokers and KB

Manual br automated

— Activation of the Storage “DataShadow” for historical data Registration
access of Entities/Devices

— Activation of all the relationships
— Activation of Discovery mechanisms via Entity Directory, 6

@SCAPI, e

— Activation of Dashboard Wizard (after a few minutes), and Semantic Reasoners = @W
Data Inspector
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ACTIVITIeS Tor Registration on virectory
— From scratch Single Device / Entity Registration Manual or automated
— Entity Directory / loT Directory Registration

— remplate (the templates are called Models of Entities/Devices
. tomated Registration for bulk/massive registration: N Entities

— From loT App/Proc.Logic on the basis of some Models from loT App

— From loT App/Proc.Logic loading a CSV (with or without a reference
loT/Entity Model)

— Programming from scratch or from a Model

— On the basis of some EXCEL file with data by using the Data Table
Loader, which create model, devices and data

— Etc.

Snap4City (C), February 2025
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Snap4City Entity Instances, loT Devices

Switch To New Layout (Beta) ( \
User: paolodisit, Org: DISIT Show delegated dev. Show public dev. Show my dev. Show all de

Role: AreaManager, Level: 3

Show| v |entries

My Snap:

Tour Again

1dd79¢caa?5f6771afad4fd38e699c8542022-12-05T18:54:13.000Z orionUNIFI File fileModel MYOWNPUBLIC active

www.snap4solutions.org

Dashboards (Public)

Edit
alert 1610543238306 orionUNIF] event AlertGeneric | [TENEISE  active (e il oeLere IE® ) =
Dashboards of My Organization
My Dashboards in My Organization alert_1610548534047 oricnUNIFI event AlertGeneric MYOWNPRIVATE active m E @ m
My Data Dashboard Dev Kiban : : :
y Data Dashiboard Dev kibana alert_1610613189703 orionUNIFI event AlertGeneric MYOWNPRIVATE active m m @ m
Extra Dashboard Widgets -
Data Management, HLT alert_1610629197473 orionUNIFI event AlertGeneric MYOWNPRIVATE active Eﬂ E @ m
Knowledge and Maps + ) . -
i . = orionUNIFI event AlertGeneric MYOWNPRIVATE active @
_ - Search Device Location on Map LD Y DELETE VIEW |
Processing Logics/ I1OT App  * \
Entity Directory and Der orionUNIF| event AlertGeneric MYOWNPRIVATE active Eﬂ E @ m
& My IOT Sensors and *ciuctors
® 10T Sensors ard Actuators orionUNIFI event S gdel- IR MYOWNPRIVATE active Eﬂ m @ m
& Entity Instar ces, IoT Devicer.
B 10T Brokers orionUNIFI event AlertGeneric | LRy TN active | EpiT [l DELETE | @ [ viEw |
# FIWARE Smart Data Models
& Entity Models/ioT Devices orionUNIFI event AlertGeneric | [Nl g | active | epiT [l DELETE | @ | VIEW |
# 10T Devices Bulk Registration N
) Doc: ICT Directory and Devices
[J  Create an |OT Device Instance ¢ = e e Previous . 2 3 - 5 12 Next
AL

SnapA4City (C), February 2025 <)
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DEGLI STUDI (Rnlnﬂg Dlo DIéTRTBUTéB SL;STEMS ; W

F l RE N Z E g&f?ﬁlggxMAZIONE %SANBE%%%S LAB | | - CI Ty = )
/Vnat you can do ¢ “‘“’

* List and browse your devices and those received in delegation

* Change ownership, control the delegation -
* Edit, Change, delete all paramerters
* View on map and view all data

* See details

alert 1610548534047 orionUNIF] event AlertGeneric active | DeLeTe @) [ViEW |
Broker URI: https:/brokerl.snap4city.org Broker Port: 8080
Kind: sensor Visibility: MyOwnPrivate
Device Type: event S U Format: jscn
™~ Protocol: ngsi MAC:
~_ Model: AlertGeneric Producer: disit
Longitude: 11.241117 Latitude: £3.776703
Device Uri: http:/fiwww.disit.org/kmcityfresource/iot/orion UNIFI/DISIT/alert 1610548534047

™~ Organization: DISIT

__— Owner: undefined =
- Kl: 44eca7B1-af56-490f-abek-36dB8blbedYc G - 6362055 ete5-4c0d-8777-d072175cfb0

Created on: 2021-01-13 15:35:41
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New Device €*SNAPdary

SnapA4City (C), F

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | NGEGNERIA D INTERNET /
DELLINFORMAZIONE TECHNOLOGIES LAB ( (
J _ =
.
Add a new device Add a new device
Info OT Broker Position atic Attributes Values Info OT Broker Position Static Attributes Values
Custom - x v m
Device Identifier Model 1 S 4
Device Identifier is mandatory Latitude is mandatory
. e
Device / Mac
Ox L 17“.) e -'J.-Ca\enza'no “l N ) 3
|+ ; , P
~ a ta 4
| — P
Edge-Cateway Type Edge-Gateway URI — A% Sesto Fiore]
= ¥ /% Campi Bisenzio
‘-i} Carmignano
A
600 sec a
Prod\icer Frequency S a = 4 &
Ok 5 (”\\r\ ), TS /—)
Generate Keys
Privat v
Ownersh!
OT Broker
KEY1 2 -- select an option --
Value Name, Value Type Value Unit Data Type
Walue name isghandatory Value type is mandatory Ok . Ok
300
'
.
Add a hew deVICE --select an option-- ~ v
Value Name Value Type Value Unit Data[Type
Info ICOT Broker Position Static Attributes Values Value name is mandztory Value type is mandatery Ox Ok
Refresh rate v 300
v sensor v
ContextBroker Kind Healthiness Criteria Ok Jemove Value
Context broker is mandatory Ok
v v --select an option-- V/ v
L - Value Name Value Type Value Unit Data Type
- Value name is mandatory Value type is mandatory Ok Ok
- Refresh rate v 300
Healthiness Criteria Ok/
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C(' SNATIIcnv =

I0T Device

IOT Broker Broker: OrionUNIFI

IOT Broker Protocol: NGSI --

Info ID: “park45” park45

Position GSP Position: 43.12, 11.34 GSP Position:(44.12, 11.12

Static attribute

Description: “parking

massaia”
Static attribute Location: “Via Massaia”
Static attribute Civic Number: 3

MaxCapacity: 456

Values
Values

Values

Values
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FIRENZE | R | RENEREr e CITY ==

loT Device Management tor All, Developers

IOT Devices

User: paolodisit, Org: DISIT
Role: AreaManager, Level: 3

LOGOUT Show delegated dev. Show public dev. Show my dev. Show all dev. Add new device

My Snap4City.org

Show| v|entries

Search: | |

Tour Again

Dashboards (Public)

DEsifl TRl ol Ay O EE T B alert_1610543238306 orionUNIF event AlertGeneric MYOWNPRIVATZ active | DELETE | =
My Dashboards in My Organization

B alert_1610548534047 orionUNIFI event AlertCeneric | MYOWNPRIVATE | active
My Data Dashboard Dev Kibana - s E m
Bxtra Dashboard Widgets  ~ B alert_1610613189703 orionUNIFI event AlertGeneric MYOWNPRIVATE active | DELETE | [ VIEW |

Data, my Data, OpenData

) 4 alert_1610629197473 orionUNIFI event AlertGeneric MYOWNPRIVATE active
Knowledge and Maps ~

(@ priieEilens B | alert_1610714974380 orionUNIFI event AlertGeneric MYOWNPRIVATE active

IOT Directory and Devices

My 10T Sensors and Actuators (+] alert_1610715864347 orionUNIFI event AlertGeneric MYOWNPRIVATE active
IOT Sensors and Actuators
1OT Devices 4 alert_1610715997465 orionUNIFI event AlertGeneric MYOWNPRIVATE active
10T Brokers
IOT Device Models (+] alert_16107170020892 orionUNIFI event AlertGeneric MYOWNPRIVATE active
N
\
A )

IOT Devices Bulk Registration

Doc: IOT Directory and Devices B alert_1610717247691 orionUNIFI event AlertGeneric MYOWNPRIVATE active
Create an 10T Device Instance

OO O wwpEee

Createan [OT Device Model B alert1610717428876 orionUNIFI event NSRS T ¥ - OWNPRIVATE active
Add an IOT Device into Snap4City

HEEBBBBBAEH
000600000V

3

4

=% Resource Manager =«
Showing 110 10 of 108 entries

8]
(o]
I
5]

Mext

Previous -

Development Tools -
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* Manage their own Devices

Develope

— Edit/Modify, Delete, view, send messages, etc.
— Pass the ownership of a Device to another user

— Delegate to other users/groups in

__— READ_ACCESS the loT Device
—=" READ_WRITE the loT Device
—* MODIFY the loT Device

——= WRITE_ONLY the loT Device (j

— See and change the Delegations

* See Delegated IoT Devices/Entities, ...
* See Public loT Devices/Entities, ...

Snap4cCity (C), February 2025
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MW MYOWNPRIVATE

\

Device - alert_1610543238306

Visibility

Delegated user

Add rew delegation

Confirm

Delegated username can't be empty

Current delegations
Kind

velegauns

‘ Group Delegations

READ_ACCESS v

READ_ACCESS

READ_WRITE
MODIFY

Remove
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Supposing that User User45 has the Device D34 !

THUS: User45 can delegate Device D34 at Users DD12, DD13 for

— READ_ACCESS. This means that User DD12 can read the values/data of
Device D34, real time and historical

— READ_WRITE. This means that User DD12 can

* read the values/data of Device D34, real time and historical
* Send messages to the broker to add them for device DD12

— WRITE_ONLY. This means that User DD12, DD13 can send data to the
Device D34, while they cannot read back the messages sent

— MODIFY. This means that User DD12 can Modify structure of Device
D34, for example: changing the name of variables, etc.
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FIRENZE | ReEws ™ | REReeser s CiITY

Simplitied Device Management
Snap4City My IOT Sensors and Actuators

v
Switch To New Layout (Beta)
Sensors Delegated Sensors
User: paolodisit, Org: DISIT and Actua and Actuators

Role: AreaManager, Level: 3

My Snap4City.o @
Search: | |

Tour Again ShOW‘ 10 v ‘ entries

q*

www.snap4solutions.org Device Identifi 4| valuem ¢ DeviceT 4 - hip ¢ Stat 1 t
Dashboards (Public)
1dd79caal5f677afad4fd38e699c8542022-12-05T18:54:13.0007 timestamp File MYOWNPUBLIC active Q
Dashboards of My ( nization
My Dashboards in My Organization 1dd79caa95f677afad4fd38e699c8542022-12-05T18:54:13.0002 entity_desc File MYOWNPUBLIC active 9
My Data Dashboard Dev Kibana
1dd79caal5f677afad4fd38e699c8542022-12-05T18:54:13.0007 entity_desc File MYOWNPUBLIC active Q
Extra Dashboard Widgets ~
PR EREEETERE, S8 © 1dd79caa95f6771afad4fd38e60008542022-12-05T18:54:13.000Z entity_desc File MYOWNPUBLIC active @
Knowledge and Maps =
1dd79caalsf677afad4fd38e699cB8542022-12-05T18:54:13.0002 description File MYOWNPUBLIC active @
Processing Log IOTApp =
Eniy BTz Erd BaiEs o 1dd79caa95f67 7 afad4 fd38e699c8542022-12-05T18:54:13.000Z description File MYOWNPUBLIC active @
8 My IOT Sensors and Actuators
® 10T Sensorsand Actuators 1dd79caaf5f677afad4fd38e699c8542022-12-05T18:5413.0007 description File MYOWNPUBLIC active @
@ Entity Instances, lol Devices
Bl 10T Brokers alert_1610543238306 status event MYOWNPRIVATE active @
& FIWARE Smart Data Models
; Models/| vice
B s i e alert_1610543238306 timestamp event MYOWNPRIVATE active @
& 10T Devices Bulk Registration
3 Dcc: 10T Directory and Devices .
alert_1610543238306 timestamp event MYOWNPRIVATE active @
[ Create an |OT Device Instance
[ Create an 10T Device Model b »
[ Add an IOT Device into Snap4City Showing 1to 10 of 1,045 entries ) ~ B
Previous - 2 3 4 5 05 MNext

= Resource Manager =

Snap4cCity (C), February 2025 106



UNIVERSITA DINFO DISIT é"’ Diaeav P
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FIRENZE | RERER . | REREREL SNAp4CITV B
- ' J.ru,- /\ r B\ 1 ) 7 © ' T ' A J( -
simplitied Ada Device: only rrom ivioae

My IOT Sensors and Actuators

Switch To New Layout (Beta)
My Sensors Delegated Sensors
User: paolodisit, Org: DISIT and Actuators and Actuators
Role: AreaManager, Level: 3

LoGOUT — . R
Add My New Device

My Snap4City.org

, Select I_at|tude/|_ong|tude on Map
Tour Again

Calenzino
www.snap4solutions.org

Identifier

Device ldentifier is mandatory

Dashboards [Public)

Dashboards of My Organization

My Dashboards in My Organization Latitude Longitude
Latitig S . T e

My Data Dashboard Dev Kibana e A fﬁ:é;ﬁ?ﬁ
3c4babbb-c273-4599-aled-1dbla35d1sfe 1743d0d5-01d6-4254-3443-1c09c383437 s — __1_
Extra Dashboard Widgets \

ets > A
KEYT KEY2 ‘IScandi cci
Data Management, HLT = oL Ok A \

Knowledge and Maps = Montelupo
Fiorentino

Processing Logics /10T App  ~ e

) ) ContextBroker Protocol
Entity Directory and Des
My IOT Sensors and Actuators Impageta

A & =
10T Sensors and Actuators Leaflet | © OpenStreetMap contributors

Format

Entity Instances, IoT Devices
10T Brokers

FIWARE Smart Data Models
Entity Models/ioT Devices

IOT Devices Bulk Registration

Doc- 10T Dire ;and De

Snap4City (C), February 2025
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(1c) static
//_ N Device/Entity /U i J LY
/ Registration ) S0 €

Registration

.,
FILARE

subscription n¢

data

IOT Revice NGS|
75

Real Time

/\ .
Node-RED IOT App \ T

Proc.Logic |¢ Ji

Processinrgi ed

= LS'N#B4CITY
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FIRENZE
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Dzsign: frorm Data Modelling
to Data Ingasiion

N P4 s
—— - — = .“.- "G
o - EE | ES e A\
’ N == | == N
=H = /v \ 2
C = © | e
== —\O--.,
E g e ///:- @ s —_— o
E g & @ - . .:' ._‘.: @ ' 7 o
= = © p= = 2N
> P> >
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Jsing the Entity/Device Model notes!!!

* Once performed the Entity/Device Model,
a number of Entities/Devices can be
produce using the model as a Template

— NOTE: the produced Entities/Devices are not
going to change if the Entity/Device Model is
modified.

— Your biscuit is not changing if the template is
modified after the printout
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*
)
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NNNNNNNN AND INTERNET
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a)E timel / 10T Device Modehywhich are accessible into the
Snap4City '

b)Creating a custom Entity Model / loT Device Model in standard
Snap4City format via Entity Directory / loT Directory

b

Q
3 _n\
& 4 ‘

= | DEGLI STUDI

c) FIWARE Smart Data Models, versioning, and harvesting the
standard repository ©)r
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Connections among Entities
ot NMNections arMmong crciie

Entity Modei Entity Instance Entity Message Entity Message
(10T Device Model) (10T Device) at 23-12-2019T20:15:00 at 23-12-2019T20:30:12

0%

Broker Byoker: OrionUNIFI

Broker Hrotocol: NGSI

Info D: string ID: “park45” park45 park45

Position PS: lat, long GSP:43.12,11.34 GSP:44.1256, 11.1234 GSP:44.1259, 11.1233
Static Description: string Description: “parking massaia”

attribute

Static yAddinfoSURI: string ‘

attribute

Values dateObserved: Timestamp 23-12-2019T720:15:00 23-12-2019T20:30:12
Values FreeSlots: Integer, # FreeSlots: 345 FreeSlots: 234
Values TodayCarSURI: string

Values Temperature: float, celsius
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I | FIRENZE | BEEREmaoe | RGNS e SN Ap4c|1'y e sne
* ID:is the unique identifier for reconnecting Temporal Instances with registered Entity / Devices .«
e Static Attributes: <l i
— Are typically associated with instances of the IOT Device. o N

E.g.:, You have a set of parking areas, each of them is located in a specific street, and has its one

name, etc.
— Different kinds of attributes can be set for each SubNature. Their definition has to be prepared into
the Knowledge Base © for automated indexing.
* Values: they are time varying variables (temporal values/instances)
— They change over time, the timestamp of the time series is conventionally «dateObserved» in
Snap4City
— In new SensorMobile HLT, also GPS can be changing over time as in the MyKPI
* NOTE for:

— names/IDs: Spaces or strange characters are not allowed in the. Please use simple alfphanumeric
strings, it is a limitation of many solutions including Orion Broker and increase interoperability of

your data.
— Values of attributes and variables: can be UTFS8, but similarly, they do not accept: () <>““; =in
values
— https://fiware-orion.readthedocs.io/en/master/user/forbidden characters/index.html

Snap4City (C), February 2025
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Llity / Devi

 |OT Broker

— Name of the Brokers: among those
registered

— Protocol: NGSI, AMQP, MQTT, etc..

ce Model (1

* |Info
— Name (ldentifier)
— Model: Custom or Model ID

Format: CSV, JSON, XML.

— DeviceType: ..

Service/Tenant:

ServicePath:

Add new device

OT Broker

— MAC address: ...

a string..

optional...

ContextBroker
Context braker is mandator:

— Edge-GW: Raspberry, Android,
— Edge-GW: URI

¢“SNAPciry ;

OT Broker Info Position Static Attributes Values

— Producer -
= Own e r Deviceype Mac Add
— Freq: ..... Sec e S
— Keys: K1, K2 e =

Driv W Conerate Key:

Ownership

Snap4City (C), February 2025
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INFO
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INGEGNERIA
DELLINFORMAZIONE

Entity / Device

DISIT

DISTRIBUTED SYSTEMS
AND INTE!
TECHNOLOGIES LAB

Ceneral Info

aT Brok

SiE tributes

IOT Broker Info Position Static Attributes Values
chargingStatevalue chargind_state [Chargiiv some coded status (st string v
Value Name Val Typ Value Uni Data Type
Ok g Ok
Latitude Longitude
Latitude is mandatory Longitude is mandatory Refresh rate =200
LA \\ _\ X _’, R - A, R ) Healthiness Criteria Healthiness Value
A
| + | ] oy , Ol
C; ta \ A 2 8 ‘/\ ) stationStatevalue charging_station_state v some coded status [starv string v
_— nos » / / A B
Value Name Value Type Value Uni Datg Type
-0 e | | z
A .
» Carmignano Ja % Refresh rate 900 Remove Value
& e . v s / Healthiness Cfiteria Healthiness Value
\ iren
_A " Qu ’,_,_..’-Aﬁ’iengo ~ A
el > Vespucc dateObservs timestamp [Timestamg v timestamp in millisecors strifig hd
S ~ ~
bR \ - i Dafa T
Lastra a Signa ‘"‘\\,L Firenze g’“:'“e Narns g":'“e Typ ‘gf'”e U”' ype
A 2 o i '
Scandicci B/' A A A j/
A Bagno aRip < |
AL A ‘/ o/ & Refresh rat 200
Montelupo /\‘ . Healthinessiriteria Healthiness Value
Fiorentino / .
— fj\\\ / “A M/ chargingStale charging_state [Chargiiw some coded status (starw string -
) AL A
L/ £ Value Name ValueTyp Value Uni Data Type
A Y% Ok Ok Ok
A o
&
Impruneta 7 ‘.':, Reggello Refresh rate 900
A - S
o Leaflet | ® OpenStreetMap contributors Healthiness Criteri}\ Healthiness Value
stationState \ charging_station_state v some coded % (staiw string v
m Value Name ValueTyp Value Uni l Data Type
Ok
Refresh rate Remove Value
Healthiness Criteria Healthiness Value

Add value
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* Static Attribute of an Entity Instance to another Entity Instance, as
highlighted in green in previous table.

* . Dynamic Value/Variable of an Entity Message of an Entity Instance to
another Entity Instance, as highlighted in green in previous table.

* the example reports a

— static connection and

— dynamic connection to change the car at a given timestamp, note
also change of position and other parameters, if needed

Snap4City (C), February 2025



& ‘0 A MNon sicufo | disit.org/kmdcity/resource/iot/orionUNIFI/DISIT/METRO759

App Q@ Maps & Google M

¢ SnapdCity & Snapd E Calendar

# Google Scholar Cita... oy DISI

gld ﬁ Facebook

& Datale

p

hitp:/wwwow 3 org/1999/02/22 rdf-syntax-nsEtvpe Ihttp:/www w3 . org/ns/sosa/'Sensor

hitp:/wwwow 3 org/1999/02/22 rdf-syntax-nsEtvpe Ihttp:/www disit org/kmdeity/'schema® Traffic sensor

hitp:/'www w3 org/ns/ssn/implements http:/wwwr disit org kmdcitv/resource/ 1ot traffic

hitp:/www disit org/kmdcity/'schemazhas A ttribute Ihttp:/www disit org/kmdcityv/resource/1ot/onon UNIFLDISITMETR O 75%9/avgDistance

hitp:wwrw disit orgkmdcity/'schemazhas Attribute

http

wwwr disit org kemd ity

TESOUICE)

10t/onon UNTFT/DISIT/METRO 758 'occupancy,

|h_tt];:-’.—'“1=n\'_ disit.org/kkmdeity/schemazhasAttribute

| hitip

wrwowr disit org kemd caty)

TesoOurcey

1ot/onon UNIFTDISITMETRO75%9/thresholdPerc

|MQ::'-

|ll'm e disit org kemderty'schemazhas A ttribute wwwr disit org kmdcity/resource/ 10t orton UNIFTDISITMETR O 759/ speedPercentile

|Il't1:r:-".—'w\n\'_ disit org km4dcity/schemazhas Attribute |Mn:.-'-’u1\'w. disit org/kmdcitv/resource/iot'orion UNIFLDISITMETRQO 739/ dateObserved |
http:/waw disit org kmdcityschemazhasAttribute lhttp:/ v disit orgkmdcity/resource/iot/orion UNIFLDISIT METRO 759/ ave Time

hitp:www. disit. org/kmdcity/'schemazhasAttribute Ihttp:/www disit org/kmdeityv/resource/1ot' orion UNIFL DISITMETR O 759/ concentration

hitp:www. disit. org/kmdcity/'schemazhasAttribute Ihttp:/www. disit. org/kmdcitv/resource/iot/ orion UNIFIDISIT METRO 759 vehicleFlow
hitp:/www disit org/kmdcity/'schemazhas A ttribute Ihttp:/www disit org/kmdcity/resource/1ot' onnon UNIFLDISIT METRO 758/ average Speed
hitp Ihttp:/www disit org/kmdcityv/resource/1ot/ononUNIFLDISITMETRO 759/ congestionl evel

hit :-’.-'vnrw_disit.omma#hamﬂribure

http

wwwr disit org kemd ity

Jemderty/schenMszhas Attribute

resource

/10t ononUNTFLDISITMETRO 758/ anomalyvl evel

3 .org/ns'sosa’observes \

| hitip

wrwowr disit org kemd caty)

TesoOurcey

value_tvpe'average vehicle distance

|th=n\'_vr3 .org/ns'sosa'observes

|Mn wrwwr disit org kemd catay)

resoOurce:

‘value_tvpe'average_vehicle_speed

|h_tr11// www. w3 org/ns'sosa’observes

|MG areow disit org kmdcaty

resource

value_tvpe/average vehicle time

w Jiwmmanww 3 org/ns/sosa’observes

lhttp:/wwow disit org kmdcityy)

resource

value_tvpe/vehicle concentration

Htps/www.w3 . org/ns/sosa’observes

Ihttp:/wwwr. disit. org kmd city

resource

‘value_tvpe/vehicle speed percentile

wwrwow 3 org/ns/sosa’observes /

Ihttp:/

wwwr. disit. org kmd ity

resource

‘value tvpe'vehicle threshold perc

hirp/wiww w3 org/ns/sosa'observes /

http:/wwer. disit org kmd caty

resource

/value_tvpe/vehicle flow

h_t&‘) www w3 org/ns/sosa/observes, / hitp:/wwar disit. org/lomd city/resource/ value _tvpe/timestamp
h_ttﬁ& Jwvwwow 3 org/ns'sosa’obs er',és hitp:/wwar disit org/kmd citv/resource/ value_tvpe‘anomaly level

|h_ w3 org/ns/sosa’opderves |hl1p:.- Swrww disit org kemd city/resource/value_tvpe/'traffic_congestion |
|ll'm e w3 M sSvstemCapability | MQ wrwwr disit org kemd ity resource/1ot orion UNIF L DISIT METRO 759/ system Capabality; |
|ILT1L'.—'Dur1_ ocle. org/INET/TUUNIS fiware iot-liteFexposedBy | Mn wwoe disit org/kemdeity/resource/iot orion LTINIFT |
http/wwrw disit orgkmdcity/schemazprotocol "ngst”

hitp:/www.disit.org/kem4dcity/'schema#format "json"

hitp:/www.o w3 org/2003/01/'geo/wgsld postlong 11.25673

m:-’.-Kcﬁ&‘org-’addressLocalirg.; "FIRENZE"

hitp:schema or/name "METRO759"

hitp:/\schema opef strectA ddress "Lavagnini P.zza Della Liberta' (38)"

|IATD:-".-'1M.org."EOOE-.-'G l/geowegs84d_poslat

[l43.78278

|Il‘t1:r:-".-'“1=n\'_ disit.org/kemdeity/'schemazisInRoad

|MQ wwowr disit orgkomd ety resource RTO4801 703 772TO

|h_tm Swarwow 3 org (200301 'geo/wesEd posfocometry

||"POTNT{ 11.2567300796531 43 782779693604)" ™ =http://www openlinksw. con1-'schemas."*.'j.r‘trdﬁ—"Geometr}-’>|

http:/werw disit orgkmdcity/schemazmodel "metrotrafficsensor”
hitp:www.disit. org/kem4dcity/'schema#producer "metro”
www.disit.org/kmdcity/resource/iot/traffic marorganization DISIT
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|

FIWARE Smart Data iViodels -- Library

Snap4City FIWIRE Smart Data Models Library

)

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7 Show| 10 v |entries Search: |

LOGOUT

g
H

Name § Subdomain ¥ Domain Version
M RO UWISU S dEA VIS T

o Alert Alert CrossSector
ICT Applications

ry and Devices Anornaly Alert CrossSector

=1

My IOT Sensors and Actuators Battery Battery CrossSector
IC and Actuatc

~ . BatteryStatus Battery CrossSector
IOT Devices

IOT Devices Management StorageBatteryDevice Battery CrossSector

StorageBatteryMeasurement Battery CrossSector
FIWARE Smart Data Models

IOT Device Models CallUuser CallComplaints CrossSector
IOT Devices Bulk Registration

: . Complaint CallComplaints CrossSector
Ext. MS Broker Devices Discovery p °
Ext. MS Broker Discovery ComplaintsCollection CallComplaints CrossSector

Periodic Update
ComplaintsOrganization CallComplaints CrossSector

L
&
|
&
&
&
&
&

OLD 10T Orion Broker Mapping Rule]

1]
Pt
—+

Showing 110 10 of 441 entries )
Doc: IOT Directory and Devices Previous

Create an |OT Device Instance

[J  Create an |OT Device Model
[J Add an IOT Device into Snap4(

% Resource Manage
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« Snap4City - Powered by FIWARE Solution & Platform:

« https//www.fiware.org/marketplace/product-details/?category=powered&id=snap4city-
snap4city

e NGSIV1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigFOX, etc.
see FiWare Https://www.fiware.org

* Snap4City - FIWARE Training Services:

. hgfps://marketplace.fivvare.org/pages/solutions/OSbcchZéaOe]b0398ba7a
Obf

 Snap4City - FIWARE Consultancy Services:

. Bttps://marketplace.fivvare.org/pages/solutions/907f5ecc63927f643dd8421

* Snap4City is compatible with all the above protocols
— via IOT Orion Broker, Powered bl—']

— via |OT Applications. < o

— via direct connection on ETL processes on their corresponding I0OT brokers, and/or

* Snap4City is also compatible with many other protocols, see the table reported in
page: https://www.snap4city.org/65

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE
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https://www.snap4city.org/65
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=nijty / Davice Registration
fromm Model
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Viany lo | Devic

Edit Model - ChargingStationModel

Prerequirements: only
for AreaManager users

If you have a set of
sensors with the same
features,

— you can create a
model and then a set
of instances (loT
Devices) in compliance
with the model (not
time consuming and
avoiding errors)

loT Directory and
Devices > loT Device
Models > ‘New Model’
button

DISIT

DISTRIBUTED SYSTEMS
AND IN
TECHNOLOGIES LAB

2

J

) H
4

Healthiness Value

Automatically generated

Key Generation

Edge-Gateway Type

1OT Devic

J

_

¢“SNAPciry @‘:

11

¥ 9 9

2 Model

Example: ChargingStationModel

Edit Model - ChargingStationModel

neral Info aT Broker Static Attributes Values
chargingStatevalue charging_state (Chargitw some coded status (sta v string v
Value Name Vvalue Typ Value Uni Data Type
ok Ck
Refresh rate 200
Healthiness Criteria Healthiness Value
stationStateValug charging_station_state v some coded status (sta v string v
Value Name Value Typ;. Value Uni. Data Type
Tk Ok Ok
Refresh rate 200
Healthiness Criteria Healthiness Value
dateObservad timestamp (Timestamp v timestamp in millisecarv string v
Value Name Value Typ Value Uni Data Type
Ok Ok Tk
Edit Model - ChargingStationModel
Refresh rate 900
e f Healthiness Criteria Healthiness Value
General Info Values
chargingState charging_state (Chargitw some coded status (sta v string v
orionFirenze-UNIF| v Value Name value Type| 2| value Unit| g | Data Type
ContextBroker " o
Refresh rate 200
ngsi bt - oY -
Healthiness Criteria Healthiness Value
Protocol
stationState charging_station_state v some coded status (sta v string v
json v Value Name Value Typ Value Uni Data Type
Ok Ok Ok
Format
Refresh rate 200
Healthiness Criteria Healthiness Value

Snap4City (C), February 2025
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Yy @

Snap4City
Switch To New Layout (Beta)

User: paolodisit, Org: DISIT

~ entries

Device Identifier

alert 1610543238306

alert 1610543238306

Yo s

~

1dd79caa5fcT7Nafad4fd38e699c8542022-12-05

1dd79caad5feTNafad4fd38

1dd79caal5fcTTNafad4fd38

1dd79caal5fcTTafad4fd38

1dd79caal5feTTafad4fd38e

1dd79caa95f6TTafad4fd38e699¢

DINFO

RTIMENTO DI
INGEG RIA
DELL’INFORMAZIONE

—

1dd79caad5feTTafad4fd38e699¢ 854 2022-12-05T18:54:13.000Z

2-05T18:5413.000Z

8542022-12-05T18:5413.0002

Ent

DISIT

REJRIBUTED SYSTEMS
TECHNOLOGIES LAB

it

My IOT Sensors and Actuators

Value Type #| Device Type
timestamp File
entity_desc File
entity_desc File
entity_desc File
scription File
description File
description File
status event
timestamp event
timestamp event

Showing 1to 10 of 1045 entries

User: roottooladmini, Org: DISIT

Role: RootAdmin, Level: 7 Deley =d Devices

Locout

My Snap4City.org

Add My New Devi

My Dashboards in All Org.

Dashboards of My Organization

¢“SNAPciry

Iting &

My Dashboards in My Organization

Extra Dashboard Widgets ¥

Notificator

Data, my Data, OpenData ¥
16d71349-2eb6-454¢-84f1-ae54fd3617ce

Dubrovnik Total Average Person v
Identifier Model
Lantude Longitude

4e7dbd20-77ea-4412-8aed-8e352d055093

Knowledge and Maps ¥ T

10T Applications ¥

10T Directory and Devices «

Tnese keys have been generated automatically for your device. Keep track of them. Deta

& MyIOT Sensors and Actuators -
. Subnature

KEY 2

My IOT Sensors and Actuators

@ 10T Sensors and Actuators
& 10T Devices

Locality v|

Dubrovnik

& 10T Devices Management Value

H (0T Brokers
& 10T Device Models

Add Attribute

& 10T Devices Bulk Registration
& 10T Broker Periodic Update setting

& 10T Orion Broker Mapping Rules

Snap4City (C), February 2025

) iViode

Select Lat\tude/Longltude on Map

Ca\enz:mc

armignano’

Vespucci
R =8 -9 Pomassueve
N Flrenze —— g
3 \
A J )
f SLandl((l A
Y A4 4 BagnoaRlpoH &a
| £\ ]
Montelupo /o ¥ \ 5
Fmremmn 4
2z i

S / A
< A
Ak
A

Impruneta
aa

Leaflet | © OpenStreetMap contributors.
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Entity / Devices,

Snap4City
J u st B uy a n I OT DEVice a n d User: roottooladmini, Org: DISIT

Role: RootAdmin, Level: 7

register: SigFOX, MQTT, NGSI e
(FiWare), ...

@& Dashboards

— Attach them by
* MOdEIS @ Dashboards of My Organization

@ My Dashboards in My Organization

— Arange of protocols, Sl o
formats, approaches § e

[—
-
U
)
|G
_1

Data, my Data, OpenData ¥

M Knowledge and Maps ¥

10T Applications ¥

create your own deVices: # (0T Directory and Devices

& My 10T Sensors and Actuators
@ 10T Sensors and Actuators

- Ard u i n O, & 10T Devices

& 10T Devices Management

— Raspberry, Bl e

& (0T Device Models
& 10T Devices Bulk Registration

— And rOid’ :IOTBrf)kerPe:odlcUpdatesettlng
— LoraWAN + Arduino,
— etc.

- ¢“SNAPciry @

xploiting a Model

My IOT Sensors and Actuators

B

0Q

Delegated Devices | Add New Device

Add My New Device

Select Latltude/Long\tude on Map

Dubrovnik Total Average Person

Identifier Model

Latitude Longitude
Latitude is mandato Longitude is mandato

16d71349-2eb6-454e-84f1-ae54fd3617ce 4€7dbd20-77ea-4412-8aed-8e352d055093
KEY 2
ep track of them. Details of

Dubrovnik

Value Leaflet | © OpenStreetMap contributors

AuA Attribute

Secure Communication: HTTPS,
TLS (K1, K2), Certificates
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Uevices,

C
C

g Entit

(e

11

(e

—

R
b
<
O
)
(e

xplor

My IOT Sensors and Actuators

[} [ [ ]
Addition of Static [t
Role: RootAdmin, Level: 7 My Devices | Delegated Devices | Add New Device

Logout

Attributes of the Ackd My N D

Dashboards
Select Latxtude/Longltude on Map

[}
E n t l t I n t n My Dashboards in All Org i
e aenzano
Dubrovnik Total Average Person L+ )

Dashboards of My Organization \_‘\
Identifier Model 1

My Dashboards in My Organization '

. Dev tifier Is mandatory UK L
I o I D ev I c e Extra Dashboard Widgets ¥ Campi Bisenzio
armignano {

Notificator i Longitude

3 s mandatory Longitude is mandatory % /‘\7’ i
Data, my Data, OpenData ¥ » < Vespucci
16d71349-2ebb-454¢-84f1-ae54fd3617ce 4€7dbd20-77ea-4412-8aed-8e352d055093 P —— - i Pontassxeve
- ‘"owledge and Maps ¥ B i \ |renze —

KEY1 KEY 2 W ) \ %
= = Scandiccl A A
These keys have been generated automatically for your device. Keep track of them. Details on info ] _Bagnoa R\pon A

Iu. " ~nlications -

Mon(elupa

10T Directoryana ... i~es & FIOVeﬂUHO
=

[ ]
Only if you o =~ - \
y y @ 10T Sensors and Actuators o ) 4
& 10T Devices Locality v Dubrovnik 4
b I d f & (0T Devices Management Value ‘Imfm"m - :
Leaflet | © OpenStreetMap contributors
e n a e ro m SR ot Add Attribute

Subnature

& (0T Device Models
& 10T Devices Bulk Registration

m o d e I & 10T Broker Periodic Update setting
& 10T Orion Broker Mapping Rules
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES esnaplr 555

velop: Dotg Processes

Processing Logics /10T App =

' Processing Logics / 10T App :
MicroServices for Proc.Logic/ioT AppiY

AVAN

%

MicroServices from DataAnalytic ?‘]
I ; = l‘. )% ﬁ :

10T MicroServices for Final Users Y] \"7" 4 :
NAA  DEA] 3 ' |

i\

: : -; AN 17
10T MicroServices for Developers '»}}g \’ﬁ{{&‘ A ':"ﬁ‘;:g 951’# -
: . W e | T N AR 2 P
DOC: Processing Logic/lOT App 5] gx%g,g N ,(éaé T Azeg ;gigé(‘ hpd Va1t
: YA SN , P s W A N sl it |
How to Develop Proc.Logic / 1oT App{/ “4\4‘ 'ﬂ\\] IR ¢ & S N Ay ‘;"é"\‘ K oy, &43 i
- - NS IA"‘\" '4‘\:“’ SRR 7/ s;g';'e é‘\,', N g DO BRI PARE (A\A»‘ '54’( S S
Create A MicroService from RestCall| 7 ;«)V(" 6”;,‘ '2;4"\ g‘éz 25 ;lx‘i ‘042 R %:‘;g XA e 'é",?‘q% R o BV AN e
) . DA D RV B MRS KV KA | AR RS A CRIAN K KA DA o AN 1 NN K R s
R PRI ASAN I SO0 DX KN R A/ A I A AR N 7 S S @@ \ S S DA NP DA K]
U1 D2 KR A D 8 LRV I RS N A IROR L N NP NN\ B R TR v 9 16 S N RS Sl SV O DS S AR A NER LS VA Y

Ok BRTISOPRE P IO I B



N,

mm

«\““ ’\"o UNIVERSITA DINFO ‘ ) vl LB
Jld \Z | DEGLI STUDI .
DIPARTIMENTO DI DISTRIBUTED SYSTEMS & é
NPT | FIRENZE | BOEEs . | RERERRl e CITY ==
R 543 h\‘\Q =C D

* Recall of Snap4City Architecture

* Data Ingestion Strategy and Orientation
— Basic entity elements
— Knowledge Base: Modelling and ServiceURI as Entity Identifier
— Models vs Devices/Entities and Registration
 Develop: Data Processes Proc.Logic / loT App
— Proc.Logic = Node-RED + Snap4City
— An Integrated Example for Time Series
— Verification of Data Ingestion
— Exploiting Storage data by using: loT App / Proc. Logic
— Interoperability with respect to Hardware staff
— High Performance Ingestion
— Interoperabilitv of Snap4City Platform
 Some Applicative examples
* Training Material

 Acknowledgements
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Snap4City Tools

Data Discow

Data Modelmg v,(

Data Processes ’/
Data Analytic

Userinterface +
Business Logic

VS

Development

Lite Cycle

DINFO | DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
INGEGNERIA AND INTE!
DELLINFORMAZIONE TECHNOLOGIES LAB

el =

N

Development life
cycle manual

Development
Tools + loT App |

;‘

ML, AI
Python, RStudlo
Special Tools

, Userlnterface
Dashboards

Management

Dashboards

Extra Dashboard
Widgets

SnapA4City (C), February 2025
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DINFO

* Powered by

5NAD4Tech

Development Llfe-Cycle

From Snap4City:

* We suggest you to read the TECHNICAL OVERVIEW:
o https.//www.snap4city.org/download/video /Snap4City-
BlatformOverview.pdf

* https dsolutions.org

ebook.com/snapdcity
s  https:/fwww youtube com/channel/UCItACOPEbNbasf2-udvandg

Coordinator: Paclo Nesi, Paclo nesi@unifiit

DISIT Lab, hittps://www disit org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-56684674

'.'\I\II II
EC

|
FIR I‘\/l

DINFO ‘
LU

SNAP/ciry |

https://www.snap4city.org/d

-lmg
«’ém.

ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Snap4City (C), February 2025
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Y T
-.. -

SR, | UNIVERSITA
%ﬁ%,ﬁ bran srunt | DINFO
(e peiEon | DT preTEMs .4
ﬁ F I RE N Z E DELL'INFORMAZIONE TECHNOLOGIES LAB CITy G‘,_"ém-

/nn r\\‘\

.Y\.QR[

,@’

o )
cattyive cLony: @ 1) Via internal Brokers: NGSI V1/V2, MQTT (beta), JSON

Smart Data Models .. )
loT Data Models — the data messages arriving in PUSH on the platform,
L Digital Twins )\  if compliant to a known Model and referring to a known Device/Entity
* They are AUTOMATICALLY: stored, indexed, and ready to be used by Wizard,
G @@ EFl | Dashboards, Views and Applications
| 4—>| ( * 2) Via external Brokers: NGSI V2, NGSI LD (beta), JSON

- rsﬂ — the data messages arriving in PUSH on the external broker,
J

@e [_[ Brokers * Have to be mapped to a known Model and referring to a known Device/Entity

* Tobe AUTOMATICALLY: stored lndexed and ready to be used by Wizard,
I 'fn

@ 3) Via any other broker, GateWay, API, server, WebService,
database, protocol and/or format of the many available on

Social Media = Snap4City, in PUSH/PULL have to be
Ga:v[\:lays - I')‘::c‘tzp — mapped on an Snap4City loT/Entity Model and Entity/Dgvice Instance
£ — ingested in real time or batch, by a process implem d as

External Services

* an loT App/Proc.Logic, on container, on cloud or Edge

or other language, on container, on cloud-orEdge— -

Web Scraping On Edg
Tv CAM streams On Cloud

Snap4City (C), February 2025
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FRED - Clowd Hosted Mode-RED

= Hicaz ki (S ] =5 Tt =] P CGoal | Bricige

£5 FRIEERAY & LOoOnE

-

151 Suniowi ST et [1.2.3.4.5]

——— = =
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L0
L
20
11
O

Noc

—
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Node-RED

Q flow1 Flow 1 + info debug |dashk
v input Flow
how micro web a Name flow
inject i PP
1D "49a71aa®.b297ba"
catch Status Enabled
service-search-near-marker
status s " ; - " " Information
world map p ransform results —_— world map
link ) \\ point )
maqtt event-log
http popupopen
websocket msg.payload
msg.payload D
e ol
udp -
- g ] vehicle flow (car/h) N d RED
amap timestamp _— service-info = vehicleFlow y p O e-
amgqp2 @
switch pietfrancesco.
v output sensor |
debug
link _ ~ p .
) timestamp e last temperature — ~ get value _— temperature
maqtt N h @ connected ) }
http response event-log !
@ connected to ws://192.168.1.185:9000/s¢
websocket
tcp
udp
amqp
amqp2



BasicNode.js Blocks on@on our Advanced IOT Apps

~ commen “network_—~~ ce “sssm—— - dashboard P
o aN=— -
& > .{EN\Q ? =l + on IOT Edge Raspberry
[ Wpin o o — — _
cglmpreﬁpo s ] E : — z @ LN w | (@ ) ] ~ Raspberry Pi
=\ g
[ C@ : ’ numeric b
EE {e text input g:)
-t Cé‘ date picker §3
“E’ (é - colour pickerﬁj
z \ [’ i form q:)
2
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It is provided with a minimum set of
functionalities (the building
blocks/nodes) while other blocks can
be easily added loading them from a
large library made available by the
JS Foundation.

-

Despite to its diffusion, for the usage
in the context of Smart City it was not
powerful to cope with the basic
requirements of the domain.

The classical nodes provided in the
standard version can be classified as:
input, output, function, social, storage,
analysis, advanced, and dashboard.

DISIT
e

DIS[')I'F&I‘?UTED SYSTEMS
TECHNOLOGIES LAB

o SNAP4C|TV

Node-RED Basic Blocks

Node-RED

Basic Node.js Blocks on NudeRed on our Advanced 10T Apps

= EOIMmaSn

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

nnnnnnnn

......

= METWork

rmagtt N
L o |
hHE im
haip rosponse
FHp requssl
wenbnookat in

wabwockal
Ul

icp In
P Ol
icp recuaal

wdp im

- BEQUBNOE

SplL

Join

mard

batch

= parser

aaaaaaaa

...........

~ dashbocard

busion

dropdiwn

Swhch

slided

FiUMmesic

[CEATEN|

dale pickor

colour packer

form

et

gauge

A
=

Hode-RED

+ on 0T Edge Raspberry

= E
o vl
TnafrLbad
s
woammsil
bavitimr
irc
(Bl aoogie plus
#¥ google placos
e L
aalencdar
~  Btarage
Lail

L]

mongod

mongadb

- Raspberry P
e
M gpso
o MOUSE
rpi keyboard

Camarapd
[o] takaphois

mpi dhi22
imagacaptura
ledbarg
Sarese HAT

Sarsa HAT
- mebwork

ping
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o,

de-RED

| ¢*SNAP4CITY

r /‘ T |
Y,

P

ered/general/getting-

rair

DINFO | DISIT
DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB
;
I a 2 r r I ‘ ‘
= J J

-

|

UNIVERSITA
DEGLI STUDI DIPARTIMENTO DI
FIRENZE | S&tRFSAvazione
- J A A%, ; J
* http://developer.opto22.com/n
started/node-red-hello-world/
' [ &)
/ &= Node-RED x N
€>¢ o=
=< Node-RED
Q debug
~ output
debug
2d930e35.482d92
The Debug node can be connected to the
output of any node. It can be used to display
the output of any message property in the

debug tab of the sidebar. The default is to

display msg.payload .
Each message will also display the timestamp,
msg.topic and the type of property chosen

to output.
The sidebar can be accessed under the

options drop-down in the top right corner.
The button to the right of the node will toggle
its output on and off so you can de-clutter the

htip response

-

websocket
tcp
udp
3

~ function

function
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Node-RED is a flow-

based development tool for visual
programming proposed by JS
Foundation

The Node-RED approach is a mix
of visual composition of
nodes/blocks to compose the so-
called flows that are concurrently
executed by an engine Node.js.

It is quite diffuse being also directly
provided into official releases of
IOT devices as Raspberry Pi
family

Based on Node.js n\ES)de

100% open source
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I Node-RED

Node-RED

/ &= Node-RED

% "\__

€ ¢ [ 127.0.0.1:1880/#

=<, Node-RED

Q

~ output
debug
link
matt
http response
websocket
tcp

udp
«~ function

function

Hello, world!
Z Elgﬂ
~ msg.payload ‘ [ ]
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info debug

Node
Type debug
1D 2d930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display
the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,

msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle

its output on and off so you can de-clutter the ~
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"SNAP/city

ows.nodered.org/search?terms=

Node-RED

Search library

ES 3 |

+ Sign in with GitHub

recent downloads

ratin

]

node-red-contrib-websocket-header
Custom Websocket with Header

node-red-contrib-mobilealerts

This provides a node for receiving Mobile Alerts
status infos

node-red-contrib-cx-alarm-log
A Node-RED industrial alarm parser for simple
HMI applications

~

/|

v052 & 144 node v305 @71 %50 node v1i1.0 & 16 %50 node
node-red-contrib-websocket- node-red-contrib-websocket- node-red-contrib-message-queue
header-acknowledge header-subscriber Message queueing for Node-RED
Custom Websocket with Header Custom Websocket with Header
vi01 &0 node v 01 &0 node vild & 11 node
node-red-contrib-zigheeZmaqtt @mschaeffler/node-red-asterisk- node-red-contrib-sendmail
Zigbee2mgtt connectivity nodes for node-red ami-manager send emails with help of a local senmdmail

Transfer Asterisk AMI events to json object command.

string representation
v209 & 1326 %46 node vii2 &6 node vi05 & 16 node

Y
node-red-contrib-nooperation node-red-contrib-sun-position node-red-contrib-websocket-
just do nothing ModeRED nodes to get sun and moon position header-test
Custom Websocket with Header

vil6 &6 node v211 & 1250 #48 node

v001 &0

node

(@nikolay_kuropatkin/node-red-
contrib-dynamic-file-path

A simple node that generate a file by dynamic

file path

v008 & 164 H50 node

node-red-contrib-miio-localdevices
Node for Node-Red to control Mi Devices locally
via node-mihome (Humidifiers, Purifiers,
Heaters, Lights - list of devices to be enlarged).

*19

vi41 & 270

node-red-contrib-daylight-rgbw
Daylight RGBW Colar control for Node RED

v213 & 128
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generasvg

User: roottooladminl, Org:

Role: RootAdmin, Level

My Snap4Cityorg
Dashboards

My Dashboardsin All Org.

Dashboards of My Organization

]

[

@

@ My Dashboards in My Organi
@ Extra Dashboard Widgets ~
& Notificator

Data, my Data, OpenData ~
Knowledge and Maps ¥
10T Applications =

 IOT Applications

MicraServices for 10T Appli

Micraservices from Datanalytic

10T MicroServices for Final
10T MicroServices for Devel
Doc 10T Applications

How to Develop 10T Applic

Create A MicroService from RestCall

10T Directory and Devices *
Resource Manager ¥
Development Tools ~

Management ¥

Decision Support Systems ¥ 4

Settings ¥

User Management and Auditing ~

Help and Contacts ¥
Documentation and Articles

My Profile

1.7

Library from Pe

User Settings

)

| complete ()

RERETEED o Nodes Install
zation prwamnl

— af

| status 1 Keyboard

"+ BT W node-red

| linkin () o 112

. Palette e

0 linkout |

| comment

& node-red-conirib-amgp

L4

v function
ications

3nodes

function
Users

opers. v} node-red-contrib-amgp2

o

fs p
Q swi

Q change )
ations 0 ge O
=) range o
T 9 T -
4 template o
L y LY
a delay O
0 tigger )
T gger ) ©
3
eec *
d 2 ]
L Py
— o
w%w soap request %2
v Py TT— 3 nodes
d sting O
L =g

2 node-red-contrib-md5

L]

W node-red-contrib-snap4city-developer

©

¢“SNAP!/

[ (=
— S

eV

https://flows.nodered.org/

Node-RED

>

Search library

flows

Sign in with GitHub

Node-RED-

Node-RED Library

Find new nodes, share your flows and see what other people have done with

update ¢
Recent nodes see more (2905) »
£ Flow1 a node-red-contrib-ui-time-scheduler node-red-contrib-heatweb node-red-contrib-tasmot:
it eduler for the Nod odes for workin o D ) ota flashe
Flow "e392435f 10037 ' " ’
Node-RED
Recent flows
You Like Big Cocks node-red-contrib-heatweb
Lik s
o x
nodes for interacting with Heatweb systems, handiing m P
Recent collections
update to 2.1
1 ) e rramizzle bla no 5 5
E— MUAHHAAHAHHAH MINE TS AL MINE Dz Pre-requisites

Two views of the same lib

Snap4City (C), February 2025

Install

raries

Usage

Heatweb Connect Node

Node-RED

flows

Sign in with GitHub.
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Node-RED

In the Proc.Logic / loT App of Snap4City, it is p055|ble to.
)

— Execute flows that process data as n@

— Create multiple concurrent Flows for each loT App / Proc.

— Create subflows as macros to be reused

— Create Groups of nodes as macro
— Save/load, share, of nodes, flows and applications with other users via

* the Snap4City Resource Manager or

e with JS Foundation or
* via email, skype, file sharing in general

Snap4City (C), February 2025
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Node-RED

In the loT Apps / Proc.Logic of Snap4City, it is possible to Extend
the Capabilities:

— Load other Nodes, segments @ and entire flows from several

sources: email, libraries, S4C repository, etc.
anage Palette

— Get more 10T App / Proc.Logic above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin

— Load other libraries of MicroServices/Nodes/Blocks from M

* Alarge set of Libraries of Node is available.
* The loading may have some limitations for security reasons
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snap4aCity

Node-RED flows

_

Sign in with GitHub

m recent downloads rating

node-red-contrib-snap4city- node-red-contrib-snap4city- node-red-contrib-snap4city-user
milestone developer Nodes for Snap4city project, targeted to
Mode-Red integration to communicate with A description of the available nodes can be standard user (no developer)

Milestone XProtect VMS found [here](https:/fwww kmdcity.orgfiot-micro-

v003 & 34 %50 v0513 &7 %50

v0945 & 21 %40

node-red-contrib-snap4city-d3- node-red-contrib-snap4ecity-tunnel Snap4City module for tuinneling on
dashboard-widgets Nodes for Snapdcity project, targeted to I0T Edge
Modes for Snapdcity project for D3 Dashboard tunneling edge device Snap4City module for tuinneling on 10T Edge

v0013 &5 *50

1of1

https://flows.nodered.org/search?term=snap4cit
k -
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Snap4City Libraries on Node-RE

° https://flows.nodered.org/search?term=snap4citv

o
.
-

o https://flows.nodered.org/node/node-red-contrib-snap4city-d3-dashboard-widgets \

o https://flows.nodered.org/node/node-red-contrib-snap4city-tunnel ——
/

o https://flows.nodered.org/node/node-red-contrib-snap4city-milestone

o https://flows.nodered.org/node/node-red-contrib-snap4city-clearml
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- msg.payload

Import s4c

FPublic flow:
FPublic flow:
Public flow
Public flow
Public flow
Public flow:

RecommendationsForyYouz
SuggestionsForyou

;- TC2.7 {b) - 10T protocol Telemetry
;- TC2.7 (a) - 10T protocol Telemetry
;- TC2.5 - 10T application; IOT Discovery of sen

TC9.2 (JSON) - Managing heterogensous

Public flow:
Public flow
Public flow
Public flow

TC9 2 (XML) - Managing heterogeneous

- TC9.2 (HTML) - Managing heterogeneous

i
i
- TC9 2 (RDF) - Managing heterogeneous
i
- TC9.2 (CSV) - Managing heterogeneous

[{"id":"99d0cebk.66a7f "type""json","z"."18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y":110.000009536 74, "wires"
[["a65d77fc.50fee8" ]},

{"id":"3d04d6a4 80e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™" "topic™"™ "payload""[\"contacts\": [{\"contact\"

Import to

¢“SNAP/ciry

Clipboard
Library
Import S4C

Examples

Informa

(P T

o

u‘«7$m.

o,

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
MNode-RED website

Node-RED
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4 C/ Us:r: paclodisit, O rg: DISIT
r

Pl'oc.l.ogic I I°T App e Ro'e: AreaManager, 'evel: 3

i 13 Prev 1 2 3 Next Filt Q X

® 2020-07-28T10:20 ® 2020-07-28T12:32 ® 2020-08-18T08:38 ® 2021-01-19T1&:25 ® 2021-08-21T13:26

aﬁoa aﬁea yecee .

EESE e RS &1."8
IOTEdgeApp

www.snapdsolutions.org

Dashboards of My Organization
My Dashboards in My Organization

My Data Dashboard Dev Kibana

My own My own My ewn My own
Extra Dashboard Widgets v . .
£ Management & Management £ Management & Management & Management
@ Data Management, HLT ~
0 Knowledge and Maps - ® 2022-05-28T14:50 ® actionurltest ® Alarm Management ® coronal ® coronaR

3@09
ﬂ@@

MicroServices for Proc.Logic/loT Apps

MicroServices from DataAnalytic My own
Q 10T MicroServices for Final Users .
Q IOT MicroServices for Developers £ Management £ Management £ Management & Management & Management

Q DOC: Processing Logic/IOT App
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|JOT Application Listing, they can be
Snap4City IOT Applications

* Basic (white) P—— A

Role: RootAdmin, Level: 7

@& Dashboards

* Advanced (red) g
|OT Edge

® 2018-09-21T03:19 ® 2018-10-19T16:07 ® /heatmapByValueAntwerpl206

IOT Edge App IOT Edge App

O |OT Applications
My Personal | Data

= |OT Directory and Devices ¥

owl apa4city
] W KnowledgeandMaps * [ HEER BB = Management | RS M Management | SRS HR- | Management | BERR | Management
—
aSp erry Pi —
I External Services ~ ® 2018-10-22TT157 -

[
Data Set Manager: Data Gate
— Android 2 9 ()
Resource Ma - Process Loader ~
A Development Tools ¥ E @ e
[ .
— Win/Linux :

Data Analytic FES===.

(Plumber) - ®,0,0
Km&4City porta @ .’ ‘.
Web Scraper 10T Application

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

® SamsungGalaxyS4BarCode ® esercitazione @ web scraper portia

E@

lOT Edge App

(Portia)
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— On
— On

ownet: badii

_ Z“ — Basic / Advanced

OT Eo
OT Eo

OT Eo

30s Request Green

¢“SNAPciry ;

y =

|OT Applications Listing

=

ge Raspberry Pi
ge Android

ge Win/Linux

Click the icon to

%L:”ST";PQ edit the 10T App
Click to open Click to edit |OT
the Node-RED App properties
IOT App
dashboard . Click to edit the
’ Snap4City
. Dashboard
Dashboard

Snap4City (C), February 2025

150



LT
kmja[ciTy |
’3‘::_3/%“ :

UNIVERSITA | DINFO | DISIT é;SNAp4CITY

DEGLI STUDI | Seagmivento i DISTRIBUTED SYSTEMS

FIRENZE | 06ENStuazone | TEGNGLOGIES Las

= . PPN | £ &~ & | loT Application Management
[ Application Self Control [y
* Properties

— Name, Type, Creation date

loT Application Management

* Control —— o
— Restart Container

— Delete 10T App *

- ownewp |

* Change of ownership s
— Pass to another Snap4City User oo

* From inside the IOT App C_S“/““’l‘“\
et A utomating restart

— Restart

— Update Snap4City Library and update
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o — Node-RED ~
Q flow1 Flow 1 + info debug |dashi

reottooladmini
RoctAdmin | Idap ~ input AL

Name flow1

inject L: 3 show micro web app
i D “49a71aa@.b297ba"
caich - Status  Enabled
o S service-search-near-marker

= ) - [ Information
world map ) \_’ transform results — world map
ik ) ) point [ o
matt event-log

> 10T Applications

My Pel

" k._ ponsmpen

_— Node-RED
] udp .I B _ _f _— veficlefiow(earh) |
amep - J

- - == Data Adapation
e o Tramsformation, Conversion
n
S

— Integratio
— Business Logic vs Dashboarad

-

Editing |IOT Applications Data Analytics control
Everywhere: Cloud, on loT Edge Devices

Snap4City (C), February 2025




UNIVERSITA
z | DEGLI STUDI

FIRENZE

DINFO

lPARTIMENTO DI
INGEGN
DELL INFORMAZIONE

Ilm?
4— s 0 U

— *

DISTRIBUTED SYSTEMS I '

AND INTERNET y
TECHNOLOGIES LAB s N A 4CI T

Daveloo Snap4C|ty IoTApp

i
i
gi@

T
LLECECLERELERELELE

Snap4City (C), February 2025 156



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

Fs o
\ |
DISTRIBUTED SYSTEMS é
AND INTERNET
TECHNOLOGIES LAB CI Ty

. Business Logic is going to be implemented in Proc.Logic (loT App), with a set of flows.
. Decompose your problem and sequence diagram in single Data/event Flows, from

client side and server side.

. Identify the single Data/Event Flow, as those that start from a certain event (periodic

or provoked from other messages), and that finish with: sending of data in the storage,
change status, send an event, provide a message into a dashboard, send an email, etc.

. Design the single Data/Event Flows with a mixt of possible activities.

1. The design can be performed using data flow diagrams.
2. It can have sequences, switch, serialization, packing, joining, distribution, communication,
transformation, search, etc.

. When the design of Data/Event Flow mechanism is clear the designers can pass to

directly sketch the flow in Node-RED which is a visual programming.

. Incrementally improve the Proc.Logic (loT App) Node-RED flows by adding nodes

needed

. Once obtained the Proc.Logic (IoT App) Node-RED flows in the correct data model you

can send data to the ingestion broker, but also perform many other actions on several
services.
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a. Periodically activate the flow

b. Call a gateway to get data

c. Verify the correctness of data

d. Enrich the data with other
information coming from Cloud
data into the storage

verify I-\)I Searc%
enrich
Plepare fyr ) Serd to Broker e. Transform the data in the correct
2N NGSL/ | / Storage forma
(post pm/); — f. Send the data into the IoT Broker,
< Prepare . and thus send t.h.e data |n. the
email Send email storage on a specific loT Device

=N g. Send also a notification via email

«d
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Periodically activate the flow
. Call a gateway to get data
Verify the correctness of data

timestamp = —— prepare — hitp reqliest . Enrich the data with other
’,/> information coming from Cloud

data into the storage

e. Transform the data in the correct
forma

f. Send the data into the Broker,
and thus send the data in the
storage on a specific Entity
Instance

prep email —)  emalil —--———> chatlon via email

Implicit services are not drawn

0O 0 T o

prep ngsi v2

post proc

()
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Posted data on IoT Brokers

Function, example of NGSI V2 payload:

var time_now = new Date().tolSOString(); _ .

var arandvalue = Math.random() are automatica I Iy
saved into the data Storage

type" "mydevSensor",
"anID":{"type": "integer", "value": "http://www.disit.

"VDDValue":{"type":"float","value":arandvalue},

"dateObserved":{"type":"string","value":time_now}, /// it is a time serie
"latitude":{"type":"float","value":"2861810", // it may move over time
"longitude":{"type":"float","value":\11.34300"}, // it may move over time

"status":{"type":"integer","value":34}
——

"M
4— ey B €

DISIT
R C"SNANCWV

TECHNOLOGIES LAB

DINFO

IPARTIMENTO DI
INGEGN
DELL INFORMAZIONE

rg/km4city/resource/iot/.............. /anuser"},

——

return msg,
Snap4City (C), February 2025
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\_ ware orion subscribe 2pi v2 1) Event driven from Broker, read last context

setening on i etaps snapici oo gta, It is not sure that this change is on Storage

o get
timestamp function ———— ' service-info-dev _/—-> ?
2) Recollect data from Storage
* This node uses the Smart City API

* Any External Application can get the same data in authenticated

providing data via some local API service created from loT Application
(feasible but not protected)
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Actually, there are more than 180 nodes/blocks in the Snap4City libraries on Processing Logic (loT App) which
can really facilitate your life and save you time in producing Smart Applications for composition of the
following microservices and using those that you can install from internet, thousands of functionalities:

e Dataingestion: more than 100 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database, etc.

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system Km4City ontology, call to
Smart City API, etc.

» Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin BIM Server, any
external service REST Call, etc.

* Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.
* Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, scenarios, etc.

« Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices (predictions,
anomaly detection, statistics, etc.)

* User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, buttons, switches,
animations, selector, maps, etc. ), send data to special graphical widgets: D3, Highcharts, etc.

 Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.

* Special tools as: routing, georeverse, Twitter Vigilance and sentiment analysis, etc.

* Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.
* Etc. etc. SnapA4City (C), February 2025



Standards and Interoperability (10/2024) ""SNAV

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, En Oean,
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, ....

*  Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS re,

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv OI’C]/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

 Events: SMS, EMAIL, CAP, RSS Feed, ..

e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.
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Snap4City Libraries on Node-RED

° https://flows.nodered.org/search?term=snap4citv

 https://flows.nodered.org/node/node-red-contrib-snapAcity-user

Q https://flows.nodered.org/node/node-red-contrib-snap4city-developer

o https://flows.nodered.org/node/node-red-contrib-snap4city-d3-dashboard-widgets

o https://flows.nodered.org/node/node-red-contrib-snap4city-tunnel

o https://flows.nodered.org/node/node-red-contrib-snap4city-milestone

Q https://flows.nodered.org/node/node-red-contrib-snap4city-clearml
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> 60.000 download

Open Data CKAN

Ticket Management, workflow
BIM Servers

Social Networks

Video Management system
Gateways

Data Analy¥Ncs
Statistic, Optimizatio
Simulation

Artificial Intelligence
What-if Analysis Support
Geo Utilities Support
Routing & Traffic Flow
MLOps suppor
Python suppoft
R Studio Su

Node-RED

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

MicroServices ¢“SNAP/ciry
Areas

Snap4City
Microservices
Proc.Logic

Snap4City (C), February 2025

Data Load / Search / Retrieval
KPI, POI, GIS Data, Scenarios
Time Series, Public transport

High Level Types: heatmaps, ODM,...

loT / Entity Discovery
Delegation Management
Data Mapping

Widgets: Graphic Libran
Interactive Widgets

Maps, 3D representatio
Synoptics, External Copfent
Mcro Web App

loTApp Management
Data Logs, A&A, Security
Ownership Management
VPN remote access
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Node shape Description Snap4cCity
or
standard

o To generate injection messages into a flow, scheduled/periodic | standard
inject or on manual demand by click it on left.
) DATA TRANSFORM standard
{? function A JavaScript function, from a JSON input to one or more JSON
outputs, which can be produced by setting it.

SAVE to STORAGE via internal BROKER Snap4city
To send an Entity Message of an Entity Instance into the storage.
The Entity Instance has to be registered on Entity Directory (loT
Directory) and you have to be the owner or to be delegated in
READ-WRITE to send messages to it. The node represents the
broker, so that the same node can be used to send any Entity
Message you need. Please manage the error in output.
SUBSCRIBE to an Entity change on BROKER Snap4city
To subscribe the Processing Logic (loT App) to receive event-
driveh notifications related to Entity Instances changes. The node
is subgtantially a listener connected to an Orion Broker. You can
swBscribe to many Entities and then to get all of them from the
output of the listener. The new version will go to provide an input
port to send at this listener multiple subscriptions.
PLEASE NOTE THAT ALL THAT YOU CAN DO IN MQTT CAN BE
DONE IN ORION BROKER NGSI. Moreover, Orion broker is
authenticated, in SSO, provides JSON, etc. This node-red block
allows you to subscribe to a topic / device and get event driven
actions on l1oT App directly. Please manage the error in output.
Get Data from - READ from STORAGE Snap4city
== =eNnfo Query call to Smart City API to get any information about a SURI,
Storage ServiceURI. There are many other Nodes which can be used to
pose Smart City APl queries in very simple manner and recover
vectors of ServiceURIs. Please manage the error in output.

Saving Data on
Storage

Even Driven
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Get Data from
Storage

Send email

Gen/access to
HTTP, HTML pages

Monitor messages

Stream Delay,
limiting rate
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sarvice -
saarch

SEARCH on STORAGE

To perform queries on the storage to obtain a list of ServiceURI.
The nodes of this family can allow you to perform searching
gueries by filtering for distance, area, subnature/category, values
of attributes, time period, etc. Please manage the error in output.

Snap4city

email

Send email. With other nodes you can send Telegram, SMS, etc.

standard

/—'—_7

M request \

To send a REST CALL (get, post, etc.). Please USE THIS NODE ONLY
for the access at external APl and not to access at the Snap4City
APl for which a lot of MicroServices are accessible as
NODEs/Blocks in the Processing Logic and they are simpler to be
used and ready to use. Please manage the error in output.

standard

AN

A block which is printing on debug view the data JSON passed in
its input. Please note that the node can be tuned to provide only
msg.payload or the full JSON message, change configuration of
the node.

standard

delay

limit 1 msg/s

A node to insert a delay to each message arriving, or to limit the
rate of messages in output. In some cases, the node creates a
buffer of messages regularizing the rate in output if the rate in
input is greater in some moments.

standard

Snap4City (C), February 2025
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A block which is printing on debug view the data ISOM passed in
its input. Please note that the node can be tuned to provide only
msg.payvload or the full ISON message, change configuration of
the node.

|’ iotdirectory \ To create an Entity Instance (device instance) from a model | Snapdcity
- new device repared on Entity Directory {loT Directory).
l from model

.-—..7 | ; change Tol change the ownership of an Entity Instance (loT Device). Snapdcity

/ 1 ownership mmy
[ dewice

_-\
o K [ delegate my | V To delegate a certain Entity Instance (loT Device) to some other | Snapdcity

" 2T T user for which you have to know the Nickname. Delegations can

DO NOT
USE NOW

be: Read access, RBead write, Modify (to modify the Entity

To show something on SnapdCity dashboard with a single
content widget (one of the simplest widgets). A large set of

dashboard

itations.

Full HTTP widget is also accessible.
See in the following section for the Full list of Modes for

Another similar node can be used to send MQTT messages to
the MQTT broker. This node allows to perform a subscription to
a topic of the MOTT broker.

MQTT broker listener, to receive messages from the Broker

Snapdcity

standard

J_ python - data J_

\ - analytic '|'

DATA AMNALYTICS

Reqguest performeaed on a Container including a Python data
analytics, which is loaded into the node and the container is
created at the first Deploy of the Processing Logic. Similar
Approach is performed for RStudio Data Analytics.

Snapdcity

split [ :

SPLIT: This block takes in input a buffer, or an array, or an obhject
and split it on a set of Mmessages in output, for each line in the
buffer, each element of the array, each element in the object,
respectively.

standard

join

JOIM: This block takes in input a set of messages and join/merge

on the basis of specific criteria.

standard
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Integration with ClarML, MLOps, Al, HPC

Exploit MLOps Clusters of CPUs/GPUs and HPC Snap4City
The request of analytic execution is performed: (i) on demand,
which implies the allocation of a process on container allocated
on demand on some cluster and perform a single execution; (ii)
on a stable analytic process which expose some API to respond in
fast manner to request without any overhead of loading
container and processes in memory.
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Actually, there are more than 180 nodes/blocks in the Snap4City libraries on Processing Logic (loT App) which
can really facilitate your life and save you time in producing Smart Applications for composition of the
following microservices and using those that you can install from internet, thousands of functionalities:

e Dataingestion: more than 100 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database, etc.

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system Km4City ontology, call to
Smart City API, etc.

» Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin BIM Server, any
external service REST Call, etc.

* Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.
* Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, scenarios, etc.

« Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices (predictions,
anomaly detection, statistics, etc.)

* User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, buttons, switches,
animations, selector, maps, etc. ), send data to special graphical widgets: D3, Highcharts, etc.

 Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.

* Special tools as: routing, georeverse, Twitter Vigilance and sentiment analysis, etc.

* Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.
* Etc. etc. SnapA4City (C), February 2025
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1) Hellowo node-red, the injéct may provide a string to the debug.

Periodic or ‘iq@ QJ

Sporadic events to T

data collection, Hello world of no

processing

Even Driven 3) Event data reception from an MQTT broker, transformation and send it to the storage pushing data into

the Orion Broker V2.
SRR ]
est on inject of a SURI to the storage to see data on debug:

e BT
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1) Preparation of data request on function, query to the storage and see data result on debug.

2) Event data reception from an MQTT broker, transformation to create an Entity Instance from a known
Entity Model, debug to see eventual errors, for example if the device is already present (to avoid
production of error, one may verify if the Entity Instance is already present by posing a query on the
system):

(
Even Driven [ mqﬂ-ihé—ié—(

3) Preparation of data parameters on function, request computing Data Analytic, see data result on debug.

5 ngin L L yen ool S
N
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Typical strange patterns that may be not efficient in most cases:

A. data reception from an MQTT broker, their transformation to create an Entity Instance from a known
Entity Model, contextually to create and send an Entity Message into newly created Entity Instance, the
debug to see eventual errors. This approach is typically strange since at each new message the Entity
Directory is queried to see if the Entity is already be created and if not to create it and then pass the data
to register the message. In most cases, it is much better to decouple the activity of creating with respect
to thatefsending age. In fact, Thissapproach would largely reduce the ingestion rate and probably

_ the Entities are already created would ¢reate un-useful workload on Entity Directory (loT Directory).

i : | J_ . | I iotdi ory J_ |
‘ mEIHILI|| |I| @Inn ITl I% mdeim—-ul "@' : TR

from modeal / '|:

In“most cases, it should be done the opposite” try to send the Entity Message, if it fails than create a new
Entity Instance by known model, it successful send again the Entity Message, or just wait for the new

message to save it the first.

mattin () () finction [ % ' cd new device [ || finction [ O I
o o R e o R e §

Snap4City (C), February 2025
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If | would like to synchronize a device data A with another B by trigger event, | can do it in several manners.
The first case would be the simplest. A triggering message arrives from MQTT event or from some NGSI
ORION, or from some MyKPI, from dashboard event button, or email or anything, it does not matter. | can
use two functions to prepare the message for A device and B device as follow:

iy p
mg—— ] Prep for Device A

Prep for Device B

Snap4City (C), February 2025 177
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If the event for triggering is from another device/entity changed by some action performed posting a data
on Orion Broker V2, you can subscribe with the event on the Orion broker by using a specific Node (do it once
otherwise you risk receiving many events). Every time the device / entity receives a message you can take it
and generated a new message for a different device and post it on Orion API V2.

ASK the subscﬂpfiﬂp
q:'“'am orion subscribe apive (——()  generate the trigger sync [ —— _

If you need to verify if the new data has been changed, you can read the last value of recipient Device/entity
to compare and decide to update or nDt:I

——

timestamp ~ —— ASK the Eutrscn'pi‘.l'ﬂr'r_,_)
- a —
'U frware oron subscribe api v2 — ﬂ service-info  —— : generate the tngger sync —_— _
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Delete Devices

IV.C.1.e- Delete Devices

always a terrible activity in a big data storage.

The delete of a device is allowed only for the Owner of the device and the root administrator of the
platform. The device delete can be also performed from the Entity Directory and now with the Delete-
Device node can be performed also from Proc. Logic / loT App.

The classic pattern is as follows, including preparation, a RATE Limitation avoiding to provide more than

one delete message every 50 seconds:

] funcinn/’)— —delimci)

The delete device node needs in input Device ID and Broker ID. All data that you can recover from the

Entity Directory.

SN TSIy (v L e MU Y Ve
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 Please note that

— the most important blocks nodes to interact with the platforms are reported
in these tables to familiarize with the main concepts. They are actually
families of blocks/nodes since many others are present that allow you to
perform a very large number of other features.

— You do not need to take care of Authentication and Authorization, all is
performed via SSO, Access Tokens.

— YOU DO NOT HAVE TO ACCESS AT THE API all is provided in terms of

NODEs/BLOCKS into loT APP. Everything can be parametrized via JSON passed
in input to the nodes.

— nodes input as JSON is primary mode for setting parameters

* While they can be also configured from their user settings via user
interface
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Programming Model

Procedural, asynchronous, and event-driven

/ﬁ— L~
JavaScript Runs in the browser (e.g., Chrome, Firefox, (@ )
Execution Environment Edge) ODE-RED + Snap4cCity
Flow-based programming with-visual-rede wiring, Event-driven,

asynchronous, and non-blocking

Use Case

Enhancing web pages, Ul interactivity, handling
DOM events

loT, automation, API orchestration, workflow management

Event Handling

Uses addEventListener, Promises, and
Async/Await

Event-driven flows triggered by nodes (e.g., HTTP requests, MQTT,
WebSockets)

Data Processing

Manipulates DOM, handles user inputs, and
fetches API data

Processes messages between nodes (JSON-based) + HTTP, WS ....

Limited to browser capabilities; depends on

Highly scalable, can integrate with databases, cloud services, and loT

Considerations

system access

Scalability front-end frameworks (React, Angular, Vue) devices, supports microservices and API-driven architecture
Primarily interacts with REST APIs, WebSockets, [Easily integrates with MQTT, databases (MongoDB, MySQL), REST

Integration and browser storage APls, WebSockets, and hardware devices

Security Runs in a sandboxed environment, limited file |Automated inplatform and Edge security handling, as it runs on a

server and interacts with external systems. Additional security

Development

Approach Written manually in code editors (VS Code, etc.) [Low-code, flow-based, drag-and-drop Ul

Debugging Uses browser DevTools (console, breakpoints) [Uses built-in debug node and logs, additional Debugging capabilities
Deployed in web browsers, hosted via CDNs or [Runs on local, edge and on cloud servers, Docker, Kubernetes, or

Deployment bundled standalone Node.js environments

Snap4City (C), February 2025

181



UNIVERSITA DlNF DISIT Py

DEGLI STUDI [ piearTiMeENTO Dlo DISTRIBUTED SYSTEMS Ej“lc'w]

F l RE N Z E {;'ELE?NFORMAZIONE ’%ESANBE%’EES LAB . CI Ty pu]H) €
r , 2 I Lo e

I, vy & )
paradigm JavaScript traditional NODE-RED + Snap4City
For on vector For on vector iteration Split and single message processin
iteration P g g€ P g
Variable on process Local Variables Status variable on msg.xxxxx to be passed ahead, custom made but
temporary
Status Variable Local variables Local variable of flow and global node-RED
.General Status On local database On MyKPI, On Entities (open search), scalable, GDPR, etc.
mterprocesses
User Interface in HTML not scalable. unsafe Local Dashboards (to be avoided), Snap4City Dashboard SSBL WS (to be
execution ’ ’ carefully used, Snap4City Dashboards from Storage !!!
o Local Databases. remote databases Preferring Snap4City: (i) NGSI internal broker for internal database, and (ii)
8 ’ MyKPI, (iii) other facilities of Snap4City.., lastly other Databases
EventDriven Some solutions, WS, MQTT, etc. Any NODE, preferred: NGSI, MQTT, WS, etc.
API exposed Local API, not scalable, unsafe Do not create local API, use SCAPI
Forms from HTML HTML, not scalable, unsafe CSBL dashboards to be safe, secure and scalable
security Hand made OAuth all automated, GDPR, etc.
DA, ML, Al Hand Made All automated, ClearML, API, etc.
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Snap4All

A tool that config
RED installalion with
the Snapd4City suite.

<=

10T APP EDITOR DASHBOARD

(]

CONSOLE

(a) Home

https://www.snap4city.org/download/video/Snap4All-v1.0.5-large.apk
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Structure

pp consists cf the following main
sections:

Termux console

This is the Termux console of your device in
which you can run any command. since you
cannct install this app and the official Termux
app ot the same tir Do your own resecrch
and use at your own risk

10T app editor

Opens the =ditor of your local Node-

RED ser you can build your own loT
apf stalled utility_packages for

Termux and Snap4All

10T app dashboard

Opens the IoT app dashboard of your local

server where you can monitor your loT app
after having configured it properly following
the Node-RED documentation. \
recommend you to use this to display the
contents of a Node-RED dashboard app

since it's an included packoge

Installed Packages

apt - Build utilities
cmake, make, clang, git, openssh, coreutils
nodejs, nanc

npm - Node-RED packages

node-rec, no red-contrib-termux-cpi,

oard, node-re ontrib-

(b) Info

e

[1] Termux

(¢) Console

END

PGUP

PGDN

termux-battery-
status

termux-camera-
info

termux-clipboard-
get

termux-contact-list

termux-telephony-
cellinfo

termu-telephony-
deviceinfo

termux-tts-angines

lermux-camera-
photo

termux-clipboard-
set

termux-dialog
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termux-download

termux-location

termux-tts-speak

termux-vibrate

termux-sms-inbox

termux-toast

termux-sms-send

termux-share

termux-notification

termux-wifi-
connectioninfo

termux-wifi-
scaninfo
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