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• Needs of the Operators vs platform
• Platform Overview: from data to interactive tools
• Data Analytics, AI
• Some Cases by Domains: solutions vs analytics

– Coffee Break

• Other Cases and scenarios
• Overview of the next parts of the Course
• References to other material
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We know the Problem
• Systems are becoming complex CyberPhysical

• Delay in making decisions is a cost!
• Missed early warning is a cost!
• Lack of precision is a cost!
• Lack of decisions & strategies and/or forecast is a cost!
• KPI computation is a cost: 

• SDG, PUMS, SUMI, 15 Min City Index, etc.

• Making Decisions Process is less effective when it is:
• not fully supported by data?
• not performed in time? 
• not possible from remote?

• Huge amount of data are or could be exploited to make the right 
decision in time.  The always listened reasons:

• complexity, formats, integration, competence, licensing, 
• costs, processing, accessibility, discovery, production, .. 
• volume, velocity, value, update, ... 

Snap4City (C), September  2023 5
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Publications http://www.disit.org/5487  

• Smart City, control room 

• Mobility and transport

• Environment, pollutant, 

waste, water, ..

• Green Deal, smart light, ..

• Energy , Industry

• Tourism and People

• Big Data

• Artificial Intelligence

• Public and private data

Domains 

http://www.disit.org/5487
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• United Nations Sustainable 

Development Goals, SDGs (for which 
cities can do more to achieve some of 
the 17 SDGs, https://sdgs.un.org/goals);

• 15 minutes cities (where primary 
services must be accessible within 15 
minutes on foot);

• objectives of the European Commission 
in terms of pollutant emissions for: NO2, 
PM10, PM2.5 
(https://environment.ec.europa.eu/topic
s/air_en);

• PUMS: mobility and transport vs wnv
• SUMI: mobility and transport vs env
• ISO indicators: city smartness, 

digitization. Tech level

• ….

Snap4City (C), September  2023 8

https://sdgs.un.org/goals
https://environment.ec.europa.eu/topics/air_en
https://environment.ec.europa.eu/topics/air_en


• Smart City infrastructure: monitoring and 
resilience, long terms predictions

• Effective and Low cost smart solutions
• What-if analysis, Simulations
• Origin Destination matrices computation

Snap4City (C), September  2023 9

• Shortening justice time
• Anonymization and indexing legal docs.
• Prediction of mediation proneness
• Ethical Explainable Artificial Intelligence

• Monitoring and Prediction of energy 
consumption

• Stimulating: Bike sharing, e-bikes,  car charge, 
etc.

• Community of Energy, planning energy plant

• business intelligence tools for decision 
makers 

• Reduction production costs 
• Monitoring resource consumption
• Optimization of Waste Collection 

• 15 Minute City Index:
– 13 subindexes: energy, slow mobility, fast 

mobility, housing, economy education, culture 
and cults, health, entertainment, gov, food, 
security…

• Monitoring and Predicting: NO2, NOX, CO2, 
Traffic flow, pollutant, landslide, waste, etc.

• Traffic flow reconstruction

• Demand vs Offer of Mobility analysis

• Industry 4.0 integrated solutions
• Decisions Support Systems
• Process optimization, control 
• Predictive maintenance

10/22



What would support my neighborhood to 
become a 15-Minute City?

Good public 
transport services: 
bus,  new tram 
line, train stations, 
cycle paths.

Using the Open Data:
We developed a data analytic tool based on
municipal and national open data to assess
services adequacy for people living in each 15
minutes areas of the city.

Careggi/Rifredi is a relevant district in 
Florence because of hosting the main 
Florence/Tuscany hospitals Careggi and 
Meyer, but also university headquarters 
and many other workplaces.

The tool supports the becoming of a 15-
Minute city evaluating the service level in
various domains.

15MinCityIndex

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjkzOA== 
Snap4City (C), September  2023 10
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15MinCityIndex on Bologna

Snap4City (C), September  2023
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Control Room
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Data Driven Decision Support

•Decision Support system
•Assessment / Strategies
•Data Rendering, 

• visual analytics, business intel..

•Data Analytics, ML, AI
•Data aggregation, Storage, 

indexing
•Data Ingestion

Snap4City (C), September  2023 15
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Challenges vs Technologies
• DSS, Decision Support Systems, with multiple objectives:

• Quality of life for citizens, improvements of services, cost reduction, 

innovation, attractiveness for tourists and/or industries and/or commercial 

activities, etc.

• provide the decision-making process with simulation tools integrated with 

short-, long- and very long-term prediction algorithms 

→ what-if analysis

• Analyse incipient events to cope with events;

• Analyse future situations for structural planning:  tactics/strategic.

• Opportunities and needs

• exploit huge amounts of heterogeneous data (Big Data) that come from the 

territory, from the structures and services of the city and from the stakeholders;

• flexible, dynamic and interoperable models and analysis tools;

• accessible for:

▪ Operators, decision-makers, stakeholders;

▪ In some measure also for citizens: as a tool for illustrating and discussing 

possible solutions and development plans with them: cowork

Snap4City (C), September  2023 16
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• Digital Twin

– Connected with real systems
– Modelling aspects: structural, visual, 

informative, real time data sensors (context),  
POI, functional, resources, etc. 

– Integration: AI/XAI techniques, simulations, 
users’ needs, etc.

• Utility to
– Experiment via simulations and analysis by 

case
• Reduction of costs to experiments new solutions
• Share the possibilities with city users

– Virtual Representation 
• Easier to understand  the context, review from 

multiple points  of view 

– Who
• Discussion with city users, decision makers
• Support: decision makers, proposers of solutions

Snap4City (C), September  2023 17
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Digital Twin
Global vs Local

Snap4City (C), September  2023 18
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3D representation of the city with…

• geomorphological, hydrogeological aspects,

• private and public transport networks, 

• waste recovery systems, 

• weather conditions, climate and microclimate,

• events, emergencies, ..., parking, sharing, ... 

• tourist and city user flows, origin destination matrices, 

• commercial activities, urban decorum, public lighting,

• green areas, cleanliness, safety on the road and in pedestrian areas, 

• places for entertainment events, cultural activities, attraction and
aggregation points of the city,

Complex and heterogeneous information, structured and
unstructured, historical series and in real time data, public/private and
sensitive data for security aspects.

o → Reuse of legacy systems

o GIS (Geographical Information System), 

o ITS (Intelligent Transportation System), 

o AVM (Automatic vehicle monitoring),

o from IoT (Internet of Thing) systems and networks. 

Snap4City (C), September  2023 19
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The Local Digital Twin
o Digital Twin:

o From a single sub-system (Local Digital Twin) to 

o A whole city or apart of it (Global Digital Twin)

o To model various data kind and to keep them connected to each other ad 

to its counterparts in physical world:

• a building with its BIM (Building Information Modeling) model 

with details of the floors, plumbing, electrical subsystems, services, 

construction materials, etc.;

• control systems with their real-time data (data from the IoT world): 

boilers, air conditioners, electrical systems, sensors, network 

connection, etc.;

• events and the evolution of their status;

• functional and structural aspects; 

• How they are used;

• microclimatic aspects,

• etc. 
Snap4City (C), September  2023 20



Summary of the Platform
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Avoiding to have a collection of verticals

Snap4City (C), September  2023 24

Data 
interface

AI, Data 
Analytics

Control 
Dashboard

Data 
interface

AI, Data 
Analytics

Dashboard 
control

Data 
interface

AI, Data 
Analytics

Dashboard 
control….

….

Billing 
system

Accounting 
system

Business 
Dashboard

Simplifying the development and integration of verticals

Data 
interface

AI, Data 
Analytics

Dashboard 
control
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From Strategies to (re-)Actions
• Analyze
• Alerting, Early 

Warning
• Support Decision 

makers
• Plans
• Prescriptions
• Inform
• Suggest
• Engage
• Research

Snap4City (C), September  2023 25

Data: Public and Private, Static and Real Time

Smart City 
Engine

Operators

Governance: goals, directives, 
high level decisions,

plans

Other 
Stakeholders
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https://www.Snap4City.org
• 11 running installations in Europe

• Snap4.city.org, Greece, Merano, … 

• Toscana, Pisa, Sweden, ISPRA, Snap4.eu,

• Altair, Italmatic, Sweden, Romania, …. 

• 16 projects, 12 pilots on 10 Countries
• >40 cities/area

• Widest MULTI-tenant deploy has
• 19 Organizations / tenant

• > 8000 users on

• > 1600 Dashboards

• > 16 mobile Apps

• > 2.2 Million of structured data per day 

• > 520 IoT Applications/node-RED

• > 700 web pages with training

• > 70 videos, training videos

Snap4City (C), September  2023 28

• + Israel, Colombia, Brasile, Australia, India, China, etc.
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Dashboards and Apps

IOT Apps

Data Analytics, 
Artificial Intelligence

Big DataGIS

IOT Brokers

IOT Broker
IOT Broker

LD, LOD

WorkFlow

Web Scraping

API, External Services

KPI, POI, MyKPI, …BIM

KB

Concept



Standards and Interoperability (6/2023)

30

Compliant with: 
• IoT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean, 

Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..
• IoT model: FIWARE Smart Data Model, Snap4City IoT Device Models
• General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS, ….
• Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 

Enfuser FMI, Lidar, glTF, GLB, DTM, GDAL, Satellite, D3 JSON, …
• Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..
• Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
• Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEx, ..
• Social:Twitter, FaceBook, Telegram, ..
• Events: SMS, EMAIL, CAP, RSS Feed, ..
• OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

https://www.snap4city.org/65

Snap4City (C), September  2023
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Ingestion, agg. → exploitation

• Snap4City efficient 
tools for
• Bidirectional data 

channels

• Any format, any 
channel, any data, any 
broker, any protocol, … 

• Km4City Knowledge 
base Ontology reasoning 
on geo, space, time, 
relationships

Snap4City (C), September  2023 31



Expert System semantic queries
• via:

• Smart City API for 
Apps and third 
party

• MicroServices
data driven 
develop via visual 
language 
Node-RED

Snap4City (C), September  2023 32

https://www.snap4city.org/19 

Linked Open Data

https://www.snap4city.org/19


High Level Types
• POI, IOT Devices, shapes,.. 

• FIWARE Smart Data Models, 
• IoT Device Models

• GIS, maps, orthomaps, WFS/WMS, 
GeoTiff, calibrated heatmaps, ..

• Satellite data, ..

• traffic flow, typical trends, ..

• trajectories, events, Workflow, ..

• 3D Models, BIM, Digital Twins, ..

• OD Matrices of several kinds, .. 

• Dynamic icons/pins, ..

• Synoptics, animations, ..

• KPI, personal KPI,..

• social media data, TV Stream, 

• routing, multimodal, constraints, ..

• decision scenarios, ….

• etc. 

Snap4City (C), September  2023
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Ingestion, aggreg. → exploitation
• IoT App Visual 

Programming, no coding
• Data transformation

• Integration, Interoperab.

• Scripting Data Analytics

• Data ingestion

• Business logic 

• Edge and Cloud

• MicroServices data 
driven develop via 
visual language 
Node-RED

Snap4City (C), September  2023 34



Solutions: reliable, secure and fast to realize

•Via Snap4City tools
•Dashboard Wizard 
•Dashboard Builder
•Data/Visual Analytic

• Smart Solutions results to be
• Real time data drive

• Secure end-to-end

• GDPR compliant

• Reliable, interoperable

• Auditable, marketable

Snap4City (C), September  2023 35
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New styles/themes can be developed by 
specializing a few files from open source

https://www.snap4city.org/793 

Different Themes

https://www.snap4city.org/793
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Data Analytic

Artificial Intelligence, XAI, 

Machine and Deep Learning

Snap4City (C), September  2023 39

TOP



Snap4City (C), September  2023 40

Sentient and 
active processes 

• Big Data Analytics
• neuro-symbolic
• Semantic Computing
• Machine Learning
• Deep Learning
• Explainable Artificial Intelligence
• Geo Spatial Reasoning
• Text Analysis, Sentiment Analysis
• What If Analysis
• Simulations, Optimization
• Visual Analytics
• Engagement Analysis
• …. 
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• Artificial Intelligence usually also includes
– Code, learn and reasoning
– Semantic computing, Knowledge Bases
– Neuro-symbolic reasoning
– Decision Support Systems
– Problem solving

• Machine Learning usually includes
– Learn without coding
– Predictions, decisions (classifications)
– Supervised or not
– NLP, vision, pattern recognition

• Deep Learning usually includes
– Capability to learn complex patterns on huge 

amount of data
– Specialized ML solutions

Snap4City (C), September  2023 42



Big Data Analytics + Artificial Intelligence
• Decision support

• Early warning, City Indexes, etc. 
• What-IF analysis (simulation + AI + 

data)

• Predictions 
• Short and Long terms predictive 

models on: 
• traffic, parking, people flow, 

maintenance, land sliding, NO2 
• 3D Flow prediction: Pollutant (NOX, 

NO2, …)

• Suggestions and recommendations 

• Modeling, simulation, routing
• Traffic Flow reconstruction
• Constrained Routing

Snap4City (C), September  2023 43

AI & XAI: 
• RF, XGBoost, BRNN, RNN, SVR, 

DNN, LSTM, CNN-LSTM, 
Autoencoders, neuro-symbolic..

• Clustering: K-means, K-Medoid, …
• Semantic Reasoning, ..
• XAI: Shap, variations, Lime, 

gradients, …

Representations, animated
• Heatmaps, Traffic, Flows, ..
• Trajectories, OD matrices, 
• 3D Rendering
• Typical Time Trends, etc. 

https://www.snap4city.org/download/video/course/da/ 

https://www.snap4city.org/download/video/course/da/


Decision Support System 
targeting Indicators: Quality of Life, PUMS, SUMI, KPI, SDG, 15MinIndex,…

Snap4City Analytics

Snap4City (C), September  2023 44

Short Term Predictions
Anomaly Detection 

Early Warning

Disaster Recovery
Long Term Predictions,

Typical trends

Strategies and 
Plans

Recommendations & 
Prescriptions

System Modeling 
and Simulation 

Data Analytics

What-if AnalysisScenarious

• Decision support systems

• Improvement of life quality

• Sustainable Solutions

• Reduction of costs

• Risk Assessment

• Resilience

Knowledge 
Models

Partial graph
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Some Cases
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Tuscany Region
Firenze, Pisa, Livorno, Prato, 
Siena, Arezzo, etc.

https://www.snap4city.org/760

https://www.snap4city.org/746 https://www.snap4city.org/758 https://www.snap4city.org/751

https://www.snap4city.org/760
https://www.snap4city.org/746
https://www.snap4city.org/758
https://www.snap4city.org/751


Smart City Control Room 
Florence Metropolitan City
• Multiple Domain Data 

• Thousands of Open/Private data, POI, IOT, etc.
• mobility and transport: accidents, public transport, 

parking, traffic flow, Traffic Reconstruction, KPI, …
• AND: environment, civil protection, gov KPI, covid-19, 

social & social media, people flow, tourism, energy, 
culture, …

• Multiple dash/tool Levels & Decision Makers
• Real Time monitoring, Alerting, quality assess.
• Predictions, KPI, DSS, what-if analysis

• Historical and Real Time data
• Billions of Data

• Services Exploited on:
• Multiple Levels, Mobile Apps, API

• Since 2017

reference

Snap4City (C), September  2023 48
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Major of Florence City
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http://www.darionardella.it/il-sindaco-dario-nardella-in-missione-a-madrid-e-barcellona/


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Connected Dashboards 

50
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• Smart City Control Room
• Dashboards and Services
• Mobile App: Firenze Where What

Snap4City (C), September  2023 51

• Mobility:  
• quality of public transportation service 

(mean delay on bus-stops)
• public transport operators schedule and 

paths, routing, multimodal routing 
• traffic flow reconstruction 
• Smart parking: predictions 
• Accidents and events, Log, heatmaps 

• Environment: 
• smart irrigators 
• smart waste 
• Sensors: PM10. PM2.5,…..
• Heatmaps: PM10, PM2.5, …. 
• NOX predictions

• Energy: 
• recharging stations (fast and reg.)
• consumption meters (smart info) 
• smart light, street lights

• Weather
• Forecast and actual

• Social: 
• smart benches
• Twitter monitoring, Sentiment analysis, 

NLP text
• TV camera streams 

• People Flows: 
• Wi-Fi, people flow 
• Origin destination matrices

• Governmental and Communications: 
• KPI of the City
• Digital Signage
• Civil protection, Resilience (Resolute)

• Tourism and Culture: 
• POI, etc. 

Analysis: 
• what-if routing, scenarios, 
• traffic flow, environmental predictions
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Estimation of the 
mean waiting time

at bus stops

Snap4City (C), September  2023 52

Firenze
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https://youtu.be/JLzT9k3Xbc0

https://youtu.be/JLzT9k3Xbc0
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Dyamic Routing in 3D space
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OCULUS
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OCULUS
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https://www.youtube.com/watch?v=Rcf_B2_GOio 

https://www.youtube.com/watch?v=Rcf_B2_GOio
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Mobility and Transport

Domain

Snap4City (C), September  2023 61
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Mobility and Transport
Traffic Flow Analysis
• Multiple Domain Data 

• Traffic Flow sensors, city structure, 
weather

• Decision Makers Multiple Locations
• Real time Monitoring, predictions
• Traffic Flow Predictions, 
• Traffic Reconstructions, routing
• Dashboards, What-IF analysis
• Mobile App, people flows

• Historical and Real Time data

• Services Exploited on:
• Dashboards, Mobile App

• Since 2017, 2019

Snap4City (C), September  2023
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reference
Cities: Firenze, Pisa, 
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Santiago di Compostela



• Public Transportation: Ingestion and modelling of GTFS, Transmodel, etc. (DP)
• Analysis of the demand mobility vs offer transport of according to public transportation and multiple

data sources (Simulation)
• Assessing quality of public transportation (analysis)

• Accidents heatmaps, anomaly detection (analysis, ML)
• Predictions for: traffic flow, smart parking, smart bike sharing, people flows, etc. (ML, DL)
• What if analysis: routing, traffic flow, demand vs offer, pollutant, etc. (Simulation + ML)
• Traffic flow reconstruction from sensors and other sources (simulation + ML)
• Tracking fleets, people, via devices: OBU, OBD2, mobile apps, etc. (DP)
• Routing and multimodal routing (multistop travel planning), constrained routing, dynamic routing (DA)
• Computing Origin Destination Matrices from different kind of data (analysis, DP, DP)
• Computing typical trajectories on the basis of tracks (analysis, ML)
• Computing Messages for Connected drive (DP)
• Slow and Fast Mobility 15 Minute City Indexes (analysis, DP, …ML)
• Computing and comparing traffic flow on devices and at the city border (analysis)
• Typical time trends for traffic flow and IoT Time series. (analysis, ML)
• Impact of COVID-19 on mobility and transport
• Computing SUMI, PUMS, etc. (mainly DP)
• Etc.

Mobility and Transport
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real time
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FiPiLi
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Modena
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Short-Term Prediction of City Traffic Flow 
via Convolutional Deep Learning

66

CONV-BI-LSTMUrban data:
• Date-time
• Traffic
• Temporal
• Seasonality
• Pollution
• Weather

RF
XGBOOST
DNN
LSTM
BI-LSTM
Autoencoder BI-LSTM
Attention CONV-LSTM
CONV-BI-LSTM

Snap4City (C), September  2023
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Deep Learning AI to surely Park! 
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Parking 
data

Traffic sensors data

Weather Features

Conv1D+AvPooling1D

16

3
2

BI-LSTM
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BI-LSTM
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Dense

Multi-step

Predictions

9
6

Gradient
Integrated Gradient

Explainability



Smart City / Smart Parking + Environment
Reverberi, Lonato del Garda
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reference

• Multiple Domain Data 
• Smart Parking, Environment, Wi-Fi

• Multiple Decision Makers
• City Officer, operators
• Data monitoring, alerting
• analytics

• Historical and Real Time data
• Dashboards

• Services Exploited on:
• Dashboards, API

• Since 2019
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Deep Learning for Short-Term Prediction of
Available Bikes on Bike-Sharing Stations
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Bi-LSTM

E. Collini, P. Nesi and G. Pantaleo, "Deep Learning for Short-Term Prediction of Available Bikes on Bike-Sharing Stations," in IEEE 

Access, vol. 9, pp. 124337-124347, 2021, doi: 10.1109/ACCESS.2021.3110794.
https://ieeexplore.ieee.org/abstract/document/9530580 

https://ieeexplore.ieee.org/abstract/document/9530580


What-if Analysis on Pub Transport
• Definition of scenarious impact on 

• Traffic, Pollutant, parking, public transport, private flows, etc. 

• KPI analysis
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Public Services

Snap4City (C), May 2022



City Users Behavior and Social Analysis
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• People detection and classification: persona, strollers, bikes, etc. (ML, DL)
• people counting and tracking, head counting (via thermal cameras, ML, DL)
• People flows prediction and reconstruction, (ML, DL)

• Wi-Fi data, mobile apps data, Mobile Data, etc.
• User’s behaviour analysis, People flow analysis from PAX Counters and heterogenous data sources (ML, AI)

• origin destination matrices, hot places, time schedule,
• Recency and frequency, permanence, typical trajectory, etc.

• Computing User engagement and suggestions for sustainable mobility (Rule Based, ML)
• Social media analysis on specific channel, specific keywords: see Twitter Vigilance,

• Reputation, service assessment: MultiLingual NLP and Sentiment Analysis, SA
• Tweet proneness, retweet-ability of tweets, impact guessing
• Audience predictions on TV channels and physical events, locations
• Prediction of attendance of events and on attractions

• Virtual Assistant construction, LLM, NLP, Sentiment Analysis (DL, NLP)
• 15 Minute City Index , etc. (modeling and computability)
• Computing SDG, etc., (DP)
• Etc.



People Flows

• Prediction of 
people flows 
on the basis 
of Wi-Fi data

• Anomaly 
detection

• Resolute 
H2020

• Classification 
of city areas
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Origin Destination Matrix Estimation

Wi-Fi based



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Snap4City (C), September  2023 75

User Behaviour Analysis Distinct APs: 343
Distinct APs (last 24 hours): 311
Distinct Users (last 180 days): 1102098
Distinct Excursionists (last 180 days, < 24 h): 687025 

Recency

Where

Ex
cu

rs
io

n
is

ts

New City Users 
VS
Returning

First Day actions



Tuscany Region
• Dashboards & Services:

• Mobility: public transport operators schedule 
and paths, traffic Fi-Pi-Li main road, parking 
status and predictions, traffic sensors, Origin 
Destination matrix, routing, multimodal 
routing, etc.

• Social: Hospitals and triage, etc. 
• Environment: sensors, heatmaps, 
• alerting, 

• Pollution Forecast: NOX, NO2
• Weather Forecast, 

• Culture and Tourisms
• Etc.

• Mobile App and 
MicroApplications:
• Tuscany in a Snap (all stores) 
• Tuscany where what… km4city (all stores)

• Numbers: 1.5 M complex events per day
Snap4City (C), September  2023 76
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The App is a Bidirectional Device

Snap4City (C), September  2023 78

• GPS Positions
• Selections on menus
• Views of POI
• Access to Dashboards
• searched information
• Routing
• Ranks, votes
• Comments
• Images
• Subscriptions to notifications
• ….

Derived information
• Trajectories
• Hot Places by click and by move
• Origin destination matrices
• Most interested topics
• Most interested POI
• Delegation and relationships
• Accesses to Dashboards
• Cumulated Scores from Actions
• Requested information
• Routing performed
• ..…

Produced information
• Suggestions
• Engagements
• Notifications
• …

Produced information
• Viewed ?
• Accepted ?
• Performed ?
• …



To propose suggestions and Engage city user
we need to know how they are moving
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Artificial Intelligence 
Classification

Suggestions

By Car

By BUS

Walk

Run
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Users’ Engagement

Snap4City (C), September  2023 80

Inform
Air Quality forecast is not very nice 
You have parked out of your residential 
parking zone
The Road cleaning is this night
The waste in S.Andreas Road is full

Engage
Provide a comment, a score, etc.

Stimulate / recommend
Events in the city, services you may be 
interested, etc..

Provide Bonus, rewards if needed
you get a bonus since you parked here
We suggest: leave the car out of the city, 
this bonus can be used to buy a bus ticket

Rules

User 
context

City 
context
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User Behavior Analyser for Collective 
Profiling
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Who

When

What

Where?
Why?

How move

Where they go ahead
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Characterizing City Areas
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Predicting City Areas Crowd level
characterizing Users’ BehaviorsWi-Fi based

Prediction
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A view and data from the Thermal Camera 
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https://www.snap4city.org/dashboardSmartCity/view/Gea.php?iddasboard=MzM3Ng== 
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Barc 2022
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Venaria Reale
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Environment Domain
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Environment and Quality of Life
Air Quality Predictions
• Multiple Domain Data 

• Traffic Flow data, Pollutant: NOX, CO2,
PM10, PM2.5, O3, ….

• 3D City structure, weather,  …

• Multiple Decision Makers
• Pollutant Predictions: NOX, NO2, .. 
• City officers, energy industries 
• Dashboards, What-IF analysis
• Traffic Flow Reconstruction

• Historical and Real Time data
• Billions of Data

• Services Exploited on:
• Dashboards, Mobile App

• Since 2020

Snap4City (C), September  2023
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referenceCities of: 
Firenze, Pisa, Livorno 

KPI of EC



• Pollutant Predictions: short, long and very long term European Commission KPIs
• NOX, PM10 pollution on the basis of traffic flow, 48 hours (ML, AI, DL)
• Cumulated NO2 average value over the year, ……. (ML, AI, DL)

• Computation of CO2 on the basis of traffic flows (DP), computing emission factor (DA)
• each road for each time slot of the day

• Prediction of MicroClimate conditions for diffusion (ML, AI)
• NO2, PM10, PM2.5, etc.

• Prediction of landslides, 24 hours in advance (AI, DL)
• Heatmaps production, dense data interpolation (DP) for

• Weather conditions: temperature, humidity, wind, DEW
• Pollutants and Aerosol: NO, NO2, CO2, PM10, PM2.5, etc.

• Impact of COVID-19 on Environmental aspects (DP)
• Optimisation of waste collection schedule and paths (DP, ML)
• Computing SDG, SUMI, PUMS, .. (mainly DP)
• Etc.

Environment and Weather
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Environment 
• Prediction 

– NOX Pollutant 
diffusion on the 
basis of Traffic 
Flow (prediction), 
weather and 3D 
structure

– NO2 progressive 
average (Long 
term) 

• Project: 
– Trafair CEF EC

– Mixed solutions 
of Fluidinamics 
modeling and AI
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Impact of COVID-19
• Multiple Domains Data 

• Traffic, environment, People, 
parking, stock options, Twitter, tc. 

• Decision Makers Multiple 
Locations
• NO2 long term predictions
• Twitter analysis

• Historical and Real Time data

• Services Exploited on:
• Dashboards
• Social media, 
• Sentiment Analysis

• Since 2019, 2020

Snap4City (C), September  2023
93

Cities: Firenze, Pisa, 
Livorno, Toscana
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SNAP4City
background

Data Analytics IOT App 
Management

Snap4City Servers and Tools: 
Dashboard manager, Heatmap 

manager, GeoServer, Smart City API.In
ge

st
io

n
   

   
   

P
ro

ce
ss

e
s

Real Time 
data from 
Field: rain, 

weather, etc.

Model training
And validation

Predictions

Dashboards and 
Mobile Apps

Dataset
Construction

Previsional Model

landslide DB

Dataset Construction

Model execution
Shap Assessment

SNAP4City Advanced APIs

Big Data 
Storage 
and KB

Data

Model

predictions

Predicting Land slides

E. Collini, L. A. I. Palesi, P. Nesi, G. Pantaleo, N. Nocentini and A. Rosi, "Predicting and Understanding Landslide Events with 

Explainable AI," in IEEE Access, doi: 10.1109/ACCESS.2022.3158328.
https://ieeexplore.ieee.org/abstract/document/9732490 Snap4City (C), September  2023 94
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Estimating City Local CO2 from Traffic Flow Data 

Snap4City (C), September  2023 95

Computing Traffic Flow 
into CO2 sensor area

Computing CO2 on the basis of 
traffic flow data 

CO2 estimation
Traffic Flow data

S. Bilotta, P. Nesi, "Estimating CO2 Emissions from IoT Traffic Flow Sensors and 
Reconstruction", Sensors, MDPI, 2022. https://www.mdpi.com/1424-8220/22/9/3382/ 

• Traffic Flow is one the main 
source of CO2
• K1: Fluid Flow
• K2: Stop and Go

• Dense estimation of CO2 into 
the city is very useful to know 
to target EC’s KPIs
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Predicting EC’s KPI on NO2 months in advance

Snap4City (C), September  2023 96

• The features used as input for the 
predictive models are: 

- Month

- dayOfTheYear

- NO2

- Tmean

- Humidity

- windMean

- NoxDomestic

- numberOfVehicles

- NO2cumulated

- NO2progresseveMean

- numberOfVehiclesCumulated

Deep Learning Long Terms Predictions of NO2 
mean values, From 30 to 180 days in advance



Search bins on map by filtering 
per:
• Kind (All, generic, plastic, 

paper, glass, metal, organic)
• Status (Active, Not Active)
• Fullness (Full, Half-full, 

Empty)
• Address
• Group of bins (by GroupID)

• Refine a search by using the filters on the left side
• Click on a waste bin pin on the map:
• A popup with real time data is shown
• The fullness status of the selected group of bins is shown in the synoptic below the map
• Specific fullness weekly trends are shown below the map
• Chick on the «Table view» button to access the other dashboard

Smart Waste – Map view 
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- Environmental data
- Power meter Data
- Smart Light data are coming (in 

collaboration with a multinational 
company)
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Energy Domain
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Smart Light Control of Capelon
• Energy Domain

• Smart Light, MQTT, ….
• IoT Orion Broker FIWARE

• Dashboards
• Map coverage on Sweden
• Monitoring and real  time control
• Energy control, analytics
• Direct control

• Historical and Real Time data

• Services Exploited on:
• Multiple Levels, API
• Dashboards

• Since 2020

reference
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C3PO Street Lights
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Karlstad Street Lights
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• Field-tested energy 
community: the self-
consumer 
condominium

• The Self User project 
creates in the pilot 
condominium, through 
the collection and 
analysis of data, a model 
for calculating and 
enhancing the impact of 
an energy community on 
a community of people, 
with a view to actions to 
combat energy poverty

Snap4City (C), September  2023 104

https://www.selfuser.it 

https://www.selfuser.it/


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

https://www.snap4city.org/dashboardSmartCity/view/Gea.php?iddasboard=MzY3Ng== 
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https://www.snap4city.org/dashboardSmartCity/view/Baloon.php?iddasboard=MzcxNw== 
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Industry Domain
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Altair 
Chemical (Italy, Saline di Volterra)



Industry Plant Supervision and 
Maintenance

● Aims
○ Control Room: Higher level 

supervision and monitoring 
(since 2020)

■ Management of Production 
Plan Optimization

■ Control of Perimeter with 
drone and sensors

○ Maintenance ticketing (since 
2017)

■ predictive (in development)
■ 3D Digital Twin (in 

development)
○ Monitoring production 

process quality
■ Alerting
■ Decision making

110



Snap4Altair Decision Support
supervision and control, Industry 4.0
• Multiple Domain Data 

• Distributed Control System: energy, flows, storage, 
chemical data, settings, ..

• Cost of energy, Orders, 
• Production Parameters
• Maintenance data

• Multiple Levels & Decision Makers
• Optimized planning on chemical model
• Business Intelligence on Maintenance data

• Historical and Real Time data
• Billions of Data

• Services Exploited on:
• Multiple Levels, 

Mobile Apps, API

• Since 2020

reference
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IOT Edge

IOT Edge
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Snap4City/Industry Detailed Architecture

DCS/
SCADA

Orders

IoT App

IoT App

IoT App

Orion 
Context Broker

IoT App

Planning

Predicting

IoT App

IoT APP

Business LogicData Analytic

IoT Devices from the field

Admini- 
stration

Energy Services

Transportation

Production 
Parameters

External 
Services

GW-NGSI

Data Storage

IoT APP
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IoT Devices

IoT Devices

KeyCloak, LDAP

Dashboards, Visual Analytics, 
Synoptics, 3D, Maps

IoT Directory

BPM & BIM

GIS and ResM

CKAN

……………

Data Analytic
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Some Altair Flows
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Workflow for Ticket management

Snap4City (C), September  2023 114

IOT App, Data 
event firing,
event detection 
and firing
Critical event
management

OpenMaint: BPM Workflow 
management, team assignement, 
material control, …

Business Intelligence 
Maintenance

Consumptions/productions

Events/actions

Dashboards and actions



Digital Twin Local, 3D vs Real Time Data 
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https://www.snap4city.org/dashboardSmartC
ity/view/index.php?iddasboard=MzA1NA==

Business Intelligence 
Maintenance

Historical and Real Time Data 

Synoptics for real time monitoring

Map and 3D BIM modelling to:
-- represent the details
-- associate physical elements 
with data

Explainable AI to map critical values of 
devices and detection to physical 
elements in the plant

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MzA1NA==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MzA1NA==


Analytical Data from the product quality 
Lab(LIMS/SAM)

AS400

Users

Analysis

Notifications

Telegram Bot

IOT App
Analytics

Dashboards

IOT App
Management

GeNotiLab Architecture for ALTAIR

Tools:
-- List of Chemical Analyses
-- List of Notifications
-- Define  notifications
-- Program, send notifications
-- see notification status

IOT App

IOT App
Vs Telegram
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Sinottico Impianto

http://dashboard/dashboardSmartCity/view/index.php?iddasboard=MTk= 

Snap4City (C), September  2023
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Solve complex fluid-dynamic problems based on partial differential equation (PDE) using 
neural networks

Physics-informed neural networks (PINN)

Thermal transfer solving Advection/Diffusion

Snap4City (C), September  2023
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A Selection of 

Other Cases
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• Scenario: SnapBot: Real Time Smart City services via Telegram
• Scenario: Copernicus Satellite Data
• Scenario: SmartBed, Materasso Intelligente
• MicroServices Suite for Smart City Applications
• Scenario: MODBUS for Snap4Industry Snap4City Applications
• Scenario: MOBIMART Interreg: MOBilità Intelligente MARe Terra
• Scenario: City of Roma case, mobility and environmental data
• Scenario: Herit-Data video and aims
• Scenario: Control Room vs Video Wall
• Scenario: Snap4Home the case of: Alexa, Philips, Sonoff, TP-link, etc. (Italiano)
• Scenario: how to manage maintenance and accidents workflows
• Scenario: Snap4Home, how to exploit Snap4City solution on home automation
• Scenario: Energy Monitoring
• Scenario: Multipurpose User Engagement Tools
• Scenario: 5G Enabled Water Cleaning Control (smart city, industry 4.0)
• Scenario: High Level Control of Industrial Plant (industry 4.0)
• Scenario: Vehicle Monitoring via OBD2
• Scenario: Events and Museums Monitoring in Antwerp
• Scenario: High Resolution Prediction of Environmental Data
• Scenario: Mobility and Transport Analyses in multiple cities
• Scenario: People Flow Analysis via Wi-Fi
• Scenario: Antwerp Pilot on Environmental Data
• Scenario: Helsinki Pilot on Environmental Data
• Scenario: Firenze Smart City Control Room
• Scenario: Mobile & Web App: Toscana Where What … Km4City, Toscana in a Snap
• Scenario: Helsinki Pilot on User Behaviour
• Scenario: Antwerp Pilot on User Behaviour Snap4City (C), September  2023 123

• Data Analytic: Origin Destination Matrices, 
Algorithms and tools

• Data Analytic: Traffic Flow Reconstruction
• Data Analytic: in general, and the cases of 

Antwerp and Helsinki
• Data Analytic: Predicting Air Quality
• Data Analytic: Analyzing Public 

Transportation Offer wrt Mobility Demand

https://www.snap4city.org/4 

https://www.snap4city.org/drupal/node/684
https://www.snap4city.org/drupal/node/671
https://www.snap4city.org/drupal/node/668
https://www.snap4city.org/drupal/node/664
https://www.snap4city.org/drupal/node/657
https://www.snap4city.org/drupal/node/642
https://www.snap4city.org/drupal/node/628
https://www.snap4city.org/drupal/node/629
https://www.snap4city.org/drupal/node/621
https://www.snap4city.org/drupal/node/620
https://www.snap4city.org/drupal/node/597
https://www.snap4city.org/drupal/node/617
https://www.snap4city.org/drupal/node/555
https://www.snap4city.org/drupal/node/547
https://www.snap4city.org/drupal/node/369
https://www.snap4city.org/drupal/node/546
https://www.snap4city.org/drupal/node/369
https://www.snap4city.org/drupal/node/545
https://www.snap4city.org/drupal/node/532
https://www.snap4city.org/drupal/node/530
https://www.snap4city.org/drupal/node/533
https://www.snap4city.org/drupal/node/540
https://www.snap4city.org/drupal/node/526
https://www.snap4city.org/drupal/node/528
https://www.snap4city.org/drupal/node/531
https://www.snap4city.org/drupal/node/541
https://www.snap4city.org/drupal/node/529
https://www.snap4city.org/drupal/node/527
https://www.snap4city.org/drupal/node/544
https://www.snap4city.org/drupal/node/544
https://www.snap4city.org/drupal/node/543
https://www.snap4city.org/drupal/node/524
https://www.snap4city.org/drupal/node/524
https://www.snap4city.org/drupal/node/553
https://www.snap4city.org/drupal/node/554
https://www.snap4city.org/drupal/node/554
https://www.snap4city.org/4


People Monitoring on Pub Services
DIGIPOLIS Antwerp
• Multiple Domain Data 

• PAX Counters: museum, pub services, COVID-19

• Multiple Levels & Decision Makers
• Business Intelligence Dashboards
• People flow, OD flows
• Detection of critical conditions

• Historical and Real Time data
• 20 fixed PaxCounters
• 2 Mobile PaxCounters

• Services Exploited on:
• Dashboards, Mobile Apps, API/data
• Fully Controlled Devices by Digipolis

• Since 2019

reference
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Pont du Gard
• Tourism Domain

• KPIs
• Social Media
• People Flows
• Bike Flows

• Dashboards
• Monitoring KPI
• People and bikes flows
• Twitter Vigilance

• Historical and updated data

• Services Exploited on:
• Dashboard

• Since 2020
Snap4City (C), September  2023 125
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Pont du Gard: data analytics

• Prediction of the 
number of sold tickets 
24 hours in advance

• Using:
• Historical data

• Weather conditions

• Social Media
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Dubrovnik
• Tourism Domain

• Counting People

• TV Cameras and WiFi

• Social Media

• Dashboards
• Monitoring and real  time control

• People flow

• Twitter Vigilance

• Historical and Real Time data

• Services Exploited on:
• Dashboard

• Since 2020
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Dubrovnik: Data Analytics

• Assessing impact of 
advertising 

• Prediction of presences 
on the basis  of

• Social Media Twitter 
Vigilance

• weather conditions

• Historical data
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Valencia, FSMLR
• Tourism Domain

• Counting People

• Environmental data

• Social Media

• Dashboards
• Monitoring and real  time control

• People flow

• Twitter Vigilance

• Historical and Real Time data

• Services Exploited on:
• Dashboard

• Since 2020
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West Greece
• Tourism Domain

• KPIs: ODM, Flows, …

• Social Media

• People Flows

• Dashboards
• Monitoring KPI

• People flows

• Twitter Vigilance

• Historical and updated data

• Services Exploited on:
• Dashboard

• Since 2020
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Helsinki, Finland
• Dashboards & Services:

• Environment & Weather, PM10, 
PM2.5,NO,  SO2, CO, noise, etc.
• Sensors values, Heatmap & Alerts on critical
• FMI Enfuser prediction: PM10, PM2.5, ..
• GRAL predictions PM10, validations
• Private sensors in Jätkäsaari area 

(personal dashboards)

• Mobility: Traffic Sensors, Operators, 
routing, multimodal routing, whatif

• Social: Twitter Vigilance, early warning
• Life in Helsinki: OD matrix people flow, 

Twitter Vigilance SA, hot places, etc.
• Tourism and Culture

• Mobile App and MicroApplications:
• Helsinki in a Snap (all stores)
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- Traffic Data
- Environmental Data
- People counting (pedestrian)
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Jewel Alarms
AMPERE
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Click on 
Jewel

BLE
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https://www.snap4city.org/577 
On Line Training Material (free of charge)

https://www.snap4city.org/577
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Visual Analytics and 

Dashboards
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Brokers
Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsData Analytics:

ML, AI, XAI

Business Intelligence CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

EntityInspector

Dashboard Bld & Mng

Synoptics

HLT Manager

Service Map

Smart Applications

Visual Analytics tools

On Edge 
On Cloud Event Driven

API Manager

Waste Park

Apps

Light

Energy

Maintenance ……

Market/Sharing  Place

A&A, SSO, Blockchain, Resource Managers and Sharing: IoT App, Data Analytics, …

3D Digital Twin

Mobile App

09/23

Environment

Data Managers

Third parties solutions

Tech Arch
Web and Mobile Apps



Agenda of second part
• Recall on Snap4City Architecture
• Snap4City Dashboards Purposes and Uses

– Snap4City Dashboards vs Technical data monitoring dashboards
– Snap4City Dashboards main concepts

• Main Data Kinds: data vs representations
• Snap4City DASHBOARDS: Main Concepts and simple Widgets
• Creating a Snap4City Dashboard
• Snap4City Multi Data Map Widget
• Snap4City High Level Types

– Video Streams from TV Cameras
– External Services (integration of) your or third party web pages
– Synoptics, Custom Widgets as External Services

• Selector for the Multi Data Map Widget 
• Data Inspector vs Data Processes Details
• Dashboard Management
• Training Material
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https://www.snap4city.org/944 

https://www.snap4city.org/944


Visual Analytics
• implementing sophisticated Business Intelligence Tools
• Open to receive a range of possible Actions, to produce a large 

combination of results in terms of data and representations. 
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Visual 
Representations

Actions, selections
Filtering, …

Coordinated resulting 
Effects

Actions, selections
Filtering, …

requests…

Storage: 
Historical data

Flow of selected 
data…

IoT App: Business Logic

control

data

d
at

a

On Dashboard Business Logic

On External Content Widget 
+ HTML and JavaScript

d
at

a

Smart City API
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Dashboard Builder: Development
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Knowledge Base, 
Km4City

Create, save, load, 
delegate, grant access, 
change ownerhip

Public 
Dashboard 
Collection  

Dashboard Wizard

IOT Applications

Micro
Applicat
ions

External 
Services

Dashboard Editor

Widget Collection

Knowledge and Storage
Data from the Field and 
City + MyKPI ++

My Own Dash/App

Custom 
Widgets/
Synoptics

Data Transformation
Business Logic
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Dashboard Wizard
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The Wizard help you in selecting 
only possible combination of data 
vs graphic representation

Wizard
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Dashboard Wizard

Snap4City (C), September  2023

Wizard• Select the area of your interest: panning and zooming
• Select the 

• graphic aspect of your interest, or
• High Level Type of your interest, or 
• Make a search if you a have a precise idea or
• Act on filters: nature, subnature, type, name, value, date, health, owner, …
• Combine them as you like

• Select the lines of your interest
• Then click on Next and get the Dashboard by wizard

145
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Dashboard Widgets: List and Editor
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• Smart parking

• Smart Energy

• Smart Light

• Smart ….

• Energy View

• Custom Controls

Snap4City (C), September  2023 147



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
Other examples

• Virtual Actuators

(sensor-actuator)
– From: Dashboard

– To: IOT App, MyKPI, 
other Synoptics
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• Virtual Sensors

– From: MyKPI, Sensors, IOT 
App, other Synoptics

– To: Dashboards
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IOT Application

Business Logic on Dashboards
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IoT Application Development
smartening the solutions
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Brokers
Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsData Analytics:

ML, AI, XAI

Business Intelligence CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

EntityInspector

Dashboard Bld & Mng

Synoptics

HLT Manager

Service Map

Smart Applications

Visual Analytics tools

On Edge 
On Cloud Event Driven

API Manager

Waste Park

Apps

Light

Energy

Maintenance ……

Market/Sharing  Place

A&A, SSO, Blockchain, Resource Managers and Sharing: IoT App, Data Analytics, …

3D Digital Twin

Mobile App

09/23

Environment

Data Managers

Third parties solutions

Tech Arch
Web and Mobile Apps
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Agenda of third part

• Recall on Snap4City Architecture

• Node-RED

• IOT App = Node-RED + Snap4City

– IoT App === Proc.Logic

• Examples of IOT App for Smartening Solutions

• Exploiting/Generating data by using: IoT App/Proc.Logic

• External Service → IoT App/Proc.Logic 

• Dashboards → IoT App/Proc.Logic

– Server Side Business Logic
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IoT App / Proc.Logic Agenda
• Creating IOT Applications with Node-RED

• IOT App = Node-RED + Snap4City

• Integration of External Services into IOT Applications

• IOT App Smartening Dashboards and Solutions: server side business logic

• IOT Network Management and Control

• IOT Devices hardware-software integration

• Using Data Models: FIWARE Smart Data Models,  Snap4City IoT Device Models

• IOT end-2-end Secure Stack, IOT → Dashboards

• Data Exchange and Distributed, computing on multiple Snap4City Domains

• Managing IOT Applications and Containers all 
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IOT Interoperability
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, 
SMTP, TCP, UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX II, 
Telegram, SMS, WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, 
RS232, XML, JSON, CSV,  GeoJSON, ESP32, Libelium, IBIMET/IBE, OBD2, XLS, 
XLSX, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, 
BACnet, TALQ, Protocol Buffer, VMS, etc.

https://www.snap4city.org/65

https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
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IoT Network
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IOT Gateway
IOT Edge

Adapter/
WrapperIOT 

Device IOT 
Device IOT 

Device

IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

Registration

Discovery requested data

IOT App

IOT Agent

IOT 
Device

IOT 
Device

IOT Directory

(IOT) Discovery
Knowledge Base
Semantic Reasoners
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What About IoT Devices, Time Series
• A set of data coming from an IoT Device 

with multiple sensor become a time series 
of values for devices. 
– For example: taking a new measure every 

10 minutes (Red Lines)
– Non regular rates can be valid data as well.

• Each new measure in Snap4City is 
conventionally time located in 
«dateObserved», which has to be Unique.
– Only one message per dateObserved is 

allowed
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IOT Device

Sends a 
message

Message (
timestamp: 02-04-2020 at 10:30,
Temperature: 29.34,
Humidity: 35
)
 

TIME

dateObserved Temp Humidity

02-04-2020 10:30 34.5 23

02-04-2020 10:40 36.5 24

02-04-2020 10:50 36.0 22.5

IOT Device
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IOT Network Manager vs Final User
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IOT Broker
IOT Broker

IOT Broker
IOT Broker

Network of IOT Brokers

Knowledge Base, 
Km4City

Knowledge and Storage
Data from the Field and 
City

Discovering

IOT Network 
Manager

Registering
B

ro
w

si
n

g

ServiceMap
Knowledge Base

Discovering

IOT Application

Dashboard Wizard

IOT Directory

Final user
Manager

My IOT Device

Register

Prepare
Deep Manage

Exploit
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Create/instantiate IOT Devices
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New IOT Device (simplified creation)
from IOT Device Model

New IOT Device 
From Scratch or from IOT Dev Model

A)

B)



Ingestion, aggreg. → exploitation
• IoT App Visual 

Programming, no coding
• Data transformation

• Integration, Interoperab.

• Scripting Data Analytics

• Data ingestion

• Business logic 

• Edge and Cloud

• MicroServices data 
driven develop via 
visual language 
Node-RED
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IOT App, on cloud and Edge devices 
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Editing IOT Applications
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Data Adapation
Transformation, Conversion

Integration
Business Logic vs Dashboards

Data Analytics control
Everywhere: Cloud, on IoT Edge Devices
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Snap4City Libraries of 
MicroServices on Node-RED
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Flow Mng
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https://www.snap4city.org/dashboardSmartCit
y/view/index.php?iddasboard=MjM1Ng==

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjM1Ng==
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjM1Ng==


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Data Analytics and 
Artificial Intelligence
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Brokers
Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsData Analytics:

ML, AI, XAI

Business Intelligence CSBL

Entity Directory:
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IoT Data Models
Digital Twins
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Smart City API

EntityInspector

Dashboard Bld & Mng

Synoptics
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Visual Analytics tools
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On Cloud Event Driven

API Manager
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Agenda of forth part
• Why and Where use DA, AI and XAI General Life Cycle
• Data Processing
• What is Data Analytics, DA and Artificial Intelligence, AI
• List of the most relevant available DA and AI Solutions
• Predictions and Anomaly detections 
• Computing: Higher Level Types Data and their representations
• How AI/XAI, and  Life Cycle
• Using DA, AI, XAI in Snap4City infrastructures

– Data Analytics → IoT App / Proc.Logic 

• Decision Support Systems and What-If Analysis
• Routing, Multimodal Routing, Dynamic Routing
• Business Intelligence and Visual Analytics
• Training Material
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Available DA / AI Solutions on Snap4City
• Mobility and Transport

• Environment, Weather, Waste, Water

• City Users Behaviour and Social analysis

• Energy and Control, Security, …..

• High Level Decision Support Solutions

– Management Strategies

– Resilience and Risks Analysis

• Low level Techniques
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https://www.snap4city.org/download/video/course/da/ 

https://www.snap4city.o
rg/download/video/DPL
_SNAP4SOLU.pdf 

https://www.snap4city.org/download/video/course/da/
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
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Sentient and 
active processes 

• Big Data Analytics
• neuro-symbolic
• Semantic Computing
• Machine Learning
• Deep Learning
• Explainable Artificial Intelligence
• Geo Spatial Reasoning
• Text Analysis, Sentiment Analysis
• What If Analysis
• Simulations, Optimization
• Visual Analytics
• Engagement Analysis
• …. 



Model/Technique Development/testing
• Identification of Process goals and Planning

– Which goals
– How to compute, which language
– Which environment, which libraries

• Data Discovery and Ingestion (from the general life cycle)
• Data Analysis: feature engineering, feature selection
• Data review and preparation for the model 
• Model Identification and building: ML, AI, etc….

– Training
– Tuning hyperparameters when possible

• Model Assessment  and Selection
– Validation in testing
– Assessment on a set of metrics depending on the goals: global 

relevant and feature assessment
– Assessing computational costs
– Impact Assessment, Ethic Assessment and incidental findings
– Global and Local Explanation via Explainable AI techniques

• Model Deploy and Final Validation
– Optimisation of computation cost for features, if needed 

reiterate
• Solution on Production (security, scalability, etc.)
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Data Analytics on Snap4City platform
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Resource Manager

Creating 
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Saving / 
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reusing
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IOT Applications

Knowledge Base, 
Km4City

Ontology Schema LOG.disit.org

Swagger

Big Data 
Store 

Facility



Data Analytic Container  

Snap4City (C), September  2023 178

Develop .py or .r program on (i) Snap4City 
platform online, or (ii) your Development 
Machine.
The code has to respect the guidelines 
provided for creating API. 
The API are called as a MicroService
For example see: 
https://www.snap4city.org/641 
https://www.snap4city.org/645 

1

2
Open an Advanced 
IoT App / Node-RED

3
Use Snap4City Data Analytic 
Node, and load in the code 
you developed.

4

5 Deploy the IoT App → Snap4City Container Manager based on 
Marathon/Mesos is creating a Container for your Data Analytic code

https://www.snap4city.org/drupal/node/641
https://www.snap4city.org/drupal/node/645


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Data Model, Ingestion and 

Management
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Data Ingestion Agenda

• Data Types
• Data Ingestion Capabilities and Architecture
• Data Ingestion Strategy and Tools
• Data Inspector tool
• Connecting devices, external servers, any network
• Interoperability, smart data models. satellite
• Data Ingestion in Python
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Brokers
Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsData Analytics:

ML, AI, XAI

Business Intelligence CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

EntityInspector

Dashboard Bld & Mng

Synoptics

HLT Manager

Service Map

Smart Applications

Visual Analytics tools

On Edge 
On Cloud Event Driven

API Manager

Waste Park

Apps

Light

Energy

Maintenance ……

Market/Sharing  Place

A&A, SSO, Blockchain, Resource Managers and Sharing: IoT App, Data Analytics, …

3D Digital Twin

Mobile App

09/23

Environment

Data Managers

Third parties solutions

Tech Arch
Web and Mobile Apps



High Level Types
• POI, IOT Devices, shapes,.. 

• FIWARE Smart Data Models, 
• IoT Device Models

• GIS, maps, orthomaps, WFS/WMS, 
GeoTiff, calibrated heatmaps, ..

• Satellite data, ..

• traffic flow, typical trends, ..

• trajectories, events, Workflow, ..

• 3D Models, BIM, Digital Twins, ..

• OD Matrices of several kinds, .. 

• Dynamic icons/pins, ..

• Synoptics, animations, ..

• KPI, personal KPI,..

• social media data, TV Stream, 

• routing, multimodal, constraints, ..

• decision scenarios, ….

• etc. 

Snap4City (C), September  2023

18210/22



Snap4city Data Ingestion Flow Diagram
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Static loading

Registration

Automated
Data Loading
& production 

Knowledge Base
Semantic Reasoners

Indexing and Aggregating
NIFI, OpenSearch

Directory

Brokers

IOT App

IOT App

IOT App

Brokers
Brokers

IOT App
IOT App

IOT App
IOT App

IOT App



Checking data ingestion results
• Data Inspector

• ServiceMap, SCAPI
– LOG / LOD viewer

– Super Service Map

• IOT Directory

• SCAPI: Swagger

• IOT Broker

• Data Inspector

• ServiceMap, SCAPI

• My Data Dashboard 
(Kibana), DevDash

• Open Distro (ElasticSearch)
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Knowledge base
Semantic reasoners

Indexing and aggregating
NIFI, OpenSearch

Data Inspector
Digital Twin view

ServiceMap

DevDash

Some functionalities are limited to certain roles

My Data Dashboard 



• Click with 
the mouse 
on it 
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Knowledge Base view

HLT: Sensor

Some functionalities are limited to certain roles



Image of the Devices and Licensing
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HLT: Sensor

Some functionalities are 
limited to certain roles



Other Snap4City ToolsIOT Directory

Exploiting FIWARE Smart Data Models
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Snap4City 
Verification & 

Validation

FIWARE Smart 
Data Models

FIWARE Smart 
Data Models 
on Snap4City

Rules 
Generation 
and Editor

Snap4City 
rules for 

processing

Orion Broker
Orion Broker

Orion Broker
Orion Broker

IoT Device 
Discovery

Automated IoT Device 
Registration via Rules

Knowledge Base
Semantic Reasoners

Indexing and Aggregating
NIFI, OpenSearch

External

Internal

IOT Broker Registration IOT Device Registration

registration

registration

Registration Device

Snap4City 
IoT Device Model 
exploitation

Messages

registration

IOT App

Orion Broker
Orion Broker

Orion Broker
Orion Broker

Discovery
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Smart City API and Federation
Mobile & Web App SDK
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Interoperability via API
• Smart City API: Internal and External

• Advanced Smart City API, MicroServices, Snap4City API

• Federated Knowledge Base and Smart City API

• Mobile App Development Kit
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Federation of Smart City Services

• Km4City Semantic Reasoner

• ServiceMap interoperability

• Seamless for multiple 
Mobile Apps

• Smart City API

• Super: 
• distributed access and 

sharing services 

• Each city control its own data

• Final user can pass from one 
city / area to another in 
seamless manner: without 
changing the mobile Apps

Snap4City (C), September  2023
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Knowledge Base
Semantic Reasoners

Area 1

Smart 
City API

Km4City

Smart 
City API

Km4City
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Start-ups

Connect
IOT/IOEUpload 

context  
Open Data

Connect 
external 
Services

Monitor
City 

Platform

experiments

workshops

tutorials

networking
agreements

events

Research 
groups

City 
Users

Large 
Industries

collaborations

Licensing, 
Gold services

personal
services

Case 
Studies

Inhouse 
companies

Resource 
Operators

Tech 
providers

partnerships

documentation

Help 
desk

Category 
Associations

Corporations

Advertisers

Community
Building

subscription to 
applications

Produce City 
IOT Applications & 

Dashboards 

Promote 
Applications & 

Dashboards 

Produce Apps 
and Dashboards 

for City Users

Data Ingestion 
and Analytic 
algorithms

Early 
Adopters

Collaborative    
Platform

hackathons

City Operators

Manage
Apps & Dashboards, 

User Engagement 

Advanced Smart 
City API, 

MicroServices

One Snap4City Platform may serve Multiple Cities



External Smart City API
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https://www.km4city.org/swagger/external/index.html 

https://www.km4city.org/swagger/external/index.html


Selection on Smart City API

• Combining different 
filters for selecting 
entities from Smart 
City APIs

• Be care: filtering too 
much may lead to 
empty set ☺
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Attribute Strings
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Development of 

Solutions
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Development
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https://www.snap4city.org/d

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf

https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
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Development
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https://www.snap4city.org/d

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf

https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
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1° 
Sprint

2° 
Sprint

3° 
Sprint

Development Life Cycle
Smart Solutions
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Analysis

Data Discovery 
Data Modeling 

Data Processes

Data Analytic

UserInterface + 
Business Logic

Processing 
Logic /IoT-App 

ML, AI, XAI
Python, RStudio

UserInterface 
Dashboards

Test

Production

Special Tools Test

Test

Test Deploy

Deploy

Deploy

Deploy

Validation

Design Development

Development Life Cycle
Smart Solutions
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Snap4City Tools   
vs

Development 
Life Cycle
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Entity Directory
IoT Directory

HLT & Data 
Management

IoT App

Development 
Tools + IoT App

Dashboards

Extra Dashboard 
Widgets

Knowledge and 
Map, ServiceMap

Data Management 
HLT-Data Inspector 

Proc.Logic/IoT App

Tables and 
Documents

Development life
 cycle manual

Management



Smart Application

Business Intelligence
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Dashboards

Proc.Logic/IOT Apps

API, External Services, MicroApp

Dynamic Data:
ServiceURI, MyKPI,  

Req. ServiceURI, KPI

Events and Actions

GIS, HTTPs URLs

Event Driven Synoptics

Traffic Flow, MAPS, Heatmaps

API
ServiceMap

Brokers

Client Side Business Logic
   in JavaScript (when needed)

Server Side 
Business Logic

Storage 
and KB
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How the  Dashboards exchange data



example
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Example: From Map to Graphs (spatial drill down)
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1) Select the area of 
interest on map

2) Select the sensors 
kind of interest

3) Drill down on map

4) The JavaScript 
CSBL on Map will 
send data to the 
programmed 
Widgets. In this 
case, arrowed in 
RED



Example: From Data Graphs to Graphs (drill down)
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1) Click on the Donut 
element

2) The JavaScript CSBL 
on the Donut Widget 
will send commands 
to the programmed 
Widgets to focus on 
selection, as 
highlighted by the 
red arrows
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1) Click on the Legenda 
of Bar Series

2) The JavaScript CSBL 
on the Bar Series will 
send commands to 
the programmed 
Widgets to remove 
the unselected 
devices, as 
highlighted by the 
red arrows



CSBL
Client Side Business Logic
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https://www.snap4city.org/d
ownload/video/ClientSideBusi
nessLogic-WidgetManual.pdf

https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
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Installing Snap4City
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https://www.snap4city.org/471 for VM
https://www.snap4city.org/738 for container
To get an updated version read it! 

https://www.snap4city.org/471
https://www.snap4city.org/738


How to adopt Snap4City
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Https://www.snap4city.org 

Smart City as a Service
• Supporting Org 
• 100% Open Source Platform: Github
• Further developments
• Publishing Appliances and Dockers
• Training courses, docs
• Consulting 
• Forums
• Etc.

Download 
and deploy

Installation on your premise
• Virtual Machines or Dockers
• Different configurations

• From small to scalable
• Exploiting your legacy tools
• Interoperable with any tool

• No vendor lock-in, No tech lock-in
Mixed solutions! For example:
• Start on Cloud as Smart City as a Service

• Migrate on premise on the fly
• Start on Cloud into a sand box

• Pass to install on premise what you need

On your premise

https://www.snap4city.org/
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Using from Cloud or Installing on Premise
• Cloud «as a service»: a number of installations are in place

– The largest https://www.snap4city.org 

• 20 tenants/organizations, Billions of data

• 1 hour deploy new organization, devices, data, dashboards

• Installations on public or private cloud, or on private servers

– A number of ready to use configurations from 1VM to multiple scalable 
solutions: https://www.snap4city.org/471 

• VM: Appliances ready to use

• Docker compose, Tool for generating and downloading the docker compose files
– Micro X version can be installed and tested in2 hours. https://www.snap4city.org/738 
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https://www.snap4city.org/docker-generator/selecting_model 

https://www.snap4city.org/
https://www.snap4city.org/471
https://www.snap4city.org/738
https://www.snap4city.org/docker-generator/selecting_model
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Installations, different models a TOOL to get them
• Micro X:

• 1 VM of dockers

• Normal X,Y:
• 2 VM of dockers

• Small X,Y: scalable
• 4 VM of dockers

• DataCitySmall X,Y,Z: scalable
• 6 VM of dockers

• DataCityMid X,Y,Z,T: scalable
• # VM + X/70 VM + Y/3 VM + Z VM + T VM of 

dockers

• DataCityLarge: scalable
• depending on your needs

• Kubernetes
– Beta local and AWS
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Dashboard 
Frontend

WSServer 
(node-red)

DataBase

Dashboard 
BackEnd

ZooKeeper

PersonalData

Synoptics (WS)

Dashboard Cron

Kafka MyLDAP, LDAP

KeyCloak

Web InterfaceMicro 6 (technical)

OrionFilterORION Mongo

Open Search 
Dashboard

Open SearchNIFI IOT App 01

IOT App 02

IOT App 6

ServiceMap (SCAPI) Virtuoso

Resource Mng

M
ai

n
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o
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Broker IOT Apps

proxy

OD Manager
Smart Data 

Models
ExtBroker 
harvester

FIWARE IoT

1Hour 
installation 
and 
ready to use
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KeyCloak

MyLDAP

LDAPDashboard 
Frontend

WSServer 
(node-red)

Config Mng.

MyKPI Mng
Management 

Tools

PersonalData

Synoptics 
(WS)

Menu Mng

DataInspector

Web Interfaces
DataCitySmall  X-2-2

OrionFilter 01ORION1

Mongo OrionFilter 02
ORION2

Mongo

Open Search 
Dash

Open SearchNIFI

Open SearchOpen Search

NIFI Data Analytics 1 or more 
VM

OpenMaint
IOT App 01

IOT App 02

IOT App X
Analytic 01

Analytic 02

Analytic N

ServiceMap1

Virtuoso1

ServiceMap2

Virtuoso2

GeoServer

Heatmap Mng

Resource Mng

Report Generator

Drupal CMS

M
ai

n
St

o
ra

ge
B

ro
ke

rs Computing Computing

Auth.AuthorKnowledge base

1 or more 
Containers
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GeoServer 
Heatmaps

OD Manager
Smart Data 

Models
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• SLA:

– Including: Direct Contact, POC; Help Desk 
• may be an Organization on our cloud to test new tools, and work with the community, 

this is typically 5-12Keuro first 2years and 1-2keuro for each successive year depending on 
the feature and number of users you are placing. 

– Similar to: https://www.snap4city.org/497 with some adaptation on the basis 
of your deploy and critical conditions, if any
• Updates, help desk, etc. 

• Our support can be valued on:
– The basis of the complexity of your solution: 10% of the cost

• Or

– Block of: 16 hours, for 3000 euro / 50 hours, for 6000 euro
• larger packages can be negotiated

• Support can be provided by: Snap4, DISIT Lab, and other companies
• Customizations can be assessed separately
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• The solution is 100% open source

– Licensing cost is 0 (zero) euro

• Recurrent costs are 
– HighCharts

• Proprietary for commercial, Free of use for non-profit organizations.

• Perpetual licence is about 5350Euro for 10 developer, then 171 euro for each 
developer for the successive hears.  

– Eventual SLA with us for
• Corrective maintenance

• Updates when performed by us

• Services: customisation, development of data analytics, 
development of IoT Apps.
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legenda

Connectivity: wired, wireless (Lora, 5G, 4G, 3G, Wi-Fi, etc…), IoT Edge, etc. 

Data Collection: data mining, harvesting, integration,  

transformation, data models, …

External Interoperability: Smart City API, Federated, API Accounting/Billing

Presentation: Control Room, Widgets, Mobile Apps, 

Visual Analytics Applications, Telegram Bot, …

Data Storage and Reasoning: data storage, noSQL, aggregation, 

semantic modeling, city entities, normalization, knowledge base

Internal Interoperability: API, MicroServices

Device Layer

GIS BIM Gateways
External 
Services

External Third Party Services

Web 
Scraping

Operation:            

KPI, Indicator 
Analysis

Data 
Processing

Artificial 
Intelligence

Predic
tions

Anomaly 
detection

Simula
tion

Routi
ng

Heatmap 
Mng

Event 
Reporting

…..
Statis
tics

Open to any module 
and system
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Any protocol and format

Any protocol and format

NGSI V1, V2, LD Linked Data triples

Any protocol and format

Any protocol and format

ASCAPI

ASCAPI

P
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o

rm
 M
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e
m

e
n

t:
 

Traffic Flows 
Mng

Tipyc. Time 
Trend

Sentiment 
Analysis

WorkFlow
Tickets BPM

P
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c.
Lo
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/ 
Io

T 
A

p
p

lic
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s
D

at
a 

Fl
o

w
 L

o
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…..…..

Social 
Media

Internal GIS

Dashboard Builder 

Dashboard Wizard Data Inspector

Super

…..

Directory

Data Manager

Snap4City Node-red Libraries

Service Map

Brokers

Dashboard Mng Synoptics

ODM 
Mng

TVCam
Mng

P
ar

te
ci

p
at

o
ri

 a
n

d
 L

iv
in

g 
La

b
 S

u
p

p
o

rt
sSUMO

Scenario Editor

What-if

OSM

BIM 
Mng

File 
Mng

SuperServiceMap

Harvester Brokers

3D Digital Twin

DevDash

CSBL

Blockchain
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Platform Administration

Snap4City (C), September  2023 220

TOP



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsData Analytics:

ML, AI, XAI

Business Intelligence CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

EntityInspector

Dashboard Bld & Mng

Synoptics

HLT Manager

Service Map

Smart Applications

Visual Analytics tools

On Edge 
On Cloud Event Driven

API Manager

Waste Park

Apps

Light

Energy

Maintenance ……

Market/Sharing  Place

A&A, SSO, Blockchain, Resource Managers and Sharing: IoT App, Data Analytics, …

3D Digital Twin

Mobile App
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Environment
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Third parties solutions

Tech Arch
Web and Mobile Apps



Roles in Snap4City/Industry solutions
• RootAdmin

– The gods of the specific installation, 
access to all tools for all 
Organizations

• ToolAdmin
– The administrators of an 

Organization with some capabilities 
on single tools

• AreaManager (developers)
– access to development tools, access 

to a wider number of resources, IOT 
with both basic and advanced, IOT 
Models, etc. 

• Manager (final users)
– limited access to development, IOT 

App development with Basic library.
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• Users of any Role have full control on their own 
resources: data, devices, dashboards, IOT App, 
etc., which may control according to GDPR rules, 
– providing access, revoking, etc. 

• All users start as Manager roles
– All users have also a Level (numeric). A score 

about what they have exploited in the platform. 
Higher scores correspond to wider exploitation of 
capabilities. 

• RootAdmin users may 
– pass Users to higher roles. Ask to 

snap4city@disit.org to become an AreaManager 
for testing

– Provide/grant specific authorizations to data 
access on Tool usage

• In the Installation onPremise, you become the 
RootAdmin of it, you decide ALL. 

mailto:snap4city@disit.org


Management by Organization
• Organizations /Tenant may have 

– name, ID, GPS center, a number of Groups on 
Snap4City.org (living lab support Drupal)

– users of different kinds and may impose early bounds on 
the resourced used by users (IOT Dev, IOT App, Dash)

– on cloud user kinds up to level of Tool Administrator
– One or more ServiceMap and boundaries for the 

federation

• ToolAdmin users (requested by Organizations) may
– control processes, consumption of resources, healthiness, 

etc. 
– manage tools exploited in your configuration

• 24H/7D Help Desk and Assistance 
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RootAdmin
• RootAdmin on Snap4City.org has a very large set of tools

– My Snap4City, ….Tour, etc. 
– Dashboards
– My Data Dashboard (Kibana)
– Extra Dashboard Widgets
– Notificator
– Data, My Data, OpenData
– Knowledge and Maps
– IOT Applications
– IOT Directory and Devices
– Resource Manager
– Development Tools
– Management
– Decision Support Systems
– Settings
– User Management and Auditing
– Help and Contacts
– Documentation and Articles
– …….
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In this section 
of the slides, 
those market 
in bold are 
presented.



IOT Applications
• IOT Applications: 

a view to manage  
Containers / IOT 
Edge Apps: IOT 
Apps, Data 
Analytics (R and 
Python), 
WebScraping, IOT 
edge, etc. 
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Managing also

• MicroServices for 
IOT App exploiting 
REST Call

• MicroServices from 
DataAnalytics

• For non admin tools see Training parts 3 and 5: 
https://www.snap4city.org/577 

https://www.snap4city.org/577


IOT Directory and Devices

• For non admin tools see 
Training parts 3 and 5: 
https://www.snap4city.o
rg/577 
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Massive managment 
of IOT Devices 

IOT Device Models 
and Instances

Automated NGSI V2 brokers 
harvesting and registration 

IOT Directory manages 
multiple internal and 
external IoT Context Brokers

https://www.snap4city.org/577
https://www.snap4city.org/577


Development Tools

• API and Swagger documentation

• Model Knowledge Base Graphs (LOG.disit.org)

• Python online dev. Environment

• R Studio Online dev. Environment

• WebScraping tool

• SPARQL Editor and tools (custom FLINT)

• ETL OnLine dev. Environment (deprecated)

Snap4City (C), September  2023 227

• All these tools are well described into Training parts: 
https://www.snap4city.org/577 

• The Administrators may 
– access to all instances of them

– Grant access to them at specific AreaManager users

https://www.snap4city.org/577


User Management and Auditing
• All that the RootAdmin needs to manage:

– User Management:  for managing
• accounts and profiles
• limits of the users in exploiting resources
• Accesses and providing special authorization
• Organization vs Groups of users
• Users vs Organizations

– Users vs Web and Mobile Applications
• Engaging and monitoring users on platform and devices

– Users on Chats room of Dashboards
• Managing Users on Chats of Dashboards

– Auditing of the data and resource accesses
• Auditing all the activities on the platform (see next section)
• Personal auditing
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Training Material
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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https://www.snap4city.org/577 
On Line Training Material (free of charge) https://www.snap4city.org/944 

https://www.snap4city.org/577
https://www.snap4city.org/944


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Note on Training Material
• Course 2023: https://www.snap4city.org/944 

– Introductionary course to Snap4City technology

• Course https://www.snap4city.org/577 
– Full training course with much more details on mechanisms and a wider set of 

cases/solutions of the Snap4City Technology

• Documentation includes a deeper round of details
– Snap4City Platform Overview: 

• https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

– Development Life Cycle: 
• https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

– Client Side Business Logic: 
• https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf

• On line cases and documentation: 
– https://www.snap4city.org/108 
– https://www.snap4city.org/78
– https://www.snap4city.org/426
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https://www.snap4city.org/944
https://www.snap4city.org/577
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/108
https://www.snap4city.org/78
https://www.snap4city.org/426


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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2022 booklets

• Snap4City
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https://www.snap4city.org
/download/video/DPL_SN
AP4CITY_2022-v02.pdf 

https://www.snap4city.org/d
ownload/video/DPL_SNAP4I
NDUSTRY_2022-v03.pdf  

• Snap4Industry

• Solutions

• Data Analytics

https://www.snap4city.o
rg/download/video/DPL
_SNAP4SOLU.pdf 

https://www.snap4city.org/download/video/DPL_SNAP4CITY_2022-v02.pdf
https://www.snap4city.org/download/video/DPL_SNAP4CITY_2022-v02.pdf
https://www.snap4city.org/download/video/DPL_SNAP4CITY_2022-v02.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY_2022-v03.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY_2022-v03.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY_2022-v03.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
The Platform

• Free Registration on Snap4City.org

– Please select DISIT ORG to be sure to access at the examples

– Most of the cities / tenant are private and they do not left much visible

• What you get is probably the 10% of what is on the platform ☺ 

• Training: https://www.snap4city.org/577 

• Scenarious: https://www.snap4city.org/4 

• Publications: https://www.snap4city.org/426 

• WEB pages: https://www.snap4city.org/78 

• SEARCH on the right side
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Tech Overview
• https://www.snap4city.o

rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Development
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https://www.snap4city.org/d

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf

https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

CSBL
Client Side Business Logic
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https://www.snap4city.org/d
ownload/video/ClientSideBusi
nessLogic-WidgetManual.pdf

https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf


Overview

–https://fiware-
foundation.medium.com/sna
p4city-fiware-powered-
smart-app-builder-for-
sentient-cities-acfe24df49d5

–https://www.snap4city.org/d
rupal/sites/default/files/files
/FF_ImpactStories_Snap4Cit
y.pdf
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- PCP Award
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- Twitter Vigilance

- Social Media 

Analytics, 

Sentiment Analysis

- User engagement

- Bike Sharing

- Data Analytics ++

- Social Predictions

- OBD2

- Sardinia Region

Smart City Strategies 

and plan

GHOST SIR

(2016-19)

- Smart Energy

- Sustainable Mobility

- Control Room 

- Dashboard
- Origin-Destination

  and trajectories

- Traffic Reconstruction

- Offer Analysis

- OBU, smart devices

- Weather Forecast

- Real Time Wi-Fi

- Entertainment

- LOD

- Tuscany, 

  Road Graph

- Mobility

- culture, tourism

- Events

- Parking

- Services

- Linked open graph

2013

2014

2017

2018

2015

2016

Km4City 1.4

- Infomobility

- Mobile App

- Routing

- Multimodality

Km4City 

Ontology 1.1

Km4City 1.6.2

- IOT/IOE, IOT App

- Living Lab

- Maker Support

- IOT Edge

- Smart City IOT

- GDPR, 

- Privacy & Security

DISIT lab roadmap vs model and tools’ usage

Km4City 1.6.6

5G tech

Energy 

Industry 4.0

Synoptics

IOT/IOESII-MOBILITY SCN

(2016-21)

- Smart Waste

(2017-20)
(2015-18)

H2020

(2016-21)

H2020 (2018-21)

- Mobility 

  Demand / Offer

  Analytics and 

  Strategy
(2018-20)

Km4City 

1.6.4

H2020

(2017-19)
GREEN IMPACT

- Industry 4.0

- Critical Plant

- Monitoring

POR FESR 2014-2020

Km4City 1.5

2019

CEF
- Traffic and Mobility   

  Impact on Pollution

- NOX predictions

(2018-21)

- Resilience

  Decision Support

- Smart First Aid

- User Behaviour

  Analysis, predictions

- Risk Analysis

- Smart Health

- Industry 4.0

- Smart Lonato

Winner of 
Select4Cities 
PCP
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roadmap

2022

2020

- Smart Tourism

- 6 Pilots

- Data Analytics

- Extended platform

- Smart Mobility

- PISA, PUMS

- Living lab

- Smart Light

- Sweden

2021

AMPERE (2021-22)

Industry 4.0

Smart

Ambulance

(2021-22)

Enterprise

(2021-22) 

Industry 

4.0
Almafluida

Industry 4.0

(2021-22)

Winner of Open 

Data Challenge of

PC4City (2020-21)

Monitoring Terrain

Km4City 

1.6.7

PRETTO 
Industry 4.0

UNI.SYSTEMS 
SmartCity, 2021-23

SYN-RG-AI 

SmartCity

Contract

AXIS collab 
SmartCity

Asymmetrica
Smart City, 2022-23

Italferr, Smart City

Italferr
Security and Risk

SODA

Contract

2022-2023

Contract, 2022-23

Merano, smart light

2023

OceanRace, 
Genova, AWS

Contract, 2022-23

CN MOST, 2022-26

EI THE, 2022-26

2023-26

G. Agile, 2021-23

Cuneo, smart city
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