
DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

1

LIVING LAB

Be smart in a SNAP!

3rd Day, IOT Applications, Nov 2019.
https://www.snap4city.org/501

https://www.snap4city.org/501


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

Snap4City (C), November 2019 

Paolo Nesi, paolo.nesi@unifi.it
https://www.Km4City.org
https://www.disit.org

https://www.Snap4City.org

scalable Smart aNalytic APplication builder for sentient 
Cities: for Living Lab and co-working with Stakeholders

Powered by

2

3rd Day, IOT Applications, Nov 2019.
https://www.snap4city.org/501

mailto:paolo.nesi@unifi.it
https://www.km4city.org/
https://www.disit.org/
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.snap4city.org/
https://www.snap4city.org/501


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

General Overview of the full Course
• 1st Day: General overview (1 day, 6 hours)
• 2nd Day: Dashboards, how to build and manage them (4 hours)
• 3rd Day: IOT Applications development, IOT Devices, IOT Networks (4 hours)
• 4th Day: Data Analytics, in R Studio, In Python, how to integrate with IOT 

Applications (4 hours)
• 5th Day: Data Ingestion, Data Warehouse, ETL Development, Data Gate, IOT 

Device Data ingestion, etc.. (5 hours)
• 6th Day: Snap4City Architecture, How To Install Snap4City (3 hours)
• 7th Day: Smart city API (internal and external) Web and Mobile App 

development tool kit (4 hours)

A number of the training sections include exercitations
Updated versions on: https://www.snap4city.org/501
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3rd  day Agenda
• IOT Applications, Devices and Dashboards

– Managing IOT Applications, Authoring IOT Applications

– IOT App vs Data Analytic, IOT App vs Web Scraping

– IOT Apps Examples

• From Simple to Data Processing IOT Applications
– Create a Simple IOT Application (Demo)

– Production of IOT Application (Exercitation)

– Data Processing with IOT Application (Demo)

– Processing Data with IOT Applications (Exercitation)

• IOT Network Support
– Proprietary IOT Devices as Well as Open hardware / Open Software

• IOT end-2-end Secure Stack
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Development Life Cycle
Smart City Services
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Levels of Difficulty 
• Easy.

• Moderate.

• Good.

• Golden.

• Professional.

• Excellent.
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non programmer level

Some JavaScript rudiment coding

JavaScript programming

Programming in R Studio

Exploiting Smart City API

Developing Full IOT Applications, 
Dashboard and Mobile Apps



Self Training main path
• Please start a fully guided training cases:

– HOW TO: create a Dashboard in Snap4City

– HOW TO: add a device to the Snap4City Platform

– HOW TO: add data sources to the Snap4City Platform

– HOW TO: define privacy rules for personal data, produced by the end-
users own device
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IOT Applications, Devices and 
Dashboards
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Dashboards with data driven IOT Applications enforcing intelligence

Dashboards and AppsIOT and data World IOT Applications

My IOT Devices Big Data Analytics, Artificial Intelligence
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Snap4City: Builder of Sentient Cities Solutions
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IOT Data Driven
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Snap4City 
IOT Brokers

Snap4city Platform
Data Shadow

Towards any IOT Device 
and/or Dashboard

Managing Public and 
Private IOT/IOE Devices

Sensors

Snap4City 
IOT Brokers

Dashboards also provide
rendering for sensor values

Actuator



IOT Architecture 
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……

Knowledge Base, 
Km4City
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ServiceMapIOT Directory

Advanced Smart City API

Data Shadow, 
Elastic Search

Elastic Management of IOT Applications Dashboards

Snap4City MicroServices Node-RED



HLT: Sensors-Actuators
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• Complex Event
• Dashboard-IOT App
• External Service
• Heatmap
• KPI (Key Performance Indicator)

• MicroApplication
• My Personal Data
• MyKPI
• MyPOI
• POI (Point of Interest)

• Sensor
• Sensor Actuator
• Special Widget
• Wfs (GIS)

DashboardsIOT Application

From IOT App 
to Dashboard

From Dashboard to 
IOT App



IOT/IOE on the field
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Estimation of the 
mean waiting time

at bus stops
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Programmable PAX counting
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Smart Parking 
Monitoring
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MicroServices Suite for 
Smart City
• Badii, C.; Bellini, P.; Difino, A.; 

Nesi, P.; Pantaleo, G.; 
Paolucci, M. MicroServices 
Suite for Smart City 
Applications.

• Sensors 2019, 19, 4798.

• https://www.mdpi.com/1424
-8220/19/21/4798/pdf

Snap4City (C), November 2019 24
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Managing IOT Applications
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IOT Application Listing, they can be  

Snap4City (C), November 2019 26

• Basic (white)

• Advanced (red)

• IOT Edge
– Raspberry Pi

– Android

– Win/Linux

• Data Analytic 
(Plumber)

• Web Scraper
(Portia)



IOT Applications Listing
– Basic / Advanced

– On IOT Edge Raspberry Pi

– On IOT Edge Android

– On IOT Edge Win/Linux

Snap4City (C), November 2019 27

VIEW

EDIT

EDIT IOT APP



IOT Application Management

• Properties

– Name, Type, Creation date

• Control

– Restart

– Delete

• Change of ownership

– Toward another Snap4City User

Snap4City (C), November 2019 28



Authoring IOT Applications
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IOT Applications Development 
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MicroServices collections IOT App. Editor

Resource Manager

Sharing/saving 
reusing IOT App

My IOT Applications

ServiceMap Discovery Dashboard Collection,  
Editor and Wizard

Generating IOT App
With Dashboard

Knowledge Base, Km4City
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Editing IOT Applications
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IOT Application Editor: NODE-RED

• In the IOT Application of Snap4City, it is possible to:

– Create multiple concurrent Flows for each IOT Application

– Execute flow that process data as: Event Driven, Batch (periodic or not)

– Load other libraries of MicroServices/Nodes/Blocks

• The loading is allowed only for Administrators for security reasons

– Save/load, share, Flows, and applications with other users via the 
Resource Manager or with JS Foundation

– Ask a limited number of IOT Applications. 

• The Limit may depend on the organization or on personal authorization

– ..
Snap4City (C), November 2019 32



Load an IOT application of example
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City Dashboard + IOT App
Control Room Operator
Would like to:
- Monitor traffic flow, 

Environment, Car parking, 
Cycling, First aid, temp., ..

- Act and monitor Dynamic 
Plates

- Act and monitor red lights

Driver, Policeman
Would like to:
- Monitor traffic, 

Parking, traffic events, 
speed limit, …

- Act and monitor red 
lights



Dashboards with city data and your data/actuators
Sensors:

– Values

– Status

Actuators:
– Buttons

– Dimers

– Etc.

Virtual Sensors 
and Actuators

Snap4City (C), November 2019 35
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IOT Application with City Dashboard
simple development
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User 
Story
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Reporting Critical Events
Control Room Operator
Would like to:
- Monitor events vs services in the 

city and receive critical event 
notifications from on the road 
operators.

- Assess contextual condition, 
services status

On the road operator
Would like to:
- Monitor data of traffic, 

Parking, environment, 
speed limit, services,

- Send critical event  
notifications via coded 
description



Snap4City (C), November 2019 
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IOT Application with City Dashboard
simple development
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Daisy of MicroServices

IOT Sensors and 
Actuators Services.
Special Services for 
IOT Edge, IOT Button

Big Data 
Storage 
Services

Computation 
Management 
Services

Big Data Analytic 
Services: Machine

learning, ..ETL Process 
Services, 
automating data 
ingestion and 
transformation

External 
Services

Dashboard 
Services

Knowledge
Services: 
maps, search, 
discovery

Notification 
Services

App Services
MicroApplications
Development Kit

Access 
Services

Application 
Development
and Management

Applications

https://flows.nodered.org/?term=snap4city

https://flows.nodered.org/?term=snap4city
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Basic Node.js Blocks on NodeRed on our Advanced IOT Apps

+ on IOT Edge Raspberry
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Node-RED Basic Blocks

It is provided with a minimum set of 

functionalities (the building 

blocks/nodes) while other blocks can 

be easily added loading them from a 

large library made available by the 

JS Foundation. 

Despite to its diffusion, for the usage 

in the context of Smart City it was not 

powerful to cope with the basic 

requirements of the domain. 

The classical nodes provided in the 

standard version can be classified as: 

input, output, function, social, storage, 

analysis, advanced, and dashboard. 

Snap4City (C), November 2019 
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Hello World of Node-RED
• http://developer.opto22.com/nodered/general/getting-

started/node-red-hello-world/

Snap4City (C), November 2019 43
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Node-RED
• Node-RED is a flow-

based development tool for visual 

programming proposed by JS 

Foundation

• The Node-RED approach is a mix 

of visual composition of 

nodes/blocks to compose the so-

called flows that are concurrently 

executed by an engine Node.js.

• It is quite diffuse being also directly 

provided into official releases of 

IOT devices as Raspberry Pi 

family

• Based on Node.js

• 100% open source

Snap4City (C), November 2019 
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Divides the input message into 
multiple messages as indicated 
in the configuration. If you 
have an array at the input, you 
can configure it to send each 
element of the array 
individually at the output.

Treads the input 
message on possible 
different outputs 
based on a 
comparison made on 
the input message.

Operates in reverse order 
to the split. Joins the 
incoming messages in the 
mode indicated in the 
configuration.
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Smart City and IOT main needs

Smart City Entities Search: search and access to 

city entities and their relationships in the city. 

Historical Data: search and access to data 

collected over time into the smart city data 

aggregator. 

Save and Get Personal Data: for many smart city 

applications, the possibility of saving and retrieval 

of personal data enables a large variety of smart 

scenarios for the final users and operators. 

Advanced Dashboards: This means to have the 

possibility of developing a real user interface of 

the IOT App (to render and produce data for the 

IOT network).

Data Analytic: The real need in the context of smart 

City is to have the possibility for a data-analysts of 

creating some data analytic processes and use it into 

the flow as MicroService without the intervention of a 

programmer nor administrator. 

IOT Device Connection: This means that the 

developers expect to have the possibility of using 

nodes for connecting to a large set of IOT devices 

using different protocols, and thus connecting to 

different kind of IOT brokers. 

IOT Directory: It should be a single point service for 

searching, managing and discovering all the IOT 

Devices which can be connected to the infrastructure 

by means of a large set of heterogenous IOT Brokers. 

Snap4City (C), November 2019 
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https://flows.nodered.org/?term=snap4city

IOT Applications

• A collection of more than 150 MicroServices have been 

developed covering the above-mentioned requirements and 

much more. 

• The issue was not only to formalize the MicroServices, but 

also to create the infrastructure that enable their usage. In 

many cases, the simple MicroServices hide very complex 

and sophisticate tools and algorithms (Snap4city 

Platform). 

• They are formally distributed as two official libraries of 

Node-RED nodes (Snap4City Basic and Advanced) by the 

JS Foundation portal. 

• They can be directly installed in any Node-RED tool of any 

operating system. 

IOT Applications = Node-RED + Snap4City Platform

BASIC
ADV

2019

Snap4City (C), November 2019 
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S4CSearch
• ANY kind of sensors

• To Get DATA of a Service / POI /sensor

– Historical and real time

– Real Time

Snap4City (C), November 2019 49



Data Domains

Snap4City (C), November 2019 

• Street and geoinformation of the territory and 
details for routing, navigation, …

• GeoResolution, Environmental data
• Mobility and Transport: public and private, 

public transport, parking status, fuel 
stations prices, traffic sensors, etc.

• Culture and Tourism: POI, churches, 
museum, schools, university, theatres, 
events in Florence

• Environmental: pollution real time, 
weather forecast, etc.
– Environmental data geo resolution

• Social Media: twitter data
• Health: hospital, pharmacies, status 

of the first aid triage in major hospitals, …
• Alarms: civil protection alerts, 

hot areas, … 50



Concepts of Services: Macro and subcathegory

Snap4City (C), November 2019 

20 Service Macro Classes

Service Class

A SKOS area into
the Km4CIty 
Ontology and 
Knowledge base 
for modeling POI 
and any element
on map

51



Access to Point of Interest information, POI

Snap4City (C), November 2019 

• POI: point of interest
• type: macro and subcategories
• Position: GPS, address, telephone, fax, email, URL, …
• Description: textual, multilingual, with images, …
• Link to dbPedia, Linked Open Data
• Links to other services
• Real time data if any: sensors data, timeline, events, 

prices, opening time, rules of access, status of 
services, status of queue, etc..

• See transversal services on ServiceMap
– Regular and in test platform

52



S4CSearch

• Distance from GPS point

• Point      is in Polygon ?

Snap4City (C), November 2019 53



• For example to search for:
– POIs:

• near a GPS position, from text, along a path, 
in an area, etc..

– Public Transport information / data
– Suggestions
– Public Transport Means Routes/Paths
– Events in the area
– Value Type (kind of data)
– Etc.

• To Get DATA of a Service / POI /sensor
– Real Time
– ANY kind of sensors

54

Smart City Entities Search
Simple and Fast

S4CSearch

Snap4City (C), November 2019 



S4CSearch
• For example to search for:

– POIs:
• near a GPS position, from text, along a path, in an area, 

etc..

– Public Transport information / data
– Suggestions
– Public Transport Means Routes/Paths
– Events in the area
– Value Type (kind of data)
– Etc.

• To Get DATA of a Service / POI /sensor
– Real Time
– ANY kind of sensors

• Distance from GPS point

Snap4City (C), November 2019 55



• Similar to basic Search functions but 
with more flexibility of the function 
for programming the search

• Adding Dynamic behavior:

– Getting in input JSON with 
parameters

• To Get DATA of a Service / POI 
/sensor

– Historical and real time

– ANY kind of sensors

56

Smart City Entities Advanced Search
Flexiblity

S4CSearch Adv

Snap4City (C), November 2019 



S4CIOT
• Search for  IOT Devices in a given area, or for kind 

(temperature, model, location, producer, Broker, 
…)

• Subscribe to one or more IOT Devices 
independently on their protocol, broker, 
owner, etc. 

• Send data to IOT devices

• Establish with IOT Devices Secure
certified Connections

• Please note that many other protocols can be also 
added, adding mode nodes, or registering IOT 
brokers to the Snap4City IOT Directory
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Native Local       or          Snap4City
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• Input/output

• non secure

• Limited in graphics

• No authentication

• No HLT

• No integration 

• Etc..

• Local on IOT Edge

• Input/output

• Secure

• Advanced in graphics

• Single Sign On

• Several HLT

• Fully integrated

• Etc..

• Remote for IOT Edge 
via WebSocket Secure

Dashboard



Dashboard-IOT App
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IOT Application

From IOT App to DashboardFrom Dashboard to IOT App



From Dashboard to IOT Devices

Snap4City (C), November 2019 60

• Widgets:
– Impulse Button
– Button
– Switch
– Dimer/Knowb
– KeyPad
– geolocator

• Registered on some  
IOT brokers with 
NGSI mutual
authentication



Single Content Widget (flexibility)
From Dashboard 
Editor and IOT 
Applications, accepts
in input:

• Numbers

• String

• HTML code

Snap4City (C), November 2019 61



S4CKPIData

• Save and retrieve MyKPI into the safe personal data 
storage

• Access to MyKPI and to those that other user have
delegated to Me

• MyKPI are:
– Time series of data with GPS coordinates that can chage over 

time

– Suitable for: moving sensors, trajectories, data from OBU, data 
from mobile, sensor data (if needed), etc. etc. 

• MyPOI are:
– POI with full metadata description and static coordinates

Snap4City (C), November 2019 62



Mixt

• Request metrics from Twitter Vigilance 
Channel service and engine of DISIT Lab

• Location services

• Maps and get position (raw solution)

• Getting data from DataGate/CKAN

• Publishing data to DataGate/CKAN

• Managing time series on DataGate/CKAN

Snap4City (C), November 2019 63



IOT App vs Data Analytics
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TOP



Knowledge Base, 
Km4City

Ontology Schema

SPARQL, FLINT

LOG.disit.org

Swagger

Sm
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Big Data 
Store 

Facility
Resource Manager

Creating 
Micro Services

Saving  
Sharing 
Reusing

Using them into 
IOT Applications

Data Analytics
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R Studio 
algorithms are 
automatically
transformed into 
MicroServices for 
your 
IOT Applications

Data Analytics to MicroServices

66Snap4City (C), November 2019 



Data Analytics to MicroServices with Plumber

67

How to configure the plumber data analytic node:

Relative Uri is the same of 
the R @get annotation:

Snap4City (C), November 2019 



IOT App vs Web Scraping

Snap4City (C), November 2019 68
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Web Scraping
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IOT Applications vs Dashboards (self training)
• IOT Applications, realized by using Snap4City Node-RED and integrated with 

Snap4City Nodes/MicroServices block, can be behind dashboards to get data from 
them with Virtual Sensors and Actuators.
– Dashboards may be connected to multiple IOT Applications and IOT devices 
– IOT Applications may be connected with multiple Dashboards and IOT devices

• A network of Dashboards, IOT Apps and IOT Dev and data is easily realized 
exchanging data via secure connections. 

• see the following Training Cases
– US2. Using and Creating Snap4City Applications with Dashboards
– TC2.3 - List of MicroServices and the Help, for Final Users and Developers
– TC2.4 - The daisy of MicroServices for Snap4City Dashboard and IOT App
– TC2.28 - Snap4City MicroServices for Snap4City platform management from IOT 

Applications, feature of reflection

Snap4City (C), November 2019 71

https://www.snap4city.org/drupal/node/157
https://www.snap4city.org/drupal/node/106
https://www.snap4city.org/drupal/node/107
https://www.snap4city.org/drupal/node/133


IOT Applications vs Dashboards (self training)
• see the following Training Cases

– US2. Using and Creating Snap4City Applications with Dashboards
– TC2.3 - List of MicroServices and the Help, for Final Users and Developers
– TC2.4 - The daisy of MicroServices for Snap4City Dashboard and IOT App
– TC2.28 - Snap4City MicroServices for Snap4City platform management from IOT 

Applications, feature of reflection
– TC2.24 - IOT Applications developed exploiting MicroServices, also supporting GDPR, real 

time, data sharing, etc.
– US9. Creating Snap4City IOT Applications, different formats, protocols, brokers, 

communications
– TC6.8 - ETL processes for data transformation, and exploiting MicroServices/API/RestCall
– TC2.13 - Import of any new Block/MicroService or library of MicroServices into IOT 

Application Builder tools
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https://www.snap4city.org/drupal/node/106
https://www.snap4city.org/drupal/node/107
https://www.snap4city.org/drupal/node/133
https://www.snap4city.org/drupal/node/128
https://www.snap4city.org/drupal/node/164
https://www.snap4city.org/drupal/node/192
https://www.snap4city.org/drupal/node/117


IOT App Examples
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Alerting about critical events involving people in a specific area

A public operator (Road 
Operator) on the field, like a 
policeman or a public 
transport driver, notifies to 
a control room operator 
(City Operator) a critical 
event in the city. 

The notification includes the 
reporting in real time of the 
event position, the number 
of involved people and the 
gravity of the event.

Snap4City (C), November 2019 
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Alerting about critical events involving people in a specific area

A public operator (Road 
Operator) on the field, like a 
policeman or a public 
transport driver, notifies to 
a control room operator 
(City Operator) a critical 
event in the city. 

The notification includes the 
reporting in real time of the 
event position, the number 
of involved people and the 
gravity of the event.

Snap4City (C), November 2019 
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Check which route is less polluted

In this example, 
microServices retrieve 
information from the Smart 
City storage and info to 
create a dashboard that tells 
the user which is the less 
polluted path at a precise 
moment to go jogging. 

If predictive data are 
available, it can work on 
predictions

Snap4City (C), November 2019 



77

Check which route is less polluted

In this example, 
microServices retrieve 
information from the Smart 
City storage and info to 
create a dashboard that tells 
the user which is the less 
polluted path at a precise 
moment to go jogging. 

If predictive data are 
available, it can work on 
predictions

Snap4City (C), November 2019 
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Controlling Personal Mobile PAX Counter

In this example, the 
interaction with IOT Devices 
counting people by using Wi-Fi 
and Bluetooth sniffing in its 
vicinity (according to GDPR)

Snap4City (C), November 2019 
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In this example, the 
interaction with IOT Devices 
counting people by using Wi-Fi 
and Bluetooth sniffing in its 
vicinity (according to GDPR)

Controlling Personal Mobile PAX Counter

Snap4City (C), November 2019 



MicroServices Suite for 
Smart City
• Badii, C.; Bellini, P.; Difino, A.; 

Nesi, P.; Pantaleo, G.; 
Paolucci, M. MicroServices 
Suite for Smart City 
Applications.

• Sensors 2019, 19, 4798.

• https://www.mdpi.com/1424
-8220/19/21/4798/pdf
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https://www.mdpi.com/1424-8220/19/21/4798/pdf


From Simple to Data 
processing IOT Applications
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What we are going to do now!

• Create a Simple IOT Application (Demo)

• Production of IOT Application (Exercitation)

• Data Processing with IOT Application (Demo)

• Processing Data with IOT Applications (Exercitation)
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Create a Simple 

IOT Application (DEMO)
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In this demo let's create an IOT Application 
that:

• reads a realtime value of a service and 

• publishes it on a dashboard

• sends email to someone
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Demo of Simple IOT Application
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Nodes for flow 
Generates an input for the other nodes. It can be repeated at predefined intervals, 
entered manually and of various types (string, number, Boolean, json etc.)
Requests detailed information for a specific service on the platform (such 
as a car park, hotel, etc.)
Executes a Javascript code once the input message is received

Transforms the incoming message into a JSON

Display values in different modalities on a Dashboard (or on different Dash) 
The node called single content accepts strings, numbers and html. 
The others only accept numbers.

Send an email to the desired recipient. You must enter the username and password of an 
active email.



Step 1

• Inject and Debug

• Connect

• Deploy

• Click and Observe

• Play with results

Snap4City (C), November 2019 86



Step 2

• Service Info

• Connect

• Configure

• Deploy

• Click and Observe

• Play with results
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http://www.disit.org/km4city/resource/CarParkPieracciniMeyer Copy the path

Copy the value



Step 3

• Function

• Connect

• Configure

• Deploy

• Click and Observe

• Play with results
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msg.payload = msg.payload.realtime.results.bindings[0].freeParkingLots.value



Step 4

• JSON

• Connect

• Deploy

• Click and Observe

• Play with results
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Step 5

• Single content

• Connect

• Configure

• Deploy

• Click and Observe

• Play with results
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Step 6

• Email

• Connect

• Configure

• Deploy

• Click and Observe

• Play with results
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Userid of your mail

Password of your mail

Destination Mail

Change if not GMAIL
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Nodes configuration
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Nodes connections
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Explaining: IOT Application Flow
• On Click or Every 15 minutes the timestamp node sends a message to the service-info node. 

• When the message arrives, a request is sent to get details of the service URI entered in the 

configuration, in this case the Pieraccini Meyer car park. 

• The details are sent to the node named ”Get Free Parking Lots”, which recovers the value of the current 

free places and ignores all the other data received in response. 

• The values in output of node Get Free Parking Lots is a string. 

• THUS ! node json may transform it into a number (for those who know JavaScript could be used 

function parseInt() inside the function node). Then a number has been obtained!

• The Number can be sent to Different kinds of nodes to show it on Dashboards Widgets.
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Resulting Dashboard

https://main.snap4city.org/view/index.php?iddasboard=MTk1OQ==

https://main.snap4city.org/view/index.php?iddasboard=MTk1OQ==


Production of IOT Applications

Exercitation
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IOT Application Exercitation
Goal:

Create an IOT App (flow) that reads a value from a service (for 
example the parking lot seen in the previous demo) 
serviceUri: http://www.disit.org/km4city/resource/CarParkPieracciniMeyer

and:

based on a certain threshold sends a different message on the 
dashboard. For example, Almost Full Parking or Free Parking.
OR Send to you an email ☺ !

You have 15 Minutes!
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http://www.disit.org/km4city/resource/CarParkPieracciniMeyer


Ex1: Your NickName: ………………………………..
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One Possible Solution
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Nodes configuration
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Resulting Dashboard

https://main.snap4city.org/view/index.php?iddasboard=MTk2MQ==

https://main.snap4city.org/view/index.php?iddasboard=MTk2MQ==
https://main.snap4city.org/view/index.php?iddasboard=MTk2MQ==


Data Processing with 

IOT Application (DEMO)
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In this demo let's create an IoT Application that:

• reads a realtime values from a list of services, 

• makes the sum of the value and 

• publish the result on a dashboard
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Example of more Complex IOT Application
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Nodes for flow 1/2
Generates an input for the other nodes. It can be repeated at predefined intervals, 
entered manually and of various types (string, number, Boolean, json etc)

Requests detailed information for a specific service on the platform (such as a car park, 
hotel, etc.)

Executes Javascript code. For example, exploiting data arrived on input message and 
producing an output message in JSON

Search in around a certain point of the indicated service. It returns:
- servicesUri of all the services found, 
- a GeoJSON containing a minimum of information about the services found, including 

the coordinates and the name of the service.

Display values in different modes on a dashboard. The node called single content accepts
strings, numbers and html. The others only accept numbers.
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Nodes for flow 2/2

Divides the input message into multiple messages as indicated in the 
configuration. 
If you have an array at the input, you can configure it to send each element 
of the array individually at the output.

Treads the input message on possible different outputs based on a 
comparison made on the input message.

Operates in reverse order to the split. Joins the incoming messages in the 
mode indicated in the configuration.
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Nodes configuration 1/2
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Nodes configuration 2/2
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Nodes connections



Snap4City (C), November 2019 110

Nodes explanation 1/2
• Every 15 minutes the timestamp node sends a message

to the service-search-within-circle node. 
• When this message arrives, a request is sent to find all the car parks 

in the search area entered in configuration
• The first output of the service-search-within-circle node returns an array containing all the uri

services of the car parks found. On such array we effect a split so that in input to service-info all the 
services uri arrive as distinct messages in a sequence.

• The configuration of the service-info node has not been filled because the URI service comes from 
the incoming message and is considered that URI service for retrieving service details.

• The switch and join nodes are used respectively to filter the results eliminating those parking lots 
that have no value in realtime (because for example that parking lot has no sensor) and bring 
together the various messages in a single array.

• On this array, node Sum of Free Park the perform the sum of the free places of all Florence parking 
and sent to the value to nodes representing Dashboard Widgets. 

•
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Result

https://main.snap4city.org/view/index.php?iddasboard=MTk2MA==

https://main.snap4city.org/view/index.php?iddasboard=MTk2MA==


Processing data with IOT 

Applications (Exercitation)
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Average IoT Application

Create an IOT Application / flow that:

• reads a value from a list of service, for example the car parks in 
the Florence City Area, as seen in previous demo and 

• calculates the average of Free Parking Lots and 

• sends the value on a dashboard with the four possible nodes seen 
in the demo.

Execution Time: 20 Minutes
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Ex2: Your NickName: ………………………………..
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One Possible Solution
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Nodes configuration 1/2
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Nodes configuration 2/2
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Resulting Dashboard

https://main.snap4city.org/view/index.php?iddasboard=MTk2Mg==

https://main.snap4city.org/view/index.php?iddasboard=MTk2Mg==


IOT Network Support
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Smart City Cloud Infrastructure
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ETL Processes, Data Analytic, R; IOT App; etc. 

Data Processing Tools

Living Lab, Development and Management Tools

ETL Processes

Resource 
Manager

DataGate/
CKAN

Km4City Ontology

Phoenix, Hbase
+ indexing

Big Data Storage Knowledge

IoT/IoE Applications

AMMA
Linked
Open Graph

ServiceMap Data Flow Analysis

DevDash

Elastic Management of Containers
Mobile and Web Apps

Final Users’ Tools
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Open Data

Personal Data
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Industry 4.0
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IOT Devices
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Proprietary 
Data



Market Solutions
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Unique of Snap4City Platform (1)
• Data ingestion and model

– Unified data model (exploited in the Wizard and Knowledge base)
– Semantic Reasoner modelling city entities, supporting sematic 

search, expert system, digital Twin, etc.
– IOT Directory abstracting complexity of IOT 

Devices, Edge, Brokers, protocols and data formats

• Data Analytics and Data Processes
– Flexible and extensible IOT Applications
– Data Analytic: multiple programming languages, 

• Visual Analytics, dashboarding, Apps
– Wizard: expert system for immediate dashboard production  

matching data vs graphics representation 
– Dashboards specialized multidomain for Smart Cities
– Custom Widgets and Synoptics
– Ready to use Mobile App, instant App, MicroApplication
– Strategies formalization supports
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Unique of Snap4City Platform (2)
• Openness to any developers

– Living Lab support for coworking, sharing, and delegating

– Advanced Smart City APIs and MicroServices

– 100% Open Source, Open hardware

• Security and Privacy
– End-2-end encrypted communication, 

on devices, platform, ... dashboards 

– GDPR compliant privacy/security

• Non functional
– on cloud and on premise, your private installation

– Ready to use Appliance Virtual Machines and/or 
Containers for a modules and tools.

– Flexible, Modular, Elastic, scalable and robust
Snap4City (C), November 2019 125



Dashboards with data driven IOT Applications enforcing intelligence

Dashboards and AppsIOT and data World IOT Applications

My IOT Devices Big Data Analytics, Artificial Intelligence

Snap4City (C), November 2019 126

Snap4City: Builder of Sentient Cities Solutions



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.orgIOT/IOE Protocols

• MQTT

• HTTP(s)

• AMQP

• COAP

• NGSI

• OneM2M

• WebSockets

• …….. 

• Etc.
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Registration Push Bulk action



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Standards and Interoperability
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, 
SMTP, TCP, UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX II, 
SOAP, WSDL, Twitter, FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, 
SOLR, SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, ModBUS, OPC, 
GML, RS485, WFS, WMS, ODBC, JDBC, Elastic Search, Phoenix, XML, JSON, CSV, 
db, GeoJSON, Enfuser FMI, Android, Raspberry Pi, Local File System, ESP32, 
Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, HTML, CSS, etc.

https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8


Snap4City vs Formats
• Snap4City is capable to ingest and work with any format:

– Data exchange: JSON, GeoJSON, XML, HTML, HTML5, DATEX, GTFS, 
binary, etc.

– Table: CSV, XLSX, XLS, database, …

– Any archive file format: zip, rar, 7z, tgz, …

– Any image format: png, gif, tiff, ico, jpg, …

– Any video format: mp4, avi, mov, …

• Search the  format you need to cope on the search box of 
Snap4City portal!
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IOT Network Manager vs Final User
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IOT Broker
IOT Broker

IOT Broker
IOT Broker

Network of IOT Brokers

Knowledge Base, 
Km4City

Knowledge and Storage
Data from the Field and 
City

Discovering

IOT Network 
Manager

Registering
B

ro
w

si
n

g

ServiceMap
Knowledge Base

Discovering

IOT Application

Dashboard Wizard

IOT Directory

Final user
Manager

My IOT Device

Register
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IOT Device

IOT Broker

a) Registered
IOT Device on Broker

i) Registered IOT Broker on Snap
ii) Registered IOT Device on Snap

IOT Device

IOT Broker

a) Registered
IOT Device on Broker

IOT Device

IOT Broker

i) Registered IOT Broker 
on Snap4City

IOT Device

IOT Broker Case B2

Case B1

Case A1.2

Case A2

https://www.snap4city.org/drupal/node/474

https://www.snap4city.org/drupal/node/474


Add IOT/IOE Devices
Just Buy an IOT Device and 
register: SigFOX, MQTT, NGSI 
(FiWare), …

– Attach them by 
• Models

– A range of protocols, 
formats, approaches

Create your own devices: 
– Arduino, 
– Raspberry, 
– Android, 
– LoraWAN + Arduino, 
– etc.
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Secure Communication: HTTPS, 
TLS (K1, K2), Certificates



IOT Directory
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IOT Discovery on IOT Application Development
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IOT Architecture 
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IOT Orion Broker

IOT Device AMQP

COAP

SIGFOX

TheThingsNetwork

IOT Device

IOT Device

IOT Device

One Mc2M

……

Knowledge Base, 
Km4City

Registering
Discovery

Browsing
Discovering

ServiceMapIOT Directory

Advanced Smart City API

Data Shadow, 
Elastic Search

Elastic Management of IOT Applications Dashboard

Snap4City MicroServices Node-RED



• Is open to the Development of Applications 
leaving large space to developers

• Is cantered on the  Orion Broker that result 
central in the architecture: any Broker or data 
source is sending data to Orion

• Security level is not clear, partially demanded 
to developers

• Visual Flexible IOT processing is not clearly 
provided

• Limited API for IOT data access
• Knowage BI presents several limitations in 

showing Smart City Data
• Market place on Open Data
• Support of Developers via Fi-Ware
• Deployed as VM and Dockers
• open source, not the application parts
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• Is open to the Development of Applications leaving large 
space and providing a large set of ready to use 
applicative tools and solutions to build their solutions on 
top or aside.

• Is fully distributed, any kind of data source can be 
ingested, automatically.

• Orion Broker is only one of the Brokers that can be used. 
It can be also protected by Snap4City tech, with Mutual 
Authentication

• Visual Flexible IOT processing is provided as Node-RED 
and Snap4City MicroServices suites

• Advanced Smart City API are provided on top of 
Knowledge Base

• Dashboard Builder has been designed for Smart City Data 
and automated dashboards’ production

• Market Place on Open Data, tools, processes, experiences
• Full Support for Living Lab of the city, coworking, tutorials
• Deployed as VM and Dockers
• 100% open Source

vs



vs
• Snap4City is an official Fi-Ware Solution via 

– NGSI V1, V2 The IOT Orion Broker

– IOT Orion Broker can connect JSON, MQTT, Lightweight M2M, 
LoraWAN, OPC, SigFOX, etc. see Fi-Ware Https://www.fiware.org

• Snap4City is compatible with all the above protocols

– via IOT Orion Broker, 

– via direct connection on ETL processes on their corresponding IOT 
brokers, and/or 

– via IOT Applications.

• Snap4City is also compatible with many other protocols, see 
the table reported in page: https://www.snap4city.org/65
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https://www.fiware.org/
https://www.snap4city.org/65


• In Snap4City you can chose to connect your devices at Snap4City 
Platform in different manners: 
– (a) directly to Snap4City, or 
– (b) via an IOT Orion Broker (external IOT Broker or those provided by 

Snap4City), or 
– (c) via any third party IOT Brokers in any protocol you have.

• Snap4City has 
– Improved IOT Orion Broker with the so called Orion Broker Filter (Orion 

Broker Filter, NGSI Security Wrapper) which is a secure wrapper for NGSI V1 
and V2 protocol for enforcing Mutual Authentication, Security, roles, etc.

– Produced open hardware and open software NGSI Compliant: as
• IOT Devices with mutual authentication and security based 

for NGSI on: Android, Arduino and ESP32, IOT Button, etc.
• IOT Edge devices with mutual authentication and security based 

for NGSI on: Raspberry PI, Windows, Linux.
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vs



IOT Devices Registration (self training)
• IOT device registration can be performed by all kind of users.

• Higher level users can register large sets of IOT devices, reg. in Bulk

• Suggested training:
– HOW TO: add a device to the Snap4City Platform

– Snap4City IOT Devices Registration

– TC2.15 - IOT device registration

– TC2.11 - Search on IOT Directory for Devices and Sensors, IOT Device 
Registration

– TC2.30 - Bulk Load for IoT Devices Registration

– TC10.9 - IOT Directory and Multiple Brokers
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https://www.snap4city.org/drupal/node/474
https://www.snap4city.org/drupal/node/76
https://www.snap4city.org/drupal/node/119
https://www.snap4city.org/drupal/node/115
https://www.snap4city.org/drupal/node/289
https://www.snap4city.org/drupal/node/228


Proprietary IOT Devices as well as
Open Hardware / Open Software
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IOT Devices                 IOT Edge Devices
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LoraWAN + 
Arduino + 
I2C, NGSI

IOT Edge 
NodeRED:
Raspberry Pi, 
NGSI, WiFi, 
RJ45,..

Sensors/
Actuators

Arduino, 
Wi-Fi, NGSI

Snap4All 
IOT Button 
ESP, NGSI, 
Wi-FI, BT

IOT Edge 
NodeRED:
Android, LINUX, 
Windows, …

Snap4All PAX 
Counter
LoraWAN
WIFI, NGSI, 
GPS

LoraWan
Gateway:
IOT Edge, NGSI, 
WIFI, RJ45, GPS

Any Sensor / Actuator
Open to other protocols



IOT Dev Management: activities
• IOT Devices can be open or proprietary
• IOT Devices: a large range of protocols, formats and kind

– IOT Devices (single or in bulk) are registered on IOT Directory and thus according to Knowledge base 
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

– IOT Models are saved on IOT Directory for shortening the registration process
– IOT Device healthiness is monitored automatically

• IOT Devices can be public or private
– Full support of Proprietary protocols and devices
– Providing Open Hardware and Open Software IOT Devices/IOT Edge: NGSI fully secure

• IOT Edge are devices with some computing capability, realized by using: Raspberry, Android, 
Linux, Windows, etc. 
– Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

• IOT Devices are connected via Secure Encrypted Mutual Authenticated channel of 
communication 
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Lora IOT Device, Arduino
• Arduino Uno, Mega

• LoraWan Connection

• Any sensor, + I2C

• Fully Customizable

• Open Source

• NGSI or any other protocols

• Gateway: Dragino
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LoraWan Gateway out of the Box

• Raspberry Pi Based LoraWan Gateway

• Physical UpLink as: Wi-Fi, RJ45

• Logical UpLink: LoraWAN TheThingsNetwork, 
NGSI V2 (mutual authenticated Snap4City)

• Powered 5V

• GeoLocated GPS Antenna

• IOT Edge Snap4City Included if needed
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IOT Device with Arduino
• Arduino Uno
• Wi-Fi shield, standard
• Mutual Authentication with 

certificates, or K1,K2,sha
• Secure encrypted connection, 

NGSI
• Open Source
• Fully Customizable

– Any sensor
– NGSI or any other protocol
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Snap4All IOT Button
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• Multi Wi-Fi 

• Ready to use BLE

• ESP based, cheap & easy

– low/no energy consumption/ standby

• Mutual Authentication with 
certificates, or K1,K2,sha

• secure encrypted connection, NGSI

• Open Source, Fully Customizable

• HW extensible to sensors

version: 3 

https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config 

Squared Short
Squared Double
Squared Long
Round Short
Round Double
Round Long

https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297


IOT Edge on Raspberry Pi
• Raspberry Pi
• Mutual Authentication with 

certificates
• Secure encrypted connection
• IOT Application inside
• Any sensor
• Any protocol from IOT devices
• NGSI or any other protocol
• Fully Customizable
• Local and Cloud Dashboard
• Special MicroServices
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MicroServices:
- DHT
- ModBus
- any shield
- etc….
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IOT Edge Computing

Snap4City (C), November 2019 

City user
Would like to:
- Monitor and exploit  

temperature and humidity 
- Manage sensors 
- Perform edge computing
- Using these data for 

multiple applications

Steps:
1. Registering the device and sensors 
2. Create flow on edge device using NodeRed with Snap4City, 

sending data to Broker
3. Use data from Broker on Snap4City IOT App

IOT Broker

Click 
here
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IOT Edge Snap4All App for Android
• Android, any version, App from: 

https://www.snap4city.org/download/video/Snap
4All.apk

• Mutual Authentication with certificates
• Secure encrypted connection, NGSI
• IOT Application inside
• Any sensor + Local device sensors
• Any protocol from IOT devices
• NGSI or any other protocol
• Fully Customizable
• Local and Cloud Dashboard
• Special MicroServices
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https://www.snap4city.org/drupal/node/278

https://www.snap4city.org/download/video/Snap4All.apk
https://www.snap4city.org/drupal/node/278


IOT Edge Snap4All App for Android

Snap4City (C), November 2019 163

MicroServices:
- Snap4City
- Termux Snap4City specific
- etc.



Sii-Mobility: Dynamic Signage and Street Mng
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Control 
Room

Local Control 
Dashboard

Safe and resilient solution 
manging Degradated conditions



IOT for Mobility Infrastructure
• C. Badii, P. Bellini, A. Difino, 

P. Nesi, "Sii-Mobility: an 
IOT/IOE architecture to 
enhance smart city services 
of mobility and 
transportation", 
Sensors, MDPI, 2019

• https://www.mdpi.com/14
24-8220/19/1/1/pdf

Snap4City (C), November 2019 165

https://www.mdpi.com/1424-8220/19/1/1/pdf


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.orgPaxCounter devices
• Fixed PaxCounter LoraWan

– Based on Wi-Fi- Bluetooth

• Mobile PaxCounter LoraWan
• Based on Wi-Fi- Bluetooth

• Fixed 
PaxCounter(LoraWan+Wifi
out)
– Based on Wi-Fi- Bluetooth
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https://www.snap4city.org/drupal/node/456

https://www.snap4city.org/drupal/node/456


Programmable PAX counting
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IOT App behind
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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IOE – Vehicle Monitoring
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IOT Devices and IOT Edge (Self Training)
• A large range of Devices can be used on Snap4City: 

– Proprietary or Open HW/SW. 
– Devices of/for makers on which we provide Open source code

• Documentation  and instructions:
– TC9.4 - IOT application exploiting Edge computing with Raspberry
– TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
– Snap4City: Arduino & ESP8266 IOT Device NGSI
– Snap4City IOT Devices Registration
– Snap4All IOT Button: based on ESP32, NGSI compliant secure connection
– IDE Setup for Snap4All IOT Button, and source code
– Registering IOT Edge: example of Raspberry Pi, total security
– Creating: IOT Device, Raspberry Pi based, totally compliant with Snap4City
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https://www.snap4city.org/drupal/node/213
https://www.snap4city.org/drupal/node/216
https://www.snap4city.org/drupal/node/329
https://www.snap4city.org/drupal/node/76
https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/277
https://www.snap4city.org/drupal/node/279
https://www.snap4city.org/drupal/node/77


IOT end-2-end Secure Stack
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Complexity in Smart City IOT Platforms
End to End security

– From IOT Devices to Dashboard (user interface)
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Industry 4.0 Application
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Secure Architecture
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OnPremise vs Cloud
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The secure stack
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Be smart in a SNAP!
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