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» 1st Day: General overview (1 day, 6 hours)
 2nd Day: Dashboards, how to build and manage them (4 hours)
* 3rd Day: |IOT Applications development, IOT Devices, IOT Networks (4 hours)

* 4th Day: Data Analytics, in R Studio, In Python, how to integrate with IOT
Applications (4 hours)

 5th Day: Data Ingestion, Data Warehouse, ETL Development, Data Gate, IOT
Device Data ingestion, etc.. (5 hours)

* 6th Day: Snap4City Architecture, How To Install Snap4City (3 hours)

e 7th Day: Smart city API (internal and external) Web and Mobile App
development tool kit (4 hours)

A number of the training sections include exercitations
Updated versions on: https://www.snap4city.orq/501
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Go < |OT Applications, Devices and Dashboards

— Managing IOT Applications, Authoring IOT Applications

— |OT App vs Data Analytic, IOT App vs Web Scraping

— |OT Apps Examples
Go + From Simple to Data Processing IOT Applications
— Create a Simple 10T Application (Demo)
— Production of 10T Application (Exercitation)
— Data Processing with IOT Application (Demo)
— Processing Data with 10T Applications (Exercitation)
G0« |OT Network Support
— Proprietary 10T Devices as Well as Open hardware / Open Software

o ¢ |OT end-2-end Secure Stack

Snap4City (C), November 2019
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* Easy. 'ad non programmer level
e Moderate.  |¢t%¢Y Some JavaScript rudiment coding
+ Good. ebebel JavaScript programming
* Golden. crebehed Programming in R Studio
* Professional. |¢vevevebeY|  Exploiting Smart City AP
* Excellent. cvevebebebed Developing Full IOT Applications,

Dashboard and Mobile Apps
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* Please start a fully guided training cases:
— HOW TO: create a Dashboard in Snap4City d'
— HOW TO: add a device to the Snap4City Platform C(v
— HOW TO: add data sources to the Snap4City Platform d'

— HOW TO: define privacy rules for personal data, produced by the end-
users own device C(,

Snap4City (C), November 2019
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Snap4City: Builder of Senti
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lent Cities Solutions

Dashboards with data driven |OT Applications enforcing intelligence

IOT and data World

Dashboards and Apps

|IOT Applications > —

My IOT Devices Big Data Analytics, Artificial Intelligence

Snap4City (C), November 2019
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

([ RIATLETE

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM ¢ OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS » MOBILE APPS
PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS * BUSINESS INTELLIGENCE « WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES ¢
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* LOCAL GOVERN

STAKEHOLDERS * GDER + OPEN IOT DEVICES
CITY USERS * SECURITY « |OT EDGE
IN-HOUSE * PRIVACY « |OT GATEWAY
ENERGY OPERATORS * ASSESSMENT * PAX COUNTERS
MOBILITY OPERATORS SRAUDITING + |OT BUTTONS
« COMMERCIAL el IOT DIRECTORY + SERVICE MAP PREDICTIONS » ANOMALY DETECTION * WHAT-IF ANALYSIS *» TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
OPERATORS RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS » OFFER VS DEMAND ANALYSIS + ENVIRONMENTAL DATA ANALYSIS
e RV S ERATONS R STUDIO « ETL AND PREDICTIONS + REAL TIME HEATMAPS * ROUTING + ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ksl ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
s « TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
i it el sty i KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE
« START-UPS :
o ASSOCIATIONS * TRAINING TUTORIALS, COMMUNITY MANAGEMENT
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL Siva 10T / I0E BROKERS INDUSTRY 4.0 Jll SOCIAL MEDIA
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Snap4city Platform

Data Shadow

Actuator

Snap4cCity Sensors
|OT Brokers

Managing Public and
Private IOT/IOE Devices

Sensors Snap4City (C), November 2019

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

S

Towards any I0T Device
and/or Dashboard

12
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|OT Device AMQP : w” : EE
COAP Rggistering Browsing‘
) Discovery Discovering
IOT Device Base .
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Elastic Search
i Advanced Smart City API
10T Device TheThingsNetwork Vv Ity
Snap4City MicroServices Node-RED
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0T Device == a1
"""" Elastic Management of 10T Applications Dashboards
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HLT: Sensors-Actuators

High Level Types

Complex Event
Dashboard-10T App
External Service
Heatmap

KPI (Key Performance Indicator)
MicroApplication
My Personal Data
MyKPI

MyPOlI

POI (Point of Interest)
Sensor

Sensor Actuator
Special Widget

Wfs (GIS)

¢“SNAP/crry

(P T

o

o cim
B‘h?émg]

|IOT Application

.....

st

10T App

From Dashboard to

o

O wirwominy &)

90.786%

Node-RED
30s Reauest Green
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Valutazione Trasporto Pubblico

Firenze - 6 linee Tue 5 Nov 17:49:00

SNAP/crry

20:00 5.Nov 0400 08:00 1200 16:00 2000 5. Nov 0400 08:00 1200 16:00

hto del ritardo medio sulle corse attive nei 5 minuti - linea 23 (in Sec) Andamento del ritardo medio sulle corse attive nei 5 minuti - line: ) ;
5k
|

BusLinesWaitTimeToDash

User: roottooladmint, Org: DISIT = Node-RED
Role: RootAdmin, Level: 7
Q Flow 1 +
v input
My Snap4City.org
inject
Dashboards timestamp L
My Dashboards in All Org. ST /D
M S izati S Value of my Tempo_medio_lineaé —_— — Save on Tempo_medioatiesa_linea6
asl 0aras ol ly Organization
My Dashboards in My Organization link / //// \
Value of my Tempo_medio_linea13 _ _ Save on Tempo_medioatiesa_lineal3
Notificator mgtt ( / / / \
Data Inspector hitp Value of my Tempo_medio_lineal?  ( —— — Save on Tempo_medioattesa_lineal? (| msg payload
My Data, KPI, POI / /
websocket y
10T Applications Value of my Tempo_medio_linea23 _ _ Save on Tempo_medioatiesa_linea23
tcp
10T Directory and Devices ¥
udp & Value of my Tempo_medio_linea31 _ _ Save on Tempo_medioattesa_linea31
Knowledge and Maps ¥
M Appl cron
A Value of my Tempo_medio_lineass | i S Save on Tempo_medioatiesa linea3s
External Services ¥ amap
Data Set Manager: Data Gate amqp2
Resource Manager: Process Loader +
stomp
Development Tools ~
v output
Management ¥ = ;
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: ;'s:i + TEST1_AIRSENSEUR_RVBO1 3 _/
7 Slot5 ¢ VALUE NAME: TEST1_AIRSENSEUR_RVBO1 n
A Slot 6 .-~ DETAILS | DESCRPTION | RT DATA = - -
A Slot7 15 dolebsened U tawvampem e e
7\ Slot 8 . 44§33PM  value 4dhours 24hows 7days 30 day ® (‘ \ - (‘ (‘J"
Y Slot9 ", humdy  seaarzss et last  lmst  last  last J‘ J J .
A Slot 10 ] - value 4hours 24hours Tdays 30day - - - D
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: Slot T pressure  087.0833 vaﬁe 4h?)irs 24:;1!'5 7::51'5 303iy 21 20 | 19 18 17 16 15 14 13
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| inject 11
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Dashboards timestamp L e http request = split e Parcheggi (i N fiware-orion-out
mm slot ID 2200 2300 9.Nov CLOD 0200 0300 Of L @ success
o My Dashboards in All Org. EE e
L
Dashboards of My Organization | status (3
Privacy Policy Cookies Policy Terms and Conditions Contact us My Dashboards in My Organization | link L E .
T Parcheggi - statico
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Data Inspector | = ) delay 55
b D
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@ connected to v

My Data, KPI, POI [
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| websocket ()

O |OT Applications Save on NumFreeSlots

L
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IOT Directory and Devices ¥ |7T estimations i Save on MaxDurantion
= g | wp O \
LranizabEars] S - Save on MaxDurationSlotiD
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Micro Applications | amgp
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|JOT Application Listing, they can be
Snap4City IOT Applications

[ ] [ ]
e Basic (white s st Or: DIST
Role: RootAdmin, Level: 7 Prev 1 2 3 .. 9 Next Q .
® 2018-09-21T03:19 ® 2018-10-19T16:07

& KON
IOT Edge App 10T Edge App

@® Dashboards

* Advanced (red) BE==

|OT Edge
— Raspberry Pi

O |OT Applications
My Persona | Data

# 10T Directory and Devices ¥

W Knowledge and Maps ~

Micro A pplications
W External Services - ® 2018-10-22TT1:57
[
Data Set Manager: Data Gate
— Android g = 9 ()
* Resource Manager: Process Loader

° - [ Development Tools * ﬂ @ @
— Win/Linux e
o -

Data Analytic [t

(Plumber) T 0‘
We b SC Fa p er @ DIt Lab portal IOT Appllcatuon
(Portia)

owner: semolarudy

&' Km4City portal

aaaaaaaaaaaaaaaaaaaaaaaaaaaaa



N |JOT Applications Listing
=
_: &= — Basic / Advanced
T ==
— On |OT Edge Raspberry Pi

EDIT IOT APP

— On IOT Edge Android

® Localhost

= ,® — On 10T Edge Win/Linux | ioraee
jefo¥a -

Click the icon to
edit the IOT A|

~/ T s | - \ o
owner: badii (A F o ‘ Ownershlp of

nuunnuni the 10T App
RO ——— : Click to open Click to edit |OT
the Node-RED App properties
IOT App
dashboard Click to edit the
Snap4City
Dashboard

Snap4City (C), November 2019
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[ Applicati

* Properties

— Name, Type, Creation date

DISIT

Qf] J\/J 2 IJ:J s fo] .’—)fj"[‘ | loT Application Management

=

2M/2019, 5:29:59 PM

e Control MEAPPWQW::W :
— Restart
— Delete
loT Application Management
* Change of ownership | eopemes  comol | owneshi
— Toward another Snap4City User New owner usernarne Confirm

New owner username can't be empty
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MicroServices collections
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DISIT Z LB
PIRENZE | RS | mne C"SNAPdcny 5
Applications Development

My 10T Appllcatlons

ServiceMap Discovery

< Knowledge Base, Km4City

Sharing/saving
reusing IOT App

é

Dashboard Collection,
Editor and Wizard R el Lol il Ko

Resource Manager
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(http response { event-log
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Node-RED

In the |OT Application of Snap4cCity, it is possible to:
— Create multiple concurrent Flows for each 10T Application
— Execute flow that process data as: Event Driven, Batch (periodic or not)

— Load other libraries of MicroServices/Nodes/Blocks
* The loading is allowed only for Administrators for security reasons

— Save/load, share, Flows, and applications with other users via the
Resource Manager or with JS Foundation

— Ask a limited number of 10T Applications.
* The Limit may depend on the organization or on personal authorization

Snap4City (C), November 2019



- msg.payload
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DIPARTIMENTO DI DlSTFﬁI?UgED SYSTEMS

FIRENZE | S&tNrazone | TECANOLOGIES LaB

Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

¢“SNAP/ciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website

(P T

o

U‘«"ﬁm-
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Control Room Operator

Would like to:

- Monitor traffic flow,
Environment, Car parking,
Cycling, First aid, temp., ..

- Act and monitor Dynamic
Plates

- Act and monitor red lights

Driver, Policeman

Would like to:

- Monitor traffic,
Parking, traffic events,

speed limit, ...
- Act and monitor red
lights

Snap4City (C), November 2019
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Snap4City - Mobility Operator
Fri 23 Feb 20:38:56

Demo
Speed limit

Sensors:
— Values

Meteo sensor 4 &
Actuators:
. :
Pollination
L]
Dimers
Smart bench j
& / 7 : yervm. 2
— EtC ss741 T [ / Qui Intorno
. Cycle paths TSl nte 3 Ema ¢ b { ’
Firenze sie " S W Tempo reale
scine del g © Openstreetizp contivutors K furioiele q > 1 23022018 20:26
: B - y \ i amel

Virtual Sensors
and Actuators

Traffic sensors | 4

s gii+ Parcheggio S. Lorenzo %

LY
[ & ]
¥ m

Air temperature

5.1

35
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IOT Application \ /J't'f C
e SNAP4C|T vkl R

mple developmen

Snap4City - App
- dashboard

] \; ‘ . = h ."- i " 2k
\/ Traffic Sensors e + ] m > p\ ) L L timestamp service-info airTemperature
A Frstaid |- e IS AN
-_ k ( ) LN airHumidity

A Meteo Sensor : b |

© OpensStreetiap contributors N Fiware Orion T json _— get Limit —_—
event-log

o Free parking
60
45
30
15
]
18. Mar 03:00 2 - 12:00 15:00

+ updateStateCount | —————— extractStateCount —
o Air Temp o Air Humidity o Morgagni l\u connecied o we\dashboand kmdcRyorgradsiisaner

82.49% \_ updsieSisieTine exvsasiaetime SRR
= o B connecied o weodashiboand lemd.cRy orgrBisisener

Request Green 1 f setTrafficLight | ———  Orion send
delay 1s _ Off

et
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A First aid

® OpenStreetMap contribttors

Free parking
50
s
30
15
i
18. Mar 03:00 05:00 09:00 12:00 15:00

O Air temp €O Air Humidity [i]

N\ 82.4%

Morgagni

Request Green
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JTED S\ - e ———— o am -
ERNET wectne — " T — —— g ]
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== steugos < ——
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——yT — Zoe Yo ff‘* -

Traffic sensors |

/
R

First aid

A
) Y .
A

—

e

A Smart bench
A Cycle paths

5.1

@ @
Temperature Amo Humidity

80.0:

-4 Parcheggi x

Pid vicini @ Posti liberi

Garage Oriuoio SR.L.
P Parcheggeo auto

©340m

@ reoneovee s-Lorenso
@ Par auto

[oFLE
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&) Reporting Critical Events ¢YSNAP4ciry

r ' Snap4City - City Operator

Control Room Operator

Would like to:

- Monitor events vs services in the
city and receive critical event
notifications from on the road
operators.

- Assess contextual condition,
services status

On the road operator _
Would like to: = e
- Monitor data of traffic, o >~
Parking, environment, @ 5
speed limit, services, + Risaas "%
- Send critical event e "
notifications via coded —— e e iue
description L ﬂ
s e

SnapACity (C), November 2019 G|y | mme



IOT Application witn City Dashboard
simple development
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output

function DQ

social Node-RED -
storage :‘.:‘| s

analysis
advanced

hwm2m

https://flows.nodered.org/?term=snap4city

MicroServices
Areas

-
s
.

S4C SearchDew
sS4CMapping
S4CManagement
S4CDataAnalytic
sS4CBigData

S54C Search
S4CData
S4CDashboard
s4C sigfox
S54CIloT
S4ClLogDev
S4CView

S4C Social

Big Data
R Storage Services:

o*

[, —
J f ¢ Services
?Jj f discovery

..If)‘T Sensors and
—O0 " Actuators Services.
< Special Services for
S 10T Edge, 10T Butto

Application
Development
and Managemen

o
n
»
L)
L
L]

App Services
: MicroApplications
= Development Kit

Computation
Management
Services :

., Dashboard
(™ A, _  Services

ETL Process
aln.ilal K Notificatio

Services,

location

dashboard

., Services External / automating data

Services ingestion and

o . transformation___u'"'
RRE LT A -lllll *

Daisy of MicroServices
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Basic Node.js Blocks on NodeRed on our Advanced IOT Apps

~ input

4
G
0

~
-0 O

i
E
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o 5
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)

~  function

G o >

¢ IET NN
X e
Q| mnee ©
e IR
S Ee o
L P,

~ social

e mail q;

[
[
?
2

-0~

~ dashboard

(57 button gj
T o
Q.| switch O

numeric

slider @j
P

. textinput §Z)

- date picker

2 121 12 (R (A

(==

&
~ colour picker ()
&

=

+ on |OT Edge Raspberry

SSSSS 1

~

~ Raspberry Pi

io
rpi mouse [}]

rpi keyboard [}]

rpi dht22 [}]

‘magecepune [[]
EE: ledborg }

O

[ Sense HAT [}]
EE: Sense HAT ]
~ network

Node-RED
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FIRENZE | BSSERcone

It is provided with a minimum set of
functionalities (the building
blocks/nodes) while other blocks can
be easily added loading them from a
large library made available by the
JS Foundation.

Despite to its diffusion, for the usage
in the context of Smart City it was not
powerful to cope with the basic
requirements of the domain.

The classical nodes provided in the
standard version can be classified as:
input, output, function, social, storage,
analysis, advanced, and dashboard.

DISIT

DIST'RhI‘_BrUTED SYSTEMS
TECHNOLOGIES LAB

Node-RED Basic Blocks

¢“SNAP/crry

Ilm'r
4— e ey O €

Basic Node.js Blocks on NodeRed on our Advanced IOT Apps

« Input

websocket

hinp

tep

< function
~ output function
W w. x
) dulay
link
QO
matt =
hp respon S
veabsocket 1Cp ruguest
tep owich
<hang
udp
range
amap ||
Spdit
i Jain
stomp . cuv
L
~ location . jaon
-
- 5 yad
- woddmap [
TR S00p request
| worldmep
NN basebd
T ‘wach
= § magpack
random
o

social

o mak

twikter

e mad

Tevtine

storage

= advanced

watch

fumdparne

~ dashboard

button
dropdown
swich
Shder
numenc
18Xt input
date pckar
COMMIN pickar
form

gauge

chan

+ on |OT Edge Raspberry

B3| googio plua |
P2%  google places.

QPooPe
calenda

- storage

tai

Nie

mongodb

mongoab

~ Raspberry P

~ network

Node-RED

P gpia
P gplo
pi mouse

rpt keyboard

ladborg
Sense HAT

Serss HAT

ping
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http://developer.opto22.com/nodered/general/getting- wedere

started/node-red-hello-world/

/ &= Node-RED

€ ¢ | [4127.0.0.1:1¢

._-:'.:E': Node-RED

http response

websocket

tep

udp

~ function

function

Hello, world!

info debug

Node
Type debug
D 2d930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display

the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,
msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle
its output on and off so vou can de-clutter the ~

43
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DINFO

-
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Node-RED is a flow-

based development tool for visual
programming proposed by JS
Foundation

The Node-RED approach is a mix
of visual composition of
nodes/blocks to compose the so-
called flows that are concurrently
executed by an engine Node.js.

It is quite diffuse being also directly
provided into official releases of
IOT devices as Raspberry Pi
family

Based on Node.js I"I\Egd@

100% open source

DISTRIBUTED SYSTEMS
F l RE N Z E INGEGNERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB

Node-RED

Node-RED

/ ®= Node-RED x
= \ WA

(& ¢ | [ 127.0.0.1:1880/#

=<, Node-RED

~ output
debug
link
maqtt
http response
websocket
tcp

udp

~ function

function

Hello, world!
Z Egﬂ
~ msg.payload | [ ]

Snap4City (C), November 2019

info debug

Node
Type debug
D 20930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display
the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,
msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle

its output on and off so you can de-clutter the -
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~ function Split msg.payload based on type:

split Divides the input message into

1 . . St - I.'B ﬁ
multiple messages as indicated ring / Buffer

function

templats . . ) . | o
§ in the configuration. If you Spiitusing |+ % |\n
dela
’ have an array at the input’ you (] Handle as a stream of messages
trigger
can COnflgUre it to send each \ Array

comrment

element of the array
individually at the output.

Split using Fixed length of 1

http request

tocp regqueaest Object

swritch |  Send a message for each key/value pair
change switch Treads the input Property ~ msg. payload [Jcopykeyto |~ msg. topic
—— message on possible )
- different outputs i ol
join based on a < vlv 950 ~2 [
== comparison made on P -
hitrml . | Mode manual v
. the InpUt message' checking all rules
jsom 1 Combine each |« msg. payload
=l
— . Operates in reverse order R G ’

Soap regquest
basasd
msgpack
rarndorm

rbe

to the split. Joins the
incoming messages in the
mode indicated in the
configuration.

Send the message:
/ « After a number of message parts
« After a timeout following the first message 3

« After a message with the msg.complete property set

Snap4City (C), November 2019 ¥ Name
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YSNAP/crry

Smart City and I0OT main needs

- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

Historical Data: search and access to data
collected over time into the smart city data
aggregator.

~
—
‘.0\

Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

A

@™~ | Advanced Dashboards: This means to have the

b | h0ssibility of developing a real user interface of
the IOT App (to render and produce data for the
IOT network).

ﬁ. Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4%, 3| OT Device Connection: This means that the

‘o—Jo developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of 10T brokers.

-&:}'-,- IOT Directory: It should be a single point service for

5" searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure
by means of a large set of heterogenous IOT Brokers.

Snap4City (C), November 2019
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brartsroni | DINFO [ DISIT C(. SNAP/city
FIRENZE | BSRE cone | RBNEIEL ao . .
|OT Applications

IOT Applications = Node-RED + Snap4City Platform > oues

«  Acollection of more than 150 MicroServices have been o
developed covering the above-mentioned requirements and e
much more. > aavanced

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In 7 sacsearcnDey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacomtanaiytic
Platform).  sacaigoats by
 They are formally distributed as two official libraries of > sacsearcn (@
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, .c.- https://flows.nodered.org/?term=snap4city
operating system. R node red contib snapdcity v red o napdcty e

Snap4City (C), November 2019
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~  SacUtility

Loggia San Paolo

LINKED OFEN GRAPH

Tipology: CulturalAdctivity - Monument_location
Address: V1A DELLA SCALA, 2

Cap: 501232

City: FIRENZE

Prow.: Fl

Photos:

Description: The rounded arches, the stone
sheleton and the glazed teracotts medallions
recall the model of the Loggiato degli
Innocenti. The medallions in glazed temracotta
by Andrea della Robbia and his sons Marco
and Luca contain seven polychrome figures of
Santi Francescani and two works of mercy
Cristo conforta un Giovane and Cristo conforta
un Anzianc. Beneath the portico can be
sdmired the expressive embrace betwesen San
Domenico Guzman and San Francesco d Assisi
by Andrea della Robbis

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

 ANY kind of sensors
* To Get DATA of a Service / POI /sensor

— Historical and real time

— Real Time

DISIT

DISTRIBUTED SYSTEMS
AND INTE!
TECHNOLOGIES LAB

TPL STOP : Piazza Stazione (Fr. Cc)

Vaibus

LINKED OPEN GRAPH
Lines:

FI-LU' FIVG

Mo available routes

Display Bus per page

Search: |

Time

TOEEE00 20770320 | FI-LO | Fiazzale verdi

08:18:00 2017-03-20

10:08:00 2017-03-20

11:02:00 2017-02-20

12:18:00 201703-20

Showing page 1 of 1

Line

FI-LLY

FI-LU

FI-LL

FI-LLY

Direction

FPiazzale Verdi

Piazzale Verdi

Piazzale Verdi

FPiazzale Verdi

Real-time data currently not available

¢“SNAPciry

Node-RED

Giardino di piazza dell Indipendenza

AURORA

LINKED OPEN GRAPH
Tipology: Entertainment - Green_sreas

Digital Location

Address: PIAZZA DELLA INDIPENDENZA, 15

LIMKED OFEM GRAPH
Tipolegy: Accommodation - Hotel

- . : 501
Email; infoi@hotelaurora.info c_ap s
City: FIRENZE
Website: www hotelaurora.info Prov.: FI

Note: sreeverdi228

Remove from map ~
—

Phone: 055210282
Address: VA L ALAMANNI, &
Cap: 50100

LINKED OPEN GRAPH

City: FIRENZE
Tipology: TransferServiceAndRenting - Controlled_parking_zone
Prow.: Fl Digital Location

Address: VIA GUSCIANA
Cap: 50124
City: FIRENZE
Prov.: Fl

Remove from map

i
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Street and geoinformation of the territory and
details for routing, navigation,

GeoResolution, Environmental data

Mobility and Transport: public and private,
public transport, parking status, fuel
stations prices, traffic sensors, etc.

Culture and Tourism: POI, churches,
museum, schools, university, theatres,
events in Florence

Environmental: pollution real time,
weather forecast, etc.

— Environmental data geo resolution
Social Media: twitter data

Health: hospital, pharmacies, status
of the first aid triage in major hospitals, ...

Alarms: civil protection alerts,
hot areas, ...

Snap4City (C), Novembe

999999

524

885

o SNAP4C|TV @

299

ca_ 713

333333

11111

> 310

175
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& :
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o
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4
366 Rin
484
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Maring °
s
695
13772
4518 159 (@]
e
395
1
261
776 588
220
g7
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deliLag?
36
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172
125
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5
:
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FIRENZE | &N Savazone

A SKOS area into
the Km4City
Ontology and
Knowledge base
for modeling POI
and any element
on map

DISIT

TECHNOLOG!ES LAB

DISTRIBUT ED SYSTEMS
AND INTERNET

_oncepts or Services: Ma

\ Regular Services i Transversal Services | |

Services Categories

L4

\_

De/Select All
E Accommodation +

E Advertising +
m AgricultureAndLivestock +

u Architectural_consulting

I’ Building_construction

m Cartographers

D Civil_engineering

U Engineering_consulting

u Other_specialized_construction
E Specialized_construction

IO

u Surveyor
@ Technical_consultants /
=

g Cultural Activity +

El EducationAndResearch +

+| +

3 +

D Environment +

ﬂ FinancialService +

E GovernmentOffice +

ﬂ HealthCare +
IndustryAndManufacturing +
g MiningAndQuarrying +
ShoppingAndService +

u TourismService |+

ﬂ TransferServiceAndRenting +
ﬁ UtilitiesAndSupply +

E Wholesale +

m WineAndFood +

ymber 2019

C" SN K/ Sn-Mobtllty >

aHCJJJDC]fC%EQT/
i

20 Service Macro Classes

Service Class

v
=A commodation -

Agritourism

u Bepch_resort

m Bed and _breakfast
H Bodyding_house
E Camping

ﬁ Day_care_centre
u Farm_house

m Historic_residence
- W

INARARARA IS
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* POI: point of interest |
* type: macro and subcategories —

* Position: GPS, address, telephone, fax, email, URL, ... Diesamcin
« Description: textual, multilingual, with images, ... ol Ja——
. . . (] B path +
* Link to dbPedia, Linked Open Data Q8o
* Links to other services OB e
e o . . ] m Tram_stops
* Real time data if any: sensors data, timeline, events, 0 rointton
prices, opening time, rules of access, status of | 0§
services, status of queue, etc.. Ik

* See transversal services on ServiceMap
— Regular and in test platform

search text into service

results for each:
earch Range | 100 mt b
Q O -
A 52
Wia e FrpT

TFETTY j

w | 2
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* Distance from GPS point

* Point Qis in Polygon ?

ci g -

+ { SR302 |

A AOQUC Ospedale Careggi 0
@‘P" Fiesole
= & Ponte Alla
Badia
(]
Cave di
Maiano
Maiano E
Poggio
Parco delle Gherardo
Cascine
3 (] §ndela Forum
p S, Cattedrale di NO
Struria %
Firenze
|
Bellosguardo SS67 e
o
gv S @ Piazzale Michelangelo

., 1ardino . Giardino Via Villamgen

\,‘5; Porta Romana Q di Boboli Bardini Villamagna e g
¥
".'.\\'G’ Q%:'

Snap4City (C), November 2019
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Smart City Entities Searc

Simple and Fast =5

service event search tpl agencies
search near within circle Node-RED
marker tpl lines
event search
: within
SIS polygon tpl routes by
search within agency
circle event search

* For example to search for:

tpl routes by

se::ri;:q:;hin EVEHL:—?aFCh line - P O I S : Latitude 43710923
polygon S ipl stogs by * near a GPS position, from text, along a path, =" "~
service e e route in an area, etc..
search along . . . T 5
path pre—— I stop — Public Transport information / data _ %
search near imeline S R
service info marker ot - S u gge St I ons :
address poi recommendaatia .
fll tex within circle — Public Transport Means Routes/Paths
search near ust — .
marker value type — Eventsin the area
csearch by texb search near 3 ‘
full text near marker k — Accommodation
N | Value Type (kind of data) T
circle szg:tr?sbsypt::d value type — EtC . =
within circle search within
full text i 1
e i |+ To Get DATA of a Service / POI /sensor
Peeen Trener value type — Real Time
full text bus routes seareh wiin 1 | senvice info
search along search within S| polygon i A N Y kl n d Of Se n SO
path circle value type
e | [ | st
search usr polygen path

- Snap4City (C), November 2019 54
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service:

service:

saervice
service

service
search within
gps area

service:
search within
wikt area

service
search within
stored wwki
arsa

service
search by
municipality

service:

full text
search near
marker

full text
search within
circle

full text
search within

polygon

full text
search along
path

full text
search usr

DINFO

DIPARTIMENTO DI

INGEGNERIA

DELL'INFORMAZIONE

event search
near marker

event search
within circle

event search
within
polygon

event search
along path

event search
usr

address
search near
marker

geometry
search near
marker

address poi
search by text
usr

address poi
search by text
near marker

address poi
search by text
within circle

bus routes
search near
marker

bus routes
search within
circle

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

bus routes
search within
polygon

tpl agencies
tpl lines

tpl routes by
agency

tpl routes by
line

tpl stops by
route

tpl stop
timeline

recommendatid

within circle

value type
search near
marker

value type
search within
circle

value type
search within

polygon

value type
search along
path

POls:

* near a GPS position, from text, along a path, in an area,
etc..

Public Transport information / data
Suggestions
Public Transport Means Routes/Paths
Events in the area

Value Type (kind of data)

Etc.

To Get DATA of a Service / POI /sensor

— Real Time

— ANY kind of sensors
Distance from GPS point

Snap4City (C), November 2019
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b | R | PR |Gmae  SACSearch Adv C"SNADAqu 2
Smart City Entities Advanced Search

full toxt + i = Flexiblity > o

~ S4CSearchDev e el Node-RED
sewggg% { e » Similar to basic Search functions but

0
C)
0

Latitude 0

search near
gps position

. % { f— with more flexibility of the function

| o | gps area “ | for programming the search Longiuce [0
e . . . |
:n;ﬁm% w1 ® Adding Dynamic behavior: Categoris
-® L . fen .. . . . . Max Distance
ol text — — Getting in input JSON with k) [
ki EEEME b"l:::d Max Results (0

event search | 1 npizr-,;-;op: para mEterS for all Results) | 100
To Get DATA of a Service / POI s 0

dewv
| R
event search SEEET
Language -
EXp o ut
Ll X [sensor
event search gps position
Tarea — Historical and real time
- search within
gps area

E‘:.?J,‘EZ??% __ — ANY kind of sensors -

event search bus routes
near gps search within
. stored wki
position area

(|
O,
L

A

| | tpl routes gj)
s _
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iot directory
iot directory

iot directory
link

iot directory

limk
e fivware orion
by fivware orion
e arion test
. fivware orion
fivware orion in
~ v2

fivware orion

query v2
fivware orion
~ out w2
fivware orion in
- w22
fivware orion
S 5
query v22
fivware orion
™~ out w22
snapall
~ button

DINFO
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INGEGNE
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FIRENZE

-‘ y WL

DISTRIBUTED SYSTEMS ’ '

T CITY
ju e F

Search for 10T Devices in a given area, or for kind o
(temperature, model, location, producer, Broker, Node-RED

..)

Subscribe to one or more IOT Devices
independently on their protocol, broker,
owner, etc. -

Send data to IOT devices NamelD ||

& Service | Add new aorion-service. . w

&Cerificates | Add new tls-config.. v

@ Device type

Establish with |OT Devices Secure e
certified Connections ey 2
@ apikey

Please note that many other protocols can be also
added, adding mode nodes, or registering 10T prE—
brokers to the Snap4City IOT Directory

sigfo=

S54C sigfox

Snap4cCity (C), November 2019 57
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dashboard

button erJ

dropdown ¢|

switch ¢J

slider ()

numeric ¢n

text input ¢‘|

date picker ¢|

colour picker ¢

form ¢l

?
?
?
?
?
?
3
?
[

DINFO

ART IMFEtwO DI
DELL INFORMAZIONE

Native

DISIT

ISTRIBUTED SYSTEMS
RNET

TECHNOLOGIES LAB —) J

Local
Input/output

non secure
Limited in graphics
No authentication
No HLT

No integration
Etc..

<

Local on IOT Edge

hboa
ol

rd é’SNAmcm i
J 1 /| F / v s4CDashboard

Input/output

Secure

Advanced in graphics
Single Sign On
Several HLT

Fully integrated

Etc..

Remote for IOT Edge
via WebSocket Secure

Snap4City (C), November 2019
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NS

Dashboardl TAp

From Dashboard to 10T App

Nature

From IOT App to Dashboard

|OT Application

Cc:SNApl'CITY

S H'm,

'ﬂ!!

Snap4cCity (C), November 2019
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From Dashboard to |1OT Devices

 Widgets:
— Impulse Button
— Button
— Switch
— Dimer/Knowb
— KeyPad
— geolocator

* Registered on some

|OT brokers with
NGSI mutual
authentication

¢“SNAP4ciry

r— = N ]

PeopleNumber

None

8 9
5 6
2 3

Canc

Confirm

Snap4City (C), November 2019

60



Single Content Widget (flexibility)

From Dashboard
Editor and IOT
Applications, accepts
In input:

e Numbers

UNIVERSITA D hl o D s T

DEGLI STUDI DIPAR‘ITIMENTEDI DISTR!BUTE! SYSTEMS
INGEGNERIA AND INTERNET

FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB

7.4

pg/m3

20.3°C

11440 Utenti WiFi

* String

Interpolation and Heatmap Completed 2019-
07-01T09:00:00

e HTML code

o S

o sSO28verage24HourFlorence

Snap4City (C), November 2019

¢“SNAPciry

FNY )

246 TOT. EVENTI SULLA RETE

Messages [@m)

Position Updated,
press Show My
Position

BINARIOI6 (5m)

395 739

% occiipati i 901 post % ocipat s WS poti

LEOPOLDA (Bm)

27.7 446

% occupati s 300 posti % ocrupat] su J8
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- sacKeiDats e Save and retrieve MyKPI into the safe personal data

Node-RED

get my

storage
“i e Access to MyKPI and to those that other user have
delegated to Me

sz« MyKPI are:
m — Time series of data with GPS coordinates that can chage over
s time

— Suitable for: moving sensors, trajectories, data from OBU, data
from mobile, sensor data (if needed), etc. etc.

* MyPOl are:
— POI with full metadata description and static coordinates

Snap4City (C), November 2019



~  S4CSocial

twvitter last
channel

twvitter last
tweet

~ location
T B
worldmap

worldmap

tracks

~ S4CBigData

datagate
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FIRENZE

DINFO

INGE N
DELL" INFORMAZIONE

Request metrics from Twitter Vigilance
Channel service and engine of DISIT Lab

Location services
Maps and get position (raw solution)

» Getting data from DataGate/CKAN

Publishing data to DataGate/CKAN
Managing time series on DataGate/CKAN

Snap4City (C), November 2019
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JOT Aoo vs Data Analytics

[T
LLECLCLETRELRRELELEY
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Swagger
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SPARQL, FLINT

Ontology Schema

~—_ Knowledge Base, —

S~~—

Km4City

"

LOG.disit.org

Big Data
Store
Facility

N—

Smart City APl from Knowledge Base and other tools

Micro Services

R Studio Development

Creating

ITT TTTI
] L
LR L) LR

Usmg them into
|OT Applications
Snap4City (C), November 2019
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DISIT Z

T . . C" SNAPicarry &
Data Analytics to MicroServices

T

) 54cDataAnalytic ! | descripﬁve.smtiwcs [ <J‘> _
descriptive IJ'I [ inject L ( frend-plot _ Plot Time Series Predictions
g time-zeries-predictions

s R Studio

trend plot |J1:|

— s A — —— —A —— A= A

[r— [E—— o s

: algorithms are
time series .

reacions © @aUtomatically
== | transformed into

learning [

eicions | [MlicroServices for
annm.?l'_n,r |J‘| your

detection ]’

seaal 10T Applications

analytic I]'I

§
!
f
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DISIT x
AR ¢YSNAP/cry
Data Analytics to MicroServices with Plumber

How to configure the plumber data analytic node:

[5 HeatmapDemo @)

Edit plumber-data-analytic node

Delete Cancel m

v node properties

Relative Uri is the same of
the R @get annotation:

Name HeatmapDemo .

#' @get /TuscanyHeatmap
Relative Uri ITuscanyHeatmap)|
[3) Script R L. Upload  TuscanyHeatmap (3).R

(| poreate Plumber Data Analytic
N Snap4City (C), November 2019
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JOT Aoo vs Weao Scraoing

\ Q‘s
~ - e ® S
gk = J|EE| EE __
p \ == | ==|| @—ooo
/ '\ 7 >

e ///:-

> OO @

Snap4City (C), November 2019

e

[T
LLECLCLETRELRRELELEY




g EN&YIE ?‘?{I‘J.II:)}; IIBR!IQNTEDIO EBR!B§E! lTEMS I+
FIRENZE | B o | REREREL o _ SNAp4CITV
Web Scraping

Snap4City www.shapé4city.org

User: roottooladmin, Org: Other
Role: RootAdmin, Level: 7
LoGouT
oltieantwerpen beinieuws c % =0l T
My Snap4City.org N
Dashboards Politie Antwerpen
Altijd van dienst Q -
My Dashboards in All Org. - { rt- I- s
—
| portia crawl police antwerp -
Dashboards of My Organization -
£ BLAUWE LOKET | DIENSTVERLENING | NIEUWS | ORGANISATIE | KANTOREN ‘ J0BS | CONTACT -
My Dashboards in My Organization
Q@ hitpsifw
Notificator - - -
- Nieuwsberichten & Persbriefing &
Data Inspector - -
]
My Data, KPI, POI
10T Applications Persbriefing van
10T Directory and Devices ¥ 05/05/2019
Agressief tegen politie bij o
Knowledge and Maps ¥ controle
Micro Applications -
e Persbriefing van
External Services ¥ 04/05/2019
Inbreker in containerpark
Data Set Manager: Data Gate Resultaten Wodca ©
gevat
Resource Manager: Process Loader ¥ Verdachte van het dak °
geplukt
Development Tools ~
B Web Scraping Tool Leas meer .. - -
Web Scraping Tool (0n) ) ) = = .
@ Web Scraping Tool (6] Video's ) Allevideo's Snap4City portia-crawler-police-antwerp
@ RStudio Development Leerrijke veiligheidsoefening User: roottooladmini, Org: Other
"Comic Role: RootAdmi 1:7
R Studio Development 011 jole: RootAdmin, e &
R Studio Development 0116 bfi
~ subfiows
B RStudio Development Gral
& MicroServices from DataAnalytic portia crawl
ETL Development whain \ tmestampy | ————— || portiacrawipolice antwerp - ‘ i}

ETL Development 1

Frames are not

ETL Development 2
@ Knowledge Base Graphs

supported by Portia

tast_data json

e
{get] /nodered/nrtjwym/police-antwerp-news i o

(
status fast_data json

fink 0 hip

htp

< Knowledge Base Queries

websocket
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* |OT Applications, realized by using Snap4City Node-RED and integrated with
Snap4City Nodes/MicroServices block, can be behind dashboards to get data from
them with Virtual Sensors and Actuators.

— Dashboards may be connected to multiple IOT Applications and IOT devices
— |OT Applications may be connected with multiple Dashboards and IOT devices

* A network of Dashboards, IOT Apps and IOT Dev and data is easily realized
exchanging data via secure connections.

e see the following Training Cases
— US2. Using and Creating Snap4City Applications with Dashboards
— TC2.3 - List of MicroServices and the Help, for Final Users and Developers
— TC2.4 - The daisy of MicroServices for Snap4City Dashboard and I0OT App

— TC2.28 - Shap4City MicroServices for Snap4City platform management from IOT
Applications, feature of reflection

Snap4City (C), November 2019
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* see the following Training Cases
— US2. Using and Creating Snap4City Applications with Dashboards
— TC2.3 - List of MicroServices and the Help, for Final Users and Developers
— TC2.4 - The daisy of MicroServices for Snap4City Dashboard and IOT App

— TC2.28 - Snhap4City MicroServices for Snap4City platform management from I0OT
Applications, feature of reflection

— TC2.24 - 10T Applications developed exploiting MicroServices, also supporting GDPR, real

time, data sharing, etc.

— US9. Creating Snap4City IOT Applications, different formats, protocols, brokers,
communications

— TC6.8 - ETL processes for data transformation, and exploiting MicroServices/API/RestCall

— TC2.13 - Import of any new Block/MicroService or library of MicroServices into 10T
Application Builder tools

Snap4City (C), November 2019
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erting about critical events involving people in a specific area

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

A public operator (Road
Operator) on the field, like a
policeman or a public
transport driver, notifies to
a control room operator
(City Operator) a critical
event in the city.

SISRTIE

The notification includes the
reporting in real time of the
event position, the number
of involved people and the
gravity of the event.

Snap4City (C), November 2019 74
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erting about critical events involving people in a specific area
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gl EN =N I I =IE =E -

l "\ Coordinates Helsinki ]
' Created on dashboah

I -- Coordinates Florence
@ Created on dashboard

I '\ Coordinates Antwerp
@ Created on dashboard

\k\
\ setFlowLastPosition
@

A public operator (Road
Operator) on the field, like a
policeman or a public
transport driver, notifies to
a control room operator
(City Operator) a critical

event in the city. Rt ﬂ-_ )|
> Tupa o ===

The notification includes the [ emosoisoes | |

reporting in real time of the | l

event position, the number I

of involved people and the I

gravity of the event. I
/
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Check which route is less polluted

In this example,
microServices retrieve
information from the Smart
City storage and info to
create a dashboard that tells
the user which is the less
polluted path at a precise
moment to go jogging.

If predictive data are
available, it can work on
predictions

PARCO VIA FONTALLERTA

Q ShAest Qﬁ“let X

Green Routing
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Check which route is less polluted

In this example,
microServices retrieve
information from the Smart
City storage and info to
create a dashboard that tells
the user which is the less
polluted path at a precise
moment to go jogging.

If predictive data are
available, it can work on
predictions

ER

B Created on dashboard

-

Draw Journey

g

B connected to ws:fidashboard kmdcity. org:2080/server

CoordinatesinArray #H

B connected to ws:/fdashboard kmdcity.org: S080/server

B connected to ws://dashboard km4city. org:3080/server

Average
B connected to ws:/fdashboard_kmdcity org:8080/server
1
L e

B connected to ws:/dashboard kmdcity org:8080/server

B connected fo ws://dashboard kmdcity org:8080/server

to ws:/fdashboard kmdcity.org:8080/server

CoordinatesinArray #:—:

{ﬁ_Tﬁ
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Controlling Personal Mobile PAX Counter

In this example, the
interaction with 10T Devices
counting people by using Wi-Fi
and Bluetooth sniffing in its
vicinity (according to GDPR)

150

100

Mobile PAXCounter O1 in Antwerp

s4cmobpaxant01 - wifi (H24)

20:00

5.5ep 6.5ep

1.Sep 0400 08:00 1200

et &)

7.5ep 9.5ep 10.Sep 1.Sep

Begin

Finish

Cumulative Mode Active from 2019-
09-11T08:30:00.000Z and 2019-03-

11M2:30:00.000Z

Device in Cumulative
Mode OFF

CUMULATIVE MODE OFF

L SintGill
Waas

Stekene |

Moerbeke

Name:

is-

Tracker
) |
= Vliegbosis - \ 21
Woensdrecht Yk
E P s ‘ Merksplas
Description Value A - Rikevorsel [
Date & 30/8/2019 RS 2l
Time: 18:33:51
Metric wif

by . g
Hoogstraten

/

Zoersel

Oostmalle,

~ Herenthout

\gerlaar

Berg- -,
Putte

i Beginendik
~_Keerbergen )

03:00 0400 0500 06:00 07:00

08:00 09:00 10:00 1:00

1200

1400 1500

UNIVERSITA
DIGU STUDL

* DINFO | DISIT
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Heitop den SO sl N

 Herselt

W © OpenStreethtap contributors

1600

Wed 11 Sep 16:30:31

w e va
& s4cmobpaxantOl &~ §
Status: still
Speed: NJA
Last sent: TV9/2019 152438
Track Date: 2019-08-30

@ 2|

O prevday nextday®

Arendonk-

“Mol
Geel ~ Bel
N g

Meerﬁﬁu(
g P € I

. Tesse‘qderto b e

1700 18:00
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Controlling Personal Mobile PAX Counter

B connected fo ws://dashboard kmdcity org: 3080/server

digipolissnap4citypax/devices/sdcmobpaxantltiup = json E :

B connected

timestamp® | =  request config from Port3 | | digipolissnapdcitypax/devices/sdcmobpaxantl1/down

In this example, the
interaction with 10T Devices DY smimo
counting people by using Wi-Fi o
and Bluetooth sniffing in its [ acTvaTE !
vicinity (according to GDPR) |

| Adate

connected

N

Check Cumulative

O
j--

B connecied fo ws:/idashboard kmdcity org 3080 server

@ connecied o ws:id

@ Created on dashioar Value of my sdcmobpaxant01.beginhour [~ .1
= f j join o Create Timestamp
- trigger 250ms — Walue of my sdcmobpaxant1 begin minutes’ — o
& Value of my sdcmobpaxant0 1. finish.hour _:_ )
— _ } T ljein O

- trigger 250ms — Value of my sdcmobpaxantl1 finish. minutes =

Snap4City (C), November 2019
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/ Dashboard MS & Wizard
e . 10T App Widgets | | JT{"10T App Widgets |
g F-< new — -'! Custom Widéets |
.;/. I | E ial Tool ll

Analysis and Design, 2pedal Tools

Lot A e )

Paolucci, M. MicroServices
Suite for Smart City

A p p I i Ca t i O n S Legenda[ phase ) [Formal Design ) [ Tool/Process | [MicroService/Node | [“Widget |

* Sensors 2019, 19, 4798.

e https://www.mdpi.com/1424
-8220/19/21/4798/pdf

INGEQNERIA AND INTERNET IMPACT
F l RE N Z E DELL'INFORMAZIONE TECHNOLOGIES LAB FACTOR
3.031
p, f Ve Va f (4 f Vs
an Open Access Journal by MDPI
T T—— : NN\ N : : :
i A Discove | Development, Deploy, Testing A\ ‘\
: ; : [ ServieeMap 1\ . /5 i peviommen A\\\\\\ WY
~ 7 T 1 Requirements Data Inspector 10T Application - T \®
1 Speciffcation -=== —— - Y\ Implementation )
1 Data Ingestion > R —
T 1 . X
: ( Design L S ey
[ infOut ) irectory for D -
! | | LioT Device Regi e v ==l e
.o . . . o 1| | Historical 1 | [ Data Gate/ETL A DNt e e
e Badii, C.; Bellini, P.; Difino, A.; e
I N Valus of oy siomobpunantd Srish how |~ N
V4 *) ) *) ) 4 | [Private info H—+—+[ Mykei Modeiin L MyKpl Per. s _] Deploy, e rs——- S
o t | [web Data_H- Web Scrapin; WebScraping MS esting
Nesi, P.; Pantaleo, G.; | e
) °) ) °) 1 1 (DRev.DataAnal. ser Interface

! nI R-Studio "% Data Analytics MS_| I Development
: Python Dashboard Builder
I
I
|
I
1
1

-: ReEular Widiets |
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* Create a Simple IOT Application (Demo)

* Production of IOT Application (Exercitation)

e Data Processing with I0OT Application (Demo)

* Processing Data with |IOT Applications (Exercitation)

t“;t“; ‘ ‘ t“
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Creatz a Simole
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==
In this demo let's create an IOT Application
that:
* reads a realtime value of a service and
* publishes it on a dashboard
* sends email to someone
P oLl )
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‘ alal-1- Y1 B 10, ,
A" J "4 o o D%
. . . Node-RED
-~ Generates an input for the other nodes. It can be repeated at predefined intervals,

entered manually and of various types (string, number, Boolean, json etc.)

Suim.  Requests detailed information for a specific service on the platform (such
as a car park, hotel, etc.)

function Executes a Javascript code once the input message is received

json Transforms the incoming message into a JSON

Display values in different modalities on a Dashboard (or on different Dash)

The node called single content accepts strings, numbers and html.
The others only accept numbers.

Send an email to the desired recipient. You must enter the username and password of an

: . . x x
=1l active email. éé
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timestamp = ——  msg. payload E

T

Node-RED

. Inject and Debug EXTHET S BN s =

info debug dashboa

T all nodes o

e (Connect

22712018, 11:37:57 node: adazab55 425508
msg.payload : number

1563787358390

22712018, 11:35:44 node: adaza550 425098

* Deploy

msg.payoad @ numesr

info debug dashboa

1563787396951

22712018, 11:38:48 node: adazab5d 425008

msg.payioaa - numesr

* C(Click and Observe 1563787202326

e Play with results

d;d;
/ 7/
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.
=-
(P
o
R

—J _—
| timestamp ff:—:n service-info ﬁ:—:‘. S
Node-RED
info debug dashboard
 Service Info I a2
| service | L |
! 222018, 11:54:10  node: adazZab58. 4e06688 v

msg.payload : Object

e Connect

¥ Service: object

Name | |
predictions: arrayi@]
ServiceUri hitp:/fwww.disit.org/kmdcity/resource/CarParkPieracciniMeyer wrealtime: object
L]
* Configure
Language Italian v . . :
=results: obhject
http://www.disit.org/kmé4city/resource/CarParkPieracciniMeyer ¥bindings: array[1] Co Py the path

*@: ohject
d Deploy b capacity: object
= freeParkinglots: object
value: "77" 3 ¥
. . .
Y Cl k d O b P measuredTime: abject
IC a n Se rve F occupancy: object

¥ occupiedParkinglots: cbject

¥ status: object

' C h I
* Play with results opy the value

Ftrends: array84] I
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(e

> |

|J inject ni-—:a senvice-info | — Get Free Parking Lots ::—E

* Function ¢ e
° CO n n e Ct % Name Get Free Parking Lots|

# Function

i 1 msg.payload = msg.payload.realtime.results.bindings[@].freeParkinglLots.value

* Configure ": =im

msg.payload = msg.payload.realtime.results.bindings[0].freeParkingLots.value

* Deploy
 Click and Observe
* Play with results

ot

info debug

2272018, 12:22:07 node: adaZa%h6 4e0608
misg.paykoad : string[2]

IIE_TI

Snap4City (C), November 2019
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Node-RED

dashboard

T all nodes i
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] ﬁ_JJ =

0) timestamp :f:—:n service-info ﬂ:—::: Get Free Parking Lots  (~1{)| json :f:—:‘. -?C’
& _ I J Node-RED

o JSON 1w
PY Connect INfo ﬂEhl.-Iﬂ dashboard

* Deploy Yallnodes | | @
® C|ICk and Observe 22/7I2019, 12:31:00 node: ada?a556 426508

misg.payload : number

* Play with results .

ot

Snap4City (C), November 2019 89
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FIRENZE | B, | SEien e Stan 5 e
JLCY I
O sty - i L carspanig s~ - R
f h . B connected to ws:ffdashboard kmdcity. org: 8080¢server Node-RED
* Single content @)
SingleContent2 - PieracciniMeyer
e C
O n n e Ct geDashboard
Name BasicDemo23Luglio ~ || Create New
e Configure e
Name SingleContent - PieracciniMeyer

* Deploy
 Click and Observe

* Play with results

ot

104
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[][ timestamp u:::—:n service-info q:—:j: Get Free Parking Lots (1 (/  json :f:z: )

B connected to ws://dashboard.kmdcity.org:8030/server Node-RED

email

* Email s

° CO NN ect = To Destination'Mail

@ Server smtp.gmail.com

* Configure ==

& Userid Userid of y

¢ Deploy apassword  Password of yo
* Click and Observe

* Play with results

Snap4City (C), November 2019 il
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Nodes

A Node-RED
= Topic
ServiceUri hitp:/fwww. disit.org/kmdcity/resource/CarParkPieracciniMeyer
C Repeat interval v
Language Italian v
every | 15 minutes -
Inject once at start?
N -
[{] [b ¥ Name Get Free Parking Lots s Name ‘ BasicDemo23Luglio Create New
1 msg.payload = msg.payload.realtime.results. " Widget
i 2 indi a].f ParkinglLots.val R . -
BER return mec; bindings[¢]. frecparkingLots. value A ey Name singleContent - PieracciniMeyer
. i Edit Dashboard | View Dashboard
+ +
ool

Snap4City (C), November 2019
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Nodes connection

O EN O YRR cxreersimios -] AT

Snap4City (C), November 2019

—

-

&'..W.m,
= e
Lé'*f‘-'-"'

¢“SNAP/crry

=

Node-RED

I-_

B connected to ws:/fdashboard. kmdcity org-8080/semnver

oo o |

B connected to ws:/fdashboard kmdcity org:8080/fserver

S s

B connected to ws:/fdashboard.km4city org-8080/server

L”

B connected to ws:/fdashboard.km4city org-8080/server
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Node-RED

* OnClick or Every 15 minutes the timestamp node sends a message to the service-info node.
 When the message arrives, a request is sent to get details of the service URI entered in the

configuration, in this case the Pieraccini Meyer car park.
* The details are sent to the node named ”Get Free Parking Lots”, which recovers the value of the current

free places and ignores all the other data received in response.

 The values in output of node Get Free Parking Lots is a string.

 THUS ! node json may transform it into a number (for those who know JavaScript could be used

function parselnt() inside the function node). Then a number has been obtained!

* The Number can be sent to Different kinds of nodes to show it on Dashboards Widgets.

U
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Resulting Dashboard

BasicDemo23Luglio

Fri 19 Jul 11:00:36

SingleContent - PieracciniMeyer E) E) Time Trend - Pieraccini Meyer

i é 300

97 200

97 100

| oee | 282 ¢V sNAPAcTy Sl
":,* ":,* https://main.snap4city.org/view/index.php?iddasboard=MTk10Q==
e ~
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Node-RED

Goal:

Create an IOT App (flow) that reads a value from a service (for

example the parking lot seen in the previous demo)
serviceUri: http://www.disit.org/km4city/resource/CarParkPieracciniMeyer

and:

based on a certain threshold sends a different message on the
dashboard. For example, Almost Full Parking or Free Parking.
OR Send to you an email © !

You have 15 Minutes!
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EX1: Your NickName: ....cccceeeeceeceecceccnncsensencanne

=~ function S4C Search

~ input ~ S4CDashboard ~ S4CKPIData
L‘E] function [;3
oot
et ions
~ output EE] delay ti:) get my
kpidata
[ comment ] get public
kpidata
L‘E] http reguest [ij values
L‘ﬂ tcp request gj E% get d-E!lEgEltEd[%j

R S s
E o e =
S o
3 oG B

T SE—

s TR

I S ——

T e
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Node-RED

Free Park

1 i
. e C .
TR ven ] © singlContent-Pleraccinieyer |
d L =1 Busy Park )

L B connected to ws:idashboard. knnd city. org B 080 server
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Node-RED
r'EJ Free Park l_.Jr'-
R ¥ Name Free Park & -
# Function
1 msg.payload =
- ) i2 "¢b style="color: green’' »>Free " + msg.payload + "</b>"
[{] switch [1] Property « msg. payload 3 return msg;
== - 09 50 -1 |x
< ~||» % 50 —2 | x
"i‘ Busy Park :
W Name Busy Park & ~
# Function

1 msg.payload =
i2 r<b style="color: red’ >Full " + msg.payload + "</b>"
3 return msg;
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Resulting Dashboard

Threshold

Mon 22 Jul 143827

SingleContent - PieracciniMeyer

Free 207

https://main.snap4city.org/view/index.php?iddasboard=MTk2MQ==

- -
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Node-RED

Data Procassing wiir
JIOT Aopolication (DEVIO)
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In this demo let's create an loT Application that:

* reads a realtime values from a list of services,
* makes the sum of the value and
* publish the result on a dashboard

Snap4City (C), November 2019
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Node-RED
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lodes Tor riow

- Generates an input for the other nodes. It can be repeated at predefined intervals, No
entered manually and of various types (string, number, Boolean, json etc)
service info Requests detailed information for a specific service on the platform (such as a car park,
hotel, etc.)
i Search in around a certain point of the indicated service. It returns:
search within - servicesUri of all the services found,

circle - a2 GeolJSON containing a minimum of information about the services found, including
the coordinates and the name of the service.

function Executes Javascript code. For example, exploiting data arrived on input message and
producing an output message in JSON

Display values in different modes on a dashboard. The node called single content accepts

strings, numbers and html. The others only accept numbers.
adasad
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Node-RED

Divides the input message into multiple messages as indicated in the

configuration.
If you have an array at the input, you can configure it to send each element

of the array individually at the output.

split

. Treads the input message on possible different outputs based on a
- comparison made on the input message.

Operates in reverse order to the split. Joins the incoming messages in the

jon mode indicated in the configuration.
adalad
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— ]
= Node-RED
_ &% Payload » timestamp
Name ‘ | ‘
= Topic
C' Repeat interval - ServiceUn
every 15 _| minutes v Language v
Inject once at start?
':E] split qj Array @Dashboard .
] Name | TotalFreePark V‘
Split using Fixed length of 1 ' '
% Widget
Name Gauge - TotalFreePark
Edit Dashboard | View Dashboard
¥ Name Sum Of Free Park] l &~
# Function
-{{) Sum Of Free Park (}} 1 var sum = 9;
2~ for (var i = 8; 1 < msg.payload.length; i++){
3 sum = sum + parselnt(msg.payload[i].realtime.results.bindings[@].freeParkinglots.value);
4}
5 msg.payload = sum;
6 return msg; z: z: /:
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el | DA | S C"/s NAPicity
Nodes configuration 2/2
cé switch @3

Node-RED

¥ Name | Name
Max Results 100 v
Property = msg. payload.realtime.results
Language French v
Latitude 43.775246 -
Longitude 11.250564 is not null w —+1 =
Max Distance 6.534
el = : A A & B = e
ravezza . ¢ AL X — ¥F
N / a f i Bofgo/San ‘j\‘" : f Jal
‘\' g { pistoic Lo?eﬁi . :"3\3 Y San Marii
e ; UL b Pt | LA join
. T ﬁ A/ Mode manual ~

0 Combine each |« msg. payload
“ ! "inValdiPesa *
. (;as’lellienilnu ¥ R

AN Greve In Chianti - san Siovanni et

. "Val

A& to create an Array b

Leaflet | © OpenStreetMap comﬁbulor;

Categories Car_park Send th
en € message:
|car park
. Transfer Service And Renting « After a number of message paI'IB count
@23 car Park N h
« After a timeout following the first message | 3
— E—
&+ &+ +
/- /- ‘-
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A

Nodes connections =<

Node-RED

L‘J)—(EI Sum Of Free Park

B connected to ws:/fdashboard kmdcity org:8080/server

adadad
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timestamp L — service-search-within-circle

Every 15 minutes the timestamp node sends a message /__"‘" E—

to the service-search-within-circle node. 1\
ot T

N UNIVERSITA DINFO Y (= ¥ SOLTIO
Z | DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS N Ap4 m
FIRENZE | o8t uazione | TEGHNOLOGIES LAB CITy e -p@ﬂl- A

—

 When this message arrives, a request is sent to find all the car parks @ comeckd 0 S0 it O 40s0sere
in the search area entered in configuration

The first output of the service-search-within-circle node returns an array containing aII the uri
services of the car parks found. On such array we effect a split so that in input to service-info all the
services uri arrive as distinct messages in a sequence.
The configuration of the service-info node has not been filled because the URI service comes from
the incoming message and is considered that URI service for retrieving service details.
The switch and join nodes are used respectively to filter the results eliminating those parking lots
that have no value in realtime (because for example that parking lot has no sensor) and bring
together the various messages in a single array.
On this array, node Sum of Free Park the perform the sum of the free places of all Florence parking
and sent to the value to nodes representing Dashboard Widgets.

agaiadim
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IRENZE | BEREE o | SENEREL cne Resu lt SN Ap4c|'ry B o

!

TotalFreePark

Gauge - TotalFreePark (m) Speedometer - TotalFreePark (5m) SingleContent - TotalFreePark (3m) TimeTrend - TotalFreePark

3500

Fri19 Jul 16:03:24

3000
2500

1957

1500

1957

0 1979

1000
QzZ00 0400 06:00 08:00 10:00 12:00 1400

B | 25 ¢¥sNAPAcy

g \: DLGurrqu
il |FIRENZE

-~

https://main.snap4city.org/view/index.php?iddasboard=MTk2MA== ‘:r ‘:r ‘f
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it | DINFO | DISIT ' o
J0¢ | FIRENZE | S5 | RERESEL o CITY Lz
| TOP

Procassing cdata witn JOT

Aoolications (Exarcitaijon)

[T
LLECLCLETRELRRELELEY

d
y
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A
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T

Node-RED

Create an IOT Application / flow that:
* reads a value from a list of service, for example the car parks in

the Florence City Area, as seen in previous demo and
e calculates the average of Free Parking Lots and
e sends the value on a dashboard with the four possible nodes seen

in the demo.
Execution Time: 20 Minutes

o LI I T,
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EX2: Your NickName: ....cccceeeeceeceecceccancsensencanne

=~ function S4C Search

~ input ~ S4CDashboard ~ S4CKPIData
EE] function [;:J
gty
template gj kpidata
~  output EE] delay ti:) get my
kpidata
[ comment ] get public
kpidata
L‘E] http reguest [ij values
L‘ﬂ tcp request gj E% get d-E!lEgEltEd[%j

R S s
E o e =
S o
3 oG B

T SE—

s TR

I S ——

T e
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FIRENZE | 5% 8ooe | RORNERSL o

Dne Possible Solution

Node-RED

. Gauge- AvgFrecerk [
B connected to ws:/fdashboard kmdcity org:8080/semver

B connected to ws:/idashboard.kmdcity. org:8080/server

!—u—\

switch é}—{é join é}——{i) Avg Of Free Park #

 speesmetr-grreeran [
B connected to ws:/fdashboard kmdcity org:8080/semver

B connected to ws://dashboard.kmdcity. org:8080/server

adadad
Z- £ -
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bt srom | DINFO (DISIT
DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | 5% 8ooe | RORNERSL o

\ -y : -~ " - —
- 9 ™ -
Nodes contiguration 4
-=a .= — — — — — Node-RED
_ &% Payload » timestamp
Name ‘ | ‘
= Topic
C' Repeat interval - ServiceUn
every 15 _| minutes v Language v
Inject once at start?
':E] split qj Array @Dashboard .
] Name | TotalFreePark V‘
Split using Fixed length of 1 ' '
% Widget
Name Gauge - TotalFreePark
Edit Dashboard View Dashboard
¥ Name Avg Of Free Park] l &~
# Function
":? Avg Of Free Park q} 1 war sum = 8;
2~ for (var 1 = 8; 1 < msg.payload.length; i++){
3 sum = sum + parselnt{msg.payload[i].realtime.results.bindings[8].freeParkinglots.value);
4~}
5 msg.payload = parseInt(sum/msg.payload.length); + + +
6 return msg; ey ‘- L
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el | DA | S C"/s NAPicity
Nodes configuration 2/2
cé switch @3

Node-RED

¥ Name | Name
Max Results 100 v
Property = msg. payload.realtime.results
Language French v
Latitude 43.775246 -
Longitude 11.250564 is not null w —+1 =
Max Distance 6.534
el = : A A & B = e
ravezza . ¢ AL X — ¥F
N / a f i Bofgo/San ‘j\‘" : f Jal
‘\' g { pistoic Lo?eﬁi . :"3\3 Y San Marii
e ; UL b Pt | LA join
. T ﬁ A/ Mode manual ~

0 Combine each |« msg. payload
“ ! "inValdiPesa *
. (;as’lellienilnu ¥ R

AN Greve In Chianti - san Siovanni et

. "Val

A& to create an Array b

Leaflet | © OpenStreetMap comﬁbulor;

Categories Car_park Send th
en € message:
|car park
. Transfer Service And Renting « After a number of message paI'IB count
@23 car Park N h
« After a timeout following the first message | 3
— E—
&+ &+ +
/- /- ‘-
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Resulting Dashboard

= AvgFreePark

Mon 22 Jul 14:51:51

Gauge - AvgFreePark [em) Speedometer - AvgFreePark [em) SingleContent - AvgFreePark [om) TimeTrend - AvgFreePark @m)

400

350

300

103 - A

103

200

150

100
22.Jul 02:00 0£:00 06:00 08:00 10:00 12:00 14:00

https://main.snap4city.org/view/index.php?iddasboard=MTk2Mg==
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES "';g‘:SNAplicnv @
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

([ RIATLETE

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM ¢ OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS » MOBILE APPS
PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS * BUSINESS INTELLIGENCE « WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES ¢
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* LOCAL GOVERN

STAKEHOLDERS * GDER + OPEN IOT DEVICES
CITY USERS * SECURITY « |OT EDGE
IN-HOUSE * PRIVACY « |OT GATEWAY
ENERGY OPERATORS * ASSESSMENT * PAX COUNTERS
MOBILITY OPERATORS SRAUDITING + |OT BUTTONS
« COMMERCIAL el IOT DIRECTORY + SERVICE MAP PREDICTIONS » ANOMALY DETECTION * WHAT-IF ANALYSIS *» TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
OPERATORS RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS » OFFER VS DEMAND ANALYSIS + ENVIRONMENTAL DATA ANALYSIS
e RV S ERATONS R STUDIO « ETL AND PREDICTIONS + REAL TIME HEATMAPS * ROUTING + ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ksl ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
s « TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
i it el sty i KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE
« START-UPS :
o ASSOCIATIONS * TRAINING TUTORIALS, COMMUNITY MANAGEMENT
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL Siva 10T / I0E BROKERS INDUSTRY 4.0 Jll SOCIAL MEDIA
‘ SERVICES
X7 a
W - :
N

&




UNIVERSITA DINFO | DISIT x ML D
DEGLI STUDI | ppapmivento ol DISTRIBUTED SYSTEMS KM
FIRENZE | S5 o | RERBEELCC CITY o
Open Data - ; -
e Data Processing Tools Final Users’ Tools
e Open . Dashboards
Mobility Data secmmosston ETL Processes, Data Analytic, R; 10T App; etc.

- - ===

GIS + Map Data - [So=a

ETL Processes loT/IoE Applications
Elastic Management of Containers I

Big Data Storage Knowledge

Proprietary

Data

Phoenix, Hbase
+ indexing

Smart City Cloud Infrastructure I

Living Lab, Development and Management Tools
Management Data Flow Analysis DataGate/| ==

ata

“Zpersonal =

Km4City Smart City API

Studio

Static, Quasi static and Real Time data flows

—n Industry 4.0 CKAN
— D
~ @) === i
- e Vi - .
' — Resource
Social Media Manager

Authentication, Authorization, GDPR, Security Assessment
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Market Solutions
PTC ThingWorkx [59]
Bosch loT Suite [58]
CISCO Jasper [55]
MindSphere
Smarthing Samsung [52]
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Snap4City
Azure 10T [44]
Siemens
Carriots [54]
Google 10T [45]
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e Data ingestion and model
— Unified data model (exploited in the Wizard and Knowledge base)

— Semantic Reasoner modelling city entities, supporting sematic
search, expert system, digital Twin, etc.

— 10T Directory abstracting complexity of 10T
Devices, Edge, Brokers, protocols and data formats

* Data Analytics and Data Processes

— Flexible and extensible IOT Applications

— Data Analytic: multiple programming languages,
* Visual Analytics, dashboarding, Apps

— Wizard: expert system for immediate dashboard production
matching data vs graphics representation

— Dashboards specialized multidomain for Smart Cities
— Custom Widgets and Synoptics
— Ready to use Mobile App, instant App, MicroApplication

- Strategies fo rm a | izatio n S u p po rts My 10T DeViceg Big Data Analytics, Artificial Intelligence o
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* Openness to any developers

— Living Lab support for coworking, sharing, and delegating

— Advanced Smart City APIs and MicroServices

— 100% Open Source, Open hardware
e Security and Privacy

— End-2-end encrypted communication,

d’ SNANcnv m

TIPS WSz, HTT
Yy
107 iDashboard 7!71_
= H[IOTEdg ]Q-P‘IDTB kﬂﬁ lication] ¢  ENgine
)
gg f' "ml
Q

on devices, platform, ... dashboards = %: ;!
W §) ey
— GDPR compliant privacy/security = o ,:f'c“m 3

e Non functional

— on cloud and on premise, your private installation d’SNAp4

— Ready to use Appliance Virtual Machines and/or fgpgatn;eﬁa;dt?gﬁ:
Containers for a modules and tools. == B

— Flexible, Modular, Elastic, scalable and robust
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LN

S

Dashboards with data driven |OT Applications enforcing intelligence

10T and data World |OT Applications >Df*5hab?ar;ds and AIOS

City: Builder of Sentient Cities Solutic

My IOT Devices Big Data Analytics, Artificial Intelligence
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Communication Patterns

™ l

« MQTT

e HTTP(s)

« AMQP
 COAP

* NGSI

* OneM2M

* WebSockets

Discovery Telemetry Inquiries Commands Notifications ® ........
Discover, register Information Fows Requests from Commands from e B
and “thrust™ new From device to devices looking to other systems to a P M o E
devices on the another system for gather required device or a group systems to a tc.
network conweying status information or asking of devices to SoVice O 8 @ OUD

chaﬁges in the to initiate activities perform specific for conveying

e activties status changes in

Registration Push Bulk action the world
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call,
SMTP, TCP, UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX I,
SOAP, WSDL, Twitter, FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE,
SOLR, SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, ModBUS, OPC,
GML, RS485, WFS, WMS, ODBC, JDBC, Elastic Search, Phoenix, XML, JSON, CSV,
db, GeoJSON, Enfuser FMI, Android, Raspberry Pi, Local File System, ESP32,
Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, HTML, CSS, etc.

@F oundation E Fl- E@15 bee smart city

Node-RED digital ecosystem

| EUROPEAN OPEN
47 sigfox ¥ kan HGIL @ esri nalia My . SCIENCE CLOUD

partner network e As orunmne
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* Snap4City is capable to ingest and work with any format:

— Data exchange: JSON, GeoJSON, XML, HTML, HTMLS, DATEX, GTFS,
binary, etc.

— Table: CSV, XLSX, XLS, database, ...
— Any archive file format: zip, rar, 7z, tgz, ...
— Any image format: png, gif, tiff, ico, jpg, ...
— Any video format: mp4, avi, moy, ...
e Search the format you need to cope on the search box of
Snap4City portal!
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Network
Network of 10T Brokers

Manager vs Final User

|OT Directory

] .
: | . . My 10T Device
. I L ‘ — = spkcty 7 MyloT Devies
|OT Broker © == - === |OT Network
—= —— Register
T ;::g Manager .
Registerin \ .
L/ i 1
~—"_ Knowledge Base, - ' |OT Application s
N — Km4City — : ) .
. : - [—— Final user
@( ) - ' Manager
il IZLI}“:Z.( % “ , Discoverin :
g S| Ve X | ) -
=] I . € ool -
SsCe~ T

Knowledge and Storage
Data from the Field and
City

Knowledge Base

Dashboard Wizard
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¢“SNAPciry ;

https://www.snhap4city.org/drupal/node/474

|OT Broker

|OT Device

¢YSNAP/cry Case B2

|OT Device

E—» |OT Broker

IOT Device @) Registered
|OT Device on Broker

|OT Broker

> CUSNAP4CIT‘I Case B1

i) Registered IOT Broker
on Snap4City

¢YSNAPcrry Case Al.2

l |OT Broker

a) Registered
|OT Device on Broker

|OT Device

-+ ¢VSNAPary Case A2

i) Registered IOT Broker on Snap
ii) Registered IOT Device on Snap
Snap4cCity (C), November 2019
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DEGLI STUDI IBRIT,QNTEDIO

FIRENZE | B&ENKuazione

DISIT

*
TR C" SNAPiary
- — . g
[/IOE Devices

Snap4City My IOT Devices

Just Buy an |OT Device and 0
register: SigFOX, MQTT, NGSI
(FiwWare), ...

Add My New Device

Select Latitude/Longitude on Map
— Attach them by e 0 N Ay
* Models ol = NN, :_

— A range of protocols, G o =\

formats, approaches

KEY1 KEY2

=Em

P

4 Verrkzzang

Create your own devices:
— Arduino,
— Raspberry,
— Android,
— LoraWAN + Arduino, . .
— etc. Secure Communication: HTTPS,

TLS (K1, K2), Certificates
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Name Model
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¢ IOTBroker § Protocol § Format % Ownership Tpe e Aiitres
. a
ARDUINO_ST_4203 orionUNIM ngsi json Light public m (EDIT Il DEL | Q Producer Freguency
+ ARDUINO_ST_4204 orionUNIMI ngsi Json Motion_Detection public B m g Public .
Visibility
+ ARDUINO_ST_4205 orionUNIM ngsi json Sound_LV public ﬂ EDIT EE! g
+ < s i
ARDUINO_ST_4207 orionUNIMI ngsi json Presence_Detection_E public EDIT |l DEL | KEY1 KEY 2
+ ARDUINO_ST_4212 orionUNIM ngsi json Power_Meter_M public “ Egﬂ EE! Q
+ ARDUINO_ST_4213 orionUNIMI ngsi Json Power_Meter_S public E m g
+ AudioButton_254_widgetOnOffButton2930 orionUNIFI ngsi json AudioButton public ﬂ EDIT
Snap4City IOT Sensors and Actuators
+ CityLamp_274_widgetOnOffButton3379 orionUNIFI ngsi Jjson CityLamp public m EDIT
List
- | fan02 mgttUNIFI matt csv fancoll public m [ EDIT |
Visualizzazioni * 1L}
+ Impulsek public m Ii:il
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\ +  srionUNIMI ARDUINO_ST_4203 timestamp timestamp refresh_rate 300 - Q
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: *  orionUNIMI  ARDUING_ ST 4204 longitude longitude refresh_rate 300 o FE C= e
j *  orionUNIMI  ARDUING_ST_4204  measure_units  actuator_canceller refresh_rate 300 - e
P + . - e aon - o
: L oNel 10 OpenStosiMas Sttt rs orionUNIMI  ARDUINO_ST 4204 motion_detection  motion_detection refresh_rate 300 - @
*  orionUNIMI  ARDUINO. ST 4204 timestamp timestamp refresh_rate 300 [ o [ DEL | @

tn
&

10 |rows per page ;
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jon Develiopment

Flow 1 Average temperat | temperatures loT-Directory-In loT-Directory-Out Ny |+ info debug dashboa 8 Flow? Edit device-registration node
L) " et
T all nodes o
9 o n b g P § \07 e paylaad - sing 2 Al v node properties
o imes! s X 301 : msg payload : stingl2
inject r? [ J[:I timestamp © E.»—-_,\, Celsius temperature —— W json '~ ntprequest O - 01 ¢ meg payload - s =
ll catch %w S4CLogDev Devke Name” ||
\. EEUD ?‘ [ ]D timestamp v [——) peratu » 3 temp3o1o ewentiog Mode 1 '
—— - b @ connected
‘ o3 s4cioT /& } > A
—— L B ‘ |
‘ matt g s 9- \ I
{ y L : 37
( Ly (A Fiware Orion Query ©) <) aggregator i
e h h "sg" gy / Sa Mag
“ websocket ¢\ prao )
[ ) a 9 f 1
k 0 [ temp3oto (— ~ converttemp [
[ ) @ connected
== N o -
— v node properties
; fiware orion ()
‘\7T Device-based search Value-based search ] Y ; Vinei S 3 ~
- San Giuliano SR Signa Pontassieve
T o244 erreto Guidi j“/ ) L -
] Aggregated by device types Fucecchio Empol
| { Bibblena Ir
~ output ® Retrieval Map search v Cascina San Miniato, San'Castlano Reggello
. in\Valdi Pesa
T — > iz P
E SO ] o 9 // o = F o) 0Nsacco Cadtelfibrentino Figline Valdarno
p! Sovess S0 eimey aF Collesalvetti Greve in Chiantl ;
—_— Qona,_____ eyt \} - asson) 7 Sansepolcro
a link ‘ o o RREAI A D““’\ /. vimercate =) ftoods 7 Certaldo .\
P Cegnana \\J‘ Nl v z ::W B Montevarchi \\
O mat ‘ ) ) Patapisss : /
Q ’ | comadotimo Rl / Bucine
t vic - \ { g " 98 PR amY | R )y Paggibonsi Arezzo it diGasello
* e gV, : ma L s e B A ]
= | i S i R P T I u/__ Rosignano b
e Marittimo Volterra Leaflet | © OpenStrestMap contributors
ol et Bosiopard
-, o cortico 5
= b ogricoio s % % X
. “ e 1 A Key 1 3568dcdf-3167-4ee7-ac05-91d3a9668chs
\ P \ X
N Kpidve Shipflpie Mitignina’ e
N\ X\ N * =
\ Dgeyins / / O\ Key 2 5e260980-402e-4853-9edc-664€025254¢8
\ - 3 Nghg ontruiors
«a Type -« Context-Broker
Light orionUNIMI en generated automatically for your device. Keep track of them. Details on info
o Motion_Detecton oronUNIMI
o Sound. arionUNIMI
o Fresence _Datection_E oronUNIMI
[ ARDUINO_ST_4212 Power_Mater M crionUNIMI
[ ARDUINO_ST_4213 Fowar_Mater S oronUNIMI
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|OT Orion Broker

AMQP

COAP

@
@
@
@
@
@
@
@
-
@

Registering
Discovery

SIGFOX

Data Shadow,
Elastic Search

|OT Archit

|OT Directory

Browsing
Discovering

TheThingsNetwork

Advanced Smart City API

One Mc2M

Snap4City MicroServices Node-RED

|

Elastic Management of 10T Applications
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SMART CITIES REFERENCE

ARCHITECTURE

Is open to the Development of Applications
leaving large space to developers

Is cantered on the Orion Broker that result
central in the architecture: any Broker or data
source is sending data to Orion

Security level is not clear, partially demanded
to developers

Visual Flexible 10T processing is not clearly
provided

Limited API for IOT data access

Knowage Bl presents several limitations in
showing Smart City Data

Market place on Open Data

Support of Developers via Fi-Ware
Deployed as VM and Dockers

open source, not the application parts

¢V SNAPcrry B

Is open to the Development of Applications leaving large
space and providing a large set of ready to use
applicative tools and solutions to build their solutions on
top or aside.

Is fully distributed, any kind of data source can be
ingested, automatically.

Orion Broker is only one of the Brokers that can be used.
It can be also protected by Snap4City tech, with Mutual
Authentication

Visual Flexible 10T processing is provided as Node-RED
and Snap4City MicroServices suites

Advanced Smart City API are provided on top of
Knowledge Base

Dashboard Builder has been designed for Smart City Data
and automated dashboards’ production

Market Place on Open Data, tools, processes, experiences
Full Support for Living Lab of the city, coworking, tutorials
Deployed as VM and Dockers

100% open Source

Snap4City (C), November 2019
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. Snap4City is an official Fi-Ware Solution via
— NGSI V1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M,
LoraWAN, OPC, SigFOX, etc. see Fi-Ware Https://www.fiware.org

* Snap4City is compatible with all the above protocols
— via I0T Orion Broker,

— via direct connection on ETL processes on their corresponding 10T
brokers, and/or

— via |OT Applications.

* Snap4City is also compatible with many other protocols, see
the table reported in page: https://www.snap4city.org/65

Snap4City (C), November 2019
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n Snap4City you can chose to connect your devices at Snap4City
Platform in different manners:

— (a) directly to Snap4cCity, or

— (b) via an IOT Orion Broker (external IOT Broker or those provided by
Snap4City), or
— (c) via any third party IOT Brokers in any protocol you have.

* Snap4City has

— Improved 10T Orion Broker with the so called Orion Broker Filter (Orion
Broker Filter, NGSI Security Wrapper) which is a secure wrapper for NGSI V1
and V2 protocol for enforcing Mutual Authentication, Security, roles, etc.

— Produced open hardware and open software NGSI Compliant: as

* |0T Devices with mutual authentication and security based
for NGSI on: Android, Arduino and ESP32, IOT Button, etc.

* |0T Edge devices with mutual authentication and security based
for NGSI on: Raspberry Pl, Windows, Linux.

Snap4City (C), November 2019
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* |OT device registration can be performed by all kind of users.
* Higher level users can register large sets of I0T devices, reg. in Bulk

e Suggested training:
— HOW TO: add a device to the Snhap4City Platform

— SnapA4City 10T Devices Registration

— TC2.15 - 10T device registration
— TC2.11 - Search on IOT Directory for Devices and Sensors, IOT Device

Registration
— TC2.30 - Bulk Load for loT Devices Registration

— TC10.9 - 10T Directory and Multiple Brokers

Snap4City (C), November 2019
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E‘M

€3 Bluetooth
O1 Devices s O1 edge Devices
Actuators ),
LoraWAN +  Arduino, Snap4All Snap4All pax 10T Edge |OT Edge LoraWan
Arduino + Wi-FEi NGSI |OT Button Counter NodeRED: NodeRED: Gateway:
12C. NGSI ’ LoraWAN Raspberry Pi, Android, LINUX, 10T Edge, NGSI,
’ ESP, NG5, WIFI, NGSI, NGSI, WiFi, Windows, ... WIFI, RJ45, GPS

Wi-FI, BT &ps RIS, ..

Any Sensor / Actuator
Open to other protocols
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* |OT Devices can be open or proprietary

* |OT Devices: a large range of protocols, formats and kind

— 10T Devices (single or in bulk) are registered on IOT Directory and thus according to Knowledge base
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

— |OT Models are saved on IOT Directory for shortening the registration process
— |OT Device healthiness is monitored automatically
* |OT Devices can be public or private
— Full support of Proprietary protocols and devices
— Providing Open Hardware and Open Software 10T Devices/IOT Edge: NGSI fully secure

* |OT Edge are devices with some computing capability, realized by using: Raspberry, Android,
Linux, Windows, etc.

— Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

* |OT Devices are connected via Secure Encrypted Mutual Authenticated channel of
communication

Snap4City (C), November 2019
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ora 101 Device, Al
* Arduino Uno, Mega
* LoraWan Connection
* Any sensor, + |12C

* Fully Customizable

* Open Source |
e NGSI or any other protocols &
* Gateway: Dragino

=
EF LoRa . |
= https://www.snap4city.org/drupal/node/216
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e Raspberry Pi Based LoraWan Gateway
* Physical UpLink as: Wi-Fi, RJ45

* Logical UpLink: LoraWAN TheThingsNetwork,
NGSI V2 (mutual authenticated Snap4City)

e Powered 5V
e Geolocated GPS Antenna
* |OT Edge Snap4City Included if needed

)

©)
A
Q)

& Fl L

(
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<4 I

1OT Device with Arau

e Arduino Uno

* Wi-Fi shield, standard y
 Mutual Authentication with
certificates, or K1,K2,sha =

e Secure encrypted connection,
NGSI

* Open Source

* Fully Customizable
— Any sensor

— NGSI or any other protocol
=

-

O" FI
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o=, - AT D WA version: 3
ilel JKAJ JJ » 1V v
e Multi Wi-Fi

Ready to use BLE  £)Bluetooth

ESP based, cheap & easy
— low/no energy consumption/ standby

Mutual Authentication with o Sauared o

certificates, or K1,K2,sha — Squared Double
N/ Snap4all Button \ SC{UBFEd Long
secure encrypted connection, NGSI Round Short
yp ’ = \ Round Double
Open Source, Fully Customizable Round Long

HW extensib|e to sensors https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config
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‘ 1720

* Raspberry Pi =

e Mutual Authentication with e

13 39.20 =
certificates

3550

* Secure encrypted connection .
* 10T Application inside 3840 3 MEma——
* Any sensor

* Any protocol from 10T devices - o —

* NGSI or any other protocol — =

* Fully Customizable /[ e per—— Ly

: ) - — icroServices:
* Local and Cloud Dashboard S R — _
— \ ‘ zm rpi gpio D HT
* Special MicroServices - /' /; —— - ModBus
- — (i — - any shield
Q ‘:’ {m ledborg - etC....
C© F @ —JERE. e
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3.3V Power - 1 2 - 5V Power -
= = i = a Temperature1
SDA1 - GPIO02 - 3 () 4 - 5V Power ‘T - Raspberry Pi - storage
SCL1-GPIO03 -5 O 6 - Ground 57 iantrEcM PINZ)
GPIO04 -7 O | O 8-GPIO14 - TXD —
; :
Ground - 9 O 10 - GPIO15 - RxD Q.|| Humidiyt () [ rpi gpio [;j [ tail [}J
GPIO17 - 11 O | O 12 - GPIO18 '
timestamp & h
GPIO27-13 O | 14 - Ground ot e [é — ] [é file [}3
GPIO22 - 15 O | O 16 - GP1023 | Humidty2 O
3.3V Power - 17 O 18 - GPIO24 ; _ : : A 3
MOSI - GPIO10 - 19 O 20 - Ground | mhANHTIECM PINTO) () [ rpi mouse [;J
MISO - GPIO0S -21 O | O 22 - GPIO25 5 Temperatwez
SCLK - GPIO11-23 O | O 24 - GPIO8 - CEO — [ rpi keyboard qJ EE] i ]
Ground - 25 O 26 - GPIO7 - CE1 4
SD - 27 28 - SC ~ network
GPIOOS _29 O 30 = Ground W Retrieval Map Search ~
GPIC06 -31 O | O 32 -GPIO12 .
GPIO13-33 O 34 - Ground [ ping @3
GPIO19-35 O | O 36 - GPIO16
GPIO26 - 37 O | O 38 - GPIO20
Ground - 39 O 40 - GP1021 ~ S4CDashboard
= Topic rpi-dht11(BCM PIN 2} [{] ELLIT ] dashboard
websockset
= Sensor [ Sense HAT q]
model DHT11 A
£, dashboard
= Leafiet | © Op: [:E] Sense HAT ] websocksat
i= Fin
numbering BCM GPIO A RaspberryPi_Environment EdgeDevice
= Pin number el v
% Hame 1 msg.payload={"temperaturel”:{"value”:msg.payload , “"type”:"Float"}};
2 return msg;

) @ r-)’
Ll el

A

101 ed

eQ
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City user

Would like to:

- Monitor and exploit
temperature and humidity

- Manage sensors

- Perform edge computing

- Using these data for
multiple applications

|OT Broker

Click
here  —=t e ) Fesoers e emmant— > TS 2, T o T
StepS: = Raspberry Environment
1. Registering the device and sensors Eclge Device
2. Create flow on edge device using NodeRed with Snap4City, e Emahs H Empastiet H Enpeates
sending data to Broker \m..‘k__\'\...\h.w

3. Use data from Broker on Snap4City IOT App
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* Android, any version, App from:

https://www.snap4city.org/download/video/Snap
4All.apk

 Mutual Authentication with certificates

e Secure encrypted connection, NGSI

* |OT Application inside

* Any sensor + Local device sensors

* Any protocol from IOT devices

* NGSI or any other protocol

* Fully Customizable

* Local and Cloud Dashboard

e Special MicroServices
https://www.snap4city.org/drupal/node/278

DASHBOARD

NNNNNNN

NNNNN
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X172, 100% 1025
< > <% localhost (6] @ 0 o

MicroServices:
- Snap4City

termux-battery- termux-download
status

termux-location

termux-camera- - Termux Snap4cCity specific
info e a5 o e o
termux-ts-speak 6 == w\...»wewsf_ms_‘;ﬁf e — ST etc.
@ Created on dashboard = T =
termux-clipboard- o= LL)_‘W
. sialus O =
get termux-vibrate e L L

' T TS Speak ;ﬂ’

'@ Created on dashboard

termux-contact-list

termux-sms-inbox

L Tosst 1|1 X1'S.1100 1025
7 localhost (6] @ o0 o
termux-telephony- 5

termux-toast

cellinfo

Edit impulse-button node

termuzc-telephony- termux-sms-send

deviceinfo

! - node properties

termux-share
termux-tts-engines

termux-notification

lEermux-camera-
photo .
termux-wifi-
- connectioninfo
termux-clipboard-
zal
termux-wifi-
termux-dialeg scaninfo
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>ii-Mobility: Dynamic Signage and Street Ving

Control

Room
Video

Decisor

loT Edge <
] | 2
I@ °r

Local Control
Dashboard

Safe and resilient solution

manging Degradated conditions
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LISIN 2.677

Sensors

an Open Access Journal by MDPI

O1 ror iViobility Intras
¢ C. Badu P. Bellini, A. lelno

P. Nesi, "Sii-Mobility: an
IOT/IOE architecture to
enhance smart city services S
of mobility and
transportation”,
Sensors, MDPI, 2019

e https://www.mdpi.com/14
24-8220/19/1/1/pdf

A S

A 'xﬁj._.i‘ x 1=
gl

7] 30 checkStatusAndConnecsionSmarntGate
e
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Fixed PaxCounter LoraWan
— Based on Wi-Fi- Bluetooth
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Mobile PaxCounter LoraWan
e Based on Wi-Fi- Bluetooth

Fixed
PaxCounter(LoraWan+Wifi

out)
— Based on Wi-Fi- Bluetooth

= =
LgRa® @ €3 Bluetooth

https://www.snap4city.org/drupal/node/456
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rogrammable PAX counting
Mobile PAXCounter Ol in Antwerp

s4cmobpaxantO1 - wifi (H24)

Mon 23 Sep 18:39:46

s,
Hals?g{sgtp

\
@, 7
s4cmobpaxantO] - wifi (1 Week) A

19. Sep 21.Sep

Begin 3:00

Finish | 5:30 T GRS (0 ae i) S RN s

_ ©Openstreetiap contributors

Sots (5] @ P Coumersns

Cumulative Mode Active from 2019- AR .
P | Bty Device in Cumulative
CUMULATIVE MODE OFF 23T05:30:00.000Z Mode OFF

s e | B ¢ sNAPAcr
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User: roottooladmini, Org: DISIT < Node-RED
Role: RootAdmin, Level: 7 N
LoGouT
~ input
My Snap4City.org
| inject o]
@& Dashboards X v
L
My Dashboards in All Org. catch P
Dashboards of My Organization | status u‘fu
My Dashboards in My Organiza | link I'J1:I
Notificator |‘ﬁlu
magf B
Data Inspector e T
|. ntp O

My Data, KPI, POI

10T Applications

10T Directory and Devices *

| websocket |J1:|

edge and Maps * |

» Applica
External Services * o amgp2 (]

Data Set Manager: Data Gate

w
o
=
o

Resource Manager: Process Loader ~

# Development Tools *

% Management *
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* A large range of Devices can be used on Snap4City:
— Proprietary or Open HW/SW.
— Devices of/for makers on which we provide Open source code

 Documentation and instructions:
— TC9.4 - 10T application exploiting Edge computing with Raspberry
— TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
— Snap4City: Arduino & ESP8266 10T Device NGSI
— SnapA4City IOT Devices Registration
— Snap4All 10T Button: based on ESP32, NGSI compliant secure connection
— IDE Setup for Snap4All IOT Button, and source code
— Registering I0T Edge: example of Raspberry Pi, total security
— Creating: 10T Device, Raspberry Pi based, totally compliant with Snap4City
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End to End security

— From IOT Devices to Dashboard (user interface)
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: |
u loT Context
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| 31
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Directory and storage

Security and Privacy Management
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Select4Cities H2020 are representing tools and research founded by European Commission for the Select4Cities project.
Select4Cities has received funding from the European Research Council (ERC) under the European Union's Horizon 2020 SI:I - Hortzon 2020
101 ulil“ii

research and innovation Programme (grant agreement n° 688196) lEuropean Ulr:ion Funding
or Research & Innovation

TRAFAIR is a CEF project. All slides reporting logo of TRAFAIR project are representing tools and research founded by the EC on

CEF programme http://trafair.eu/

— _ _ - _ [l INEA CEF-TELECOM Project
Thanks to the European Commission for founding. All slides reporting logo of REPLICATE H2020 are representing tools and ) funded by European Union
research founded by European Commission for the REPLICATE project. REPLICATE has received funding from the European
Research Council (ERC) under the European Union's Horizon 2020 research and innovation Programme (grant agreement n®
691735).

Thanks to the European Commission for founding. All slides reporting logo of RESOLUTE H2020 are representing tools and

RN Horizon 2020
E, European Union Funding

= for Research & Innovation
research founded by European Commission for the RESOLUTE project. RESOLUTE has received funding from the European REPLICATE
Research Council (ERC) under the European Union's Horizon 2020 research and innovation Programme (grant agreement n® \\j |
) PR Horizon 2020
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e 2= = = = = for Research & Innovation

Thanks to the MIUR for co-founding and to the University of Florence and companies involved. All slides reporting logo of Sii- = ;
Mobility are representing tools and research founded by MIUR for the Sii-Mobility SCN MIUR project.

KmaA4City is an open technology and research line of DISIT Lab exploited by a number of projects. Some of the innovative
solutions and research issues developed into projects are also compliant and contributing to the Km4City approach and thus are
released as open sources and are interoperable, scalable, modular, standard compliant, etc.
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