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Sentient Smart City
Dashboards and IOT Intelligence
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Dashboards and AppsCity Data & IOT
IOT Applications

IOT Devices
Big Data Analytics, Artificial Intelligence

Dashboards with data driven IOT Applications enforcing intelligence
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Smart City Control Room (architecture)
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Public Services, 
Govern, events, …

Sensors, IOT Cameras, 
Wi-Fi ..

Environment, Water, 
energy

Social Media

Transport systems
Mobility, parking

Shops, services, 
operators

Social Media 
Crawler and 

Manager



Snap4City/Km4City Platform
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• Open Data: 
– Data gate, federation of 

Open Data Portals
– ETL processes (PULL)
– IOT Application processes

• IOT Networks:
– IOT Application processes, 

data driven or PULL
– IOT Brokers (Push) → IOT 

Shadow
• Web Pages:

– Web scraping, crawling 
processes

• Social media: Twitter, Facebook,..
– Twitter Vigilance, IOT App 

• Mobile Apps
– Smart City API

• Files upload: CSV, Excel, etc.
– IOT Applications, ETL

• REST API, WS, FTP, etc.
– IOT Applications, ETL

• Data base accesses
– GIS: WFS, WMS
– ETL, IOT Application 
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Files

IOT App
ETL

IOT Broker

IOT Device

IOT Broker

Web Scraping

DataGate

API, External Services

Rest Call …….MS

GIS data, Maps, …

Sensors/
Actuators IOT Edge

IOT Device

External Data Stores

Any kind of data/formts and streams
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Standards and Interoperability
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest 
Call, SMTP, TCP, UDP, NGSI, LoraWan, TheThingsNetwork, SigFOX, DATEX II, 
SOAP, WSDL, Twitter, FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, 
HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, 
ModBUS, OPC, GML, RS485, WFS, WMS, ODBC, JDBC, Elastic Search, 
Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android, Raspberry
Pi, Local File System, ESP32, Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, 
HTML, CSS, etc.
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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Major of Florence City
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https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MTQzOA==
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Smart City Control Room 
a set of dashboards and tools
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Smart City Control Room 
a set of dashboards and tools
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https://main.snap4city.org/view/index.php?iddasboard=OTc2
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Smart City Control Room (Data View)

• Mobility:  
• quality of public transportation service (mean 

delay on bus-stops)
• public transport operators schedule and paths, 

routing, multimodal routing 
• traffic flow reconstruction (Sii-Mobility)
• Smart parking: predictions 
• Accidents and events, Log, heatmaps 

• Environment: 
• irrigators
• smart waste (are coming)
• Sensors: PM10. PM2.5,…..
• Pollination
• Heatmaps: PM10, PM2.5, …. 
• NOX predictions (TRAFAIR CEF)

• Energy: 
• recharging stations (fast and reg.)
• consumption meters (smart info) 
• smart light, street lights

• Weather
• Forecast and actual

• Social: 
• smart benches
• Entertainment events
• Twitter monitoring, Sentiment analysis, NLP text
• TV camera streams
• Triage status of some Hospital

• People Flows: 
• Wi-Fi status 
• Origin destination matrices, people flow (RESOLUTE) 

• Governmental and Communications: 
• KPI of the City
• Digital Signage
• Civil protection, Resilience (Resolute)

• Tourism and Culture: 
• POI, etc. 

Analysis: 
• what-if routing, scenarios, 
• traffic flow, environmental predictions
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MORE data in other locations that we manage

• Mobility:  
• RT Underpasses
• RT Ferry and railways
• RT tracking of busses
• RT ODB2 monitoring vehicles data and 

trajectories
• RT Mobile trajectories
• Bike sharing
• Connected Driving
• Fuel station prices

• Environment: 
• Sensors: Noise, …
• Heatmaps: Noise, …. 
• Mobile sensors
• FMI predictions

• Energy: 
• …..

• Weather
• Forecast and actual, several sources

• Social: 
• PAX Counters
• Mobile PAX Counters
• Engagement data collected
• Clicks on Mobile Applications
• Ranking, comments and images
• Entertainment event different kinds

• People and People Flows: 
• Mobile Applications
• Origin destination matrices, people flow

• Governmental and Communications: 
• Notification of events

• Tourism and Culture: 
• POI, many many kinds

Analysis: 
• what-if routing, scenarios, 
• traffic flow, environmental predictions
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Km4City  in Tuscany Area
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Data Ingestion, back office

Snap4City (C), November 2019 18
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Sentient Smart City
Dashboards and IOT Intelligence
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Dashboards and AppsCity Data & IOT
IOT Applications

IOT Devices
Big Data Analytics, Artificial Intelligence

Dashboards with data driven IOT Applications enforcing intelligence
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The Back-Office Data Flows (selection) Exploiting 
the Snap4City Node-RED MicroServices
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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Some Data Analytics

REPLICATE, November 2019, Snap4City

• Aiming at improving 
– quality of service, distributing workload 
– early warning

• Predictions: Short (15 min, 30 Min) 
and mid Term (1 week)

• Data Analytics: ML, NLP/SA, Clust., …
– Traffic Flows →multi-flow 

reconstruction
– Parking Status → free slots
– Environmental Alarms
– Air Quality parameters and indexes
– People Flows (Wi-Fi, Twitter)
→ crowd , #number of people

Predicting City Users on Areas
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

• Traffic flow reconstruction from sensors and other sources: parking predictions: wi-fi people flow prediction and
reconstruction

• What-if analysis, dynamic routing, origin destination matrices production from a large range of sources
• Analysis of the demand vs offer of mobility according to public transportation and multiple data sources
• Resilience and risk analysis
• Early warning computation
• Accidents heatmaps
• Traffic flow predictions
• NOX pollution prediction on the basis of traffic flow, 48 hours see
• Pollution prediction at 48 hours, every hour
• User engagement for sustainable mobility
• User’s behaviour analysis, data reconstruction and calibration
• Tracking fleets, people, devicesOBD2 support
• People flow analysis from PAX Counters
• Social media analysis on specific channel, specific keywords: see Twitter Vigilance, for NLP and Sentiment Analysis, SA
• Data quality assessment, prediction, anomaly detection
• Maintenance prediction and costs predictions
• ReTweet proneness, retweet-ability of tweets
• Audience prediction to TV channels and physical events

DATA ANALYTICS

Snap4City (C), November 2019 25
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Other Cases
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
Helsinki Case

• Dashboards & Services:
– Environment & Weather, PM10, 

PM2.5,NO,  SO2, CO, noise, etc.
• Sensors values, Heatmap & Alerts on critical
• FMI Enfuser prediction: PM10, PM2.5, ..
• GRAL predictions PM10, validations
• Private sensors in Jätkäsaari area 

(personal dashboards)

– Mobility: Traffic Sensors, Operators, 
routing, multimodal routing, whatif

– Social: Twitter Vigilance, early warning
– Life in Helsinki: OD matrix people flow, 

Twitter Vigilance SA, hot places, etc.
– Tourism and Culture

• Mobile App and MicroApplications:
– Helsinki in a Snap (all stores)

Snap4City (C), November 2019 28
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Antwerp Case
• Dashboards & Services:

– Environment & Weather: PM10, 
PM2.5,NO,  SO2, CO, etc.
• Heatmap & Alerts on critical

– Mobility: public transport Operators 
schedule and path, monitoring of river 
crossing, routing, what-if

– PAX Counters: museum and public 
services, mobile PAX Counter for events

– Social: Twitter Vigilance, early warning
– Life in Antwerp: OD matrix people flow, 

Twitter Vigilance SA, hot places, ...
– Tourism and Culture

• Mobile App and MicroApplications:
– Antwerp in a Snap (all stores)

Snap4City (C), November 2019 30
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GIDA set up

ModBus to 
Snap4City 

Gateway Edge

5G network 
devices

Smart City 
data from 
many sources

Dashboards and Apps
IOT Applications

Big Data Analytics, Artificial Intelligence

IOT Data 
Shadow 

Snap4City

Telemonitoring
Telecontrol



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Life Cycle
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Connect
IOT/IOE

Upload context  
Open Data

Connect external 
Services

Advanced Smart 
City API, 

MicroServices

Manage
Apps & Dashboards, 

User Engagement 

Monitor
City Platform

experiments

workshops

tutorials

networking
agreements

events

Start-ups

Research 
groups

City 
Users

Large 
Industries

collaborations

Licensing, 
Gold services

personal
services

Case 
Studies

Inhouse 
companies

Resource Operators

Tech 
providers

partnerships

documentation

Help 
desk

Category 
Associations

Corporations

Advertisers

Community
Building

subscription to 
applications

Produce City 
IOT Applications & 

Dashboards 

Promote 
Applications & 

Dashboards 

Produce Apps and 
Dashboards for City 

Users

Data Ingestion and 
Analytic algorithms

Early Adopters
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Collaborative    
Platform

hackathons

GO!
City Operators

Living Lab Accelerating



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
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Full Search

All Tools
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.orgHow to adopt Snap4City
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Https://www.snap4city.org

Smart City as a Service
• Supporting Org 
• 100% Open Source Platform: Github
• Further developments
• Publishing Appliances and Dockers
• Training courses, docs
• Consulting 
• Forums
• Etc.

Download and 
deploy

Installation on your premise
• Virtual Machines or Dockers
• Different configurations

• From small to scalable
• Exploiting your legacy tools
• Interoperable with any tool

• No vendor lock-in, No tech lock-in
Mixed solutions! For example:
• Start on Cloud as Smart City as a Service

• Migrate on premise on the fly
• Start on Cloud into a sand box

• Pass to install on premise what you need

On your premise

https://www.snap4city.org/


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Develop Mobile & Web Applications
Exploiting Snap4City Smart City Services
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Smart City Services Mobile and Web Apps



Development on 
Node-RED + Snap

Development on 
Penthao/Spoon

Data Ingestion Flow Guideline, thumb rules
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Road Graph Setup

Static  
file

X Data 
Into Data Gate

Regular 
file

yes

ETL: Only PULL

no no

ETL/
IOTApp

Automated Execution ETL
Knowledge base
Semantic reasoners

yes

IOT Apps

Regularize

PUSH or PULL

DISCES
ETL Execution 

on DISCES

Big Data Cluster
HDFS, Hbase, Phoenix

Indexing and aggregating
Elastic search

A
n

d
/O

R

IOT Directory

Dynamic or 
not regular static

IOT Broker Reg.
IOT Orion Broker

(1)

(2)

static
Real time

Real time

ETL Execution 
on DISCES

(1)
(2)

st
at

ic

IOT Device/Source Reg.

Any Source/Protocols

periodic

push

Pull/push

Pull/push

re
gi

st
ra

ti
o

n

registration

registration

Subscription note



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.orgRoadmap
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- Twitter Vigilance

- Social Media 

Analytics, Sentiment 

Analysis

- User engagement

- Bike Sharing

- Data Analytics ++

- Social Predictions

- OBD2

- Sardinia Region

Smart City 

Strategies and plan

GHOST SIR

(2016-19)

- Smart Energy

- Sustainable Mobility

- Control Room 

- Dashboard

- Resilience

Decision Support

- Smart First Aid

- User Behaviour

Analysis, predictions

- Risk Analysis

- Origin-Destination

and trajectories

- Traffic Reconstruction

- Offer Analysis

- OBU, smart devices

- Weather 

Forecast

- Real Time Wi-Fi

- Entertainment

- Events

- LOD

- Tuscany

Road Graph

- Mobility

- culture, tourism

- Events

- Parking

- Services

- Linked open graph

2013

2014

2017

2018

2015

2016

Km4City 1.4

- Infomobility

- Mobile App

- Routing

- Multimodality

Km4City 

Ontology 1.1 Km4City 1.6.2

- IOT/IOE, IOT App

- Living Lab

- Maker Support

- IOT Edge

- Smart City IOT

- GDPR

- Privacy & Security

CEF

DISIT lab roadmap vs model and tools’ usage

Km4City 1.6.6

5G tech

Energy 

Industry 4.0

Synoptics

…2022

IOT/IOE
SII-MOBILITY SCN

(2016-19)

- Smart Waste

(2017-20)

(2015-18)

H2020

(2016-21)

H2020

(2018-21)

- Mobility

Demand / Offer

Analytics and 

Strategy

(2018-20)

Km4City 1.6.4

H2020
(2017-19)

GREEN IMPACT

- Industry 4.0

- Critical Plant

- Monitoring

POR FESR 2014-2020

Km4City 1.5

2019

- Traffic and Mobility   

Impact on Pollution

- NOX predictions(2018-21)

2020
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Comparison
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DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

State of the Art Solutions vs Snap4City

Snap4City (C), November 2019 40
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• Is open to the Development of Applications 
leaving large space to developers

• Is cantered on the  Orion Broker that result 
central in the architecture: any Broker or data 
source is sending data to Orion

• Security level is not clear, partially demanded 
to developers

• Visual Flexible IOT processing is not clearly 
provided

• Limited API for IOT data access
• Knowage BI presents several limitations in 

showing Smart City Data
• Market place on Open Data
• Support of Developers via Fi-Ware
• Deployed as VM and Dockers
• open source, not the application parts

Snap4City (C), November 2019 41

• Is open to the Development of Applications leaving large 
space and providing a large set of ready to use 
applicative tools and solutions to build their solutions on 
top or aside.

• Is fully distributed, any kind of data source can be 
ingested, automatically.

• Orion Broker is only one of the Brokers that can be used. 
It can be also protected by Snap4City tech, with Mutual 
Authentication

• Visual Flexible IOT processing is provided as Node-RED 
and Snap4City MicroServices suites

• Advanced Smart City API are provided on top of 
Knowledge Base

• Dashboard Builder has been designed for Smart City Data 
and automated dashboards’ production

• Market Place on Open Data, tools, processes, experiences
• Full Support for Living Lab of the city, coworking, tutorials
• Deployed as VM and Dockers
• 100% open Source

vs



Deploy
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Overview of Snap4City platform, for Buyers, for all
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Snap4City MAIN
Dashboard, User 

Management, etc.

IOT 
brokers

HeatMaps and 
Maps

Knowledge base, 
semantic Store

Other
Services

And 
Servers

Mobile Apps, Dashboards

Cluster for Smart 
Processes container: 
ingestion, analytics, 

scraping, etc. 

Cluster for big data 
storage: static and 
real time, Indexing 

and search

GIS
IOT 

Networks
Social 
Media

CRM …..
Living Lab Portal

Legacy Platform

Back End Front End



Overview of Snap4City platform, for Buyers, for all
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Snap4City MAIN
Dashboard Builder,
Data Inspector, User Stats,
ExternalSrv, Res Manager, 
MyKPI, MyPOI, Synoptic, IOT 
Device Manager, Micro 
Applications, Authorization/ 
Authentication, Roles, …

IOTBrokers, secure

IOTOBSFs
GISGeoServer
Heatmap Manager, 
WFS, WMS

KBSSM
KB/ServiceMap, ..
SmartCity API, WFS,
ServiceMap3D, LOG/FLINT, 
SuperServiceMap, Virtuoso

Services
CKAN DataGate

Routing Server

Chat Manager

R Studio Server

ETLSDK Server

Engager Server

……. Server

Mobile Apps, Dashboards

Container Cluster
MCLSCont, NCLSCont
Marathon, Mesos, Zookeeper, 
Disces-EM, Executing in Container:
IOT App, Web Scraping, R-Studio, 
Python, Java, ETL, ...

Data Shadow Cluster
IOTDSES
NIFI, Elastic Search, DevDash, Amma

[DataCluster]
ETL-VM
Phoenix HBASE, HDFS
DISCES, ETL support

IOTBrokers, secure

GIS
IOT 

Networks
Social 
Media

CRM ….. Living Lab Portal
Drupal support CRM, ..Legacy Platform

Back End Front End
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E: ExtensiveCity) A Large size Smart City with smart applications on 
cloud and a number of IOT brokers, 

large volume of data streams entering in the cloud
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Snap4CityMAIN
Dashboard Builder
Wizard, Widgets
Notificator
Data Inspector
ExternalSrv, Resource 
Manager, MicroApps
Authorization/Authentic.
MyKPI, MyPOI
IOT Device Managner

SmartCityAPI
KB/ServiceMap
ServiceMap3D
LOG/FLINT
Virtuoso

SC
A

P
I B
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an

c.

SmartCityAPI
KB/ServiceMap
ServiceMap3D
LOG/FLINT
Virtuoso

D
ev

el
o

p
er

 B
al

an
ce

rSnap4CityMAIN
Dashboard Builder
Wizard, Widgets, IOT App1
Notificator, WS Server, 
Data Inspector, User Stats,
ExternalSrv, Resource 
Manager, MicroApps
Authorization/Authentic.
MyKPI, MyPOI, Synoptic
IOT Device Manager

IOT Broker

IOT Context Broker

ProxyFilter Security

IOT Broker

IOT Context Broker

ProxyFilter Security

IOT Broker

IOT Context Broker

ProxyFilter Security B
al

an
ce

r IOTDSES KBSSM

IOTOBSFs

GIS, GeoServer

GIS, GeoServer

MCLSCont
Mesos Balancing
Cnt. Scheduling
DISCES-EM: Cloud 
Elastic Management

Services
CKAN DataGate

Routing Server

Chat Manager

R Studio Server

ETLSDK Server

Engager Server

……. Server
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F: FullPlatform) For Huge scale Smart City with a Huge number of smart 
applications and processes on cloud (thousands), any number of IOT brokers

Snap4City (C), November 2019 47

[Phoenix ]
[HDFS, Hbase]

[Phoenix ]
[HDFS, Hbase]

[Phoenix ]
[HDFS, Hbase]

[Phoenix ]
[HDFS, Hbase]

Pool of Containers
NodeRed, 
Web Scraping
[Penthao Kettle, Java, Karma]
……..

R-Stutdio
Python, C++, C
…………..

Nodes/VM on Cloud in HA, elastic computing, ..

.

.

.
……
……..
……….
.

Masters in HA: Marathon/Mesos, Zookeeper, …. 

Master Master Master

co
n

ta
in

er
s

D
is

tr
ib

Sr
v.

MCLSCont
Mesos Balancing
Cnt. Scheduling
DISCES-EM: Cloud 
Elastic Management

N
C

LS
C

o
n

t

Snap4CityMAIN
Dashboard Builder
Wizard, Widgets
Notificator
Data Inspector
ExternalSrv, Resource 
Manager, MicroApps
Authorization/Authentic.
MyKPI, MyPOI
IOT Device Managner

SmartCityAPI
KB/ServiceMap
ServiceMap3D
LOG/FLINT
Virtuoso

SC
A

P
I B

al
an

c.

SmartCityAPI
KB/ServiceMap
ServiceMap3D
LOG/FLINT
Virtuoso

D
ev

el
o

p
er

 B
al
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rSnap4CityMAIN
Dashboard Builder
Wizard, Widgets, IOT App1
Notificator, WS Server, 
Data Inspector, User Stats,
ExternalSrv, Resource 
Manager, MicroApps
Authorization/Authentic.
MyKPI, MyPOI, Synoptic
IOT Device Manager

IOT Broker

IOT Context Broker

ProxyFilter Security

IOT Broker

IOT Context Broker

ProxyFilter Security

IOT Broker

IOT Context Broker

ProxyFilter Security

VM on Cloud HA, DRS, [FT]

B
al

an
ce

r IOTDSES KBSSM

IOTOBSFs

GIS, GeoServer

GIS, GeoServer

Services
CKAN DataGate

Routing Server

Chat Manager

R Studio Server

ETLSDK Server

Engager Server

……. Server
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Monitoring Resource 

Consumption and Traffic
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Monitoring Infrastructure 
Status
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http://www.disit.org/dashboardSmartCity/view/index.php?i

ddasboard=MTQ4

http://www.disit.org/dashboardSmartCity/view/index.ph

p?iddasboard=MTkw

http://www.disit.org/dashboardSmartCity

/view/index.php?iddasboard=MjQ5

http://www.disit.org/dashboardSmartCity/view/index.php?iddasboard=MTQ4
http://www.disit.org/dashboardSmartCity/view/index.php?iddasboard=MTkw
http://www.disit.org/dashboardSmartCity/view/index.php?iddasboard=MjQ5
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Auditing Activities
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