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IOT Main Concept

e -»-‘DQ The implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.

—

DISIT

ISTRIBUTED SYSTEMS

10T Devive

Computation

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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NF! DISIT _
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NNNNNN
DELLINFORMAZIONE

| IOT Main Concepts
-Tsﬂf'f'f The Implementation of smart services may implies the:
& acquisition of data from the field

& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.

/= YOE Device

IOT App

Computation

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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Cloud vs Fog/Edge Computing
NGST.

SN

Cloud Layer

Edge/Fog Layer Gateway™=

—y
e
Gateway *"M

] .._-"'
Smart Devices .-
= sNi ]
R L L - =5
Fasamans=t L eammEsSSsapar®
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NP | FIRENZE | Reswnes | SEnser e @ FIWARE
|OT Context Broker

“7F" g Context Broker operations: create & null data

& Context ProducerS publish data/context elements by-yoking the update operations on a Context
Broker.

&« Context Consumers can retrieve data/context elements Qy invoking the query operations
on a Zontext Broker

N update
\’\/\A

p |

/7§§

g

Context Prodycer

\ Context Broker

LY,

/1

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 9
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|IOT Server/Dire

IOT broker < \

=

N\

IOT broker

dev “
oy IOT Gateway
— - - /
9] ‘

Wrapper

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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DISIT . . /
DIPARTIMENTO DI DISTRIBUTED SYSTEMS ( \ [ D en e ‘
FIRENZE | RSt o | RBNGREL, cre JI BaSIC CITY
. - —

—

Subscribe >/ \!OT Application )

subscribe
receiver >

\

L]
--------
ws
.

Al
.*
Ry
.
.
o*
.

v
|OT Broker/

107 G;tewa{ Publish
_—’n \ |OT Broker/
’ r
! \\ » o7 Galuteway e 10T Application are data driven functional programs for data
? 4 =7 transformation.
* The IOT Application can subscribe to some 10T Brokers to receive data
Device' |OT Actuator in Push from a specific 10T Device (sensor)
SeNnsors ﬁ; Device * The lOT App can publish some message toward some I0T Device
(Actuator), passing via an |OT Broker.

* Continuous lines are messages via TCP/IP

* Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, ...)

e 10T Brokers and IOT Gateway can be distinct servers

e 10T Brokers can be on cloud

e 10T Gateway performs the SW update, the business management,
access in Push and Pull

* Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting

value, etc.
Paolo Nesi, IOT overview 2022
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T — |OT Discovery — SR ’ TN
10T Appllcat{pnl
Knowledge P T
Base |OT Directory i receiver
v ““““
Re
|OT Broker IOT Brokeru
7  |OT Edge may include 10T
— |OT Gatewa |IOT Edge Applications
IOT Gateway |OT Broker Y 3 * Missing knowledge about
s ,/7? 0T Gateway \/'A\ ) i the semantic of |OT devices
“em, A Adapter/ ~8 /AN * Lack of capability for 10T
? I - I, Wrapper Discovery: value type,
Y e IoT location, etc., which could
I s Device
Device T be used by IOT App

Device

\

Device

Paolo Nesi, IOT overview 2022

Lack of Storage of data
values over time
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Cg‘nmumcati%n Patterns

|OT/IOE Protocols

7, B8
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?
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Information Fows
From device to
other system fir

Inquines
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devices looking to
gather required
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other systems (o a
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Information fiow

from other

network

conwSTTTE=+AT s
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|OT Brokers

\
;%.

AMQP STOMP

JMS

COAP

—

<
QO
-
—

X

X

/ RabbitMQ) X X

Mosquitto/ \

Active \ X X

StormMQ X
H|VE€\M®Z'/

ORION (

O
>
X | X XX | X

BROKER \
/

(~)

L L]0

&E:Fuhliﬁh—h

MQTT Broker

}—— 1:Subscribe
J3:Message

RaspberryPi 3‘7

with sensors E R a b b | _t
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UNIVERSITA
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FIRENZE | 585 azione

G, OT stack protocols

DINFO

DIS STIRhIFlrlElTED SYSTEMS
TECHNOLOGIES LAB

< Sessuory MQTT SMQTT CoRE, DDS, ‘ Security Management
LI . COAP,
— o Too— 77| [Teee 1005

—_—

I Network Encapsulation] 6LowPAN, 6TiSCH, 6Lo, (=2ath .0,/

Thread, ? SMACK,
SASL,
Routing RE DRF ARP, ... / ISASecure,

Datalink NiFi, Bluetooth Low Energy: gce@
Z-Wave, ZigBee Smart, Dice
DECT/ULE, 3G/LTE, NF o
Weightless, HomePIugg
802.11ah, 802.15.4¢, G.

WirelessHART, DASH7,
ANT+, LTE-A, LoRaWAN,
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https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/
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U 2 = DEGLI STUDI DIPARlI'IMENTODI SSSSSSSSSSSSSSSSSS
NNNNNNNN 1A AND INTERNET
S DELLINFORMAZIONE TECHNOLOGIES LAB

L INTE Tof | g
=IHINCDS-
: Security and Header Size Max
Protocols UDP/TCP Architecture 00S (bytes) Length(bytes)
— | — —
C MQTT> TCP ub/S/ul; Both (\2)/ (\§> -
AMQP TCP Pub/Sub Both 8 -
CoAP UDP Reg/Res Both 4 20 (typical)
XMPP TCP Both Security - -
DDS TCP/UDP Pub/Sub QoS - -
@ TCP/IP ‘ls —
(N — => [7—
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FIRENZE

0 ISO/IEC PRF 20922
a Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

E— —
ra .
Publish::rs_\l' Publish Subsc ¢ | b
Subscribers
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FIRENZE | S&fRStazione | TRGNGISSiEs Las O

w B o= T
] IMTCDAMLCT -7

PUBLISH [QoS = 0]

PUBLISH

Delete message

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

Delete message

-

lete message

N

Store message

PUBLISH [QoS = 2]

ZBExactly on

Store message

PUBLISH

PUBREC

N PUBREL

PUBCOMP

\

Delete message
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FIRENZE | BEREE o | RERESEL De

AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

Publishers Fubl""h/' Broker \ Subscribe Subscribers
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s [BrYEUE | DINFO | DISIT
| AF[RENZE T 114 S Oth er— protocols
NTERNET.F -
HINGS : _ .
=7 é >TOMP: IStreamlng Text Oriented Messaging Protocol
& Similar to HTTP

XMPP: Extensible Messaging and Presence Protocol
&% Based on XML, proposed by IETF
& Over TCP, can use HTTP

WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
& Over level 6

SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX
0 OneM2M AIOTI
\ & a strategic enabler for 10T applications and companies developing IoT solutions

O

Paolo Nesi, IOT overview 2022
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FIRENZE

w E Gin=

DIPARTIMENTO D1

INGEGNERIA
DELL INFORMAZIONE

DISTRIBUTE!

= Comparison of lowlevel 10T prot.

o _l'iIProtocoIIi Standard Frequenza Range Data Rates
~loT I —— = —
Bluetooth  [Bluetooth 4.2  / R.4GHz (ISM)| /" |50-150m (Smart/BLE)  [LMbps (Smart/BLE)
ZigBee ZigBee 3.0 based oq 2.4GHz ) 10-100m  / 250kbps
|IEEE802.15.4 d‘{ \
6LOWPAN [RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto
of other networking media supporto
including Bluetooth Smart
(2.4GHz) or ZigBee or low-power
RF (sub-1GHz)
WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most more typical, depending on channel
common usage in frequency used and number of antennas
homes today) /—\ (latest 802.11-ac standard should offer
| ——— -~ ——_ 500Mbps to 1Gbps)
(Cellular GSM/GPRS/EDG 00/1800/1900/2100MHz 35km max for GSM; pical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  384kbps (EDGE), 384Kbps-2Mbps (UMTS),
(3G), LTE (46)/ ~——~ _600kbps-10Mbps (HSPA), 3-10Mbps (LTE)
NFC ISO/IEC 18000-3  [13.56MHz({SM) 10cm 100-420kbps
LoRaWAN [LoRaWAN \arious (europe, 868Mhz

Z-Skm (urban -
onment

15km (suburban

.3-50 kbps

environment)

Paolo Nesi, IOT overview 2022
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Snap4city Platform
Data Shadow

v

Dashboards also provide
rendering for sensor values

Snap4City — @ @
~Q 1_
|OT Brokers
Managing Public and \.
Private I0T/IOE Devices 5 Fowards any IOT Device

and/or Dashboard
6_\ ‘//

Sensors Paolo Nesi, IOT overview 2022
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Snap4city Platform
Data Shadow

Actuator

1;,

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

Snap4cCity >ensors
|OT Brokers @ @
Managing Public and
Private IOT/IOE Devices

Towards any I0OT Device
and/or Dashboard

Sensors Paolo Nesi, 0T overview 2022 25



Azure IoT AWS Google IoT

Data di rilascio (Out of beta) Febbraio 2016 Dicembre 2015  Febbraio 2018

Quota di mercato 31.21% 51.82% 18.79%

(A=)
-
>

Paolo Nesi, IOT overview 202
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B 2016
B 17
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(@)

A/

RULES ENGINE

Transform device messages /-
based on rules and route t
AWS Services

MESSAGES

% MESSAGHS

AUTHENTICATION
& AUTHORIZATION

Secure with mutual
authentication and encryption

Set of dient Iibrares to connect,
authenticate and exchange messages -

HTTP1. 1

@

DEVICE SHADOWS
~—FeTsTStErt HevICE SIaE
during intermittent
REGISTRY connections :
Assign a unique identity I« TR LT RTP PP RER

to each devices

AWS loT API @

Paolo Nesi, IOT overview 2022

AWS SERVICES
With these endpoints you

can deliver messages to
every AWS service.

APPLICATIONS

Applications can connect to
shadows at any time using

25




Azure loT Suite remote monitoring

Azure _ :
Active b Bing maps

Directory

Solution
“onsn!

Storage bmb UocumentDB
i - Back-end
.—)1—.- AL_. :-. __, PR s\stems and
»
. processes

(¥ simulator loT Hub Streaf:n Event Huk::sr Web Job hosting Logic App
Analytics EventProcessorHost

Devices

Paolo Nesi, IOT overview 2022 26
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FIRENZE

DELL INFORMAZIONE

oT Device Varia

* |D:

 dateObserved:.

Position: .....

e Status: ready
* Temperature: 70%
 WaterlLevel: 35%

* UsedCapsBox: 30%
Power: OK

Conceptually are loT Devices with sensors/actuators, IN}IN—
ouT

They are classified in terms of nature/subnature

For Searching and showing on maps and dashboards
HLT of loT Devices can be:

— loT Device Models, for example: «personal coffee machine»

— loT Device name, for example: «mycoffemachinel», «CM23»
— loT Device Varialqle, for example: «Temperature»

Paolo Nesi, IOT overview 2022

g Accommodation +

E Advertising +

@ AgricultureAndLivestock +

ﬁ CivilandEedilEngineering +

g CulturalActivity +

EducationAndResearch +
+

Environment +
FinancialService +

u GovernmentOffice +

ﬂ HealthCare +
IndustryAndManufacturing +
U IoTDevice +

m MiningAndQuarrying +
ShoppingAndService +

u TourismService +

ﬂ TransferServiceAndRenting +

GCICICI

ﬂ utilitiesAndSupply +

u Wholesale +

m WineAndFood +
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Mobile Device Variables
 |D:

dateObserved: ..o’
e Status: ready

~ Fi -~ 4 « Temperature: 70%
i ol M ﬁiﬁ e Gasoline: 35%
Mobile Device Models . * Velocity: 231,3 Km/h
"""" * Position: 44.3223, 11.3432
* They are a special case of loT Devices —
— they are managed as loT Devices in the system o
o o o B culturalactivity +
* They are classified in terms of nature/subnature 8 oottt =
. . J +
* For Searching and showing on maps and dashboards, they are ~ §ooee
different g::::i:‘;:i;"f”‘“* |
HLT of Mobile Devices can be: B

m MiningAndQuarrying +
ShoppingAndService +

— Mobile Device Model, for example: «sedan» ] ;

TransferServiceAndRenting +

— Mobile Device name, for example: «BMW JD7356HD», «Ford KO786KK» o
— Mobile Device Variable, for example: «velocity»

m WineAndFood +
Paolo Nesi, IOT overview 2022
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Data Driven Decision Support

WACROLOTTO

* Decision Support system
* Assessment / Strategiess

* Data Rendering, visual
analytics

*Data Processing.,

* Data aggregation, Storage,
indexing A

*Data Ingestion ¢«
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base Ontology reasoking o —— API, ExternaISerwces

on geo, Space, time, Rest Caii .......MS
relationships S

My Files
@ user-analisi-v2-0.xlsx
@ user-analisi-v2-0-anonymous.xlsx
@ users-analysis.xlsx
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DINFO

Expert System semantic queries 1" B FE CsNAblan

* via:

* Smart City API S
for f—g:é%‘ :
Apps and third PE
party

* MicroServices
data driven
develop via
visual language
Node-RED
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https://www.snap4city.org/19

Data Type Coverage

. POI,@ shapes,..

* maps, orthomaps,\GTFS,)GIS
—"WFS GeoTiff—

 calibrated heatmaps, ..

* traffic flow, typical trends, ..
* trajectories, events, ..

e 3D, BIM, Workflow, ..

e Dynamic icons/pins, ..

* OD Matrices, scenarios, ..

e prediction models, ....

e decision scenarios, ....

* Synoptics, animations, ..

e social media, Routing, ..

FO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DEGLI STUDI

FIRENZE
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Ingestion, aggreg. = exploit

* loT App Visual

Programming, no

coding

e Data transformation

* Integration

Node-RED

Paolo Nesi, IOT overview 2022
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Solutions: reliable, secure and fast to realize CVSNAV

* Via Snap4City tools
* Dashboard Wizard
e Dashboard Builder
* Data/Visual Analytic

* Smart Solutions results to be
* Real time data drive
e Secure end-to-end
GDPR compliant
Reliable, interoperable
Auditable, marketable

Paolo Nesi, IOT overview 2022
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Data Analytics on Snap4City platform c“SNAPLcry

Y A%z
@ python e e

g Vo sl
Studio

TensorFlow &

Ontolfﬁgy Schema LOG.disit.org
Knowledge Base, — —~ —
KmaCity ____—1 [~

Big Data
Store
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Big Data Analytics + Artificial Intelligence

* Short and Long terms predictive models on:
* traffic, parking, people flow, maintenance, land sliding, NO2

Y SNAP/ciry

* 3D Flow prediction: Pollutant (NOX, NO2, ...) to cope with

* Early warning, City Indexes, etc.

* Al & XAl:

* RF, XGBoost, BRNN, RNN, SVR, DNN, LSTM, CNN-LSTM,
Autoencoders, ...

e Clustering: K-means, K-Medoid, ...
e XAl: Shap, variations, ..

* Modelling, simulation, routing

* Traffic Flow reconstruction

e Constrained Routing
* What-IF analysis (simulation + Al + data)

« Based on several computational models:
* trajectories, OD matrices, Typical Time Trends, etc.

https://www.snap4city.org/download/video/course2020/da/S

nap4City-4th-slot-Data-Analytic-v4-6.pdf

any data, format

any channel,
protocol

any Al/ML
any place

online
development

multi-tenant
Secure, PENTest
GDPR, privacy
- low costs

- easy to
evolve


https://www.snap4city.org/download/video/course2020/da/Snap4City-4th-slot-Data-Analytic-v4-6.pdf
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Data Analyzer: DevDash
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Standards and Interoperability (5/2022) ""*s"“"

* |OT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE,

Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, .

_General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure GML, WEFS,

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The-Weather Channel, Open Weather, OLAP, .

Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL OSM,

Mi, ...

 Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, OBD2, PostGres, MS
Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..

» "Mobility: DATEX, GTFS, Transmodél, ETSI, .. https://www.snap4city.org/65

* Social:Twitter, FaceBook, Telegram,———

 Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, ESP32, etc.

Qi (&F EQ15 , &

Node-RED digital ecosystem bee Smart Citg
A 4 EUROPEAN OPEN
” szldgift?‘li‘ network ckan  HGIL @esri Htalia My SCIENCE CLOUD

UNIVERSITA
DEGLI STUDI DB!.MTED.O
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65

https.//www.Snap4City.org

e > 7 running installations

* Toscana, Pisa, Sweden, ISPRA, Snap4.eu,

e Altair, Italmatic, ....

* 13 projects, 12 pilots on 10 Countries
e >40 cities/area

* Wide MULTI-tenant deploy, e.g.,
* 18 Organizations / tenant
> 7400 users on
> 1400 Dashboards
> 16 mobile Apps
> 2 Million of structured data per day
> 520 loT Applications/node-RED
> 700 web pages with training
> 60 videos, training videos

a

EUROPEAN OPEN
SCIENCE CLOUD

Paolo Nesi, IOT overview 2022

Main Organizations/areas
¢ Antwerp area (Be)

¢ Dubrovnik, Croatia

* Firenze area (|

* Garda Lake area (l)

* Greece (Gr)

* Helsinki area (Fin)

¢ Livorno area (I

* Lonato del Garda (l)

* Modena ()

* Mostar, Bosnia-Herzegovina
* Oslo & Padova (Impetus)

* Pisa area (I

¢ Pistoia (I

* Pont du Gard, Occitanie (Fr)
* Prato (l)

* Roma (I

* Santiago de Compostela (S)
* Sardegna Region (1)

¢ Siena (I

* SmartBed (multiple)

* Toscana Region (I), SM

* Valencia (S)

* Venezia area (I

* WestGreece area (Gr)

PEN Test : NEU GDPR oV
@ @ Passed  IMRICOMPLIANT "SNAPC'TV
® & an .m,
- T g
o, a.«mu"

Node-RED

* Bologna (l) gﬁyw )
¢ Capelon (Sweden: Vasteras, Eskilstuna, ,Karlstad)\g \\\3
¢ DISIT demo (multiple) "
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¢YSNAP/crry |OT Applications

Dashboards and Apps
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Mainly fog computing and NGSI V1, V2 with security
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uxversita | DINIFO | DISIT | ;
DEGLI STUDL | opasmventoor | pstmeutensvstems — https://www.snap4city.org/369 SNApleDUSTRY
STty

F l RE N Z E DELL INFOll?AMAZlONE TECHNOLOGIES LAB

P Measuring any kind of sensors values

HOD

Any kind of notification channel

Controlling Energy Power

Measuring
Energy Consumpti

Contextual (smart city/home) data, Data Analytics
Historical Data, Remote Control, Mobile App

LR RN

Administrative Servers :
Paolo Nesi, IOT overview 2022
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https://www.snap4city.org/369

Snap4City/Industry Detailed Architecturesaicr

_—Data Analytic

(

I~

, A DCS/

Admini- Orders
stration

External
Services

EnIergy Services

Trlmsportation

I‘)T Devices

loT Dexices

Studio

b

=
LIV

Node-

X

Snap4City: Smart City API, MicroServic

GW-NGSI

ED

KeyCloak, LDAP
Business Logic

FIWARE

GIS and ResM
BPM & BIM
loT Directory

Snap4City Dashboard Builder

Data Storage

Open Distro
for Elasticsearch

©

FIWARE

&

Management

loT Devices

L

docker

Production
Parameters

Dashboards, Visual Analytics,
Synoptics, 3D, Maps
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- Measuring Temperature and Humidity
Energy-Power . (=12}
4 il s ; Garage Door Window
~~~~ \\x / Roller'Shutters

-
»

P Suq 0T Edge: Controlling
- , Hue Hub Raspberry $ Alarm sound
Hue: Motion Cont,rer’//AIarm pi: Node- and light

. RED + Controlling
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Living Room1 %gmz Garden Al
2 3 L3 o exa

Garage

Windows

Measut
Energy

TP Link: ling / Measuring Energy Plugs

Garden Alarms

Plug2

P|U€3 Plug4

el e 4 i) . = X Plug1
A o
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Pug Pug P puge
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Local Control

Alexa: Voice Control

Envirponmental Contextual data from the city
rical Data, Remote Control, Mobile App |~ * 15

https://www.snap4city.org/620
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https://www.snap4city.org/620

UNIVERSITA | BINIFO | DISIT A LT
DEGLI STUDI | 5Bserimentoni DISTRIBUTED SYSTEMS SN Ap4INDUSTRY :
FIRENZE | 085N uazione | TECHNOLOGIES LaB .

Example: IOT App on Snap4Home

PIN:11
@ false

Termostato

@ connecled @ connecled

~ Termostato

» .
e
B comected

tumed on (100%)

e

activated

0 Creates on dashboerd
O connected
http request @j
Sonoff
@ Created on dashboard
@ connected
htt t @3
prm—~ v N -
@ connected

TR —I—@E=)
j—i Tapparellat ] @ Created on dashboard @ connected

@ connected

Paolo Nesi, IOT overview 2022
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Other Local
Connections
A

|OT Edge:
Node-RED + Snap4City

i i

JOT Ead

e Devi

oQ

Toward internet
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¢“SNAP/crry

Facet, semantic
search

5 an “; -i ,
k4 ciry]

0 €

A

¢“SNAP/ciry
Elastic search

Snap4Home 5G Demo

—_—'_..—m_i\ | o = ry,

secure connection
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FIRENZE | Bociuean ™" | SENERer . CITY =

Snap4City Architecture vs Data Jngest on, V2 (2022)

||
« Bjck-End — Front-End
Data
Sourcls, q Semantic reasoners
External
ServiIs Facet, semantic User
PULL Dllta O en Search, and Dash search interface,
> Interactive
atl NIFI, 10T App Dashboard,
Sources, R, Tensor Flow, Python, .... Drill down,
Brokels, maps,
External S . heatmaps
Servicles Node-..ED + Snap4City MicroServices
Datzi
DriveR,
Real T/re -

Inform, announgce, Act!, warning, alarms, What-IF, .. g

= - - - - - = .

Snap4City (C), August 2020 48
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|IOT Broker Registration
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ta Ingestion Flow Diagram
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Data: POI, etc. 10T App
—sporadic  (1c) static Slstration UL
|OT Broker Registration— DTE _ kwa ciry]
Semantic Reasoners -5
|OT Device Model Reg. :
Dy SURI Link
|IOT Device Registration > 10T App :
@\
Real Time data in Pull |_Pull g (U ) subscription note
Any gateway, server | | 10T App _NGSI NIFI, OpenSearch
periodic Real Time

' IOT Device [¢—————> I0T App

[ Information, File

ﬁdapter \\
—E—HOTApps

I Snap4cCity Tools
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- : <« 10T App K«
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I _ _ _"_1 Adapter
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https://www.snap4city.org/659 how to set up on Snap4City
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https://www.snap4city.org/659

UNIVERSITA
DEGLI STUDI DINFO | DISIT
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FIRENZE | s, | SRRl Libelium vs C"SNAPdcnv =

e Can be directly connected to Snap4City (data driven)

/_—\Llc) static —

P g...,"“f

IQT Device Registration HHTPIEsS . @‘@‘
Semantic Reasoners *.«n€
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|
l Registration

|
SURI Link
I
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Processing if needed
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Lora IOT Device, Arduino

* Arduino Uno, Mega
* LoraWan Connection
* Any sensor, + |2C

* Fully Customizable

* Open Source

* NGSI or any other protocols
* Gateway: Lora-NGSI| Snap4

S FI LoRa
= https://www.snap4city.org/216

Paolo Nesi' I(ll VVCI VICVY cvaoo
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https://www.snap4city.org/drupal/node/216
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* Raspberry Pi Based LoraWan Gateway LoRa
— Powered 5V, Wi-Fi, RJ45, ...
— Geolocated GPS Antenna

* 10T Edge Snap4City
— Including Node-RED, |IOT APP

* Logical UpLink: LoraWAN TheThingsNetwork,

NGSI V1, V2 (mutual authenticated
Snap4City) toward IOT Broker

EFI L

Physical UpLink s:
R
D Wi-Fi, RJ45
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eal Time data in Pull/Pu
Any gateway, server
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* Can be connected from/to MQTT devices or gateways in push

Register(cle)d (ii)

(1c) static _ i
tTOTEs

Semantic Reasoners

y \‘ AMNATT
IOT Device Registration
IOT App I ;o
SURI Lipk '
I e
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FILARE subscription note
loT Push (NGSI)
App |e : NIFI, OpenSearch
Adapter (ii) Hesl e
0T T
i > €
Push in MQTT o aep 2
Processing if needed
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Environmental Data PredlctlonS' GRAI. -

* GRAL predictions: PM10, NOX, .... R e < i T R e

Max Opacity: < 4] > 044

— Comparison wrt real time values in B D e
actual value of Sensors * | : £ i

— Graz Lagrangian Model.
e GRAL model takes into account:

— pollution sources (for example the
vehicles, their distribution on the
streets, the about of pollution they
produce according to their distribution
over time and space, etc.),

— structure of the city (streets and shape
3D of the buildings),

— weather forecast (wind intensity and
direction), etc.

e GRAL can be applied on NOX, PM10,
PM?2.5, ... or any other particles

TRAFAIR
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E. Collini, L. A. I. Palesi, P. Nesi, G. Pantaleo, N. Nocentini and A. Rosi, "Predicting and Understanding Landslide Events with
Explainable Al," in IEEE Access, doi: 10.1109/ACCESS.2022.3158328.
https://ieeexplore.ieee.org/abstract/document/9732490
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e Traffic Flow is one the main
source of CO2
* Dense estimation of CO2 into
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Snap4City Platform
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https://www.snap4city.
org/drupal/sites/default

files/files/Snap4City-
! iy~ PlatformOverview. p df

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www.disit.org with its Snap4City solution

Snap4City:

Phone: +39-335-5668674

Linkedin: https://www linkedin.com/in/paclo-nesi-849ba51/
Twitter: https://twitter.com/paclonesi

FaceBook: https://www facebook.com/paolo.nesi2

8]

0

]

]

Access Level: Public.
Date: 05-04-2021

Version: 5.3
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