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• Big Data

• Cloud Computing

• Cybersecurity

• IOT/IOE

• System Integration

• Simulation

• +

• Data Analytics
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Objective
• Integration of the above mentioned aspects

– Node-RED can be an instrument if augmented with effective
MicroServices

• We have leveraged Node-RED to create IOT Applications:

– Big Data: MicroServices for data access and retrieval, discovery

– Cloud Management on dockers and scalability

– SSO and security

– Privacy with GDPR compliance

– High integration with IOT Networks and IOT Directory for IOT net 
abstraction

– Synoptics via Secure WebSockets, custom widgets 
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Additional Requirements
• Integration of SCADA (Supervisory control and data acquisition), DCS (Distributed Control Systems), 

RTU (remote terminal units) concepts

– Usage of Industry 4.0 protocols

• Usage of Node-RED as IOT Edge, controllable/editable from remote

• Abstraction of IOT Devices (Edge) on IOT Directory and IOT App

• Exploitation of Data Analytic on Edge and Cloud, from Edge and Cloud

• Secure connection for Data and Dashboards: SSO, TLS

• Synoptics via Secure WebSockets, custom widgets
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Dashboards and AppsIOT Applications

Big Data Analytics, Artificial Intelligence

IOT 
Brokers

Snap4 Services also on IOT Edge!!!
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IOT Networks
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IOT 
Gateways

IOT Edge Devices

Mainly fog computing and NGSI V1, V2 with security
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Standards and Interoperability
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, 
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX II, SOAP, WSDL, Twitter, 
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS, 
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC, 
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android, 
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT, 
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips,  Tplink, etc.

https://www.snap4city.org/65

https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
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Two Snap4City Libraries
Aug 2020 collection

https://flows.nodered.org/search?term=snap4city
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Two Snap4City Libraries
Aug 2020a collection

We suggest also to install:

https://flows.nodered.org/search?term=snap4city


Dashboard-IOT App
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IOT Application

From Dashboard to IOT App

MyKPI variable

Synoptics



Dashboard-IOT App
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IOT Application

From IOT App to Dashboard
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Altair 
Chemical (I)



Controlling Energy Power

IOT Edge: 
Node-RED 

+ 
Snap4City

Alexa: Voice Commands

Measuring any kind of sensors values

Contextual (smart city/home) data, Data Analytics
Historical Data, Remote Control, Mobile App

Local Control

Measuring
Energy Consumption
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DCS

Any kind of notification channel

Administrative Servers
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Prato
Smart City vs Industry 4.0
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Demo UC5 GIDA

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjIyNg==

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjIyNg==


Dashboard Development
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Special Custom Widgets
• Smart parking

• Smart Energy

• Smart Light

• Smart ….

• Energy View

• Custom Controls
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Custom Widget / Synoptic Development

Snap4Industry by Snap4City (C), October 2020 23

Knowledge Base, 
Km4City

Create, save, load, 
delegate, grant access

Public 
Dashboard 
Collection  

Inkscape editor on your computer

IOT Applications

Dashboard Editor

Knowledge and Storage
Data from the Field and 
City

My Own Dash/App

SVG Symbols Collection

1. Create and Load a Custom SVG
2. Select/Reuse an SVG
3. Make and Instance of Synoptic by 

Associate Variables with MyKPI 
4. Create on Dashboard a Widget based on 

Synoptic HLT such as Ext. Srv.:
• https://www.snap4city.org/synoptic/v

2/synoptic.html?id=xxxx

Create, save a Custom 
Widget in SVG

https://www.snap4city.org/synoptic/v2/synoptic.html?id=xxxx
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From-To Custom Widgets / Synoptics to Storage in WS
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Stress Testing Conditions
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WS Server
WS WS WS WS

Case 1 Case 2 Case 3

2500 messages per second



Case 1
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https://www.snap4city.org/dashboardSmartCit

y/view/index.php?iddasboard=Mjc4NA==

10 WS messages per second

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NA==


Case 2: Event Driven 100%
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https://www.snap4city.org/dashboardSmartCity/vie

w/index.php?iddasboard=Mjc4NQ==

40 messages per second

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=Mjc4NQ==


Remote Control of IOT Applications

on IOT Edge Devices
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Remote Control/Management of IOT Edge
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End 2 end security
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Conclusions
• The leverage of Node-RED to an instrument for Industry 4.0 has 

been performed with the addition of:
– MicroServices, Security, BigData, Synoptics, Secure Dashboarding and 

connections, etc. 

• The performance have been assessed via WebSocket Secure in 
the different cases 

• It is not going to substitute DCS nor SCADA but can play the role 
of supervision and glue in most of the Industry 4.0 solutions and 
for non high performance applications. 

• Snap4Industry has been obtained by using Snap4City technology 
and solution and is released 100% open source
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