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intormation
Data Coverage:
— POI, IOT, shapes,..

— maps, orthomaps, GTFS, GIS
WFS/WMS,

— calibrated heatmaps,

— traffic flow, typical trends,
— trajectories, events,

— 3D, BIM, Workflow,

— Dynamic icons/pins,

— OD Matrices, scenarios,

— prediction models, ....

— decision support, ....

— Synoptics, animations,

— social media, Routing, etc.

<back and forward—>

Need a huge amount of standards
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Automation ﬁ : [ , ‘@flnteroperability F?St -I-ailored Deply
Oof Smart Applications
el - (@ o
IOT/IOEQ B | 11 | g Id wide market & Decision SUppOrtS

Al Data Analytics oo, , gl R exploiting our tools to cope with
What-if Analysis it . @i’ e any data, format
. OnCloud / OnPremise * any channel, protocol

any Al/ML

any place

online development
multi-tenant

secure
GDPR, privacy

- low costs

= easy to evolve
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e Serve as a City Dashboard, App User Interface, etc.

=
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— Real time and historical data, any device, sensors and actuators e for Cities

— Sensors, KPI, maps, data trends, real time data, charts, etc. _P ;ffi(gsolutg Yy

— Multi domain, smart city + industry 4.0 scenarious . - SES
REPLICATE

» Referral / historical data, and Open Data:
— shadow, access (API, storage, any protocol), production of OD, export

e Data Driven Real Time communication & processing:
— 10T Applications, I0T edge, multiple operating systems, embedded systems, MicroServices
— in/out data driven from/to the field into: applications, notifications, etc.

 Data Analytics: Machine Learning, statistics, reasoning, ...

e Serve as Living Lab: open innovation, co-working; collaborative work; sharing: data,
processes, dashboard, experiences, solutions, ....

* Experimented on large scale cases

Snap4City (C), March 2021
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 Open Source based 100%
— any Standard

* Multi tenant: to cope with multiple organization with a single
installation

* Scalable, Robust, Distributed and Decoupled, modular,
Service Oriented, open to external services and data sets, big data

* Heterogeneous: any device, private and public, custom and..
e Security by Design: HTTPS, TLS, ... compliant with EC

e User Centric Design: privacy by Design (and GDPR), personalized,
personal data management, ...
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Ingestion, aggregation = exploitation CSNAPLcrry

* Snap4City efficient tools for L KT — .
* Bidirectional data channels & — e
OT Device &% / IOT}”;: mm——)
* Any format, any channel, any 3 T g
data, any broker, any protocoal, ... S
* KmA4City Knowledge base - m O
Ont0|0gy reasoning On geO’ . i "; APtanICES 2
space, time, relationships % = =X -4
* Expert System semantic queries et ot siors [ b | 2

accessible via: LD,LOD_

* Smart City API for
Apps and third party

* MicroServices data driven
develop via visual language
Node-RED

Snap4City Overview, 2021 7



Solutions: reliable, secure and fast to realize ¢ SNAPl

e
«‘Pﬁmg

B.M

0T and data World

|OT Applications

Dashboards and Apps

* Via Snap4cCity tools
* Dashboard Wizard
* Dashboard Builder
* Data/Visual Analytic

* Smart Solutions results to be
* Real time data drive
* Secure end-to-end
GDPR compliant S A :
« Reliable, interoperable P
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2021: Snap4City/Industry Numbers

Domains: mobility, energy, people flow,

environment, Industry 4.0, vehicle tracking, Tourism,

* smart park, smart waste, smart bed, smart ambulance,
smart light, etc...

* Predictions, simulations, anomaly detection, ..

5 running installations, 13 projects, 12 pilots, 9
Countries

> 100 Protocols
Scalable from vertical to large deploy

On the largest deploy https://www.Snap4City.org
e 17 Organizations / tenant
* >80 applications on: cities, areas, scenarios
* >4800 users
e >1200 Dashboards
* >15 mobile Apps
e > 2 Million of structured data per day in the larger
deploy
e >500 loT Applications/node-RED /Docker
* > 680 web pages with training

e > 40 videos, training videos

Main Organizations/areas

Antwerp area (Be)

)

DISIT demo (multiple) S

Capelon (Sweden: Vésterés;(fékilst%na, Karlstad)
.~

Dubrovnik, Croatia
Firenze area (l)
Garda Lake area (l)
Helsinki area (Fin)
Livorno area (l)
Lonato del Garda ()
Modena ()

Mostar, Bosnia-Herzegovina

Pisa area (I
Pont du Gard, Occitanie (Fr)

Roma (1)
Santiago de Compostela (S)
Sardegna Region (l)

Toscana Region (l), SM

Valencia (S)
Venezia area (1) &
WestGreece area (Gr) l

9
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Open Data:

— Data gate, federation of Open

Data Portals
— 10T App, ETL proc(PULL)
10T Networks:

— 10T Application processes, data

driven or PULL

— 10T Brokers (Push) = 10T
Shadow

Web Pages:

— Web scraping, crawling
processes

Satellite data

Social media: Twitter, Facebook,..

— Twitter Vigilance, 10T App
Mobile Apps

— Smart City API
Files upload: CSV, Excel, etc.

— 10T Applications, ETL
REST API, WS, FTP, LD, LOD, etc.

— 10T Applications, ETL
Data base accesses

— GIS: WFS, WMS

— ETL, 10T Application
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) Tl q—

Sensors/

Actuators 10T Edge

Web Scraping R g
opernicus '

DataGate

GIS data, Maps
API, External SerV|ces

MS

External Data Stores B ﬁ
a LD, LoD {mmme——)

C‘:SNAP4CITY

Q_//,J
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My Files

I@ user-analisi-v2-0.xlsx
I@ user-analisi-v2-0-anonymous.xdsx

I@ users-analysis.xlsx

—.
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, SMTP, TCP,
UDP, NGSI, LoRa, LoRaWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP, WSDL, Twitter,
FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, SPARQL, EMAIL, FTP, FTPS,
WebSocket, WebSocket Secure, ModBUS, OPC, GML, RS485, RS232, WFS, WMS, ODBC,
JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, GeoJSON, Enfuser FMI, Android,
Raspberry Pi, Local File System, ESP32, Libelium, IBIMET/IBE, OBD2, SVG, XLS, XLSX, TXT,
HTML, CSS, KNX, Enocean, Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet,

TALQ, Copernicus, Protocol Buffer, IFC, XPDL, etc.

eFW"dati"" E Fl- EQ@15 bee smart city

Node-RED digital ecosystem

EURDPEAN OPEN
4%y - SCIENCE CLOUD

’ sigfox - ckan ..@G JL @?2!!,, Italia

partner network
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| Regular Services 1 Transversal Services [

Services Categories
De/Select All
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m EducationAndResearch +

8 £ Emergency =
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Q Italian_finance_police v

& +
D Environment +

U FinancialService +

B GovernmentOffice +

g HealthCare +
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m MiningAndQuarrying +
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u TourismService +
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8
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Filter:

[search text into service l

Service providing value type:
[select value type V|

N. results: | 500 v

Search Range \ 2 km v|
Search Area

'SNAP4ciry

}
|

o

16



TOP

c,v.' \“\
'A

w Lk{
WX Do) "«‘

A
INRG==

N

‘

dn

/A\

N "
\(Y‘V
"" ‘
"i
o
4’5 /|

!

\ "ASAJ \‘(l
a ‘“‘ ‘ ".'v'n \Vb ‘N oz

s

’l
(‘rm

4;\« M
ay \» Ad{
‘

4\

<
é

WA,
4y,

%

NAVA
AR =

\

4l
N

X
‘ mewa

4

2
Say

',‘;"v"

/"\V

47

\.
KN

KX
&K

Z‘
=

g

4'/ ‘A\‘A Pvﬁ ‘5

N

bl

-"

'rf;‘ \\u = B

A +

Yﬁ'm F"‘

'«Vgg o e ¢“SNAP/
v‘“\,«,‘ \‘\\“A‘g Appliances and Dockers § .:
,m 4& 'aﬂ(;A lnstallatlons B gl

rA A"‘ U 4 o ) KL

5"" R RSl e ol

S VANE IAV"‘Q SO RN LS AD f« SOKIB R4 Y



.ﬁ i -
LA

NI

|
B

T

'Iﬂl‘!"“““ ""ﬂﬂ P SN

U
2 aae B A=

TR iR s LLIL]]
:::MUIH g gL ¥ Wy
A 3 § ! ,y“!l}‘h“‘

»
foum

_ SnapACity (C), May 2021
LI e



Smart City ContrOI Room COMUNE DI r‘JSNV
\ 3 FIRENZE m
Florence Metropolitan City

«‘P‘ﬂ’m-

G

* Multiple Domain Data Vo Seity, SWEIESSEOT
e Context: Thousands OD, PO, IOT, etc. e G m——
* mobility and transport: accidents, public transport
parking, traffic flow, Traffic Reconstruction, KPI, . —

 AND: civil protection, gov KPI, covid-19, social & e e e

163 49

social media, people flow, tourism, energy, ... S e e Gl

Multiple dash/tool Levels & Decision Makers
e Real Time monitoring, Alerting, quality assess.
* Predictions, KPI, DSS, what-if analysis -* H

Historical and Real Time data
* Billions of Data s

* Services Exploited on:
* Multiple Levels, Mobile Apps, API

Since 2017

Snap4City (C), May 2021



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO (DISIT

IPARTIMENTO DI DISTRIBUTED SYSTEMS
ING AND INT ET
DELL INFORMAZIONE TECHNOLOGIES LAB

38665

Totale utenti WIF)

FIRENZE

1 TOT. EVENTI SULLA RTE

[ . e

0,629 23.606
#urDiperns

Ypers/annoe

'-m9
«'Pém@



http://www.darionardella.it/il-sindaco-dario-nardella-in-missione-a-madrid-e-barcellona/

UNIVERSITA
DEGLI STUDI

FIRENZE

REPI.ICATE

o Parcheggi Firenze App

e S F’:u
DINFO [ DISIT V= 7k
DIPARTIMENTO DI DISTRIBUTED SYSTEMS > e ;‘AJ i - =
AND INTERNET : ~

ING ;
DELL‘INFORMAZIONE TECHNOLOGIES LAB g = ~ z = —

FIRENZE

war 16 0 T™L
Firenze N2 o7
BHE EHE [@EE
RISCHIO IDRAULICO Nuvoloso
RISCHIO TEMPORALI Meri7ott |
16°C/ 24°C am—

Tue 16 Oct 161839

RISCHIO IDROGEOLOGICO

RISCHIO NEVE

RISCHIO GHIACCIO

4 INCIDENTI e -
O CHIUSURE AL TRAFFICO (TOT)

STATO TRIAGE CAREGGH

4 TOT. EVENTI SULLA RETE

23.606

euro/pers

Mobility
for Firenze

3071073018

21




UNIVERSITA DISIT
DEGLI STUDI DIPARITIMNENTEDIO DIéTR?B%gSgSTEMS F J (‘ ] = r - r ‘ - - -
FIRENZE | NS oo | AONISL e FIOrEefive Lase
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 Smart City Control Room + quality of public transportation service
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* Mobile App: Firenze Where What
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paths, routing, multimodal routing
traffic flow reconstruction

Smart parking: predictions

Accidents and events, Log, heatmaps

smart irrigators

smart waste

Sensors: PM10. PM2.5,.....
Heatmaps: PM10, PM2.5, ....
NOX predictions

* Energy:
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smart light, street lights
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e Social:
* smart benches
e Twitter monitoring, Sentiment analysis,
NLP text
* TV camera streams
People Flows:
*  Wi-Fi, people flow
e Origin destination matrices
* Governmental and Communications:
* KPI of the City
* Digital Signage
» Civil protection, Resilience (Resolute)
*  Tourism and Culture:
* POl etc.
Analysis:
* what-if routing, scenarios,
* traffic flow, environmental predictions

Citizens Engagement
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Estate 2015
Hot flows
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Figure 5: Comparison among the selected predictive models discussed and presented in
Tables 2 and 3 with respect to the real number of visitors. Both training and validation
periods are reported.
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Mobility and Transport ""*SNAv
Traffic Flow Analysis S5

Multiple Domain Data =
e Traffic Flow sensors, city structure, T
weather
* Decision Makers Multiple Locations |-— =~ ~— = = |
* Real time Monitoring, predictions : oo :
 Traffic Flow Predictions, = sl il e B

Traffic Reconstructions, routing
Dashboards, What-IF analysis
Mobile App, people flows

Historical and Real Time data_ _

* Services Exploited on:
* Dashboards, Mobile App

Since 2017, 2019

Snap4City (C), May 2021
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- Mobility and Environment What-IF Analysis

This dashboad contains data derived from actual sensors and predictive values under validation
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* Selections on menus

* Views of POI

* Access to Dashboards
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Derived information

* Trajectories

* Hot Places by click and by move
* Origin destination matrices

* Most interested topics

* Most interested POI

* Delegation and relationships

e Accesses to Dashboards

e Cumulated Scores from Actions
* Requested information

* Routing performed

Produced information
Suggestions

* Engagements
Notifications
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Impact of COVID-19

* Multiple Domains Data
 Traffic, environment, People,

parking, stock options, Twitter, tc.

* Decision Makers Multiple
Locations

* NO2 long term predictions
e Twitter analysis

* Historical and Real Time data

mean progressive value of M-
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mean porgressive NO; of 2019

interreg B CYSNAP/ary
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|

e

— 2019 values
+30
+a0

1 — 430

+120

1 = +150

+180
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day of the y

* Services Exploited on:
* Dashboards
e Social media,
e Sentiment Analysis

* Since 2019, 2020

E
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HERIT-DATA ety

Traffic Flow Monitoring - Firenze - Cloned2
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I’rphase

AR

A

metric model30 model60 model%) model120 modell50 modell80
MAE 121 131 152 20 231 231
RMSE 216 261 418 677 183 193
MAPE 19 220 265 3% 401 418
RO 091 083 080 0 045 0.14

Table 4. Assessment of the predictive models with respect to the
actual values of the 2019.
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People Monitoring on Pub Services ~ © ”’SNAV
DIGIPOLIS Antwerp sizimais =

* Multiple Domain Data =R
* PAX Counters: museum, pub services, COVID-19 = e

* Multiple Levels & Decision Makers
* Business Intelligence Dashboards
* People flow, OD flows
* Detection of critical conditions 9

e Historical and Real Time data s
e 20 fixed PaxCounters
e 2 Mobile PaxCounters

* Services Exploited on:
* Dashboards, Mobile Apps, APl/data
* Fully Controlled Devices by Digipolis

e Since 2019

2 5
Finish = Activate

09.25T0300:00.0002 a0 201-0
UMULATIVE MODE OFF 2510530000002
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Weather sensor
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Snap4Altair Decision Support

supervision and control, Industry 4.0

* Multiple Domain Data

e Distributed Control System: energy, flows, storage,
chemical data, settings, ..

e Cost of energy, Orders,
* Production Parameters ——————
 Maintenance data ——

e Multiple Levels & Decision Makers o3 =

* Optimized planning on chemical model | *
* Business Intelligence on Maintenance data

e Historical and Real Time data
e Billions of Data

* Services Exploited on: 5

* Multiple Levels,
Mobile Apps, API

* Since 2020

Snap4City (C), May 2021
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Environment and Quality of Life

Air Quality Predictions

* Multiple Domain Data

* Traffic Flow data, Pollutant: NOX, CO2,

PM10, PM2.5, O3, ....
e 3D City structure, weather, ...

* Multiple Decision Makers
e Pollutant Predictions: NOX, NO2, ..
 City officers, energy industries
e Dashboards, What-IF analysis
* Traffic Flow Reconstruction

e Historical and Real Time data
e Billions of Data

* Services Exploited on:
e Dashboards, Mobile App

* Since 2020

Snap4City (C), May 2021
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Smart City / Smart Parking + Environment S -

m ‘
Reverberi, Lonato del Garda gz <sdtelum "feren,, =
* Multiple Domain Data onatodelGarda

e Smart Parking, Environment, Wi-Fi

* Multiple Decision Makers
 City Officer, operators
e Data monitoring, alerting
* analytics

* Historical and Real Time data
e Dashboards

* Services Exploited on:
e Dashboards, API \\ e
* Since 2019 =
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Smart Light Control of CAPc LON

* Energy Domain
* Smart Light
* 10T Orion Broker FIWARE

* Dashboards

* Map coverage on Sweden
Monitoring and real time control
Energy control, analytics
Direct control

* Historical and Real Time data

* Services Exploited on:
* Multiple Levels, API
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Valencia, FSMLR

* Tourism Domain
* Counting People
 Environmental data
» Social Media

 Dashboards

* Monitoring and real time control
* People flow
e Twitter Vigilance

* Historical and Real Time data

* Services Exploited on:
e Dashboard

* Since 2020
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Helsinki Case V SNAD/ Ty

e Dashboards & Services:

* Environment & Weather, PM 10,
PM2.5,NO, SO2, CO, noise, etc.

Sensors values, Heatmap & Alerts on critical

FMI Enfuser prediction: PM10, PM2.5, ..

GRAL predictions PM10, validations

Private sensors in Jatkasaari area
(personal dashboards)

* Mobility: Traffic Sensors, Operators,
routing, multimodal routing, whatif

e Social: Twitter Vigilance, early warning

C X egnannrn uwmukl:l:'fxmum»nmk um-n“” The Llfe Of Helsinki

@ 05 8 MY

* Life in Helsinki: OD matrix people flow, =—
Twitter Vigilance SA, hot places, etc. e
* Tourism and Culture B S
* Mobile App and MicroApplications: - . 3
 Helsinki in a Snap (all stores) -
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The Life of Helsinki (H5b)

Please note that the data results are not always based on real data. Sun 29 Sep 00:42:50
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Environmental Data Predlctlons GRAL -

* GRAL predictions: PM10, NOX, .... sk SRR AN e
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— Comparison wrt real time values in TR NI R R I
actual value of Sensors | : sl T ' N P T

— Graz Lagrangian Model.
e GRAL model takes into account:

pollution sources (for example the
vehicles, their distribution on the
streets, the about of pollution they
produce according to their distribution
over time and space, etc.),

— structure of the city (streets and shape
3D of the buildings),

— weather forecast (wind intensity and
direction), etc.

* GRAL can be applied on NOX, PM10,
PM2.5, ... or any other particles
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. Scenario: SnapBot: Real Time Smart City services via Telegram

. Scenario: Copernicus Satellite Data

. Scenario: SmartBed, Materasso Intelligente

. MicroServices Suite for Smart City Applications

. Scenario: MODBUS for Snap4Industry Snap4City Applications

. Scenario: MOBIMART Interreg: MOBIlita Intelligente MARe Terra
. Scenario: City of Roma case, mobility and environmental data -
. Scenario: Herit-Data video and aims

*  Scenario: Control Room vs Video Wall S c e n a rl o u s
. Scenario: Snap4Home the case of: Alexa, Philips, Sonoff, TP-link, etc. (Italiano)

*  Scenario: how to manage maintenance and accidents workflows e . . . . . . .
. Scenario: Snap4Home, how to exploit Snap4City solution on home automation Data Analvtlc. Orlgm Destination Matrlces,

. Scenario: Energy Monitoring Algorithms and tOO|S
*  Scenario: Multipurpose User Engagement Tools e Data Analytic: Traffic Flow Reconstruction

. Scenario: 5G Enabled Water Cleaning Control (smart city, industry 4.0) e D Analvtic: i | d th f
. Scenario: High Level Control of Industrial Plant (industry 4.0) ata Analytic: In general, and the cases o

. Scenario: Vehicle Monitoring via OBD2 Antwerp and Helsinki

. Scenario: Events and Museums Monitoring in Antwerp e Data Analytic: Predicting Air Quality

e Scenario: High Resolution Prediction of Environmental Data ¥ ] -

«  Scenario: Mobility and Transport Analyses in multiple cities * Data Analytic: Analyzing Public

*  Scenario: People Flow Analysis via Wi-Fi Transportation Offer wrt Mobility Demand

. Scenario: Antwerp Pilot on Environmental Data

. Scenario: Helsinki Pilot on Environmental Data

. Scenario: Firenze Smart City Control Room

. Scenario: Mobile & Web App: Toscana Where What ... Km4City, Toscana in a Snap

. Scenario: Helsinki Pilot on User Behaviour

. Scenario: Antwerp Pilot on User Behaviour Snap4City Overview, 2021
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. . * Correctness
Users may decide to: . Transparency
— provide access to who, for do what, until when consented *  Security
. * Integrity
— accept terms of use by signed consent for data . Privacy
management service e Auditing

From each service, the user is capable to:

— See what we collect in terms of Data Type: traces, logs, paths, profiles,
accesses, |OT devices, sensors, maps, etc.

— Download, delete, inspect Data
— Auditing and Revoke access or grant access right to each single Data
— Delete all Data in single shot or singularly (forget all about me)

Snap4City (C), May 2021



UNIVERSITA
DEGLI STUDI

FIRENZE

2,

DINFO

NGEG
DELLI NFORMAZ ONE

N

e )
\
DISTR BUTED SYSTEMS '
D INTERNET v
TEC NOLOGIES LAB CIT e

YLORE
h

&%@
~l

If personal data are published by the owner:

— the data are released anonymously,
—> also in this case they can be revoked at any time:

Snap4City is also compliant to GDPR Technical Constraints as it:

— Performs Secure connections in any private data exchange

— Encrypts data store for all private data :E t:d
ncrypte
— Decouples data and personal IDs Data Storage

N—

— Audits private data usage
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C] [ » ‘ \ ‘ J ) = -~
_J D JJ J 2 C Q ffj [rj J 1N E My Profile =
My Personal Data Types e

My Personal Statistics and Bounds

View Edit Track Access control Convert

This page allows you to access at your Data Types, which are your personal data that we c IVI a n a ge P rOfi | e a n d M y Pe rS O n a I D a ta

most cases, a specific tool and view is provided to manage them

+ My profile data and Blogs
o to manage your user profile data (name, email, ): view, edit, delete F h D t Ty p *
+ My Personal Statistics and Bounds: dailyI or Monthly O r e a C a a e *
o to access at your statistics about the data access and volume of resources use . . .
that may depend on the Organization at which one belong and cn the role in — S 9 k g h p b I
My Poreonal Data, vy K1 and My PO tart as private making them public
¢ to manage your personal MyKPI, MyPOIl and trajectories, if any: view, edit, dele
+ My rersonal Engagerment | (anonymous) and revoke
¢ to manage your personal engagements recevied on the Mobile Apps, auditing
* My IOT Devices

e to manage your IOT Devices in which it is possible to: edit, delete, make public - Th e OW n e r iS t h e O n |y O n e t h at Ca n : ( 1)

+ My IOT Applications . .
e to manage your IOT Applications in which it is possible to: delete, restart, char d f I . ( 2 ) h g h h p

= My Dashboards MOAaITy values, change the ownersni
o to manage your Dashboards in which it is possible to: edit, delete, change owr . .

+ My IOT sensor data service URI (for programmers) —_— D f / k D I A
o to manage the Delegations to access at the ServiceURI of the knowledge bast e I n e revo e e egat I O n to Cce SS

+ My IOT sensor data service GraphlD (for prograrnmers) " ’ I
o to manage the Delegations to access at the a Graph (data set) of the knowled —_ D I /f D T d I I

+ My personal data by IOT App (partially deprecated) e ete O rgEt p e r ata y p e a n m e a H
o tc manage your MyPersonal Dats, if any: view, edit, delete, delegation in acces

+ My Annotation data ﬂ u d iti n
o to manage the Delegation to access at the Annotations: delegation in access, g

+ Auditing Access to My Data
o toaudit the accesses to MyData

Snap4City (C), May 2021
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Security Control, data breach control, anonymization, etc.

Details on the paper cited in the following slide
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Smart City loT Platform Respecting GDPR Privacy
and Security Aspects

CLAUDIO BADII™, PIERFRANCESCO BELLINI™, ANGELO DIFINO -,
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Depurtment of Information Engincering, University of Florence, 0121 Florence, Trely

Corresponding author: Paolo Nesi (paolo.nesi@unifi.it)

This work was supported in part by the European Union’s Horizon 2020 Research and Innovation Program under Agreement 688196,

ABSTRACT The Internet of Things (IoT) paradigm enables computation and communication among
tools that everyone uses daily. The vastness and heterogeneity of devices and their composition offer
innovative services and scenarios that require a new challenging vision in interoperability, security and
data management. Many loT frameworks and platforms claimed to have solved these issues, aggregating
different sources of information, combining their data flows in new innovative services, providing security
robustness with respect to vulnerability and respecting the GDPR (General Data Protection Regulation) of
the European Commission. Due to the potentially very sensible nature of some of these data, privacy and
security aspects have to be taken into account by design and by default. In addition, an end-to-end secure
solution has to guarantee a secure environment at the final users for their personal data, in transit and storage,
which have to remain under their full control. In this paper, the Snap4City architecture and its security
solutions that also respect the GDPR are presented. The Snap4City solution addresses the full stack security,
ranging from IoT Devices, IoT Edge on premises, IoT Applications on the cloud and on premises, Data
Analytics, and Dashboarding, presenting a number of integrated security solutions that go beyond the state
of the art, as shown in the platform comparison. The stress test also included the adoption of penetrations tests
verifying the robustness of the solution with respect to a large number of potential vulnerability aspects. The
stress security assessments have been performed in a piloting period with more than 1200 registered users,
thousands of processes per day, and more than 1.8 million of complex data ingested per day, in large cities
such as Antwerp, Helsinki and the entire Tuscany region. Snap4City is a solution produced in response to a
research challenge launched by the Select4Cities H2020 research and development project of the European
Commission. Select4Cities identified a large number of requirements for modern Smart Cities that support
1oT/IoE (Internet of Things/Everything) in the hands of public administrations and Living Labs, and selected
a number of solutions, Consequently, at the end of the process after 3 years of work, Snap4City has been
identified as the winning solution.

INDEX TERMS End-2-end, GDPR, IoT, security, smart city.

1. INTRODUCTION technologies for IoT introduced by SigFox and Semtech

/stamp.jsp?tp=&arnumber=89663

Snap4City (C), May 24

IoT (Internet of Thing) is becoming a disruptive technol-
ogy. especially for city users of metropolitan areas. The per-
vasiveness of IoT Devices, integrated in common objects,
is becoming increasingly deeper. The addresses’ space for
these devices would be enough to point any sensors of any
devices at any moment without restrictions. Diffuse products
that implement Low-Power Wide Area Networks (LPWAN)

The associate editor coordinating the review of this manuscript and

approving it for publication was Adnan M. Abu-Mahfouz

VOLUME 8, 2020

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommans.org/licenses/by/4.0/

(LoRa, Long Range) have been gaining interest and have
been under intense deployment campaigns worldwide [1].
At the same time, shorr range loT devices (based on tech-
nologies such as [EEE 802.15.4 or Bluetooth Low Energy,
BLE, [2]) are sold in increasing quantities and are already
able to support scenarios for smart homes, energy metering
and industrial automation. On the other hand, the start of
the diffusion of 5G devices and services is creating high
expectations in networking IoT technologies, as the killer
application of previous technologies in metropolitan areas.

23601
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Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Hitps://www.disit.org with its Snap4City solution

Snap4City:
*  Web page: Https://www .snap4city.org

e https://twitter.com/snapdcity

https:/fwww facebook.com/snapdeity

-
Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +38-335-5668674
Linkedin: https://www.linkedin.com/in/paoclo-nesi-849ba51/

]

o

Twitter: https://twitter.com/paolonesi
FaceBook: https://www.facebook.com/paolo.nesi2

]

]

Access Level: Public.

Date: 05-04-2021

Version: 5.3

(P T

Ban ?ﬁm'

2rview C°SNAP4<:|TV

* April 2021
* https://www.snap4city.
org/drupal/sites/default
[files/files/Snap4City-
PlatformOverview-April-
2021-V5-3.pdf

Snap4City (C), May 2021
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Dashboard features Data and widgets
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High-Level Type Subnature Value Name

Special Widget

Value Type

Environment Weather Forecast Previ_Meteo

special weather

Special Widget Environment WWeather Forecast Previ_Meteo

Special Widget Environment Weather Forecast Previ_Meteo special weather
Special Widget Environment Weather Forecast Previ_Meteo special weather
Special Widget Environment WWeather Forecast Previ_Meteo special weather
Special Widget Environment WWeather Forecast Previ_Meteo special weather
Special Widget Weather Forecast Previ_Meteo special weather

Special Widget Weather Forecast Previ_Meteo

Previous 1 2 3

special weather

Hide columns 4 5

Choosen data sources

High-Level Type > Value Type Value Name Data Type Last Date
No data available in table

Previous  Next

You must select one widget type

Prev  Next

The Wizard help you in selecting
only possible combination of data
vs graphic representation

Last Value

Vernio
Vergemali
Vecchiano
Vaiano
Vaglia

Last Value

F

Check and summary

-
3“'18 & A .,.,Eﬁ

a2

Healthiness

Selector

Traffic Sensors

p—
First Aid

teo sensor in via
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Smart bench

o
Bike sharing (Pisa)

2018-07-0816:0018
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o
-
—
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e gel (30012

METRO759
DETAILS DESCRIPTION RT DATA
Last update: 2018-03-08 09:10:00+01:00

Description ~ Value Buttons
| Last Last Last Last
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| { Last  last  Llast  Last
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Dashboard features

& OpenStreethap contributors

Data sources

All selected (10) ~

High-Level Type

Special Widget
Special Widget
Special Widget

All selected (55) ~

MNature
Environment
Environment
Environment

Al selected (776) ~

Subnature
Weather Forecast
Weather Forecast
Weather Forecast

All selected (315) =

Value Type Value Mame

Previ_Meteo
Previ_Meteo

Previ_Meteo

Allselected [47) »

Data Type
special weather
special weather
special weather

Last Check
2018-07-0816:0018
2018-07-0816:0018
2018-07-0816:0018

All selected (2) =
Ownership
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public
public

Weather Forecast Previ 2018-07-0816:0018 public
2018-07-0816:0018 pukblic
2018-07-0816:00:18 pukblic
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Special Widget Environment
Special Widget Environment
Special Widget Environment
Special Widget Environment
Special Widget Environment

Hide columns N ' )

ngh-l_eveIType IF I N@ Subnatu

Meteo special weather valano

Weather Forecast Previ_Meteo special weather Vaglia

Weather Forecast Previ_Meteo special weather Vagli sotto
Weather Forecast Previ_Meteo special weather Vagli di sotto
Veather Forecast Previ_Meteo special weather Uzzano

e Select the area of your interest: panning and zooming
* Select the
graphic aspect of your interest, or
High Level Type of your interest, or
 Make a search if you a have a precise idea or
e Act on filters: nature, subnature, type, name, value, date, health, owner, ...
 Combine them as you like
e Select the lines of your interest
* Then click on Next and get the Dashboard by wizard
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Heatmap Controls: 24H
Max Opacity: ¢ co—() > 053

<Prev ‘ 2021-01-16 01:00:00 | Next> ‘ ¥

Kind: River Floading
Severity: Relevant
#People: 10

Impact 1: People Disease

Impact 2: Pollutant

GPS: 43.776114;11.210861

City: FIRENZE

Adr: VIA ADRIANO CECIONI N.undefined
Registered:Green:1610755283309
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Control Room Operator
- Monitor traffic flow, Environment, Car parking, Cycling, First aid, temp., ...

- Registering Events: classification https://www.snap4city.org/dashboardSmartCity

- Changing status /view/index.php?iddasboard=MzA00Q==
- Acting Snap4City (C), May 2021 126
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Ticket id: alert_1610717428876
Last Color Code: Red
Date Time: 2021-01-15T15:17:30.800Z
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Severity: Low
#People: 100
Impact 1: Pollutant
Impact 2: Noise
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/start 1645

e provides real time smart city services to

Telegram users, geolocalized, when you

hke What you ||ke | am SnapBot, a telegram bot developed on the
, basis of Https://www.snap4city.org services.

Welcome, paolonesi.

e active on Tuscany in all provinces and cities

Send me your position to check all services

according to the data accessible available foryou.
) You will be able to get instant answers or
on Https://www.snap4city.org subscribe for event notifications

* Services on Have a nice day!

— Public Transport (more than 10 different
operators),

— bike sharing, parking lots,

— traffic flow, weather warnings,
— Air quality, pollutant, SnapBot
— find your location, etc.

Subscriptions 1417

Choose the service to receive notifications

Public transport Bike sharing

Parkings Traffic

Weather warnings Pollutants warnings
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On Line Training Material (free of charge)

Ist part (*) 2nd part (%) 3rd part (%) 4th part (%) 5th part (*) 6th part (*) 7th part (*) ~ \ ! / 7
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@ File Edit Code View Plots Session  Build Debug Profile Tools Help snapdcity [ = @
o - O - =1 Go to file/functior - Addins - R Project: {None) ~
rooﬂoaladmin‘l Console Terminal | @] RunRestaApi.R @] 00Index.html ] INDEX ==
RootAdmin I Idap -/Snap4City/Snap4CityStatistics, @ I [~ 5ource on Save "_‘\ PR = Run Sy Source -
> source('~/Snap4City/Snap4CityStatistics/RunRestApi.R") 1 setwd'“m!Snap4C1ty/5nap4C1tyStat1st1c5 )]
Dashboards Starting server to listen on port 3838 2 source('~/SnapdCity/Snap4CityStatistics/Statd4CityFunctions.R")
Running the swagger UI at http://127.8.@.1:8888/__swagger_ / 2  api <- plumber::plumb("StatdCityFunctions.R™)
o ke - 4  apif%run(host = "@.8.@.@", porit=3238)
[ DEE R > setwd("~/Snap4City/SnapacityStatistics™)
" > source('~/Snap4City/Snap4CityStatistics/Stat4CityFunctions.R")
Notificator > api <- plumber::plumb("StatdCityFunctions.R")
» apifrun(host = "@.2.8.8", port=3882@)
10T Applications Starting server to listen on port 2038
Running the swagger UL at http://127.8.@.1:8@8e/__swagger_ / . g
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Data Analytics to MicroServices

R Studio and
Python
algorithms are
automatically
transformed into
MicroServices for
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|OT Applications
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Disappearing Data Analytics dr SNAPicty

Antwerp Helsinki Where
v
CIE) o
o e 3 z QULE Op
b3 [<53 = =
+* a = — D
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P (53] 3] s S
2 s 5 I = i B
= R D [ > 3 == — D
L2 < = o = (=] e
SNAp4CIIY =zl 58835 & g = = 3
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e = (] [ D = = < s [
_ = Sl & 2 w Z = = 2 S a] s
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Discovery near to me X X X X X X X X X X X X X X X POI, OSM
Discovery along a path D X X X X X X X X X X X POI, OSM
Discovery in an area, shape X X X X > X X X X X X X x X X POI, OSM
browsing Public Transport X X X X x X X X X X X X x X X OSM, GTFS
Full Text search X X X X X X X X X X X X X X POI, OSM
Routing: pedestrian X x X X X X X x X X OSM
Routing: pedestrian quite X x X X X X X x X X OSM
Routing: private vehicles X X X X X X X X X x X OSM
Routing: Multimodal Public Transport X X X X X D X X OSM, GTFS
heatmaps: weather (Temp, Humidity) X X X X X X X X X X X X X Sensors data, OSM
heatmaps: environmental variables, PM10,
PM2.5 NO2, EAQI X X X X X X X X X X X X X Sensors data, OSM
heatmaps: environmental variables, Noise X X X X X X X X Sensors data, OSM
heatmaps: safe on bike (Antwerp) D X X X X X Spec. Portal
heatmaps: Enfuser prediction, PM10, PM2.5,
AQl X X X X X X X X Enfuser data
heatmaps piking values any place D X X X X X X X X Computed Heatmps
heatmaps: GRAL prediction, PM10 X X X X X X X X OSM, Traffic, Weather
Comparsison: Enfuser, Gral, Real Time X X X Enfuser, Sensors, GRAL
Sensors Data Time Trends, & drill down X X X X X X X X X X Sensors data, OSM
Weather Forecast X X X X X X X X X X X X X Forecast Service
Origin Destination Matrices X X X X X X X X X X Snapd4cCity Mobile App
Typical trajectories X X X X D X x x X x D X Snapd4cCity Mobile App
Hot Area in the city X X X X X X X X X X X X X X X X Snapd4cCity Mobile App
Hot Places in Smart Zone X X X X X X X X Snapd4City PAXcounters
Services Suggestions on mobiles X X X X X X Snapd4cCity Mobile App
Alerts on critical cases: several variables X X X X X X X X X Sensors data, OSM
The most used services X X X X X X X X X Snapd4cCity Mobile App
Twitter Trends Daily D X X X X X X X X X X Twitter Vigilance
The auditing of user and living lab X X X X Snapd4cCity Portal
Self assessment X X X X X X X X X X X X X X Snapd4cCity Portal
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DATA ANALYTICS ¢

e Early warning computation
* What-if analysis, dynamic routing, origin destination matrices production from a large range of sources ®
Mobility and transport
 Traffic flow reconstruction from sensors and other sources
* Predictions for: traffic flow, smart parking, smart bike sharing, etc.
* Analysis of the demand vs offer of mobility according to public transportation and multiple data sources
* Accidents heatmaps
* Tracking fleets, people, via devices: OBU, OBD2, mobile apps, etc.
* Routing and multimodal routing
Environment and weather
* NOX, PM10 pollution prediction on the basis of traffic flow, 48 hours
* Longterm prediction of European Commission KPIs on NOX, PM10, etc.
* Heatmaps production, dense data interpolation
User and Social
* People flows prediction and reconstruction, via Wi-Fi, mobile apps, etc.
» User engagement for sustainable mobility
» User’s behaviour analysis, origin destination matrices, hot places, time schedule, Recency and frequency, permanence, etc.
» People flow analysis from PAX Counters
» Social media analysis on specific channel, specific keywords: see Twitter Vigilance, for NLP and Sentiment Analysis, SA
* Tweet proneness, retweet-ability of tweets, impact guessing
* Audience prediction to TV channels and physical events

Generic
« Data quality assessment, prediction, anomaly detection
* Maintenance prediction and costs predictions 137

* Estimation of KPl and local indexes for: quality of life, 15 minutes, etc. Snap4City (C), May 2021
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* Aiming at improving

— quality of service, distributing workload

— early warning

* Predictions: Short (15 min, 30 Min) and

mid Term (1 week)

* Data Analytics: ML, NLP/SA, Clust.,
— Traffic Flows = multi-flow reconstruction

— Parking Status - free slots
— Environmental Alarms

— Air Quality parameters and indexes

— People Flows (Wi-Fi, Twitter)
- crowd , #number of people

¢“SNAP/ciry

0 Utenti attivi (giorno)
44 Precedente
Attuale
Predicting City Users on Areas |

200000

PO
@ - Train SARIMA
5 | — Train SARIMAX
5 —— Test SARIMA
> — — Test SARIMAX
F g ”\ /\w k(/

PredlctlngatEXPOZOIS T T T
2015 2015 2015 2015

Training: 01-08-2015/02-10-2015 63 DD
Test period: 03-10-2015/25-10-2015 22 DD

Figure 5: Comp
Tables 2 and 3]

Firenze Channel DISIT Evento 1 agosto Firenze

'

Early Warning Water Bomb \/ W

Estate 2015 AV

Early Warning Hot in Tuscany
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Careggi car park
Model BRNN model results
features R-squared | RMSE | MASE
Baseline 0.974 24 1.87

Baseline + Weather

0.975

24

1.75

Baseline + Traffic sensors

0.975

24

2.04

Baseline + Weather + Traffic
Sensors

0.975

24

1.87

Active on Mobile Apps as:

— «Firenze dove cosa»

— «Toscana dove cosa»

Precision: 97,5%
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What-IF analysis test

This dashboad contains data derived from actual sensors and predictive values under validation
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Yearly NO2 Florence Monitoring Dashboard

This dashboard shows the predicted NO2 concentrations from the current date of prediction of 30, 60, 90,120, 150 and 180 days ahead. The European Union has set the limit on the mean yearly value of NO2 concentration to 40 ug/ms3. Sun 21 Mar 15318
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FIRENZE | REtes> | REReser = Semantic Reasoners Potzcs CITV

______________________________ A« A Mobile App may refer to one
— G | Smart City API Server (for Area 1)

ServiceMap via SUPER and receive data from
Smart City the Federated SUPERS (Area 2) if
API navigation, queries, etc. are leading
e to discover out of the addressed
- KB.
s:;,“;‘,’fﬁ’i'fy" — SUPER can be used for creating
API - L redundant and/or balanced
-------------------- distributed solutions for Federated
. == KB. See Area 2, the two KB in the
o S front
API — Federated SUPER can have
-------------------- N overlapped KB even totally.
— A Mobile App can be developed to
SSM2O0RION support multiple Smart City API
servers, for balancing and
The usage of Super is not
ServiceMap mandatory so that separate
Sm‘xr;lc“y services can be produced as well

o i . | * Super and Nodes present the same
N = - - <o STRo T B Smart City APIs.

Snap4City (C), May 2021 153




UNIVERSITA
DEGLI STUDI DINFO DIS'T

IPA!ETIMENTO DI RL?TRIBUTED SYSTEMS

F I RE N Z E P)QELL'INFORMAZIONE TE(?!—IINOLOGIES LAB
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smart Citv AP

- ! o B
/ . r —
cXLEern
Snap4City Smart City APl Docs: Swagger

User: roottooladmini, Org: DISIT } swagger Advanced Smart City AP
Role: RootAdmin, Level: 7 Advanced Smart City API
Kmacity Web App APl
LSO Orion Broker K1-K2 Authentication AP

= Do T Advanced Smart City AP| ™= e

Data Set Manager: Data Gate

hitps:/iwww.kmdcity. org/swagger/external/ascapi-openapiv3.json

) R E TR T SMART CITY AP| WEB DOCUMENTATION

[& Development Tools
B web Scraping Tool

@ web Scraping Tool (0n)
Servers

‘Web Scraping Tool (6l)
[Imps:Hservicemap.disit.org!WebAppGrafofapiN1 ~

R Studio Development

R Studio Development 011
R Studio Development 0116

R Studio Development TF

Services ~

R Studio Development Cral | / Service discovery and information ‘

MicroServices from DataAnalytic

ETL Development
ETL Development 1 Eve nts v

@ ETL Development 2
## Knowledge Base Graphs | /events/ Eventsearch ‘
% Knowledge Base Queries

= Smart City APl Docs: Swagger Locations ~

< Internal APl Docs: Swagger

B Testing APl by P | /location/ Address and geometry search by GPS ‘
& Source Code Acce J

Management = Public Transport v

@
@
@
2]
@
[@ RStudio Development GFF
@
A
@
@

o settings ¥

5 |m /tpl/agencies/ Agency list ‘
User Management and Auditi 4

Help and Contacts ¥ | /tpl/bus-lines/ (Bus)Lines list ‘

[J Documentation and Articles ¥

My Profile = | /tpl/bus-routes/ (Bus)Routes list ‘
My Profile J

https://www.kmd4city.org/swagger/external/index.html
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External Smart City API

 Advanced Smart City API
— To access the Service Map resources and query

« Kmd4city Web App API

— To exploit MicroApplications created as tools for Dashboards,
totem, web Apps, etc.

« Orion Broker K1-K2 Authentication

— To communicate with 10T Orion Brokers exploiting the Secure
Filter of Snap4City.

« Heatmap
— To save and access to HeatMaps of the Heatmap server
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Derived information

* Trajectories

* Hot Places by click and by move
* Origin destination matrices

* Most interested topics

* Most interested POI

* Delegation and relationships

* Accesses to Dashboards

* GPS Positions

e Selections on menus
* Views of POI

* Access to Dashboards
» searched information
* Routing

< 3

o » 5

mm-
"~

EankS, votes 0 « Cumulated Scores from Actions
omments R * Requested information
Images T * Routing performed

e Subscriptions to notifications = -
< tent

10.962,5 Produced information

Suggestions

* Engagements

Produced information
* Accepted ?

NO2
15.941,50

e Performed?

| I/ﬁ*Qﬁ

< 2019-05-08 >

Show 10 v entries

Values DataTime !7 Latitude

Ao

Longitude

08/05/2019, 43.792 11.25

=Qa
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/start 1645

e provides real time smart city services to

Telegram users, geolocalized, when you

hke What you ||ke | am SnapBot, a telegram bot developed on the
, basis of Https://www.snap4city.org services.

Welcome, paolonesi.

e active on Tuscany in all provinces and cities

Send me your position to check all services

according to the data accessible available foryou.
) You will be able to get instant answers or
on Https://www.snap4city.org subscribe for event notifications

* Services on Have a nice day!

— Public Transport (more than 10 different
operators),

— bike sharing, parking lots,

— traffic flow, weather warnings,
— Air quality, pollutant, SnapBot
— find your location, etc.

Subscriptions 1417

Choose the service to receive notifications

Public transport Bike sharing

Parkings Traffic

Weather warnings Pollutants warnings
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Open Data:

— Data gate, federation of Open

Data Portals
— 10T App, ETL proc(PULL)
10T Networks:

— 10T Application processes, data

driven or PULL

— 10T Brokers (Push) = 10T
Shadow

Web Pages:

— Web scraping, crawling
processes

Satellite data

Social media: Twitter, Facebook,..

— Twitter Vigilance, 10T App
Mobile Apps

— Smart City API
Files upload: CSV, Excel, etc.

— 10T Applications, ETL
REST API, WS, FTP, LD, LOD, etc.

— 10T Applications, ETL
Data base accesses

— GIS: WFS, WMS

— ETL, 10T Application
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IOT Device |

=

OT Device

-

ny Kind of data

an CJ

1N\ ™

10T Broker _
B) Yl q—

Sensors/

Actuators 10T Edge

Web Scraping R g
opernicus '

DataGate

GIS data, Maps
API, External SerV|ces

MS

External Data Stores B ﬁ
a LD, LoD {mmme——)

C‘:SNAP4CITY

Q_//,J

g1 ai

My Files

I@ user-analisi-v2-0.xlsx
I@ user-analisi-v2-0-anonymous.xdsx

I@ users-analysis.xlsx

—.
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- Nascondi Menu |

- Fermate Firenze | Comuni in Toscana | Ricerca Testuale fg

0 Seleziona una provincia:

FIRENZE v
Seleziona un comune:
((v FIRENZE

COMUNE di FIRENZE

Wtrmmmr

Previsioni Meteo per il comune di FIRENZE:

Martedi Mercoledi

poco nuvoloso  pioggia debole €  poco nuvoloso

23°C 127°C schiarite

20 C/°OC

LINKED OPEN GRAPH

Giovedi

20°C/33°C

£ q

Venerdi

poco nuvoloso
/

ETen

. scondi Menu

Sabato

velato
/

g

e

s

~dN

g H C &, 1 vicaiLce N ] a VI Y . T .
" . Road Graph (Tuscany region)

132,923 Roads , 389,711 Road Elements

Info on: points, paths, areas, etc.
Services (20 cat, 512 cat.)

16 Public Transport Operators

' 21.280 Bus stops & 1081 bus lines

e o | & | VEi] s

Dynamlc/real time as in Tuscany Region

Real time bus lines: 144 updates X day X line

1081 Transport Pub Lines: 1-2 up per day, time-path
>210 parking lots status: 76 updates X day X sensor
>796 traffic Sensors: 288 updates X day X sensor
285 weather area: 2 updates X day X area

>12 hospital Triage status: 96 updates X day X FA
600 Environmental data: 20 updates X day X sensor
39 Bike Sharing racks data: Pisa and Siena

12 Pollination data, 37 air quality data

177 recharging stations

Smart benches, waste mng, irrigators, lighting, ...
Florence ent.events: about 60 new events X day
Different kinds of Florence traffic events,

[1600 Fuel stations: 1 update X day X station]
[Wi-Fi: > 400.000 measures X day]

App mobiles: >50.000 measures X day

more than 40.000 distinct users X day

From 600.000 to 4.5 M Tweets X day

+ many IOT sensors personal and industrial ..

1+ cabl— - CallaFia dasll | 1 ivi o T B — ammmn W ~y | — T

&
“:/g - Nascondi Menu
1)

Servizi Regolari | Servizi Trasversali

318,160 Road Nodes, 1,508,207 Street Numbers search text into service

Categorie Servizi |
V| De/Select All
E v a Accommodation +

v E Advertising +
v m AgricultureAndLivestock +

& v a CivilAndEdilEngineering +
o v g CulturalActivity +
b TP;L(’ZQ v EducationAndResearch +
o+ .
¥ £ + !
g v D Environment + l
’Og vl @ FinancialService +

,v/' a GovernmentOffice +

v m HealthCare + l
vl IndustryAndManufacturing + ‘
v g MiningAndQuarrying + |
v ShoppingAndService +

v’,@ TourismService + ’
v a TransferServiceAndRenting +

v m UtilitiesAndSupply +

v Q Wholesale +

v m WineAndFood +

N. risultati: Nessun Limite ~

- Raggio ricerca | 100 metri
#4173
¥ Qo -

ﬂ pia di 4000 risultati, attivato clustering |
E [J) Services 16858
{
T
=
vvvvvv t | Map data © OpenStreetMap contributors, CC-BY-SA. Imagerny.© Mapbox



UNIVERSITA
DEGLI STUDI
INGEGNER

F I RE N Z E DELLINFORMAZIONE

POI: Po

e APOIlisdefined as
an element of a set
(collection) and
with general info:

— Nature: ........
— Subnature: ....

e Specific infor for
each POI

— Location: lat, lon

— A set of Attributes
* www, email,
opening time,
phone, cap,
address, city, etc.

— Eventually a link to
data
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it of In
Nature

E Accommodation +

E Advertising +

m AgricultureAndLivestock +
ﬂ CivilAndEdilEngineering +
g CulturalActivity +

E.I EducationAndResearch +

u Emergency [+ Language_courses

|:| + @ Performing_arts_schools
a Post_secondary_education

SubNaﬁlr

@ EducationAndResearch -

5 Educational_support_activities

Higher_education

D Environment +

Pre_primary_education
a Primary_education

E FinancialService |+ Private_high_school
a Private_infant_school

u GovernmentOffice + prvae_sior_igh.school
E HealthCare + -
@ IndustryAndManufacturing +

L/ IoTDevice +

m MiningAndQuarrying +
ShoppingAndService +

n TourismService +

“ TransferServiceAndRenting + g
E UtilitiesAndSupply +

E Wholesale +

m WineAndFood +
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Issitication

Belle Arti

Piazza Santissima Annunziata

LINKED OPEN GRAPH
Name: 778fcaed9ebcb2ai722f13¢c260aab51e
Nature: CulturalActivity

Subnature: Squares
Digital Location
Cap: 50144

City: FIRENZE
Prov.: Fl

L

Description: Al centro della piazza compare 13
statua equestre di Ferdinando |, Granduca di
Toscana, opera del Giambologna e le due
fontane marine di Pietro Tacca. Incorniciano lo
spazio pubblico, colorato di scene di vita
quotidiana, monumenti di vario genere: Palazzo
Grifoni; il portico della confraternita dei Servi di
Maria, opera di Antonio da Sangallo e Baccio d
Agnolo; la chiesa della Santissima Annunziata
con il portico del XVII secolo; | ospedale degli
Innocenti del Brunelleschi
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i | |em— How to Ingest C(' SNAP/ciry
All of them can be shown on Dashboards, what about manipulate them!!!!

HLT, High Level Types++ m--m LCIEEAC AN IR How to ingest/change/manage/see

POI (Point of Interest) DataGate, ETL, IOT App, API

MyPOI data Yes Yes Yes Dashboard, IOT App, Userinterface, API
Sensor data Yes Yes Yes Yes Yes Dashboard, IOT Directory, 10T App, Userinterface, API
Sensor Actuator data Yes Yes Yes Yes Yes Dashboard, IOT App, UserInterface, API
MyKPI data Yes Yes Yes Yes Yes Yes Dashboard, IOT App, UserInterface, API
Dashboard-1OT App (msg) Yes Yes Yes Yes Dashboard, IOT App, API

Dashboard-10T App real time Yes Yes WS Dashboard, IOT App, API WS

Synoptics data Yes Yes Yes Yes Dashboard, IOT App, UserInterface

My Personal Data Yes Yes Yes Yes Dashboard, IOT App, Userinterface, API

KPI (metrics) data Yes Yes Yes Yes Dashboard, IOT App, API, SQL calls x Metrics
Special Widget (complex) Yes Yes Yes Yes Yes Dashboard, ETL, special, IOT App, API
Complex Event (msg) Yes Yes Yes Yes Yes Dashboard, ETL, special, IOT App, API
WFS/WMS (GIS data) Yes [yes] [yes] Yes Dashboard, GIS tools, or GeoServer, 10T App
GTFS Yes Yes Yes Yes Yes ETL, special [IOT App], MicroApplications
OD Matrices Yes Yes Yes Yes Yes Special tools, MicroApplications
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All of them can be shown on Dashboards, what about manlpulate them!!!!

API (Ext Srv., any prot.) Yes ETL, Special, IOT App, ...

External Service (web pag) Yes -- Yes ETL, Special, IOT App, Web Scraper, ...
MicroApplication Yes -- Yes Dashboard, IOT App, API, FTP, ...

(webapp)

Heatmap matrix Yes Yes Yes Yes Yes Maps, IOT App, MicroService, Userinterface, API
Synoptics (group) Yes Yes (Yes) (Yes) Yes Dashboard, Special Tools, IOT App, API, ...
Special Tools (functional) (Yes) (Yes) (Yes) (Yes) Yes As MyPersonalData, ...

Typical Trends (not yet) (yes) Yes (Yes) Yes Yes MicroApp, Special tools, (API), ...

Traffic Flows (are coming)  (yes) VYes Yes Yes Yes Yes Maps, Special tools, API, ...

Color Maps Yes Yes Maps, Tables, Special tool, User Interface, API
GTFS (see Sensors, POI) Yes Yes Yes Yes Yes Maps, Special tools, API, ...

Typical Trajectory (MyKPI)  Yes Yes Yes Yes Yes Maps, Special tools, API, ...

 Now, it is more clear about what we intend as:

—High Level Types
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|OT Devic EDWQMAQJQ(Z)} tributes

~Where | 1OTDeviceModel | IoTDevie | A Temporal nstance

IOT Broker Broker: OrionUNIFI

IOT Broker Protocol: NGSI

Info ID: string ID: “park45” park45

Position GPS: lat, long GSP Position: 43.12, 11.34 GSP Position: 44.12, 11.12

Static attribute Description: string Description: “parking massaia”

Static attribute Location: string Location: “Via Massaia”

Static attribute Civic Number: string Civic Number: 3

Static attribute MaxCapacity: number, cars MaxCapacity: 456

Values dateObserved: Timestamp 23-12-2019T720:13:12...
Values FreeSlots: Integer, # 345

Values Humidity: float, % 25,5

Values Temperature: float, celsius 34
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IOT Broker Info Position Static Attributes Values
Latitude Longitude
Longitude is mandatory
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General Info loT Broker Values
chargingStateValue integer Charging State some coded status [.
Value Name Data Type Value T
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O
Ok

Value Unit| 3 |
Ok

Ok

false Refresh rate 200 | |
Editable Healthiness Criteria Healthiness_Value

stationStateValue integer Charging Station Sta- some coded status [.
Value Hame Data Type Value T

O
Ok

Value Unit| @ |
Ok

Ok

false Refresh rate 900 | |
Editable Healthiness Criteria Healthiness_Value
dateCbserved tirmne Timestamp timestamp in mill ise.
Value Hame Data Type Value T

O
Ok

Value Unit| 3 |
Ok

Ok

false Refresh rate 900 | |
Editable Healthiness Criteria Healthiness_\alue

chargingState string Charging State some coded status [
Value Hame Data Type Value T

Ok

Value Unit| 3 |
Ok
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false Refresh rate 900 | |
Editable Healthiness Criteria Healthiness_\alue

stationState string Charging Station Sta some coded status [
Value Name Data Type Value Type! @) | Value Unit| 2 |

ok Ok Ok

false Refresh rate 900 | |
Editable Healthiness Criteria Healthiness_\alue
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Confirm
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|OT Device Data Model (1)

* |OT Broker * Info
— Name of the Brokers: among those — Name (ldentifier)

registered .
— Protocol: NGSI, AMQP, MQTT, etc.. — Model: Custom or Model ID

— Format: CSV, JSON, XML. — DeviceType: ..a string..
— Service/Tenant............ — MAC address: ...optional...

eeRatn - — Edge-GW: Raspberry, Android, ...
_ Edge-GW: URI

OT Broker Info Position Static Attributes Values

: — Producer - :

— Owner
v ‘ Device Type Mac Address
. -~
| — Fre ec
e ees s Edge-Gateway Type Edge-Gateway URI

— Keys: K1, K2

QT Broker Info Position Static Attributes Values

ContextBroker Kind

Protoco Format
Device pratocol s mandatory Device format is
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Snap4city Data Ingestion Flow Diagram
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Static or quasi Static pull -, ) sporadic S{Eé{t”@
Data: POI, etc. 10T App
. sporadic  (1c) static
|IOT Broker Registration )__

IOT Device Model Reg.

Pynamic NGSI
IOT Device Registration >| 10T App f"

L |

Real Time data in Pull bscription note
Any gateway, server NGSI

NIFI, Elastic Search

Real Time
) I I I I@ [ Information, File
|OT Devices C 1 10T Apps
. & S o [ Snap4cCity Tools
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Checking data ingestion results
Data Inspector

ServiceMap, SCAPI
— LOG / LOD viewer
— Super Service Map

|OT Directory
SCAPI: Swagger

 |OT Broker
-— \

: * Data Inspector
Elastic search

* ServiceMap, SCAPI

* My Data Dashboard [E===
(Kibana), DevDash -

e Elastic Search
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U heed to know about data,

Udild SOUTCES dild INZestion Processes
Snap4City Data Inspector

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

LOGOUT

My Snap4City.org

i \ of
\
Dashboards ! - ————ANECGO
1 ~ { Vespucei
J

A

My Dashboards in All Org Firenze

Dashboards of My Organization a;gno a Rip\qll

My Dashboards in My Organization Montelupo
Fiorentino
Notificator poli__— LN
Data Inspector

~ E
My Data, KPI, POI ® OpenStreetMap contributors

My Groups of Entities Data sources

All selected (15) v All selected (83) v All selected (TI75) ¥ All selected (1732) ~ All selected (61) v All selected (34) ~ All selected (2) v

High-Level Type lf, Subnature § ValueType ¥ DataType ¥ ValueUnit 4 LastDatey LastValue % Healthiness
10T Directory and Devices ¥ \ Natura

All selected (2) ~
10T Applications

Natura
Knowledge and Maps ¥ Natura

Natura

oo o o

Micro Applications Natura
Natura
External Services ¥ Traffic

h @™ @ @

Data Set Manager: Data Gate

Search
Synoptics ¥

Resource Manager: Process Loader ¥
[& Development Tools ¥ .|5 9
.
© Management ¥
Settings ¥
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* Digital Twin
— Device and sensors data
— Values
— Healthiness criteria and values
* Machine learning tools
— Images and physical world
— Licensing
— Users
* Users
— Defined the Data and Devices
— Defined the processes

— Create dashboards
— Etc.

¢“SNAP/ciry

* Process Views
— Device Management tool
— Data ingestion processes
* ETL, IOT Apps
— Data storage access views
* Index views
* Relationships view

— Data Analytics and Transformation

* |OT App, R Studio, Python

— Data Rendering Dashboards
* Synoptics
— Processes’ Developers
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User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

LoGOUT
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b ¥ 4
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shboards in All Org. MRS ) ! F A Pontassieve
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shboards in My Organization Montélupe
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10T Applications
R All selected (7] lected (2) v Al selected [2) *
10T Directory and Devices ¥ Data sources Details
Ownership %
Knowl

public

- ‘ Device Values Healthiness Process Image Licensing User public

Micro Applications B o o . . —r
public

Sensor GPS Coordinates: | 42642033,18122 public

Sensar

public
Data Aanager: Data Gate

public

High-Level Type: = Sensor

public
Resource Manager: Process Loader ¥

Hide columns

@ Developmen 5 Nature:

From IOT Device to KB

Management ¥

% Settings ~ 14-9

Use agement and Auditing *

Subnature: | loTSensor

Rl

Help and Contacts * 2000 2200

Value Name: Dubrovnik:crionDubrovnik-UNIFl:camera_Dubrovnik_1_Ploce

NncLimentatinn and Articles

Knowledge Base view

Device ServiceURl or Data ID: | http:/Awww.disitorg/kmécity/resource/iot/orionDubrovnik-UNIFI/Dubrovnik/camera_Dut

Sensor ServiceUR| or Data ID: | http:fwww.disit.org/kmé4city/resourcefiot/orionDubrovnik-UNIFI/Dubrovnik/camera_Dul

Datasource: | loT

s = =
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 Information of the values of the other
sensors on the same device

* View Trends, marking problems, healthiness
by point according to a Fuzzy model

* Marking problems for future machine
learning processes (separate tool)

Data sources Details

Device Values Healthiness Process Image Licensing User

Last Date: | 2020-07-2113:00:00

Delay Healthiness  Refresh Rate ) — :
Valua"b‘pﬁ Hea“hy R n Cﬂt@l‘la [5] http:/ /www.disit.org/ kmég;.lt?gl;ilsgxr(e;SI052032F59900302 =

dateObserved [ ] 61890  undefined undefined 300 time timestamp 2111?2:%%%2-%032 = Zoom BN B = From | 2019-08-09 | Te | Zona-pe-iz
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dimessi_guarit ® 61890  undefined undefined 300 nteger # 775
solamento_domiciliare [ ] 61890  undefined undefined 300 nteger # 6838
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ricoverati_con_sintomi [ ] 61890 wundefined undefined 300 nteger # 151
stato [ ] 81890 wundefined undefined 300 string # ITA
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codice_regione [ ] = undefined 300 nteger  status =
denominazione_regione L ] £1830 T{;ﬁugg undefined 300 string status m

Some functionalities are limited to certain roles
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My Snap4City.org

Dashboards GPS Coordinates:

My Dashboards in All Org.
High-Level Type: Dashboard-10T App
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. t
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Extra Dashboard Widgets ~
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Mobile PAXCounter 01 in Antwerp
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nr8albv

Data Inspector

My Data, KPI, POl Device ServiceURI or Data ID:

My Groups of Entities

Data Set Manager: Data Gate

Sensor ServiceURI or Data ID:
DataGate Harvester

J Add Data Sources into the Platform

Datasource: From Dashboard to |IOT App

4 High Level Types

Supported Protocols, HowTo add
wnership: private (My Own)

Interoperability & Standards

MW Knowledge and Maps ~

\zations: Other

Link to lot App

No data avaiatie

List of Dashboard~ x

- 0
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

APPLIANCES
CONTAINERS

* LOCAL GOVERN
STAKEHOLDERS
CITY USERS
IN-HOUSE
ENERGY OPERATORS
MOBILITY OPERATORS

* COMMERCIAL
OPERATORS

SECURITY OPERATORS
* INDUSTRIES
* RESEARCHERS
* START-UPS
* ASSOCIATIONS

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM « OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS * MOBILE APPS

PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS ¢ BUSINESS INTELLIGENCE ¢« WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES *
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

GDER + OPEN IOT DEVICES
SEGURITY. « 10T EDGE
PRIVACY « |OT GATEWAY
ASSESSMENT + PAX COUNTERS
AUDITING + |OT BUTTONS ;
REBIIESTED IOT DIRECTORY * SERVICE MAP PREDICTIONS * ANOMALY DETECTION  WHAT-IF ANALYSIS * TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
RESOURCE MANAGER * DATA GATE * DESTINATION MATRICES * SOCIAL MEDIA ANALYSIS * OFFER VS DEMAND ANALYSIS * ENVIRONMENTAL DATA ANALYSIS
R STUDIO  ETL AND PREDICTIONS * REAL TIME HEATMAPS * ROUTING * ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE

OPEN SOURCES, COMMUNITY OF CITIES
TRAINING TUTORIALS, COMMUNITY MANAGEMENT

IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL tiwn 10T / I0E BROKERS INDUSTRY 4.0 Jll SOCIAL MEDIA
‘ SERVICES
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Sources,
External
Services

PULL
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Ingestion,
aggregation,
regularizatio
n, reconcile:

Data
Sources,
Brokers,
External
Services

Data

Driven,

Real

Time

Back-End
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Semantic Reasoners -3¢

Elastic Search

R Studio, Tensor Flow, Python, .... = Ay Drill down,

Facet, semantic

User
interface,

maps,
heatmaps
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Authentication, Authorization, Platform & Processes Management, Data Inspector, Digital Twin, ...
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nternal and external Smart Citv A

Snap4City Smart City APl Docs: Swagger

User: roottooladmini, Org: DISIT {1 swagger Advanced Smart City API
Role: RootAdmin, Level: 7 Advanced Smart City APl
Kmdcity Web App API
LOCOUH Orion Broker K1-K2 Authentication API
m External Serv - Ad d S C = API (.00 Heatmap AP
vanced Smart City
>ata Set Ma - D. ate ) s =] 5
Data Set Manager: Data Gate hitps:/Aww kmAcity.org/swagger/extemnal/ascapi-openapiva json ernal API Docs: Swagger
= Resource M: - P Loader ¥
esource Manager: Pro oacer SMART CITY AP| WEB DOCUMENTATION loT device registration API
@ Development Tools « loT device registration API
@ Web Scraping Tool Notificator API
@ Web Scraping Tool (On)
Servers DISCES scheduler API
[@ Web Scraping Tool (6])
B Rstudio Development [ MBS ISe disit.org iVt v Resource Manager API
B R Studio Development 011 rm of a JSON document shaped conforming to a well-defined schema { Sensors API
jevice.
@ RSstudio Development 0116 Event Logger API
B RStudio Development TF Services v Ownership AP
@ R Studio Development GFF
B g ' ' Data Manager API
Stuc velop ! N : 5
D B S e ‘ / Senvice discovery and information ‘
L. MicroServices from DataAnalytic Device, Broker and Value Mgmt AP
[ ETL Development SnapACity Application API
v
B Events Engager API
B ETL Development 2 Wallet APY
alle
# Knowledge Base Graphs ‘ e ‘
< Knowledge Base Queries User profiler AFI
< Smart City APl Docs: Swagger Locations v 3 My KPIAPI
< Internal API Do Snap vs Openmaint AP
[® Testing API by Postman ‘ /location/ Address and geometry search by GPS ‘ Device Groups API
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— Data gate, federation of Open

Data Portals
— 10T App, ETL proc(PULL)
10T Networks:

— 10T Application processes, data

driven or PULL

— 10T Brokers (Push) = 10T
Shadow

Web Pages:

— Web scraping, crawling
processes

Satellite data

Social media: Twitter, Facebook,..

— Twitter Vigilance, 10T App
Mobile Apps

— Smart City API
Files upload: CSV, Excel, etc.

— 10T Applications, ETL
REST API, WS, FTP, LD, LOD, etc.

— 10T Applications, ETL
Data base accesses

— GIS: WFS, WMS

— ETL, 10T Application
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FIRENZE

DISIT wiol [

ameez GIS vs SnadCity ¢“SNAP/crry o

GIS Server can be: ESRI ArcGSI Enterprise, QGIS, GeoServer, ..

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

(E
GIS Player can be: ESRI ArcGIS Pro, ArcGIS Portal, Snap4City WFS player .- ! ‘r)
ayer
WFS WFS éz
S5 wms (—— SIS Wivts (A)
ACIRSSaT::
(E) Gls Player SNAPicity
Any External C“SNAPcry Dashboard
Service
,_Q___-L ___________ y__% System
I Data Ingestion J— WMS/WES APIs /
wscmd | Smart City APIs |,

| Y SNAP/crry &
. GIS: : l Big Data and Semantic Storag :

* Geographic 10T AbDS ==

Information System
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B
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|
I |
b WMS. ) 23z I . T
: @0 F g "SR R T 10T & I I
. i IN 2 anc I All =
Web Map Service R; ﬂ—.@ — Real Time | Big Data Analytics, : Real Time |8
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— Street-Guide
— Mobility and transport

— Multiple DOMAINS
— Geospatial reasoning — Points of interest
— Temporal reasoning

— Metadata

— Sensors, |07, ...

— Energy

Big Data Tools

— Statistics — Administration PR

: - — Citations from strings a N
— Risk and Resilience —

. . = RS I | (50 j
— Licensing ey B sns

: o ——— ‘ &3 LoD and
- Open and Pr|Vate Data i ; i = 5 = 7 "y ‘Eﬁ reasoners
— Staticand Real time = [ = = T L [k J .
Eas =i == T g  RDF

— |OT/IOE = : E e |
Ontology Documentation: ‘ =

Schema: http://www.disit.org/km4city/schema
RDF version: http://www.disit.org/km4city.rdf

i) ROF - '
o ) Q13

http://www.disit.org/6506
http://www.disit.org/6507
http://www.disit.org/5606
http://www.disit.org/6461
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DINFO

DISIT

User: roottooladminl, Org: DISIT | i
Role: RootAdmin, Level: 7

My Snap4Cityorg

boards of My Organization

ashboards in My Organization

Notifi
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RES'RIBUTED SYSTEMS
TECHNOLOGIES LAB

Helsinki KB Service Map

| | g - Hide Menu Pt 4

3 2 g

; s

| Public transport | Municipalities | Text Search | Address Search | Events ||| ™ LAPINLAHDENTIE 5
&
Select an agency E
- Select an Agency - v £

Select a fine:

- Select a Line - ¥ |
Select a route:

- Select a Route - ¥ I
Select a bus stop 2
- Select a Stop - ¥ | '

Data Inspector
My Data, KPI, POI
10T Applications
10T Directory and De
Knowledge and Maps «
M Service Map (Toscana)
Service Map 3D (Firenze)
Helsinki Service Map
Antwerp Service Map
Garda Lake Service Map
Cagliari Service Map
Lonato Del Garda Service Map
Creating WKT
Service Map 3D (Antwerp)
Service Map 3D (Helsinki)
Load WKT on ServiceMap (Helsinki)

Load WKT on ServiceMap (Toscana)

Load WKT on ServiceMap (Antwerp)

My Annotation on Services/Data

Mapping Services Data

ArcGIS DISIT Service
Micro Applic:
| External Ser

Data Set Manager: Data Gate
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¥ B3 Advertising +
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¢ Bl culturalActivity +

¥ [ educationAndResearch #

A+ -

@ [) Financialservice +

¥ B} Governmentoffice +

¢ [ Healthcare +

¢ [J industryAndManufacturing +
# |J ToTDevice +

¢ [) MiningAndQuarrying +

¥ [§ shoppingAndservice *

@ [ tourismservice #

v ' TransferServiceAndRenting +
¢ B utilitiesAndSupply +

¢ [ wholesale +

¢ [@ wineAndFood +

& 1 A
|- Pty J df J Q J /
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2WS

=

o

 How pass from Service
to Linked Open Graph,
Linket Data view tool

http:/ /www.w3.0rg/2003/01/geo/ wgs84_posilat
60.15858

http:/ /www.w3.0rg/ 2003/01/geo/ wgss4_pos#long
24.921349

http://schema.org/name

373773207€E330127
https/ / disit.org/ kmdcity/sc
Json

http://www.disit.org/ kmdcity /schemag macaddress

Filter:
searcht|
cervice | Linked Open Graph
select V| o ey — .
labal Endpoin Maj
N. result] i ® | Your data Type of relations
Snap4City SmartCity Ontology (by DISIT) v endpoint: (optienal) Select all | Deselect ail | Invert | wide ail inverse
Cuarmsles! e
search View endpok “ exposedsy foafidepiction
Search A ate |ht1p | Request # hasattribute ¥ hasSystemCapability
adessi
Search for keyword v @ maisle endgoint search I implements % observes
Q € S s
] Status ¥ rdfsiseeiiso
= Raguests:
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Embed H ?
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exposedBy D
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¢“SNAP/crry B

DINFO

PARTIMENTO DI
INGEGN
DELL INFORMAZIONE

DISTRIBUTED SYSTEMS
INTERNET

UNIVERSITA
AND
TECHNOLOGIES LAB

DEGLI STUDI

S 057\00%
%}‘ FIRENZE
Multiple dashboards, different features and tools for different users and contexts

4’»

ORE

Vi
decision makers, operators, tablet for operators, mobile phones

situation room with touch screen
Chat room for each dashboard, network of dashboards, etc

Interactive and animated widgets: custom widgets, dynamic pins
Unique Visual Prog. loT App: Business Logic, Integration, Connectors, Data Transform

* Large range of data, beyond GIS and loT, also derived data
— historical and real time even driven
— rendering data and acting on the field, actuators, agents, final users, operators

Easy to Reshape, adapt, evolve: according to the City’s Needs
Easy to Add Features: data analytics, custom modules, integration, interoperable
e Controlling Control Room, video walls

— automated reconfiguration on the basis of the events

— passing from operators to wall, etc
— Multiple operators stations with multiple monitors
Snap4City (C), May 2021
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https://www.snap4city.org/511
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Notification with IOT App may

Fire on any kind of condition
exploiting on 10T App logic
produce messages/events on
* Facebook, Telegram,
e SMS, MMS, IOT Devices, ..
 email, LOGS, FTP, ..
 dashboards, mobiles, ...
 Workflow/incident
management system for
ticketing
* video wall management,
e etc. etc.

=<, Node-RED
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ol | RO | e ¢“SNAP/ay E
BIM view of the Altair Chemical Plant

View/Set MyPOI on Tuscany

- / ALTAIR Plant

BIMvie.ws Project = User Settings ~  Server = License
- Tree Types Layers Classifications Properties Query 3D Project Subprojects Revisions Checkouts Services Exiended Data Browse Users  Model Checkers  Log
A Digital Hub 4 (3 BIMtest y®» ~

4 12 Unknown ®

4 @ 3D_STUDIO_SALA-CELLE_RO ®

» @ P5000A-B_REVOO =

» @ P5000A-B_REVOO =

» @ P5321_REVO0 =

@ P5105A-B -

@ P5105A-B =

@ P5102A-B_REV00 =

@ P5102A-B_REV00O =

@ E-5333_REVO0O =

r @ P5334_REVO0O =

r @ P5324A-B_REV0OD =

@ P5324A-B_REV0OD =

» @ S5360_REV00 =

» @ 55358_REWV00 =

» @ P5350_REWV0O =

@ E-5313_REV00 =

r @ P5302A-B_REVO00 =

» @ P5302A-B_REVO00O =

» @ P5302A-B_REVO00O =

@ MAN =

» @ S$5306_REV0OO < ]

r» @ P-5306_REV00O =

https://www.snap4city. org/dashboardSmartC|tv/VIew/|ndex ph
p?iddasboard=MzAINA== N s
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> > > THE FIWARE
SMART CITIES REFERENCE
ARCHITECTURE

SMART CITY GOVERNANCE SERVICES

Complex Event Big Data Al Advanced
Processing Algorithms Algorithms Data Maps

Processing Engines (Flink, Spark, Hadoop...)

=1

STREET - Location PARKING - Location BUS -+ Location
« Traffic SPACE « No. Slots * Route
« Pollution « Next stop
* Time next stop

IDAS NGSI AGENT FRAMEWORK

Alternative loT Platforms System System
(e.g. Onem2M) Adapter Adapter

_—
B E =

Networks

DEPLOYED loT NETWORKS, CAMERAS, ROBOTS OTHER INFORMATION SOURCES

| 10D

Open Data Portal Data Marketplace
(supporting Right-Time Datasets) — (Data Economy Support)

Operation
Dumourd:

F) < )
WASTE - Location SHARED - Location CITIZEN - Location
BIN = Capacity CAR + Status CLAIM - Citizen ID

= Level « Driver « Description
» Threshold

IdM & Access Control
APlinf Management
and Biz Framework

Keyrock/Wilma = AuthZForce

System System
Adapter Adapter

|E ﬁ Q E TM Forum

Smart Air Public Waste Business
Parkin Quali Transport Management
9 o i o Open APIs

VERTICAL SOLUTIONS

Snap4City (C), May 2021
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| RN amre (& FI ¢“*SNAP4ciry
. Snap4C|ty Powered by FIWARE Solution:

« https://marketplace.fiware.org/pages/solutions/b8905e91973b4201
89cce972

— NGSI V1, V2 The IOT Orion Broker

— |OT Orion Broker can connect JSON, MQTT, Lightweight M2M, LoraWAN, OPC, SigFOX,
etc. see FiWare Https://www.fiware.org

« Snap4City - FIWARE Training Services:

 https://marketplace.fiware.org/pages/solutions/03bccd83a0elb039
8ba7a0bf

* Snap4City - FIWARE Consultancy Services:

° g’éltps /émarketplace fiware.org/pages/solutions/907f5ecc63927f643
8421

« Snap4City is compatible with all the above protocols Powered by
— via IOT Orion Broker, < FI
— via 10T Applications.
— via direct connection on ETL processes on their corresponding |IOT brokers, and/or

* SnapA4City is also compatible with many other protocols, see the table reported
in page: https://wWww.snap4city.org/65 ... .cu . vay 200 e

DINFO

NGEGNERIA
DELL'INFORMAZIONE

2 ’F



https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/b8905e91973b420189cce972
https://www.fiware.org/
https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/03bccd83a0e1b0398ba7a0bf
https://www.snap4city.org/drupal/node/467
https://marketplace.fiware.org/pages/solutions/907f5ecc63927f643dd8421b
https://www.snap4city.org/65
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DISIT

SR FIWARE
IMPACT
STORIES

Snap4City:
FIWARE powered smart app
builder for sentient cities

s [ | DiNFO | DIsIT
FIRENZE | Bl | EE

1% -l ¥ al\v' m-m,
s JVerview C"SNAPdcnv

— https://fiware-
foundation.medium.com/sna
p4city-fiware-powered-
smart-app-builder-for-
sentient-cities-acfe24df49d5

— https://www.snap4city.org/d
rupal/sites/default/files/files
/FF_ImpactStories Snap4Cit

y.pdf
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“a f‘\g FIRENZE P)\‘ELEL’CI;rIlqggF!lAMAZIONE TECHNOLOGIES LAB A CITy G- %0 €

KPI, POI, MyKPI, ... o)1=
WorkFlow*
API, External Services [ .
Web Scraping

Data Analytics,
Artificial Intelligence

aaaaa

INT Rrnlcar

@ Diﬂ - G;Qi' ) mei

B2 R P ——
‘ LRt e Big Data
i -
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Dashboards and Apps
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UNIVERSITA
DEGLI STUDI .P&ngﬂgn’o
FIRENZE | 058t Mmazione
It =T = &
s?U-—L\-_r_ ( Su Mob:hty l
for Cities — \>... A
A
== e o |
2 = SE
====S i resolute
REPLICATE x
T
GHOST \—_J
TRAFAIR
P~
Ly
e~ ¢
5 & | MOSAIC
lifes =
smantCGARDAlake
R IMPACTCAPACITY. =
WEAID
(— )GREEN FIELD PE = Smart Bed
AS
S‘Z‘d"‘l.g._m....d_-
4 nerreg E
HmiLerr EE - MARITTIMO-IT FR-MARITIVE
/Vlediterranean = M OBI
HERIT-DATA MART

Reverberi Enetec
Gruppo MPES

DISTRIBL
AN

D INTE
TECHNO

http://wv
°

Sii-Mobility = mobility and transport, sustainability
REPLICATE - ICT, smart City Control room, Energy, 10T
RESOLUTE - Resilience, ICT, Big Data

GHOST - Strategies, smart city

TRAFAIR = Environment & transport

MOSAIC = mobility and transport

WEEE Life 2 Smart waste, environment

Smart Garda Lake = Castelnuovo del Garda, SMARTEA
5G -2 Industry 4.0 vs SmartCity

Green Impact =2 Industry 4.0, Chemical Plant
SmartBed (Laid) = smart health

Green Field Peas (Soda) = Industry 4.0, Chemical plant

MobiMart and PISA Agreement = data aggregation, mobility and
transport, Living Lab

Lonato del Garda = smart parking, environment
Herit Data = tourism, culture and management
ISPRA JRC - site management and services

Capelon (Sweden) = smart light solutions
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Thanks to the MIUR for co-founding and to the University of Florence and companies involved. All slides reporting logo of Sii-

Mobility are representing tools and research founded by MIUR for the Sii-Mobility SCN MIUR project.
KmA4City is an open technology and research line of DISIT Lab exploited by a number of projects. Some of the innovative

solutions and research issues developed into projects are also compliant and contributing to the Km4City approach and thus are

released as open sources and are interoperable, scalable, modular, standard compliant, etc.
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https://www.snap4city.org/
http://trafair.eu/
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Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Hitps://www.disit.org with its Snap4City solution

Snap4City:
*  Web page: Https://www .snap4city.org

e https://twitter.com/snapdcity

https:/fwww facebook.com/snapdeity

-
Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +38-335-5668674
Linkedin: https://www.linkedin.com/in/paoclo-nesi-849ba51/

]

o

Twitter: https://twitter.com/paolonesi
FaceBook: https://www.facebook.com/paolo.nesi2

]

]

Access Level: Public.

Date: 05-04-2021

Version: 5.3
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* April 2021
* https://www.snap4city.
org/drupal/sites/default
[files/files/Snap4City-
PlatformOverview-April-
2021-V5-3.pdf

Snap4City (C), April 2021
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview-April-2021-V5-3.pdf
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview-April-2021-V5-3.pdf
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Appliances and Dockers
Installations
CONTACT .
www.snap4city.org
DISIT Lab, DINFO: Department of Information Engineering Email: snap4city@disit.org

Universita degli Studi di Firenze - School of Engineering

Office: +39-055-2758-515 /517
Via S. Marta, 3 - 50139 Firenze, ITALY Cell: +39-335-566-86-74
hitps://www.disit.org Fax.: +39-055-2758570
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