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Note on Training Material
• Snap4City for Dummies https://www.snap4city.org/1046 
• Course: https://www.snap4city.org/944 

– Introductionary course to Snap4City technology

• Older version Course https://www.snap4city.org/577 
– Full training course with much more details on mechanisms and a wider set of cases/solutions of the 

Snap4City Technology

• Documentation includes a deeper round of details
– Snap4City Platform Overview: 

• https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf  

– Development Life Cycle: 
• https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf 

– Client Side Business Logic: 
• https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf

• On line cases and documentation: 
– https://www.snap4city.org/108 
– https://www.snap4city.org/78
– https://www.snap4city.org/426

Snap4City (C), February 2025 3

https://www.snap4city.org/1046
https://www.snap4city.org/944
https://www.snap4city.org/577
https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf
https://www.snap4city.org/108
https://www.snap4city.org/78
https://www.snap4city.org/426


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.orgFree Trial
• Register on WWW.snap4city.org

– Subscribe on YOUR Organization

• You can:

– Access on basic Tools

– Access to a large volume of Data

– Create Dashboards

– Create IOT Applications

– Connect your IOT Devices

– Exploit Tutorials and Demonstrations
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Data Ingestions Strategy
• 1) Via internal Brokers: NGSI V1/V2, MQTT (beta), JSON

–  the data messages arriving in PUSH on the platform,
• if compliant to a known Model and referring to a known Device/Entity 
• They are AUTOMATICALLY: stored, indexed, and ready to be used by Wizard, 

Dashboards, Views and Applications

• 2) Via external Brokers: NGSI V2, NGSI LD (beta), JSON
– the data messages arriving in PUSH on the external broker,

• Have to be mapped to a known Model and referring to a known Device/Entity 
• To be AUTOMATICALLY: stored, indexed, and ready to be used by Wizard, 

Dashboards, Views and Applications

• 3) Via any other broker, GateWay, API, server, WebService, 
database, protocol and/or format of the many available on 
Snap4City, in PUSH/PULL have to be 
– mapped on an Snap4City IoT/Entity Model and Entity/Device Instance 
– ingested in real time or batch, by a process implemented as 

• an IoT App/Proc.Logic, on container, on cloud or Edge
• a Python or other language, on container, on cloud or Edge
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Basic Concepts of Data Ingestion for

• Basic entity elements
– Static and Real-Time / Time Series
– Classification of Entities
– References among Entities

• Knowledge Base: Modelling and ServiceURI as Entity Identifier
– Entity Indexing and Unified Identifications

• Models vs Devices/Entities and Registration
– Entity Models / IoT Device Models
– Entity Instanced / IoT Device Instances
– Messages over time/version
– Variable as Attributes

Snap4City (C), February 2025 8
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Terminology
Former name new name, 

from 2023

What

IoT Device Model Entity Model A data model
IoT Device Entity Instance A data instance ready to get message for time series
IoT Device Variable, metric Entity Variable A variable of an Entity Instance or of an Entity Model
IoT Device Message, device 

message

Entity Message A data message 

IoT Directory Entity Directory The tool for managing models, entities, data models, etc.
IoT Applications,

IoT App

Processing Logic = Node-RED + Snap4City Libraries

The tool for visual programming, node-red JavaScript, data flow, ingestion 

logic, data transformation, data loading, interoperability, business logic.

Dashboards Views and 

Dashboards

The Snap4City Dashboards are effectively Views of some Web Application, 

with all the interaction and connection the developer would create among 

them.

Snap4City (C), February 2025 9
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Develop: Data Processes

Proc.Logic / IoT App

Snap4City (C), February 2025 10
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Editing IOT Applications
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Basic Node.js Blocks on NodeRed on our Advanced IOT Apps

+ on IOT Edge Raspberry
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Node-RED Basic Blocks

It is provided with a minimum set of 

functionalities (the building 

blocks/nodes) while other blocks can 

be easily added loading them from a 

large library made available by the 

JS Foundation. 

Despite to its diffusion, for the usage 

in the context of Smart City it was not 

powerful to cope with the basic 

requirements of the domain. 

The classical nodes provided in the 

standard version can be classified as: 

input, output, function, social, storage, 

analysis, advanced, and dashboard. 

Snap4City (C), February 2025
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Hello World of Node-RED
• http://developer.opto22.com/nodered/general/getting-

started/node-red-hello-world/

Snap4City (C), February 2025 17
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Node-RED
• Node-RED is a flow-

based development tool for visual 

programming proposed by JS 

Foundation

• The Node-RED approach is a mix 

of visual composition of 

nodes/blocks to compose the so-

called flows that are concurrently 

executed by an engine Node.js.

• It is quite diffuse being also directly 

provided into official releases of 

IOT devices as Raspberry Pi 

family

• Based on Node.js

• 100% open source

Snap4City (C), February 2025



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Node-RED Libraries
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https://flows.nodered.org/search?term=
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Load Library from Palette
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Two views of the same libraries

https://flows.nodered.org/


Node-RED 
Snap4City Libraries
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Proc.Logic / IoT App Editor: NODE-RED
• In the Proc.Logic / IoT App of Snap4City, it is possible to:

– Execute flows that process data as: Event Driven, Batch (periodic or not)

– Create multiple concurrent Flows for each IoT App / Proc. Logic

– Create subflows as macros to be reused

– Create Groups of nodes as macro

– Save/load, share, of nodes, flows and applications with other users via 

• the Snap4City Resource Manager or 

• with JS Foundation or 

• via email, skype, file sharing in general

– ..
Snap4City (C), February 2025 23



IoT App / Proc.Logic Editor: NODE-RED
• In the IoT Apps / Proc.Logic of Snap4City, it is possible to Extend 

the Capabilities:

– Load other Nodes, segments of flow and entire flows from several 
sources: email, libraries, S4C repository, etc. 

– Load other libraries of MicroServices/Nodes/Blocks from Manage Palette

• A large set of Libraries of Node is available. 

• The loading may have some limitations for security reasons

– Get more IOT App / Proc.Logic above the Limit that may depend on the 
organization and/or on personal authorizations, ask to Admin

– ..

Snap4City (C), February 2025 24
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Snap4City Libraries on Node-RED
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Snap4City Libraries on Node-RED
• https://flows.nodered.org/search?term=snap4city

o https://flows.nodered.org/node/node-red-contrib-snap4city-user 

o https://flows.nodered.org/node/node-red-contrib-snap4city-developer

o https://flows.nodered.org/node/node-red-contrib-snap4city-d3-dashboard-widgets

o https://flows.nodered.org/node/node-red-contrib-snap4city-tunnel

o https://flows.nodered.org/node/node-red-contrib-snap4city-milestone 

o https://flows.nodered.org/node/node-red-contrib-snap4city-clearml

Snap4City (C), February 2025 26

https://flows.nodered.org/search?term=snap4city
https://flows.nodered.org/node/node-red-contrib-snap4city-user
https://flows.nodered.org/node/node-red-contrib-snap4city-developer
https://flows.nodered.org/node/node-red-contrib-snap4city-d3-dashboard-widgets
https://flows.nodered.org/node/node-red-contrib-snap4city-tunnel
https://flows.nodered.org/node/node-red-contrib-snap4city-milestone


Node-RED in SnaP4City
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IOT Application/Proc.Logic Listing 
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• Basic (white)

• Advanced (red)

• IoT Edge 
– Raspberry Pi

– Android

– Win/Linux

• Data Analytic 
(Plumber)

• Web Scraper
(Portia)
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IOT Applications Listing
– Basic / Advanced

– On IOT Edge Raspberry Pi

– On IOT Edge Android

– On IOT Edge Win/Linux

Snap4City (C), February 2025 30
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IOT Application Self Control
• Properties

– Name, Type, Creation date

• Control
– Restart Container

– Delete IOT App

• Change of ownership
– Pass to another Snap4City User

• From inside the IOT App
– Restart

– Update Snap4City Library
Snap4City (C), February 2025 31

Automating restart
and update



IOT App = Node-RED + Snap4City
IoT App === Proc.Logic

Snap4City (C), February 2025 32



IOT Applications Development 

Snap4City (C), February 2025 33

MicroServices collections IOT App. Editor
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Develop Snap4City IoTApp
Processing Logic

Snap4City (C), February 2025 34
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1. Business Logic is going to be implemented in Proc.Logic (IoT App), with a set of flows.
2. Decompose your problem and sequence diagram in single Data/event Flows, from 

client side and server side. 
3. Identify the single Data/Event Flow, as those that start from a certain event (periodic 

or provoked from other messages), and that finish with: sending of data in the storage, 
change status, send an event, provide a message into a dashboard, send an email, etc. 

4. Design the single Data/Event Flows with a mixt of possible activities. 
1. The design can be performed using data flow diagrams. 
2. It can have sequences, switch, serialization, packing, joining, distribution, communication, 

transformation, search, etc. 
5. When  the design of Data/Event Flow mechanism is clear the designers can pass to 

directly sketch the flow in Node-RED which is a visual programming. 
6. Incrementally improve the Proc.Logic (IoT App) Node-RED flows by adding nodes 

needed
7. Once obtained the Proc.Logic (IoT App) Node-RED flows in the correct data model you 

can send data to the ingestion broker, but also perform many other actions on several 
services.

Snap4City (C), February 2025 35
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gateway

IoT App / Proc.Logic Design, for each Data/Event Flow

a. Periodically activate the flow
b. Call a gateway to get data
c. Verify the correctness of data
d. Enrich the data with other 

information coming from Cloud 
data into the storage

e. Transform the data in the correct 
forma

f. Send the data into the IoT Broker, 
and thus send the data in the 
storage on a specific IoT Device

g. Send also a notification via email

Snap4City (C), February 2025 36
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storage

Proc.Logic (IoT App) Design, for each Data/Event Flow

a. Periodically activate the flow
b. Call a gateway to get data
c. Verify the correctness of data
d. Enrich the data with other 

information coming from Cloud 
data into the storage

e. Transform the data in the correct 
forma

f. Send the data into the Broker, 
and thus send the data in the 
storage on a specific Entity 
Instance

g. Send also a notification via email

Implicit services are not drawn
Snap4City (C), February 2025 38
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A sample of Data Ingestion

Function, example of NGSI V2 payload:
var time_now = new Date().toISOString();
var arandvalue = Math.random()
msg.payload = 

{"id":"mydev",
"type":"mydevSensor",
"anID":{"type": "integer", "value": "http://www.disit.org/km4city/resource/iot/............../anuser"},
"VDDValue":{"type":"float","value":arandvalue},
"dateObserved":{"type":"string","value":time_now},   // it is a time serie
"latitude":{"type":"float","value":"28.61810"},              // it may move over time
"longitude":{"type":"float","value":"11.34300"},           // it may move over time
"status":{"type":"integer","value":34}
}

return msg;

Snap4City (C), February 2025 39
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1) Event driven from Broker, read last context
data. It is not sure that this change is on Storage

Snap4City (C), February 2025 40

2) Recollect data from  Storage
• This node uses the Smart City API

• Any External Application can get the same data in authenticated
authorized manner via Smart City API 

• Smart City API is a better approach instead of producing a file outside or 
providing data via some local API service created from IoT Application 
(feasible but not protected)

Read and share Data and Context Data
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Snap4City MicroServices 
and programming Patterns

Snap4City (C), February 2025 41
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Two Snap4City Libraries
Sept 2024 collection

https://flows.nodered.org/search?term=snap4city


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Snap4City (C), February 2025 43

Two Snap4City Libraries
Sept 2024 collection

We suggest also to install:

AND: From 
Resource 
Manager

https://flows.nodered.org/search?term=snap4city
https://flows.nodered.org/search?term=snap4city
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The Processing Logic (IoT App) microservices
Actually, there are more than 180 nodes/blocks in the Snap4City libraries on Processing Logic (IoT App) which 
can really facilitate your life and save you time in producing Smart Applications for composition of the 
following microservices and using those that you can install from internet, thousands of functionalities:

• Data ingestion: more than 100 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database, etc. 

• Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system Km4City ontology, call to 
Smart City API, etc. 

• Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

• Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin BIM Server, any 
external service REST Call, etc. 

• Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

• Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, scenarios, etc.

• Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices (predictions, 
anomaly detection, statistics, etc.)

• User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, buttons, switches, 
animations, selector, maps, etc. ), send data to special graphical widgets: D3, Highcharts, etc.

• Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

• Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc. 

• Special tools as: routing, georeverse, Twitter Vigilance and sentiment analysis, etc.

• Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc. 

• Etc. etc. Snap4City (C), February 2025 44
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Dashboards
Widgets: Graphic Libraries
Interactive Widgets
Maps, 3D representations
Synoptics, External Content 
Micro Web App

IoTApp Management
Data Logs, A&A, Security
Ownership Management
VPN remote access

Data Load / Search / Retrieval
KPI, POI, GIS Data, Scenarios
Time Series, Public transport
High Level Types: heatmaps, ODM,…
IoT / Entity Discovery
Delegation Management
Data Mapping

Open Data CKAN
Ticket Management, workflow

BIM Servers
Social Networks

Video Management system
Gateways

Data Analytics
Statistic, Optimization

Simulation
Artificial Intelligence

What-if Analysis Support 
Geo Utilities Support

Routing & Traffic Flow
MLOps support
Python support

R Studio Support

Snap4City 
Microservices

Proc.Logic
SSBL

other
Node-RED

Libraries
Third

party

microservices
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MicroServices 
Areas> 60.000 downloads
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Even Driven

Saving Data on 
Storage

Get Data from 
Storage

Node shape Description Snap4City 
or 
standard 

 

To generate injection messages into a flow, scheduled/periodic 
or on manual demand by click it on left.  

standard 

 

DATA TRANSFORM 
A JavaScript function, from a JSON input to one or more JSON 
outputs, which can be produced by setting it. 

standard 

 

SAVE to STORAGE via internal BROKER 
To send an Entity Message of an Entity Instance into the storage. 
The Entity Instance has to be registered on Entity Directory (IoT 
Directory) and you have to be the owner or to be delegated in 
READ-WRITE to send messages to it. The node represents the 
broker, so that the same node can be used to send any Entity 
Message you need. Please manage the error in output. 

Snap4city 

 

SUBSCRIBE to an Entity change on BROKER 
To subscribe the Processing Logic (IoT App) to receive event-
driven notifications related to Entity Instances changes. The node 
is substantially a listener connected to an Orion Broker. You can 
subscribe to many Entities and then to get all of them from the 
output of the listener. The new version will go to provide an input 
port to send at this listener multiple subscriptions.   
PLEASE NOTE THAT ALL THAT YOU CAN DO IN MQTT CAN BE 
DONE IN ORION BROKER NGSI. Moreover, Orion broker is 
authenticated, in SSO, provides JSON, etc. This node-red block 
allows you to subscribe to a topic / device and get event driven 
actions on IoT App directly. Please manage the error in output. 

Snap4city 

 

READ from STORAGE 
Query call to Smart City API to get any information about a SURI, 
ServiceURI. There are many other Nodes which can be used to 
pose Smart City API queries in very simple manner and recover 
vectors of ServiceURIs. Please manage the error in output. 

Snap4city 
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SEARCH on STORAGE 
To perform queries on the storage to obtain a list of ServiceURI. 
The nodes of this family can allow you to perform searching 
queries by filtering for distance, area, subnature/category, values 
of attributes, time period, etc. Please manage the error in output. 

Snap4city 

 

Send email. With other nodes you can send Telegram, SMS, etc.  standard 

 

To send a REST CALL (get, post, etc.). Please USE THIS NODE ONLY 
for the access at external API and not to access at the Snap4City 
API for which a lot of MicroServices are accessible as 
NODEs/Blocks in the Processing Logic and they are simpler to be 
used and ready to use. Please manage the error in output. 

standard 

 

A block which is printing on debug view the data JSON passed in 
its input. Please note that the node can be tuned to provide only 
msg.payload or the full JSON message, change configuration of 
the node.  

standard 

 

 

A node to insert a delay to each message arriving, or to limit the 
rate of messages in output. In some cases, the node creates a 
buffer of messages regularizing the rate in output if the rate in 
input is greater in some moments.  

standard 

 

Get Data from 
Storage

Send email

Monitor messages

Stream Delay, 
limiting rate

Gen/access to 
HTTP, HTML pages
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examples

USage To 
be trained
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Some patterns 
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1) Hello world of node-red, the inject may provide a string to the debug. 

 
 

2) Hello world of node-red at two steps, the inject provides a push while a JSON is created into the function 
as msg.payload = {………….} and sent/shown to/by the debug. 

 
 
3) Event data reception from an MQTT broker, transformation and send it to the storage pushing data into 

the Orion Broker V2. 

 
 
4) request on inject of a SURI to the storage to see data on debug. 

 
 

Periodic or 
Sporadic events to 
data collection, 
processing

Even Driven
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• Please note that 

– the most important blocks nodes to interact with the platforms are reported 
in these tables to familiarize with the main concepts. They are actually 
families of blocks/nodes since many others are present that allow you to 
perform a very large number of other features.

– You do not need to take care of Authentication and Authorization, all is 
performed via SSO, Access Tokens. 

– YOU DO NOT HAVE TO ACCESS AT THE API all is provided in terms of 
NODEs/BLOCKS into IoT APP. Everything can be parametrized via JSON passed 
in input to the nodes. 

– nodes input as JSON is primary mode for setting parameters 

• While they can be also configured from their user settings via user 
interface  
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Entity / Device Registration from 

IOT App/Proc.Logic (automation)
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IOT Orion Broker

Snap4city Data Ingestion Flow Diagram

Snap4City (C), February 2025
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Knowledge Base
Semantic Reasoners

IOT Directory

IOT Orion Broker
Real Time

subscription note

(1c) static

pull

IOT Device Registration IOT App
Dynamic

Information, File
IOT Apps
Snap4City Tools
IOT Device/Gateway

NGSI

NGSI
NGSI

Indexing and Aggregating
NIFI, OpenSearch



Dataset Creation

1) Model creation

53

Model name: Florence wifi average person

Snap4City (C), February 2025



IoTApp static flow
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BLOCK: ‘IoTDirectory-new-device-from-model’
Model name: Florence wifi average person

Snap4City (C), February 2025

2) IoT Devices Creation
from IOT APP



IoTApp static flow

55Snap4City (C), February 2025

3) Group Creation (more 
than 200 devices) -> put all
the devices in the group and 
put them as ‘public’ (or they
remain private)



How to….

3) Add the license and Make Public the  
IoTDevices (according to the license)

56

5) Working on Dynamic Flow to save Average 

#people every 15 minutes for each IoTDevice 

1) IoTModel 2) Static Flow to create IoTDevices

4) Search for the Cameras on Map

(ServiceMap)
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IoTApp Dynamic Flow

5) Send RT data to the 
IoTDevices

6) Verify RT Data via 
Snap4City API or via 
ServiceMap
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Snap4City API

ServiceMap

Set the 
IotBroker



An Integrated Example for 
Time Series
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Activities for Registration on Directory
• Manual Registration

– From scratch Single Device / Entity Registration 
→ Entity Directory / IoT Directory

– From a template (the templates are called Models)

• Automated Registration for bulk/massive registration: N 
Entities / Devices 
– From IoT App on the basis of some Models from IoT App 
– From IoT App loading a CSV (with or without a reference IOT 

Model)
– Programming  from scratch or from a Model
– On the basis of some EXCEL file with data by using the Data 

Table Loader, which create model, devices and data
– Etc.

59Snap4City (C), February 2025

Entity/IoT 
Directory1

Manual or automated
Registration
of Entities/Devices
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created a Model as:
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For Time Series
- ValueName: 

dateObserved
- ValueType: 

timestamp
- ValueUnit:

timestamp in 
millisecond

- DataType: 
string

- E.g.: ISO string of the 
date-time
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Please note for Time Series of IoT Devices

• Snap4City engine recognizes as time basis for the TimeSerie
only 1 Varible with 
– ValueType as TimeStamp (in milliseconds)

• If you need more than one variable as timestamp in milliseconds use:
– ValueType = Datetime (in milliseconds)
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From Model, you can create instances
of Entities / Devices
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They have been created by «Add new Device» 
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Device from Model by Providing: 
• NAME  (it has to be unique)

• Select the IoT/Entity Model: «statuscorregione»
– Thus the K1, K2 appears since the model is associated with an Orion Broker 

that needs to have them, the Snap4City tools generate them for you, while 
you can impose if you like
• Another usage can be from an external device on field, or from an application not in SSO 

with Snap4City, etc.

• They are usually different for different users and delegations

– See in previous slide the ID name of the IOT Broker used

• Lat and Lon, GPS coordinates you can:
– pick on the map

– Write the coordinates manually and see the pin on map
Snap4City (C), February 2025 65
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Once Created, I may send a new data to it
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Get/See last message
from Broker

Generate a New Message 
towards the Device, Storage

View IoT Device on 
map and its last value
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Edit Message
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Send the 
Message 
to the 
Device, 
Storage

Impose current
date time on
dateObserved
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Once created the Device you may send data on it

• You may create a Proc.Logic / IOT App, where:

– Function: is preparing the JSON package

– Block «FIWARE Orion OUT V2» is sending the data to the Orion Broker. 
Namely: «OrionUNIFI», and from that on Snap4City Storage 
Automatically

– Please note that several version of ORION Brokers and protocols
exists:

• So that you have to know which protocols you need to use for your broker 

Snap4City (C), February 2025
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Settings ?

• Certificates are 
automatically
loaded at the first 
authentication

• Done!!
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• IP if the Broker is in cloud 
(internal)
• List of brokers is 

automatically provides
• The K1, K2 is automatically 

provided if you are 
authenticated

• Symbolic address of 
Broker can be taken from   
Directory
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• A Json from the IOT App
– NGSI V1

• ID: The Name of the IOT 
Device: «corveneto»

• Type as that defince in the 
IOT Device when you 
created

• The Time stamp: 
“dateObserved” to have  a 
time series data
– “str” is a string with the  

date and time in standard 
ISO, such as , 

– “2020-08-04T04:00:00+02:00”, 
– “2020-08-03T00:00:00.000Z”

• And the vector of 
“attributes” 

Snap4City (C), February 2025
70

msg = { payload : {
   "id": "corveneto",
   "type": "misura",
   "attributes":[
  {  "name": "dateObserved", "value": str, "type": "timestamp"  },
  {  "name": "stato",   "value": “active”,   "type": "string"  },
  {  "name": "ricoverati_con_sintomi",   "value": 12,   "type": "integer"  },
  {  "name": "terapia_intensiva",   "value": 34,   "type": "integer"  },
  {  "name": "totale_ospedalizzati", "value": 34,  "type": "integer"  },
  {  "name": "isolamento_domiciliare",  "value": 334,  "type": "integer"  },
  {  "name": "totale_attualmente_positivi",   "value": 12,   "type": "integer"  },
  {  "name": "nuovi_attualmente_positivi", "value": 33,   "type": "integer"  },
  {  "name": "dimessi_guariti",   "value": 22222,   "type": "integer"  },
  {  "name": "deceduti",     "value": 2,  "type": "integer"   },
  {  "name": "totale_casi",     "value": 2222,     "type": "integer"   },
  {  "name": "tamponi",     "value": 222222344,     "type": "integer"   }
  ]
 } 
}
return msg;
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DateObserved

• The Timestamp: “dateObserved” to have  a time series data

– “str” is a string with the  date and time in standard ISO, such as , 
– “2020-08-04T04:00:00+02:00”, 

– “2020-08-03T00:00:00.000Z”

• In JavaScript you can obtain by using:

– Var str = new Date().toISOString();

– Str has to be the ISO date string of today-now (at the current time). 
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Get IOT Device Info

• You can create smart Proc.Logic / 
IoT App that on the basis of the list 
of Devices would request all what
you need to load data into YOUR 
OWN Devices including:
– Service URI

– K1, K2

– Authentication 
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Delegate Management from IoT App
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To delegate a certain
device to some other
user/group of users



Exploiting Storage data 
by using: IoT App / Proc. Logic

Snap4City (C), February 2025 74



Brokers
Brokers
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Brokers

IoT App
GISBIM

Gateways, satellite

External Services

Web Scraping
Tv CAM streams

Social Media

Brokers

IoT App

IoT App

KB, graph

IoT App
ProcLog.

storage

Data Analytics
Data AnalyticsArtificial Intelligence:

ML, AI, XAI, DA

Business Intellig. 
CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

EntityInspector

Dashboard Bld 
& Manager

Synoptics

HLT Manager

Service Map

Scenario Editor

On Edge 
On Cloud Event Driven

API Manager

Waste Mng.

Parking Mng.

Lighting Mng.

Building Mng.CustomThemes

Sharing/pool

Market/Sharing  Place

A&A, SSO, Blockchain, Resource Managers and Sharing: IoT App, Data Analytics, …

3D Digital Twin
Mobile Apps

2024/8

Environment

Data Managers

Third parties solutions

Traffic Optimiz.

TrafficLightPlan

ApplicationsFront-End 
Facilities

Tourism Mng.

PublicTransport

Energy Mng.

MobAppSupport

KPI Support

Technical Architecture



S4CSearch
• ANY kind of sensors

• To Get DATA of a Service / POI /sensor

– Historical and real time

– Real Time
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• For example to search for:
– POIs:

• near a GPS position, from text, along a 
path, in an area, etc..

– Public Transport information / data
– Suggestions
– Public Transport Means Routes/Paths
– Events in the area
– Value Type (kind of data)
– Etc.

• To Get DATA of a Service / POI 
/sensor
– Real Time
– ANY kind of sensors

77

Smart City Entities Search
Simple and Fast

S4CSearch
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• Similar to basic Search functions but 
with more flexibility of the function 
for programming the search

• Adding Dynamic behavior:

– Getting in input JSON with 
parameters

• To Get DATA of a Service / POI 
/sensor

– Historical and real time

– ANY kind of sensors

78

Smart City Entities Advanced Search
Flexiblity

S4CSearch Adv
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S4CSearch

• Distance from GPS point

• Point      is in Polygon ?

– Polyline as WKT

– Polyline as GeoJSON
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DEMO: Acces to Storage data 
by using: IoT App / Proc. Logic
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the exercise
• On IoT device/Entity on Service map… e.g., OpenWeather….

– Identification of the service URI, SURI

– Go on Service Map, multi Org, or Super

– Alternatively: get SURI from the Entity Directory

• Create an example

– Inject SURI on Service Info Dev, see the data, and time series  

• if you are an Area Manager

– Use pattern: Inject → function → service info dev → debug

– Retrieve a data, retrieve a set of data in the last 24/48 hours, 2 days
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the exercise
• SERVICE URI: 

http://www.disit.org/km4city/resource/iot/orionFirenz
e2-UNIFI/Firenze2/ow_air_pollution_fir1

• Create Advanced IOTAPP

• Set of data in the last 24/48 hours, 2 days
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msg.payload={    
"serviceuri":"http://www.disit.org/km4city/resou
rce/iot/orionFirenze2-
UNIFI/Firenze2/ow_air_pollution_fir1",    
"fromtime":"48-hour"}
return msg;

http://www.disit.org/km4city/resource/iot/orionFirenze2-UNIFI/Firenze2/ow_air_pollution_fir1
http://www.disit.org/km4city/resource/iot/orionFirenze2-UNIFI/Firenze2/ow_air_pollution_fir1
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Be smart in a SNAP!
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