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* Smart city context includes solutions that presents

— Data: Heterogeneous, large volume, several protocols, legacy systems,
semantics, real time, multiple domains

— Processes: several of different kinds, aperiodic, periodic, event driven,.
— Relationships: among data and processes and mixt

— Non Func. Req: security, GDPR, reliability, quality, scalability, etc.
* Interoperability: legacy, protocols, modularity,
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* Data Ingestion: the models and mechanism for data gathering

e Data Inspection: the model and solution to identify problemes,
and understand solution
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. Open Data:

Data gate, federation of Open
Data Portals

ETL processes (PULL)
IOT Application processes
* |OT Networks:

driven or PULL

IOT Brokers (Push) = 10T
Shadow

*  Web Pages:

Web scraping, crawling

processes

*  Social media: Twitter, Facebook,..
— Twitter Vigilance, IOT App

*  Mobile Apps

Smart City API

. Files upload: CSV, Excel, etc.

IOT Applications, ETL

*  RESTAPI, WS, FTP, LD, LOD, etc.

IOT Applications, ETL

* Data base accesses

GIS: WFS, WMS

ETL, IOT Application

IOT Application processes, data
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Sensors/
Actuators

IOT Edge

Web SCraping b ammmd

GIS data, Maps, ...
API, External Services
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My Files

Rest Call
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

IOT APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

([ RIATLETE

DATA DRIVEN APPLICATIONS ¢ REAL TIME CONTROL ROOM ¢ SITUATION ROOM ¢ OPERATOR DEVELOPMENT KIT ¢ SUGGESTIONS » MOBILE APPS
PROCESSING ¢ BATCH PROCESSING ¢ ANY DASHBORDS * BUSINESS INTELLIGENCE « WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES ¢
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS « RISK ANALYSIS « READY TO USE SMART APPLICATIONS

RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* LOCAL GOVERN

STAKEHOLDERS * GDER + OPEN IOT DEVICES
CITY USERS * SECURITY « |OT EDGE
IN-HOUSE * PRIVACY « |OT GATEWAY
ENERGY OPERATORS * ASSESSMENT * PAX COUNTERS
MOBILITY OPERATORS SRAUDITING + |OT BUTTONS
« COMMERCIAL el IOT DIRECTORY + SERVICE MAP PREDICTIONS » ANOMALY DETECTION * WHAT-IF ANALYSIS *» TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
OPERATORS RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS » OFFER VS DEMAND ANALYSIS + ENVIRONMENTAL DATA ANALYSIS
e RV S ERATONS R STUDIO « ETL AND PREDICTIONS + REAL TIME HEATMAPS * ROUTING + ALERTING * EARLY WARNING * PERSONAL AND VIRTUAL
ksl ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
s « TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
i it el sty i KMA4CITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE
« START-UPS :
o ASSOCIATIONS * TRAINING TUTORIALS, COMMUNITY MANAGEMENT
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL Siva 10T / I0E BROKERS INDUSTRY 4.0 Jll SOCIAL MEDIA
‘ SERVICES
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W - :
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Main Organizations/areas
* Antwerp area (Be)

* Capelon (Sweden: Vasteras, Eskilstuna, Karlstad)
* DISIT demo (multiple)

* Dubrovnik, Croatia

* Firenze area ()

* Garda Lake area ()

* Helsinki area (Fin)

* Livorno area (l)

* Lonato del Garda (l)

* Modena (l)

* Mostar, Bosnia-Herzegovina
* Pisa area (l)

* Pont du Gard, Occitanie (Fr)
* Roma (I)

* Santiago de Compostela (S)
* Sardegna Region (l)

* SmartBed (multiple)

* Toscana Region (l), SM

* Valencia (S)

* Venezia area (l)

* WestGreece area (Gr)

Snap4cCity (C), SmartComp, Sept. 2020


https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Antwerp&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=DISIT&fromSubmenu=false&sorts%5btitle_header%5d=1
https://dubrovnik.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Firenze&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Garda&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Helsinki&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Livorno&fromSubmenu=false&sorts%5btitle_header%5d=1
https://lonatodelgarda.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Modena&fromSubmenu=false&sorts%5btitle_header%5d=1
https://mostar-bosniaherzegovina.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Pisa&fromSubmenu=false&sorts%5btitle_header%5d=1
https://pontdugard-occitanie.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Roma&fromSubmenu=false&sorts%5btitle_header%5d=1
https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MTc5NQ==
https://sardegna.km4city.org/smosm/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Toscana&fromSubmenu=false&sorts%5btitle_header%5d=1
https://servicemap.snap4city.org/
https://valencia.snap4city.org/
https://www.snap4city.org/dashboardSmartCity/management/dashboards.php?queries%5bsearch%5d=Venezia&fromSubmenu=false&sorts%5btitle_header%5d=1
https://westgreece.snap4city.org/
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Snap4City Smart City Services Development Phases

Analysis & Design Data Analytics

Data
. Data
Discovery .
Analytics
, >

Development

Special Tool
. Development
10T App
Development

/ Dashboard
- Development

Snap4City
Mobile &

Web Apps
Dev. Kit

Application
Requirements
Analysis

Application
Development

Data
Ingestion

and MicroServices

Advanced Snap4City APIs

Data
Inspection
and Testing

Publication
Production

Mobile and Web Apps

Publication
Production

SnapA4City (C), SmartComp, Sept. 2020
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Smart City Functional Architecture

Transport systems

Fi Oggi
Mobility, parking irenze Oggi

s (5 @ ieet 5 omemsis (5

« Back-End Front-End

pla— . Data
Wi-Fi ] i “
Sources, Data Ingestion, Semantic reasoners

- External aggregation,
Environiigs Services regularization, Facet, semantic i
PULL Data reconcile: Elastic search search interface,
Dat Interactive
Dashboard
Shops, services, 2
opefators Sources, R, Tensor Flow, Python, ... Dl ey
NE Brokers, maps,
External heatmaps
P Services Node-RED + Snap4City MicroServices
Social Media Data
—1 Social Media Dri
.n{ Crawler and riven,
Manager Real Time k#t========mmmm e e e e e e e | e e

Inform, announce, Act!, warning, alarms, What-IF, ..

SnapA4City (C), SmartComp, Sept. 2020 7
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* Data to be managed into the Smart City IOT are not so simple as one
may imagine, and not limited to take into account only IOT Devices.

 THUS, a large number of data TYPES and sources have also to be
addressed:

— E.g.: external services, heatmaps, trajectories, maps, OD matrices, actuators,
personal data, KPI, APl descriptors, special widgets, events, predictions,
Tweets, posts, GIS, mobile devices, etc.

— With their complexity of managing data, licensing, etc...

* THEY are called High Level Types: how and which tool / process can
cope with them into the Smart City Platform?... See next!

— Thus a unified model is needed.
* |In 2" part we have shown how to show specific types of data

SnapA4City (C), SmartComp, Sept. 2020
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D A d (B A d A d (30 A 6 d A
= Ve ol ature b e Type alue Name Data Type alue ast Date 5 alue &3 = A8 & O = D Organizatio
MyKPI Environment Weather_sensar Gradi Centigrad BattenyTemperatureGalaxyTab54 float-mykpi °C 2019-11-2115:51:25 28 [ ] 2020-04-0310:23:02 private Firenze dc=Ildap,dc=disit,dc=org
MyKPI1 Ervironment Weather_sensor Gradi Centigrad BatteryTermperatureS6Edge float-rykpi °C 2020-01-23 123734 25.299999237060547 . 2020-04-0310:23:.02 private DISIT
MyKPI1 Environment Weather_sensar Gradi Centigrad BatternyTemperatureSamsungs9 float-rykpi o [2019-04£-23 05:54-21 24 399999618530273 . 2020-04-0310:23:.02 private Firenze dc=ldap,dc=disit,dc=org
MyKPI1 Ervironment Smart_waste_container Level_percentage Bin_001 percentage-rmykpi % 1970-01-01 01:00:00 . 2020-04-0310:23:02 private CISIT de=ldap,do=disit,dc=org,
MyKPI Environment People_counter Battery Percentage borrowed_tbeam_pax_green BATTERY percentage-mykpi % 2019-03-13 20:24:52 4202 [ ] 2020-04-0310:23:02 private Firenze dc=ldap,dc=disit dc=org
MyKPI Enwironment People_counter Battery percentage borrowed_ttgov2Inew_pax_black BATTERY percentage-mykpi % [2019-05-06 10:03:55 4132 . 2020-04-031023:02 private Firenze dc=ldapdc=disit,dc=org
MykP1 Environment People_counter Battery Percentage borrowed_ttgovZinew_pax_green BATTERY percentage-mykpi % 2019-11-19 08:56:56 4072 . 2020-04-0310:23:02 private Firenzedc=ldap,dc=disit,dc=org
MyKPI1 HealthCare Health_district tassodicrescita corkpimemilia float-mykpi % 1970-01-01 01:00:00 . 2020-03-2413703:24 private DISIT
3
Hide columns . Selected rows: 0 Previous 1 2 3 4 5 .. 35 [Next Search
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Nature
Value Type

Data Type

Value Uni

SubNature
Value Name

Last Date/Time
Last Value
Healthiness
€ Last Check
Ownersh
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Semantic | Technical meaning ., time gtatus

Snap4City (C), SmartComp, Sept. 2020 9
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All of them can be shown on Dashboards, what about manipulate them!!!!

HLT, High Level Types++ m--m LI How to ingest/change/manage/see

POI (Point of Interest) DataGate, ETL, IOT App, API

MyPOI data Yes Yes Yes Dashboard, IOT App, Userinterface, API

KPI (metrics) data Yes Yes Yes Yes Dashboard, IOT App, API, SQL calls x Metrics
Dashboard-10T App (msg) Yes Yes Yes Yes Dashboard, IOT App, API

Dashboard-IOT App real time Yes Yes WS Dashboard, IOT App, API WS

My Personal Data Yes Yes Yes Yes Dashboard, IOT App, Userinterface, API
MyKPI data Yes Yes Yes Yes Yes Yes Dashboard, IOT App, Userinterface, API
Sensor data Yes Yes Yes Yes Yes Dashboard, IOT Directory, IOT App, Userinterface, API
Sensor Actuator data Yes Yes Yes Yes Yes Dashboard, IOT App, Userinterface, API
Synoptics data Yes Yes Yes Dashboard, IOT App, Userinterface

Special Widget (complex) Yes Yes Yes Yes Yes Dashboard, ETL, special, IOT App, API
Complex Event (msg) Yes Yes Yes Yes Yes Dashboard, ETL, special, IOT App, API
WFS/WMS (GIS data) Yes [yes] [yes] Yes Dashboard, GIS tools, or GeoServer, IOT App
GTFS Yes Yes Yes Yes Yes ETL, special [IOT App], MicroApplications
OD Matrices Yes Yes Yes Yes Yes Special tools, MicroApplications

SnapA4City (C), SmartComp, Sept. 2020
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All of them can be shown on Dashboards, what about manipulate them!!!!

HLT, High Level Types++ m--m Trajectory How to ingest/change/manage

API (Ext. Srv., any prot.) Yes Yes ETL, Special, 10T App, ...

External Service (web pag) Yes -- Yes ETL, Special, IOT App, Web Scraper, ...
MicroApplication (webapp) Yes -- Yes Dashboard, IOT App, API, FTP, ...

Heatmap matrix Yes Yes Yes Yes Yes Maps, IOT App, MicroService, Userinterface, API
Synoptics (group) Yes (Yes) (Yes) (Yes) Yes Dashboard, Special Tools, IOT App, API, ...
Special Tools (functional) (Yes) (Yes) (Yes) (Yes) Yes As MyPersonalData, ...

Typical Trends (not yet) (yes) Yes (Yes) Yes Yes MicroApp, Special tools, (API), ...

Non HLT

Traffic Flows (are coming) (yes) Yes Yes Yes Yes Yes Maps, Special tools, API, ...

Color Maps Yes Yes Maps, Tables, Special tool, User Interface, API
GTFS (see Sensors, POI) Yes Yes Yes Yes Yes Maps, Special tools, API, ...

Typical Trajectory (MyKPI) Yes Yes Yes Yes Yes Maps, Special tools, API, ...

* Now, it is more clear about what we intend as:

—High Level Types

Snap4City (C), SmartComp, Sept. 2020
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Snap4City Portal . A== Datagate| | [ . . | = 8
Integrated tools = -
loT App — Automatize: Open or Private
* Import dajca from CKAN External CKAN o
19 SR g Data Portals
* Upload Public Data
from Snap4City to CKAN
* Data Harvesting
L Dashboards and Moblle/Web Apps creation

Advanced Snap4City APIs and MicroServices . Heatmaps

What-IF Analysis

CKnowIedge Base, Km4City >

Knowledge
and
Storage Data
from the Field
and City

'.Snap4CHy ,
Dashboards

e — ) | T wms | Historical
nap4Citf = — i = e B 12
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Snap4city data ingestion diagram flow

Road Graph Setup

" Put dataset in KB J Automated _- registration -=55Ts
V dataset with Datagate Execution ETL ¢ M Semantic Reasoners -=zid

ETL Execution
—>| on Spoon (low
frequency)

registration

Regularize ETL periodical

Execution on

(
ETL: DISCES (high
frequency) ™

= Static

C
0!
AND/OR

only 4| Development on = :
@ Elastic Search
PULL Penthao/Spoon (2) Real Time ETLs .ﬁo
static subscription note
push >| 10T Broker Reg. P

pull/push _T '
> 10T Device/Source Reg. Real Time
pull/push | Any Source/Protocols |-> Development on 0T Apps loT AppS
Node-RED +5nap |  pysH or PULL
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IOT Applications ETL processes
* Created on browser * Created with Spoon editor on VM (on
« A huge number of Protocols premise or via remote access to VM)
https://www.snap4city.org/65 e A Large number of protocols
 Scheduled internally and managed as https://www.snap4city.org/65
Container * Scheduled by DISCES in the back office

* Largely diffused approach as Node-RED Well known data warehouse model
e Large number of Snap4City MicroServices, * Well documented for the process

well documented * Only PUSH models
* PUSH and PULL models  Complex mechanism to add a new
e Simple mechanism to add new Features functionality
* Very diffused in IOT * Very diffused in Data transformation
e Static and Dynamic data models e Static and Dynamic data models well
depending on 10T Broker capabilities linked ..

* Scalable on Cloud
* Also present in IOT Edge devices

Snap4City (C), SmartComp, Sept. 2020
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* Digital Twin

* Process Views
—Device and sensors data

— Device Management tool

—Values — Data ingestion processes
. o * ETL, IOT Apps
—Healthiness criteria and _ Data storage access views
values * Index views
* Machine learning tools . Relatioships view
—Images and phyiscal — Data Analytics and
world Trasformation
— Licensing * |OT App, R Studio, Python
—Users

— Data Rendering Dashboards
— Processes’ Developers

Snap4City (C), SmartComp, Sept. 2020
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Data Inspector: all

r

—

QUICES
Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

dld

LOGOUT
jLosinel
A,
My Snap4City.org ‘ 111
AL L
Dashboards
My Dashboards in All Org
Dashboards of My Organization
My Dashboards in My Organization
Notificator
Data Inspector

My Data, KPI, POI

My Groups of Entities

All selected (15) ~

High-Level Type l,;

10T Applications

10T Directory and Devices ¥
Knowledge and Maps ¥
Micro Applications

External Services ¥

Data Set Manager: Data Gate
Synoptics ¥
Resource Manager: Process Loader ¥
Development Tools ¥
Management ¥

Settings ¥

User Management and Auditing ¥

—

alll

Carmignano

Montelupo
T\KII'IO

All selected (83) v

Nature
viron
vironment

vironment

vironment
nd Transport

vironment

Hide columns

15.9

e
,-—'-'-'Ameuyo
Vespurcv

All selected (T175) »

Subnature §
Natura
Natura
Natura
Natura
Natura
Natura
Traffic

¢“SNAPciry

r

—

: | . \
(now about data,

N8
© OpenStreetMap contributors

Data sources

All selected (1732) v

ValueType ¥

All selected (61) v All selected (34) ¥ All selected (2) v

Healthiness §

All selected (2) ~

Value Name % ValueUnit 4 LastDate§ LastValue % Ownership %

coooooo0
00000OGOGO

Search

A0 [0 0 60

01.00 02:00 03:00 04:00 05.00 06: 00 08:00 09:00 10:00
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Data Inspector

User: roottooladminl, Org: DISIT Brasschaat Data sources Details
Role: RootAdmin, Level: 7 :

Device Values Ithiness Process Image

LoGout Last Date: | 2020-01-17154336
Last Value: | 1033

My Snap4City.org

Healthiness Time

. Value Ty H Crite
Dashboards 3 jalue Type ealthy e

sunset

Undefined refresn_rate
My Dashboards in All Org. { : weather
H minGroundTemperature
7 maxTemperature
minTemperature
Dashboards of My Organization J CoucCaierte

cloudCoverOkta

Wommelgem visibiity

undefined  refresh_rate
refresh_rate
refresh_rate
refresh_rate
refresh_rate
refresh_rate
refresh_rate
refresh_rats

refresh_rate
refresh_rate
refresh_rate

dewPoint

My Dashboards in My Organization J\5., Berchem Borsbeek airHumidity

F S snow
2R &
Notificator f ) =nwiom

TR o y? snow
Wilrijk g’ Moktsel windSpeed

Data Inspector Boechout T

windGust

6o Edegem pressure

f arTemperature
My Data, KPI, POI raintn
rain

masTemperat eForecest 003

My Groups of Entities maxTemperaturcFores

maxTemperatureForecast ooon

refresh_rate

= refresh_rate
missing refresh_rate
undefined refresh_rate
undefined refresh_rate
mesng refresh_rate
undefined  refresn rate =
Undefined  refresh rate = 2
ing —— tiap contributors
m\s:mg refresh_rate
undefined
Undtined ; es

2 All selected {15) v All selected (B3) v All selected (1142) v All selected (1623) v All selected (61) v All selected (3) v All selected (2) v
10T Applications

High-Level Type 5, Nature Subnature Value Type DataType % LastDai~ § LastValue § Healthiness
Sensor Environment Weather_sensor sealevelPressureForecast-048h Weather sensor Antwerpen 2020-01-17 15:43:36 2020-01-17 161725 public
Sensor Environment Weather_sensor sealeveiPressureForecast-045h Weather sensor Antwerpen 2020-01-17 15:43:36 2020-01-17 161725 public
Sensor Environment Weather_sensor sealevelPressureForecast-042h Weather sensor Antwerpen 2020-01-17 15:43:36 2020-01-17 161725 public
Sensor Environment Weather_sensor sealevelPressureForecast-039h Weather sensor Antwerpen 2020-01-17 15:43:36 2020-01-17 161725 public
Sensor Environment Weather_sensor seal evelPressureForecast-036F 1er sensor Ar P 2020-01-17 15:4336 2020-0117 16:17:25 public
Sensor Environment Weather_sensor sealevelPressureForecast-033h Weather sensor Antwerpen 2020-01-17 15:43.36 2020-0117 161725 public
Sensor Environment Weather_sensor sealevelPressureForecast-030h Weather sensor Antwerpen 2020-01-17 15:4336 2020-01117 1611724 public
Sensor Environment Weather_sensor sealevelPressureForecast-027h Weather sensor Antwerpen 2020-01-17 15:43:36 2020-01117 1611724 public

10T Directory and Devices ¥
Knowledge and Maps ¥

Micro Applications

External Services ¥

Data Set Manager: Data Gate

Resource Manager: Process Loader ¥
Development Tools ¥

pads AR, adad hasd pasa MAA MAa A4, anad Laad paan ALA1 ARAA RARA IAGA AARI pA 1ALA BLA ms

Management ¥

U

Settings ¥ M ‘1 ‘! ,
10 | U Li L . U U L i J U U U U L L L 13

User Management and Auditing ¥




Snap4City

User: roottooladminl, Org: DISIT i
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HLT: Sensor  Specific values of selected

* Information of the values of the other
sensors on the same device

* View Trends, marking problems, healthiness
by point according to a Fuzzy model

* Marking problems for future machine
learning processes (separate tool)

Data sources Details
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Snap4City Data Inspector
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Some IOT App segements

o
-

Read Resource info from CKAN

SENESER—

{ Create a Dataset on CKAN |

Almost all the calls to CKAN are quite similar

Send a fson fo CKAN from a query on Snap4City

CENESERL— e — ]

reset
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Batch Processing for dynamic data ingestion - bentaho data integration
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Data Ingestion iviethods Comparison

=
Datagate ETL IoTApp

types of data S S, P S. P RT

managed

Data protocol PULL PULL PULL and

types managed PUSH

Scheduling external external internal

Flows to manage N N 1

N instances of

the same dataset

Users” technical without medium/high low

level

Development 1.2 hours 1., 2 weeks 3, 4 days

time

Semantic standard ad hoc (man- ad hoc (semi-

(KM4City) template ual) automartic)

Developed num- 1334 162 76

ber datasets
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* Problems

— Complex data models, multiple processes, multiple
tenancy/organizations, etc.

* Integrated approach from ingestion and inspection
— Formal methodology support:

 data discovery, development, living lab

— Unified data model, avoiding pillars since the data model
— Formal Model support:

 data vs processes vs developers/owners

— Powerful Tool as Data Inspector exploiting knowledge base as expert
systems: data, processes, relationships, events, etc.
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