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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi loT vs protocolli industriali

e |Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Data Ingestion processing

e Esercitazione on Node-RED JavaScript

o Jest
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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi loT vs protocolli industriali

e |Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Esercitazione on Node-RED JavaScript

e Data Ingestion processing

o Jest
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Simplifying the development and integration of verticals
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* [ 1oT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, En
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..
« loT model: FIWARE Smart Data Model, Snap4City loT Device Models

. General (HITP, HTTPSTLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, ETPS,AVebSocket, WebSocket Secure \GML, WES,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open “OLAP, VMS

Milestone, Tl 1ER .
* Format @@@ CSV, GeoTIFF, OWL, WK{% KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FVIT, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. httDSZ//W\/\NV.SnaD4CitV.OI‘C]/65
* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..
e Social:Twitter, FaceBook, Telegram, ..
 Events: SMS, EMAIL, CAP, RSS Feed, ..

e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.
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Standards and Interoperability (10/2024) ""s"“v
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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What About

Sends a
message

Message (
timestamp: 02-04-2020 at
10:30,
Tempeérature: 29.34,
Humldity: 35

)
23 ~°
24
22.5

¢“SNAPlcy 2t
2 Time Series

* A set of data coming from an Entity (may be a
device, an action, etc.) with multiple values
become a time series of values for the Entity.

— For example: taking a new measure every 10
minutes (Red Lines)

— Non regular rates can be valid data as well.

 Each new measure in Snap4City is
conventionally time located in
«dateObserved», which has to be Unique.

— Only one message per dateObserved is

allowed @

Tem_per fue

TIME

Firenze, 16 Ottobre 2025, DISIT lab
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* As soon as you have a variable changing over time = time series
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
 recalled in PULL with some process taking from API, database,..

/

Past, historical data.... Future data! ... predictions

a
[ ' N1 [ — [

Firenze, 16 Ottobre 2025, DISIT lab




DINFO

RTIMENTO DI
INGE
DELL INFORMAZIONE

DISIT 2 LI
oncent CESNAPLany

*¥:10T Main Concept

* The implementation of smart services may implies the:

— acquisition of data from the field
— computation and imposition of actions/values
— Save of historical values, computer data analytics, etc.

sensor ‘ A A
|OT Device ‘I &

il
7

.1..-
A

N
/

Standard AP

\}
‘

actoators

N/

\
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 The implementation of smart services may implies the:
— acquisition of data from the field
— computation and imposition of actions/values
— Save of historical values, computer data analytics, etc.

~=|_IOE Device |—
sensors »J‘L
- n cloud
€ T Edge
IOT App IOT App
Computation » Computation

Msg from cloud

Firenze, 16 Ottobre 2025, DISIT lab
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Cloud vs Fog

Cloud Layer

Edge/Fog Layer

Gateway 2

=P PG 2% .
/Edge Computing

Firenze, 16 Ottobre 2025, DISIT lab
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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi 10T vs protocolli industriali

e Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Esercitazione on Node-RED JavaScript

e Data Ingestion processing

o Jest
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Datawarehouse

A2

SOLR,
Elastic Facet

NAa+A ’ HDFS, noSQL search cluster
‘ User

interface,

Dashboard

Drill dowr:

ETL. NIF] Spec dash
Datz) ['
Driven /'Q Gl 3
Optionall
Strear Knowledge base P Y

~—_ __
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* Broker operations: create

— Context Producers publish data/conte

elerr€énts by invoking the update operations on a Context Broker.
— Context Consumers can retrieve data/context elements by invoking the

Context Broker ’ . ,l&... S)?
° U S% >
updat%ﬁ { (< query

. | 2 i
"\ V7
m A Broke Context Consumer
"

Firenze, 16 Ottobre 2025, DISIT lab
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Clientl Devl
Clientl Dev2

Broker

Firenze, 16 Ottobre 2025, DISIT lab
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/\ Reg(Dev1l, schema...
ﬂction ‘.”

Sub(Dg\_ll)_ _

Sensor / Actuator

/ \_/
Push
Sensor Q
Dev2
Broker
Sensor @ \/

A 'n

Schema Last value
Clientl Devl

N\
Clientl Dev2 JQ_F BFQJ’/_F:’f;
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[mum-r

T
€
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Subscribe 2~
................ subscribe
""""" : receiver
\'4 /
10T Brler
10T Gat ;ay Publish
'y
N =7
/. r
I

\
CE
Device

Sensors

Actuator

[0}
Device

* Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

OT Application are data driven functional programs for data
transformation.

* The IOT Application can subscribe to some 10T Brokers to receive data
in Push from a specific IOT Device (sensor)

* The IOT App can publish some message toward some I0T Device
(Actuator), passing via an |IOT Broker.

* Continuous lines are messages via TCP/IP

* Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, ...)

e 10T Brokers and IOT Gateway can be distinct servers

e |0T Brokers can be on cloud

e |0T Gateway performs the SW update, the business management,
access in Push and Pull

Firenze, 16 Ottobre 2025, DISIT lab
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* 10T Brokers can be connected each other
» Adapters / Wrappers transcode one
message from one protocol to another

o*
o
.

oftez
*
. 2
.
* ]
Ry “
.
.
.

d nmw
amm
::::::::
" wun®
ws

PR
.
PSR

subscribe H
receiver

|OT Application|

o282

0T Broker (| _JOT Broker <=
/ 7
r— p— |OT Gateway 10T ;dge
A
=== |OT Gateway //\‘ 9
e A Adapter/ | "\ o
| s Wrapper ‘
. = 0T
CEs NA
, N evice
Device ]

Device

\

Device

Firenze, 16 Ottobre 2025, DISIT lab

IOT Edge may include IOT
Applications

Missing knowledge about
the semantic of 10T devices
Lack of capability for IOT
Discovery: value type,
location, etc., which could
be used by IOT App

Lack of Storage of data
values over time

19
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|OT Discovery ,
Knowledge P A— . subscribe

Base |OT Directory | . 4 receiver
“““““ ,:,

|OT Application|

Regi

4 SSsao_ ____=z2

|OT Broker

e |0T Edge may include 10T

y— Applications
10T G |OT Gateway |IOT Edge o
ateway |OT Broker * Missing knowledge about
A IOT Gateway \/'A\ _ ,?\ the semantic of 10T devices
d N A S N * Lack of capability for IOT

Adapter/

~
7 / \
-- I Wrapper
C 0N A IoT
? U Device
ﬁ I

Device

Discovery: value type,
location, etc., which could
be used by IOT App

Lack of Storage of data
values over time
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®
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nication Patterns

HTTP(s)
AMQP
* COAP
NGSI
OneM2M
WebSocket

V)

HE

Discovery @lelemetry Inquinies Commands I@otlﬁ(mnons
Discover, register Information Flows Requests from Commands from Information fiows

and “thrust” new From device to devices looking to Other systems (0 a from other

* Etc.

devices on the another system for gather required gevice or a gFoup systems to a
——— TATOr MaLion Of asking {devices to device o a gou
the to initiate activities %ﬁ for convevi
device tivites

ctivtes status changes in
the worid

egi Push ——
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PN
7 AMQP STOMP IMS COAP NGSI MQTT
| \ OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION R/ X X X
BROKE T |
_Iri ]

[ ™ '|

' f— 1:Subscribe

2:Publish —J» MQTT Broker i:Message

——~—— ]

b Rabbit
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R ¢“*SNAP/crry
|OT stack protocols

Session \ MQTT, /SMQTT, CoRE, DDS, Security Management
ANIQP , XMPP, CoAP, ...
S C—— IEEE 1905,
Network | Encapsulation| 6LowPAN, 6TiSCH, 6Lo, m IEEE 1451,
Thread, ... SMACK,
SASL,
Routing | | RPL, CORPL, CARP, ... ISASecure.
Datalink Energy,
f gBee Smart, Dice
DECT/ULE 3G/LTE, NFC, '

Weightless, HomePlug GP,
802.11ah, 802.15.4¢e, G.9959,
WirelessHART, DASH7,
ANT+, LTE-A, LoRaW4Z

https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/

Firenze, 16 Ottobre 2025, DISIT lab 23
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- A haal 7 f MNT mratass
/r//( Jelll | - o J y y
—
. urity an Header Size Max
Protocols ( UDP/TCP Architecture QoS (bytes) Length(bytes)
N
TCP Pub/Sub Both \é\ 5
0
3 3 / 7\ \/
TCP Pub/Sub Both | ( 8 ) -
\ /
\// UDP Reqg/Res Both \4 / 20 (typical)
] p
TCP Both \ Security / - -
TCP/UDP Pub/Sub \ QoS / - -
R
g ~—— —
TCP/IP Pub/Sub \\\

W
\/'\
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MQTT:

 security obtained with SSL/TLS since it is over TCP
1 ISO/IEC PRF 20922

 Over TCP/IP, Async, pub/subscribe,

1 payload agnostic (can be encrypted)

F'ud::hlishu::ri:\%1 Publish Subscribe 4 )

\/ Broker
Cluewe or Topic Endpoint

A

Subscribers

T4

-
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PUBLISH

VIQI T QoS

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

: At most once (fire and forget)

Store message

PUBLISH [QoS = 2]

( vomier)
S BT e

Delete message

Delete message

PUBREC

A

Exactly once

Store message
PUBLISH

¢VSNAP/crry £

PUBREL

PUBCOMP

-

Delete message

Firenze, 16 Ottobre 2025, DISIT lab
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ge Queuin

dOver TCP, binary wire protocol
dExchange decoupling

-

Publishers

~

Publish/”

Exchange

=V
P

Broker \I Subscribe

-~
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° TProtocolli Standard Frequenza Range Data Rates
loT

Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE)  [1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEE802.15.4

6LOWPAN |[RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto

of other networking media supporto

including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz=_ 6&/

WiFi Based on 2.4GHz and/5GH2 bands Approximately 50m 00 Mbps maximum, but 150-200Mbps is
802.11n (most pical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTS),
(3G), LTE (4G) ' _—_ |600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3  [13.56MHz (ISM)__ 10cm ) [100=420kbps

LoRaWAN [LoRaWAN \/arious (europe@hz) 2-5km (urbaw (@

environment),
15km (suburban
environment)

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 28
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Create =—» POST 1

Read =——» GET
Update =—»  PUT

Delete == DELETE |

DISIT
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HTTP
Methods

——————— Web Browsing
HTTP/3 ST W @
(QUIC) |||||||| ‘
______ loT Virtual Reality
—— € — — TCP Connection— = FT=—==]
[) ¢— — —public key g@— - |
[ﬁ —_ _se_ssEn_key_ _GO_ ) |||||||| o
__ _encrypted data N Web Browsing
T, |
(r ) « — _HITE Upgrade  __ . rorsy %E‘ |
Socket A Full Duplex s | i
________ y || . Real-Time Data |
=m < Live Chat Transmission |
S S 1"'_ - —
TCP ('/1) B b
T ACK

/) ¢ — — —REQUEST— — —
7)) — — — RESPONSE— — =

—————— 5 Z B

SMTP Sewer receiver Sendlnngecemng Emails

rre ) 1 ¢ %;:@@hz@::: D

, Upload/Download Files |
“Firenze, 16 Ottobre 2025, DISIT lab 30
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GEl VS
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2051

BACK button/Reload

Harmless

e browser should alert the

Data will be re-submittec
user that the data are about to be re-submitted)

Bookmarked

Can be bookmarked

Cannetbe bookmarked

Cached

Can be cached

/K

Not cached)

Encoding type

application/x-www-form-urlencoded

armﬁtﬁ/x-www-form-urlencoded or multipart/form-
data. Use multipart encoding for binary data

History

Parameters remain in browser history

Parameters are not saved in browser history

Restrictions on data length

Yes, when sending data, the GET method adds
the data to the URL; and the length of a URL is (
limited (maximum URL length is 2048 characters)

Restrictions on data type

Only ASCII characters allowed

No restrictions. Binary data is also allowed

GET is less secure compared to POST because
data sent is part of the URL

POST is a little safer than GET because the parameters

ReCollEY Never use GET when sending passwords or otherjare not stored in browser history or in web server logs
N ] L
— fe_/ng'ﬂw‘ormatlon. — ,,,7/ —
Visibility /|Data is visible to everyone in the URL > (|Data is not displayed in the URN

_— K,

Firenze, 16 Ottobre 2025, DISIT lab
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INGE
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P

=y . AWS SERVICES
P RULES ENGINE ; With these endpaints you
/s D Transform device messages - can deliver messages t
ugssgc.gs based on rules and route to \ o)
q AWS Services
\ Z
SR
AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
Secure with mutual MQTT. WebSockets, and
authenticationfand encryption HTTPI1

APPLICATIONS
Applications can connect to
Gows at any time using an AP

connections

REGISTRY

Assign a unique identity
to each devices
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Dashboards also provite
reéndering for sensor values

Snap4City SOTS W
|OT Brokers @ @
Managing Public and
Private IOT/IOE Devices

Towards any I0T Device
and/or Dashboard
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Standards and Interoperability (10/2024) ""s"“v

Compliant with: 5

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, En OCean,
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, TIM, HERE, ....

 Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv.orq/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

 Events: SMS, EMAIL, CAP, RSS Feed, ..

e OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

SN\N\V\t1 772
SN\ 72
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi 10T vs protocolli industriali

e Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Esercitazione on Node-RED JavaScript

e Data Ingestion processing

o Jest
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llmar\\‘\
Node-RED

it is possible to:
— v

* |n the IOT Application of Snap4City,
< periodic or not)

— Execute flows that process data as: Event Driven
— Create multiple concurrent Flows for each IOT Application

— Create subflows as macros to be reused

— Create Groups of nodes as macro
— Save/load, share, of nodes, flows and applications with other users via

* the Snap4City Resource Manager or

e with JS Foundation or
* via email, skype, file sharing in general

Firenze, 16 Ottobre 2025, DISIT lab
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Node-RED

In the IOT Apps of Snap4City, it is possible to Extend the

Capabilities:
— Load other Nodes, segments of flow and entire flows from several

sources: email, libraries, epository, etc.
F MicroServices/Nodes/Blocks from Manage

other libraries, of

alette
. rge set of Libraries of Node is available.

* The loading may have some limitations for security reasons

— Get more IOT Apps above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin

Firenze, 16 Ottobre 2025, DISIT lab
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Snap4City generasvg

User: roottooladmini, Org: DISIT v Node 'RED

Role: RootAdmin, Level: 7

[

https://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org. Node-RED -
Dashboards of My Organization —
Nodes Install

View R
My Dashboards in My Organization G Search library Sign in with GitHub

Extra Dashboard Widgets v f
o | staws (1 Keyboard

Notificator ‘7Hmn L ) node-red Manage paletie
7

Data, my Data, OpenData ¥ S Palette

link out

L]
L]
L]
L]
&
a

¢ 8

Node-RED Library

=

W knowledge and Ma Find new nodes, share your flows and see what other people have done with

( comment Node-RED.

10T Applications =

10T Applications

~ function
MicroServices for I0T Applications

Microservices from DataAnalytic

function Recent nodes see more (2905) »
10T MicroServices for Final Users

10T MicroServices for Developers ) node-red-contrib-amap2

Q switch ()

Doc: 10T Applications 5] Gt @ node Ted- conmb ui-time-scheduler node- red conmb hea\web node red-contrib-tasmota

1 for the Node

How to Develop 10T Applications Q change () Flow "e3924357 10637 h
Create A MicroService from RestCall P "
Q range (1 flows
10T Directory and Devices * 171 & node-red-contrib-fiware_official
[ template ()
Resource Manager ¥ L y Sign in with GitHub.
I )
Development Tools * 2 deley  § Recent flows
I )
Management ¥ Q trigger () N I d d ib-} b
© You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ oL exec .;. » Lik s "
Settings ¥ ¢" b

u
User Management and Auditing = _ <%
\ ] -
2 node-red-contrib-lwm2m

Help and Contacts ¥ SEEE— &’
| soaprequest | W 210 . set of nodes for interacting with Heatweb systems, handiing pics, and
J Documentation and Articles — Irodes [ Recent collections
K 1
My Profile ® sioa .
b v R rramizzle bla no N3 ast 1
P g — | AUAHHAAHAHHAH MINE ITS AL MINE D Pre-requisites
w1
© node-red-contrib-snap4city-developer Install

command in the rool directory of your Node-RED install. This ts usually n .
© e s conisrapiciy-tser Two views of the same libraries s

Usage v [

Heatweb Connect Node
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Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

¢“SNAP/ciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website

(P T

o

U‘«"ﬁm-
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Areas

Entities

Snap4City
Microservices

Proc.Logic
SSBL
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Data Load / Search / Retriwyal
KPI, POI, GIS Data, Scenarios
Time Series, Public transport
High Level Types: heatmaps
loT / Entity Discovery
egation Mana

Data

Widgets: Graphic Librariés
Interactive Widgets
Maps, 3D representati
Synoptics, External
[cro P

o

oTApp Management
Data Logs, A&A, Security
Ownership Management
VPN remote access
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|OT Applications

IOT Applications = Node-RED/+ Sgap4City Platfor » output

« Acollection of moret icroServices have been o
developed covering the abeve<mentioned requirements and - ==
much more. » aavanced

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In 7 sacsearcnDey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacomtanaiytic
Platform).  sacaigoats by
 They are formally distributed as two official libraries of > sacsearcn (@
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, .c.- https://flows.nodered.org/?term=snap4city
operating system. R node red contib snapdcity v red o napdcty e
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google
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~ Raspberry Pi
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. a ingestion: more than 70 protocols I0T and Industry 4.0, web Scraping, external services, any protocol database,
etc.

» Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system
A4City ontology, etc.
. a Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

* Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin
/mServer, any external service REST Call, etc.

* Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

* Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data,
scenarios, etc.

» Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices
(predictions, anomaly detection, statistics, etc.)

e User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form,
buttons, switches, animations, selector, maps, etc. )

* Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc
 Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.
* Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.

Firenze, 16 Ottobre 2025, DISIT lab
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* loT App Visual
rogramming, no codin
e Data transformation
* Integration, Interoperab.
Scripting Data Analytics
* Data ingestion
Business logic

* Edge and Cloud

* MicroServices data
driven develop via
visual language
Node-RED
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0T App Development

MicroServices collections My loT A

R AT 9 Generating loT App
loT App. Editor _ECr - %0 . pauehtdB|  With Dashboard

pplications

3
i @’é)o B
10T Edge App

Sharing/saving
reusing loT App

/SerwceMap D|scove-ry\ Dashboard Collection, = & v @® -
_ Knowledge Base, Km4City 3 Editor and Wizard A B E =

Resource Manager

¢) GitHub
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JavaScript

Nasce nel 1995 con il nome ‘Mocha’ grazie a Brendan Eich (fondatore di
Netscape)

Negli anni ‘90 si parla di Dinamic HTML (DHTML)

Nel ‘97 nasce lo standard internazionale ECMA-262 (ECMAScript), per
regolamentare le specifiche javascript, http://www.ecma-international.org

Nel 2005 Jesse James Garrett rilascia un white paper in cui conia il nome ‘Ajax’
per descrivere una serie di tecnologie per creare applicazioni web, tra cui
JavasScript

Nel 2009 si ha la versione ECMAScript 5
Giugno 2015 ECMAScript 6, attuale versione

Riferimenti:
e https://www.w3.org/community/webed/wiki/A Short History of JavaScript
o https://www.w3.org/standards/webdesign/script

Firenze, 16 Ottobre 2025, DISIT lab
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JavaScript

E’ un linguaggio di scripting open source orientato agli
oggetti e agli eventi

Usato per:

* Programmazione web sia lato server che lato client
« Oggi molto lato server, si veda per esempio Node.JS

o Gestione azioni interattive e aggiunta di maggiore dinamicita
alle pagine web

Comunicazione sia sincrona che asincrona con il server

Firenze, 16 Ottobre 2025, DISIT lab
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Concetto di script lato client

Uno script lato client e un programma che affianca un documento HTML
(embedded)

Viene esequito, sulla macchina del client, quando questo effettua il load
della pagina HTML

Azioni effettuate dagli script:
* Modifica dinamica dei contenuti visualizzati
e Controllo dinamico dei valori di input nei form

» Possono essere attivati in base ad eventi effettuati dall’'utente sulla pagina web
(doWd, movimenti del mouse, etc.)

Possono produrre elementi grafici
* efc.
Tipologie di Script:
» Eseguiti una volta nel momento in cui I'utente carica la pagina
o Esegquiti in base alle azioni effettuate dagli utenti (nel momento in cui si verificano)

Firenze, 16 Ottobre 2025, DISIT lab
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JSON (Javascript Object Notation)

&\OREN/\

SR

o
@ﬁ

.J‘P e

LISYINY

DELL INFORMAZIONE

Nasce per memorizzare dati, trasferire informazioni, rappresentare | dati
In maniera da poterli trasferire tra programmi anche diversi

Nasce dalla modalita di rappresentazioni degli oggetti in javascript
E’ una alternativa a XML per la trasimissione delle informazioni
E’ diventato uno standard: http://www.|son.org

 RFC: https://tools.ietf.org/html/draft-zyp-json-schema-03

ESEMPIO : W7o 8BEE |
e Javascript (oqqetto@ome: "Mario", cognome: "Rossi "}
» JSON (stringa di car. UNICODE): {nome: "Mario”, cognome:
* XML: <nome>Mario</nome><cognome>Rossi</cognome>

> — Gl =T g ———
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http://developer.opto22.com/nodered/general/getting- wedere

started/node-red-hello-world/

/ &= Node-RED

€ ¢ | [4127.0.0.1:1¢

._-:'.:E': Node-RED

http response

websocket

tep

udp

~ function

function

Hello, world!

info debug

Node
Type debug
D 2d930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display

the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,
msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle
its output on and off so vou can de-clutter the ~
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"SNAP4ciry

ows.nodered.org/search?term=

Node-RED

Search library

+ Sign in with GitHub

recent downloads ratin

vl01 &0 node

viid & 11 node

g

nodg-redcop#ib-websocket-header node-red-contrib-mobilealerts node-red-contrib-cx-alarm-log
Custom Websocket with Header This provides a node for receiving Mobile Alerts A Node-RED industrial alarm parser for simple

status infos HMI applications
v052 &8 144 node vi05 & 71 %50 node vi1i0 & 16 5.0 node
node-red-contrib-websocket- node-red-contrib-websocket- node-red-contrib-message-queue
header-acknowledge header-subscriber Message queueing for Node-RED
Custom Websocket with Header Custom Websocket with Header

v 01 &0 node

node-red-contrib-zigheeZmaqtt
Zigbee2mgtt connectivity nodes for node-red

v209 & 1326 %46 node

/|

@mschaeffler/node-red-asterisk-
dami-manager

Transfer Asterisk AMI events to json object
string representation

vii2 &6 node

node-red-contrib-sendmail

send emails with help of a local senmdmail
command.

1]
e
-
=1
=

=]

&

node-red-contrib-nooperation
just do nothing

vile &6 node

node-red-contrib-sun-position
NodeRED nodes to get sun and moon position

v211 & 1259 %48 node

node-red-contrib-websocket-
header-test

Custom Websocket with Header

v0.01 &0 node

/|

(@nikolay_kuropatkin/node-red-
contrib-dynamic-file-path

A simple node that generate a file by dynamic
file path

v0.08 & 164 50 node

node-red-contrib-miio-localdevices

Node for Node-Red to control Mi Devices locally
via node-mihome (Humidifiers, Purifiers,

node-red-contrib-daylight-rgbw
Daylight RGBW Color control for Node RED

Heaters, Lights - list of devices to be enlarged).
v041 @270 %19

v213 & 128 node
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LOal éijfsz/ 180111 pieLLe

Snap4City generasvg

User: roottooladmini, Org: DISIT v Node 'RED

Role: RootAdmin, Level: 7

[

https://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org. Node-RED -
Dashboards of My Organization —
Nodes Install

View R
My Dashboards in My Organization G Search library Sign in with GitHub

Extra Dashboard Widgets v f
o | staws (1 Keyboard

Notificator ‘7Hmn L ) node-red Manage paletie
7

Data, my Data, OpenData ¥ S Palette

link out

¢ 8

Node-RED Library

=

Knowledge and Ma Find new nodes, share your flows and see what other people have done with

( comment Node-RED.

10T Applications =

10T Applications

~ function
MicroServices for I0T Applications

Microservices from DataAnalytic

function Recent nodes see more (2905) »
10T MicroServices for Final Users

10T MicroServices for Developers ) node-red-contrib-amap2

Q switch ()

Doc: 10T Applications 5] Gt @ node Ted- conmb ui-time-scheduler node- red conmb hea\web node red-contrib-tasmota

1 for the Node

How to Develop 10T Applications Q change () Flow "e3924357 10637
Create A MicroService from RestCall P "
Q range (1 flows
10T Directory and Devices * 171 & node-red-contrib-fiware_official
[ template ()
Resource Manager ¥ L y Sign in with GitHub.
I )
Development Tools * 2 deley  § Recent flows
I )
Management ¥ Q trigger () N I d d ib-} b
© You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ oL exec .;. » Lik s
Settings ¥ ¢" b

u
User Management and Auditing = _ <%
\ ] -
2 node-red-contrib-lwm2m

Help and Contacts ¥ s : N botitiedd oendi R o @ :
1) soap request (1 2.40 . set of nodes for interacting with Heatweb systems, handling 1
| [PEmrTET A T O — P e Recent collections
COE—
My Profile ® sina 5 -
ol . R 1ramizzle bla no! 5 u
P g — | AUAHHAAHAHHAH MINE ITS AL MINE D Pre-requisites
.
© node-red-contrib-snap4city-developer Install

command in the root directory of your Node-RED install. This ts usually

© e s conisrapiciy-tser Two views of the same libraries

Usage v [

Heatweb Connect Node
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~  SacUtility

Loggia San Paolo

LINKED OFEN GRAPH

Tipology: CulturalAdctivity - Monument_location
Address: V1A DELLA SCALA, 2

Cap: 501232

City: FIRENZE

Prow.: Fl

Photos:

Description: The rounded arches, the stone
sheleton and the glazed teracotts medallions
recall the model of the Loggiato degli
Innocenti. The medallions in glazed temracotta
by Andrea della Robbia and his sons Marco
and Luca contain seven polychrome figures of
Santi Francescani and two works of mercy
Cristo conforta un Giovane and Cristo conforta
un Anzianc. Beneath the portico can be
sdmired the expressive embrace betwesen San
Domenico Guzman and San Francesco d Assisi
by Andrea della Robbis

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

 ANY kind of sensors
* To Get DATA of a Service / POI /sensor

— Historical and real time

— Real Time

DISIT

DISTRIBUTED SYSTEMS
AND INTE!
TECHNOLOGIES LAB

TPL STOP : Piazza Stazione (Fr. Cc)

Vaibus

LINKED OPEN GRAPH
Lines:

FI-LU' FIVG

Mo available routes

Display Bus per page

Search: |

Time

TOEEE00 20770320 | FI-LO | Fiazzale verdi

08:18:00 2017-03-20

10:08:00 2017-03-20

11:02:00 2017-02-20

12:18:00 201703-20

Showing page 1 of 1

Line

FI-LLY

FI-LU

FI-LL

FI-LLY

Direction

FPiazzale Verdi

Piazzale Verdi

Piazzale Verdi

FPiazzale Verdi

Real-time data currently not available

¢“SNAPciry

Node-RED

Giardino di piazza dell Indipendenza

AURORA

LINKED OPEN GRAPH
Tipology: Entertainment - Green_sreas

Digital Location

Address: PIAZZA DELLA INDIPENDENZA, 15

LIMKED OFEM GRAPH
Tipolegy: Accommodation - Hotel

- . : 501
Email; infoi@hotelaurora.info c_ap s
City: FIRENZE
Website: www hotelaurora.info Prov.: FI

Note: sreeverdi228

Remove from map ~
—

Phone: 055210282
Address: VA L ALAMANNI, &
Cap: 50100

LINKED OPEN GRAPH

City: FIRENZE
Tipology: TransferServiceAndRenting - Controlled_parking_zone
Prow.: Fl Digital Location

Address: VIA GUSCIANA
Cap: 50124
City: FIRENZE
Prov.: Fl

Remove from map

i
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ords ogricolo
LSud.Milano— lilanese
Avocateatacks 1

N Oper \
\ Kpidve Shipflpie Mitignina’

\ 2 \ ~

\ Vaeyino % Sl
~= Type
Ught
Motion_Detecton
Sound_L
Presence_Detection_E

Power_Mater M

ARDUINO_ST_4212

ARDUINO_ST_4213 Power_Meter_S

Qi Flow 1 Average temperat | temperatures loT-Directory-In I0T-Directory-Out (LA info debug dashboa
. ~ ~
~ input Tallinodes | | &
w ) [ ‘|[:| timestamp & —__" N - L O nq01 + msg payload - sting(2] «
inject r? |_k J po | o Celsius temperature —-.._‘; Jgon 0 nttp request .
ll catch )
f ) - . . y q 2
‘ status '? [ J[:I timestamp v [——) peratu’ » o temp3010 )7}
» - b @ connected
‘ link
matt g i
“ hitp 'jL" (\_) Fiware Orion Query (> <) aggregator
— - b 56"
‘ websocket ¢
[ 1 a . ‘ 1
“ g O | tempa0io ‘::,__——1! converttemp [
[ ) @ connected
= N o
‘ \_ fiware orion ¢\
— @ Device-based search Value-based search
o) fozas
71 Aggregated by device types
« output » Retrieval Map search ~
bi7es
SO RR g o // TR g s
E J oo Naimosy 7
— Oona b \J _Biasson)
O link ‘ e sl I votee 3 -
N tahtans J A N i
2 N Monza / Cotoorat
8 . N \ / serlo
D mat | .l = { ol P / 3
2 B - rebgio =L nomasaa—T W
. . a0 ottt 1 g bt E
\ = Camsovo L
se
° et Bosiopard

~» Context-Broker
orionUNIMI

crionUNIMI
erionUNIMI
cronUNIMI
crionUNIMI

orionUNIMI

P

D1 Discovery on 1O Appli

-

ation Deve

opment

Q Flow 2 Edit device-registration node
= v node properties
S4CLogDev Device Name” ||
eventiog Mode! 1 v
s4CioT 1S N8
oy 1§
Barga A L
o f
registraton
Serizal
ot drectory £ SaMag
Prato )
v node properties
] \ 3 " S 3
San Gjuliano e Signa Portassieve &
Cerreto Guidi ﬁ )} | -
| Fucecchio Empols
{ Bibbiena F
Cascina, San Miniato, San Casclano. Reggello
in\Valdi Pesa
Ponsacco
= \\ Castelfiorentino Figline Valdarmo
Collesalvetti Greve in Chiantl \
Sansepolcro
7 Certaldo .“\
Montevarchi \
Bucine \
2 Rogglpons] Arezzo Cittd dn\(as(ello
Rosignano A
Marittimo Volterra Leaflet | © OpenStreetMap contributors

3568dcdf-3167-4ee7-ac05-91d3a9668chb8

5e26b980-402e-4853-9edc-664€025254c8

en generated automatically for your device. Keep track of them. Details on info
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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi 10T vs protocolli industriali

e Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Esercitazione on Node-RED JavaScript

e Data Ingestion processing

o Jest
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Node-RED
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Node-RED

In this demo let's create an loT Application that:
e generate a random value,
* the value is switched on the correct path

* the value is showed in the local dashboard of
NodeRed

Firenze, 16 Ottobre 2025, DISIT lab
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Generates an input for the other nodes. It can be repeated at predefined intervals, No
entered manually and of various types (timestamp, string, number, boolean, JSONetc)

inject

Each message that enters the debug node is shown in the "debug" tab on the right of

debu
: ‘ node-red (you can choose which part of the message to show)

[ ; Generates a random number. You can configure the number generation interval and the
ranaam
integer or float).

Evaluates the input message and routes it to the correct output according to the
desired configuration

switch

(R Shows a number inside a gauge
counter.

text Shows a text inside the local dashboard

Firenze, 16 Ottobre 2025, DISIT lab
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uxvensirs | DINFO | DISIT ;

DEGLI STUDI | pBsemiventobi DISTRIBUTED SYSTEMS —~ :

FIRENZE | 08\ S kmazione | TECHNOLOGIES LaB 1 r = N J CITy
- —

T

Node-RED
* Inject and Debug 15 BL NS
@ info dEbng dashboal 2
Payload » timestamp
° - _
COﬂﬂECt = Topic T all nodes i
C Repeat interval v
. 1 227712019, 11:37:57 node: ada2a556.4=6503
e Configure ——
msg.payload : number
1563787358396
d Deploy ) 2272010, 11:38:44 node: ada?a558 4eB608
msg.payload : number
1563787396551
. =T ) N
* Click | | Umestamp () 22/7/2010, 11:38:40 node: ada2a558 4=B60E
msg.payload : number
1 1563787482326
e QObserve — ‘ f
;‘. I.‘.
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UNIVERSITA DINFO | DISIT x SOUTP
DO ITE | Renon ™ | esmepprs < - SNAPicity Gt
) 1 - \ @
DELLINFORMAZIONE TECHNOLOGIES LAB > i j J( ) / B.‘_.,é,m
| timestamp - - msg.payload E 3
Node-RED
. Random//7 andom
info debug dashboa
msqg.| payload
* Connect = Yall nodes | | 8
2 Generate a whole number - integer /

1
[ =)
=
1]
4]
i

[
=)
=]

A .-:".-_1
LA STa L0

. ¥ From 18:18
¢ Conflgu re JEG numbsr
A+ To
® Name Bi4r2020, 141818 node: S4db7dl4.3fa28
Sg.ayload : number
=/~ Deploy ~ F 3 2
* Depl
ep Oy infi = dashboa Br4r2020, 14:18:20 node: B4db7dl4.3fa2d
=s\oayload : number
o Click | timestamp @
t_ SIN2020, 14:18:21  node: 54db7d04. 3fa254
‘ msg\payload : number
|
e Observe (5 |
U e — + *
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‘'
(D
K!\\

J
- .. ) )
- timestamp e random m ) switch = '
| . |~ I . J U o .| D%
Node-RED
 Switch ¢ = swier ©
info debug dashboal 3
° C % Name |
OﬂﬂECt T all nodes o
Property + MsQ. payload
. BI42020, 14:18:16  node: 54db7d04.3fa284
&
m2 8/4/2020, 14:18:18 node: 54db7d04.2fa264
msg.payload : number
pl
* Depl
e p Oy info debug dashboar 3 842020, 14:18:20 node: S4db7d04.2faz254
msg.payload © number
) Click I | timestamp i 42
. | BI42020, 14:18:21 node: 54db7d04.3fa284
msg.payload : number
e O bse rve meeessssSeSeEEEEEEEEEEE)
+ *
s 7/
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 Gauge and text

o C & Group | [Home] Default v. s
O n n e Ct = Size auto
E Type Gauge v

* Configure gauge 1= ==

I value format | {{value}

T Units units

Range min| 0 max | 100

— ]
Sectors 0 .. 100
¥ Name
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Node-RED

* Gauge and text L=

&8 Group ‘ [Home] Default v. s
* Connect | | |

& Size auto

T Label value

* Configure text

I Value format | {{msg.payload}}

== Layout
labelvalue labelvalue labelvalue
O]
label
label wvalue value

e (A
¥ MName
o
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- L £ 1 £ -
timestamp fr:'—"T' random O—CJ switch

Default

* Deploy

info debug dashboal

. : D

timestam ]

e (Click P L
o . info debug dashboard

Click
Layout Site Theme I
Tabs & Links # || % || 4tab
~ & Home
» B Default

Node-RED
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puveesits | DINFO [DISIT ; e
FIRENZE | REER . | ENERer SNAp4CITV
L) e
Nodes configuration 1/2
&= Payload « timestamp i » msg.|payload

= Topic

Node-RED

debug tab
C' Repeat interval ~

every 15 : minutes -~ Mame

Inject once at start?

EE] random gj ~ msg.|payload
¥ Name ‘ Name ‘
20 Generate a whole number - integer
Property ~ msg. payload
& From
[}
3= v v & 50 -1 |x
4+ To
othenwise v -2 %
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Nodes configuration 2/2

Node-RED
(]
(» & Group [Home] Default vl & n &8 Group [Home] Default Y| ¢

& Size auto = size auto
ET G -

ype auge I Label value
1 Label gauge

| I value format | {{msg_payload}}
I value format | {{value}}
== Layout
I Units units labelvalue labelvalue labelvalue
Range min| Q0 max 100
®

——l L e el |
Sectors 0 ...| optional |..| optional |... 100
W Name W Name
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Nodes connections

random @]—[ﬂ switch
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» ) & s o |
Resulting Dashboarad - =

. This is a local Node-RED dashboard.
sauge Simple to be created, very limited for many
aspects.
'\ 29 Snap4city dashboards are more :
T  Powerful
value S * Flexible
I
gauge | * Secure
* nicer
51

o units 1 .‘ ;" .‘ I'\'
; Z
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e Architetture loT/IoE, reti, formati e protocolli, pattern
e Protocolli tipi 10T vs protocolli industriali

e Interoperabilita, protocolli push e pull

e Concetti di broker, gateway, adapter

e JSON, JavaScript, Node-RED

e Esercitazione on Node-RED JavaScript

e Data Ingestion processing

o Jest

Firenze, 16 Ottobre 2025, DISIT lab
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A
u .
|OT Discovery ’ -
Knowledge ' subscribe
Base |OT Directory T receiver
“““““ ':,
Re . . *

IO{ Broker

7

IOT Edge may include IOT

Applications
IOT Gat |IOT Edge

I0T Gateway |OT Broker ateway 3 & * Missing knowledge about

A . .

S 0T Gateway \/./‘\\ A zird the semantic of |OT devices
el ) Adapter/ \ /AN * Lack of capability for IOT
? : - :'\ Wrapper Discovery: value type,
R ™ location, etc., which could
VI
Device ? - 2% be used by IOT App
Lack of Storage of data

Device values over time

Device

Firenze, 16 Ottobre 2025, DISIT lab 74
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* Manual Registration
— From scratch Single Device./ Entity Registration Manual or automated
— Entity Directory / loT Directory Registration
— From a template (the templates are called Models) of Entities/Devices

* Automated Registration for bulk/massive registration: N
Entities / Devices
— From loT App on the basis of some Models from loT App

— From loT App loading a CSV (with or without a reference 10T
Model)

— Programming from scratch or from a Model

— On the basis of some EXCEL file with data by using the Data
Table Loader, which create model, devices and data

— Etc.

Firenze, 16 Ottobre 2025, DISIT lab
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ValueName:

Static Attributes -
terapia_intensiva people_count [People ' w number [#) ~ integer
Value Name Value lyp value uni Data Type
dateCbserved timestamp (Timestamp v timestamp in millisecorv string d t d h o
i - bataType dtle serve e v
\CJ'3|U9 Name Vilue Typ \;al ue UI'II yp 7 Healthiness Criteria Heaithines vale
s Ol QK
totale_attuzlmente_positiv people_caunt [Peaple v number (#] ~ integer
Va I u e e L] Value Name Value 'lyp_ value Ul’li. Data Type
Refresh rate v 300 I ° !
Healthiness Criteria Healthiness Value Pefrech rate [ ——
[ ) Healthiness Criteria Healthiness Value
dECGd Uti people_cuunt [per|E' CV I"‘UmbE‘I’ l:#-' v integer totale_ras pecple_count (People ' v number (#) v integer
Value Name value Typ Value Uni Data Type Value Name value Tyee @ value uni{ @] paa Tvee
Ok Ok Ok °
V u e U n I t L Refresh rate w 300 Remove Value
[ ] Healthiness Criteria Healthiness Value
Refre Sb rate v SDO totale_ospedalizzati pecple_count (People ' v numkber (#) v integer
Healthiness Criteria Healthiness Value t i St i Value Name Value 'lyp value Uni Data Type
dimessi_guariti people_count [People Cv number () A integer I Refresh rate v 30 Remove Value
Healthiness Criteria Healthiness Value
Value Name Value Typ Value Uni . Data Type ° °
Ok Ok Ok m I I Se co n codice_regicne status (Status) ' some coded status (stew string
Value Name Value 'lyp walue Uni Data Type
. " .
Refreshrate 00 ° Refresh rate hd 300 Remove Value
Healthiness Criteria Healthiness Value a t a y p e a Healthiness Criteria Healthiness Value
denominazione_regicne status (Status) A4 some coded status (stew string
izolamento_domiciliare people_count (People Cw number (#) v integer ° Value Name value Tyoe @ | value unif @ | Data Type
Value Name Value Typ Value Uni Data Type St
Ok Olc Ok Refresh rate v 300
Healthiness Criteria Healthiness Value
: ISO string of\the ]
Refresh rate v 300 O g 04 g
Healthiness Criteria Healthiness Value H
date-time
nuovi_attualmente_positiv people_count (People Cv number (#) v integer
Value Name Value Typ Value Uni Data Type
Ok Ok Ok
Refresh rate v 300
Healthiness Criteria Healthiness Value Firenze, 16 Ottobre 2025, DISIT lab
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for Time Series of loT Devices

Snap4City engine recognizes as time basis for the TimeSerie
only 1 Varible with

— ValueType as TimeStamp (in milliseconds)

* If you need more than one timestamp in milliseconds use:
— ValueType as DateTime (in milliseconds)

T~

Startingtime

N~

v timestamp in mil iSQrv string v

Value Name

Refrash rate L Z00

Healthiness Criteria

Remove Value

Healthiness Value

Data Type

Firenze, 16 Ottobre 2025, DISIT lab
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User: paolodisit, Org: DISIT
Role: AreaManager, Level: 3

LOGOUT

My Snap4City.org
Tour Again
Dashboards (Public)
Dashboards of My Organization
My Dashboards in My Organization
My Data Dashboard Dev Kibana
Extra Dashboard Widgets =
Data, my Data, OpenData ~
Knowledge and Maps ¥
|OT Applications ~
IOT Directory and Devices =
& My IOT Sensors and Actuators
IOT Sensors and Actuators
IOT Devices
0T Brokers
IOT Device Models

IOT Devices Bulk Registration

Doc: IOT Directory and Devices

Get/See last message

from Broker

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

-l Cd

w entries

Device Identifier '%#| 10T Broker '%#| DeviceType #

adminDevl orionUNIF Ambiental

2 alert 1610543238306 orionUNIF
Broker URI: https://brokerl.snap4city.org

Kind: sensor

Device Type: event

Protocol: ngsi

Model: AlertCeneric

Longitude: 11.215839

Device Uri" http:/fiwww.disit.org/kmécity/resource/iot/orionUNIFI/DISIT/alert 1610543238306
Organization: DISIT

Kl: 44eca7Bl1-af56-490f-a6c6-36d88blbcd9c
Created on: 2021-01-1314:07:21

alert_1610548534047 orionUNIF

alert_1610613189703 crionUNIF

alert_1610629197473 rionUNIF

towards the Device,

Firenze, 16 Ottob

ted, | may send a new data t

Model

AlertGeneric

AlertGeneric
AlertGeneric

AlertGeneri

Generate a New Message

¢“SNAPciry

D It

|OT Devices

Add new device

Location

€

Bl B Q

@

'%| Ownership

Search:

% | Status '#| Edit

PUBLIC active

MYOWNPRIVATE active

Broker Port: 8080
Visibility: MyOwnPrivate
Format: json

MAC:

Producer: disit

Latitude: £3.766755

K2: 6a620551-e4e5-4c0d-8777-d0721175cfb0

[ VIEW |
[ VIEW |
[ VIEW |

&)
active @
(@]

[ EDIT I DELETE
EDIT I DELETE
[ EDIT I DELETE

active

View loT Device on

Storage map and its last value

re 2025, DISIT lab 78
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User: roottooladminl, Org: DISIT
Role: RootAdmin, Level- 7

Pollutant

Insert data

LOGOUT | =
peopleinvolved
nap4City.org Value Name

Tour Again
afi—F

Dashboards [Pul

people_count number (%]

Va\ue Type Value Unit Data Type

Ok

Send value

10
Insert data

n responsible

n ) Value Name
Ay Organization

My Data Dashboard Dev Kibana
My Data Dashboard Ki

Extra Dashboard Widgets ~

dentifier symbolic identifier (1D string

Value Type Value Unit Data Type
Ok Ok

Send value

Insert data

Notificator
severity

Value Name
vledge and Maps

10T Applications  »

IOT Directory and Devices -

sta s s = tatu t: string

Value Type Value Unit Data Type
Ok

Ok

Send valug

Relevant

Insert data

My e and Actuators
10T Sensors and Actuators

shorttermimpact
10T Devices

10T Devices Management:
10T Brokers

Value Name

10T Device:

statu

Value Type i Data Type
Ok

Send value

Pollutant

Insert data

ticketiD

Value Name

Create an e Model
Add an nap4City

< urce Manager

symbolic identifier (ID) «

Value Unit Data Type

Dk

Send value

1510548534047

Insert data

B Development Tc Get Time stamp
Management -
sion Suppo

B Deployand Installation ~

Firenze, 16 Ottobre 2025, DISIT lab
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Impose current
date time on
dateObserved

Send the
Message
to the
Device,
Storage

79



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

ARTIMENTO DI
lNGEGN
DELL’ INFORMAZIONE

- o

by ol L P

R SNAPicry &
m |

PECHNOL OGIES LAB o €

* You may create a Proc.Logic / IOT App, where:

— Function: is preparing the JSON package

— Block «FIWARE Orion OUT V2» is sending the data to the Orion Broker.
Namely: «OrionUNIFI»

— Please note that several version of ORION Brokers and protocols
exists:

e So that you have to know which protocols you need to use for your broker

Firenze, 16 Ottobre 2025, DISIT lab
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Settings

e Certificates are
automatically

loaded at the first

authentication
Donell

DISTRIBUTED SYSTEMS
AND INTERNET
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C"SNA'MCITY =

Edit fiware orion out v1 node

Delete

i+ Properties

& Service Orion Service

& Certificates | Add new tis-config...

@ Device Type

@ Device
Identir

Service/Tenant

@ Service Path

@ apikey

@ auth

¥ Mame

’/Gpon .
b

Firenze, 16 Ottobre 2025, DISIT lab

e orion out v1 = Edit orion-service node
Delete Cancel Update

& Broker URL | 192.168.1.9

¥ Name

e |Pif the Broker isin cloud
(internal)

e List of brokers is
automatically provides

* The K1, K2 is automatically
provided if you are
authenticated

* Symbolic address of
Broker can be taken from
Directory

81
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b izt | @i | mse = {payload : { / ¢ SNAPLciry s
id": corveneto ,
A Json from the 10T App "type": "misura",
— NGSI V1 ributes™
ID: The Name of the |IOT "name": "dateObserved",*value": str, "type": "timestam
Device: «corveneto» { "name": "stato", "valué”: “active”, "type": "strlng" 1

{ "name": "ricoverati_con_sintomi", ue": 12, "type":"integer"

Type as that defince in the

|OT Device when you { "name": "terapia_intensiva", "value":[34, "type":'"integer" },
created { "name": "totale_ospedalizzati", "value™34, "type": "integer" },
The Time stamp: { "name": "isolamento_domiciliare", "valug": 334, "type": "integer" },
“dateObserved” to have { "name": "totale_attualmente_positivi", "value": 12, "type":'"integer"\},
time series data { "name": "nuovi_attualmente_positivi", "valug": 33, "type": "integer" }
» : { "name": "dimessi_guariti", "value": 22222, )"type": "integer" },
iy |sastr|ng R { "name": "deceduti", "value":2, "type"*integer" },
{ "name": "totale _casi", "value":2 "type": "integer" },
": "tamponi", ‘"value": 222222344, "type":'"integer" }

the vector o
“attributes” }

return msg;

2
Firenze, 16 Ottobre 2025, DISIT lab 8
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{"id":"corveneto", —
"type":"misura”,

"codice_regione":{"type":"integer","value":""},
"dateObserved":{"type":"time","value":"2021-01-18T17:00:00.000Z"},
"deceduti"'{"type"'"integer" "value":"8025"},
"denominazione_regione":{"type":"string","value":""},
"dimessi_guariti":{"type":"integer","value":"222062"},
"Isolamento_domiciliare":{"type":"integer","value":"66514"},
"l[atitude":{"type":"float","value":"45.43490"},
"longitude":{"type":"float","value":"12.33845"},
"nuovi_attualmente_positivi" {type" "Integer”,"value":"-1557"},
"ricoverati_con_sintomi":{"type":"integer","value":"2233"},
"stato":{"type":"string","value":"ITA"},
"tamponi":{"type":"integer","value":"3663538"},
"terapia_intensiva":{"type":"integer","value":"336"},
"totale_attualmente positivi":{"type":"integer","value":"69083"},
"totale_casi":{"type":"integer”,"value":"299170"},
"totale_ospedalizzati":{"type":"integer","value":"2569"}

}

Firenze, 16 Ottobre 2025, DISIT lab
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The differences are mainly on how the variable are provided:

{
"id":"MyMobileDeviceTest",

"type":"misura", —
"dateObserved":{"type":"timestamp","value't"2021-06-11T16:17:23.4257"}

"status":{"type":"float","value":25}
"mydescription":{"type":"string","value":"see below the note for the forbidden
characters"}

)

* NOTE for:

— names/IDs: Spaces or strange characters are not allowed in the. Please use simple
alfphanumeric strings, it is a limitation of many solutions including Orion Broker and increase

interoperability of your data.
— Values of attributes and variables: can be UTFS8, but similarly, they do not accept: () <>
values

— https://fiware-orion.readthedocs.io/en/master/user/forbidden characters/index.html
Firenze, 16 Ottobre 2025, DISIT lab

o (

;= into



https://fiware-orion.readthedocs.io/en/master/user/forbidden_characters/index.html

UNIVERSITA
DEGLI STUDI

i DINFO
=% | FIRENZE

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISIT 6" R@]
DISTRIBUTED SYSTEMS
AEINEEETS as SN AP4C|'|'y i

: | | J .
DateObserved
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 The Timestamp: “dateObserved” to have a time series data

— “str” is a string with the date and time in standard 1SO, such as,
— “2020-08-04T04:00:00+02:00”,
— “2020-08-03T00:00:00.000Z"

* |n JavaScript you can obtain by using:

— Var str@iolSOString();
— /

— Str has to be the ISO date string of today-now (at the current time).

Firenze, 16 Ottobre 2025, DISIT lab 85
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var todaynow = new Date();
dateCET2Z(todaynow).tolSOString();

function dateCET2Z(date) {

d = new Date(date).toLocaleString('nl-BE’', {timeZone: 'Europe/Brussels'});
offset = new Date(d).getTime() - new Date(date).getTime();
return new Date(new Date(date).getTime() - offset);

Firenze, 16 Ottobre 2025, DISIT lab
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* https://docs.google.com/forms/d/e/1FAlpQLSd
vUSBpEkBvbvtgyNRxMNkB2D342il rODgSt2Ab-
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7EV6JB1Q/viewform
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Register on WWW.snap4city.org 0T anddataWorld | o7 pppiications
— Subscribe on DISIT Orga}izétion o

 You can: \ \
— Access o ié\To S

— Access to a Igrge velume of Data
— Create Dashboards

t
— Create 10T Applications e
— Connect your 10T Devices GVe/:\ ser
E : : . Nalytics, m PMment, 4 ith fuy
— Exploit Tutorials and Demonstrations aching jg” 230 for pay.,
rnj
’ etc.
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https://www.snap4city.org/944

On Line Training Material (free of charge)

¢“SNAPciry E::

f\
Ist part 2nd part / 3rd part \ 4th part 6th part 7th part 8th
| i | ity API: i |
OV iaw Bazkboards 10 App, 10T Netwo Data Analytics ( Data Ingestion \ |System and Deploy| Smart City Design and Develop

processes

Install

Web & Mob. App

Smart Solutions

Firenze, 16 Ottobre 2025, DISIT lab
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booklets

* Smart City * Industry

https://www.snap4city.org  https://www.snap4city.org/d https://www.snap4city.o
/download/video/DPL SN ownload/video/DPL SNAPA4| rg/download/video/DPL
APACITY.pdf NDUSTRY.pdf SNAP4SOLU.pdf
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¢“SNAP/crry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its
DISIT Lab, Https://www.disit.org with its Snap4City solution

Snap4City:

*  Web page: Https://www.snapdcity.org
* https: D

*  https:y facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +39-335-5668674

Linkedin: http w.linkedin.com/in/paolo-nesi-849bas1/
Twitter: https om/paoclones

FaceBook: https://www facebook.com/paolo.nesi2

8]

0

]

]
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¢“SNAP/ciry

* https://www.snap4city.
org/drupal/sites/default
[files/files/Snap4City-
PlatformOverview.pdf
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: Powered by https://www.snap4city.org/d
NAPiTec

Sl ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
BlatformOverview.pdf
f napdcity.org
4solutions.org

»  https://www.youtube.com/channel/UCtACOIEbNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone: +39-335-5668674
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TUSLCANY:

Grazie per I'attenzione!

? Q&A !
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Paolo Nesi, paolo.nesi@unifi.it
DISIT, Dipartimento di Ingegneria dell'Informazione
Cell: 335-5668674, Lab https://www.disit.dinfo.unifi.it
https://www.snap4city.org

https://www.snap4industry.org
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