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Agenda

• Architetture IoT/IoE, reti, formati e protocolli, pattern

• Protocolli tipi IoT vs protocolli industriali

• Interoperabilità, protocolli push e pull

• Concetti di broker, gateway, adapter

• JSON, JavaScript, Node-RED 

• Data Ingestion processing

• Esercitazione on Node-RED JavaScript

• Test
Firenze, 16 Ottobre 2025, DISIT lab
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Avoiding to have a collection of verticals
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Compliant with: 
• IoT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean, 

Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..
• IoT model: FIWARE Smart Data Model, Snap4City IoT Device Models
• General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS 
Milestone, TIM, HERE, ….

• Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 
Enfuser FMI, Lidar, glTF, GLB, DTM, GDAL, Satellite, D3 JSON, …

• Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..
• Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
• Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEx, ..
• Social:Twitter, FaceBook, Telegram, ..
• Events: SMS, EMAIL, CAP, RSS Feed, ..
• OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

https://www.snap4city.org/65
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What About a Time Series
• A set of data coming from an Entity (may be a 

device, an action, etc.) with multiple values 
become a time series of values for the Entity. 
– For example: taking a new measure every 10 

minutes (Red Lines)
– Non regular rates can be valid data as well.

• Each new measure in Snap4City is 
conventionally time located in 
«dateObserved», which has to be Unique.
– Only one message per dateObserved is 

allowed

Firenze, 16 Ottobre 2025, DISIT lab 7

IOT Device

Sends a 
message

Message (
timestamp: 02-04-2020 at
10:30,
Temperature: 29.34,
Humidity: 35
)

TIME

dateObserved Temp Humidity

02-04-2020 10:30 34.5 23

02-04-2020 10:40 36.5 24

02-04-2020 10:50 36.0 22.5

Entity: IOT 
Device

Temperatue
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Time Series: they are data streams
• As soon as you have a variable changing over time → time series

– You are ready to get Future data, may be arriving in PUSH

– Recall and store historical data as well, but they have to be 

• recalled in PULL with some process taking from API, database,..

Firenze, 16 Ottobre 2025, DISIT lab 8

TIME

NOW!
Future data! … predictionsPast, historical data….
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• The implementation of smart services may implies the:

– acquisition of data from the field
– computation and imposition of actions/values
– Save of historical values, computer data analytics, etc. 

Computation

S
ta

n
d

a
rd

 A
P

I

IOT Device

sensors

actuators
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IOT Device

Computation

IOT Edge

IOT App

Computation

IOT App

IOE Device
sensors

actuators
Msg from cloud

Msg on cloud
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Cloud vs Fog/Edge Computing

Firenze, 16 Ottobre 2025, DISIT lab 11
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• Broker operations: create & pull data
– Context Producers publish data/context elements by invoking the update operations on a Context Broker. 

– Context Consumers can retrieve data/context elements by invoking the query operations on a 
Context Broker

Context Consumer

query

Context Producer

update

Broker
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IoT Brokers

Broker

Dev1

Dev2

Dev3

Client1

Client2

Client3
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Client1 Dev1

Client1 Dev2

Sub(Dev1)

Push

Push
Sensor

Sensor
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IoT Context Brokers

Broker

Dev1

Dev2

Dev3

Client1

Client2

Client3

Pub Schema Last value

Dev1 …..

Sub Schema

Client1 Dev1

Client1 Dev2

Sub(Dev1)

ClientX

Action

Action

Push

Push

ClientZ

Pull

Sensor

Sensor

Sensor / Actuator

Reg(Dev1, schema…
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architettura

IOT broker

dev

dev

dev

IOT broker

dev
dev

dev

IOT Gateway

dev

Wrapper

IOT Server/Directory

Edge

dev dev

IOT Discovery
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IOT Basic
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IOT 
Device IOT 

Device IOT 
Device

receiver

IOT Broker/
IOT Gateway

subscribe
Subscribe

Publish

IOT Application

IOT 
Device

IOT Broker/ 
IOT Gateway

Sensors

Actuator

Publish

• IOT Application are data driven functional programs for data 
transformation.

• The IOT Application can subscribe to some  IOT Brokers to receive data 
in Push from a specific IOT Device (sensor)

• The IOT App can publish some message toward some IOT Device 
(Actuator), passing via an IOT Broker.

• Continuous lines are messages via TCP/IP
• Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, …)
• IOT Brokers and IOT Gateway can be distinct servers
• IOT Brokers can be on cloud
• IOT Gateway performs the SW update, the business management, 

access in Push and Pull

• Sensors are programmed to send data (i) periodically, 
or (ii) when a relevant change occurs in the sensor 
value, or (iii) when events occur (for example a 
change of status of something), etc.

• Actuator perform some action on the field: change of 
status, reset, turn on something, change setting 
value, etc.
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IOT Gateway IOT Edge

Adapter/
WrapperIOT 

Device IOT 
Device IOT 

Device

IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Application

• IOT Brokers can be connected each other
• Adapters / Wrappers transcode one 

message from one protocol to another
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IOT Gateway IOT Edge
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WrapperIOT 

Device IOT 
Device IOT 
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IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Directory

IOT Discovery
Knowledge 

Base

Registration

Discovery requested data

IOT Application
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• MQTT

• HTTP(s)

• AMQP

• COAP

• NGSI

• OneM2M

• WebSockets

• …….. 

• Etc.

21

Registration Push Bulk action

Firenze, 16 Ottobre 2025, DISIT lab
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AMQP STOMP JMS COAP NGSI MQTT

OASIS

RabbitMQ X X X X X

Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION

BROKER
X X X

Firenze, 16 Ottobre 2025, DISIT lab 22
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https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/

IOT stack protocols
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Comparison high level IOT protocols

Protocols UDP/TCP Architecture 
Security and 
QoS 

Header Size 
(bytes) 

Max 
Length(bytes)

MQTT TCP Pub/Sub Both 2 5

AMQP TCP Pub/Sub Both 8 -

CoAP UDP Req/Res Both 4 20 (typical)

XMPP TCP Both Security - -

DDS TCP/UDP Pub/Sub QoS - -

NGSI TCP/IP Pub/Sub

Firenze, 16 Ottobre 2025, DISIT lab 24
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MQTT: Message Queue Telemetry Transport

❑ security obtained with SSL/TLS since it is over TCP
❑ ISO/IEC PRF 20922

❑ Over TCP/IP, Async, pub/subscribe, 

❑ payload agnostic (can be encrypted)

Firenze, 16 Ottobre 2025, DISIT lab 25
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MQTT QoS
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AMQP Advanced Message Queuing Protocol

❑Over TCP, binary wire protocol 

❑Exchange decoupling

Firenze, 16 Ottobre 2025, DISIT lab 27
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Comparison of lowlevel IOT prot.
Protocolli

IoT

Standard Frequenza Range Data Rates

Bluetooth Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) 1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 

IEEE802.15.4

2.4GHz 10-100m 250kbps

6LoWPAN RFC6282 (adapted and used over a variety 

of other networking media 

including Bluetooth Smart 

(2.4GHz) or ZigBee or low-power 

RF (sub-1GHz)

Vedi protocollo di 

supporto

Vedi protocollo di supporto

WiFi Based on 

802.11n (most 

common usage in 

homes today)

2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is 

more typical, depending on channel 

frequency used and number of antennas 

(latest 802.11-ac standard should offer 

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE 

(2G), UMTS/HSPA 

(3G), LTE (4G)

900/1800/1900/2100MHz 35km max for GSM; 

200km max for HSPA

(typical download): 35-170kps (GPRS), 120-

384kbps (EDGE), 384Kbps-2Mbps (UMTS), 

600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 13.56MHz (ISM) 10cm 100–420kbps

LoRaWAN LoRaWAN Various (europe, 868Mhz) 2-5km (urban 

environment), 

15km (suburban 

environment)

0.3-50 kbps
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Main
protocols
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GET POST
BACK button/Reload Harmless

Data will be re-submitted (the browser should alert the 
user that the data are about to be re-submitted)

Bookmarked Can be bookmarked Cannot be bookmarked

Cached Can be cached Not cached

Encoding type application/x-www-form-urlencoded
application/x-www-form-urlencoded or multipart/form-
data. Use multipart encoding for binary data

History Parameters remain in browser history Parameters are not saved in browser history

Restrictions on data length
Yes, when sending data, the GET method adds 
the data to the URL; and the length of a URL is 
limited (maximum URL length is 2048 characters)

No restrictions

Restrictions on data type Only ASCII characters allowed No restrictions. Binary data is also allowed

Security

GET is less secure compared to POST because 
data sent is part of the URL
Never use GET when sending passwords or other 
sensitive information!

POST is a little safer than GET because the parameters 
are not stored in browser history or in web server logs

Visibility Data is visible to everyone in the URL Data is not displayed in the URL

Firenze, 16 Ottobre 2025, DISIT lab 31
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Azure Microsoft IoT (1)
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IOT Event Driven
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Snap4City 
IOT Brokers

Snap4city Platform
Data Shadow

Towards any IOT Device 
and/or Dashboard

Managing Public and 
Private IOT/IOE Devices

Sensors

Snap4City 
IOT Brokers

Dashboards also provide
rendering for sensor values

Actuator



Brokers
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Brokers

IoT App
OSM, BIM, GIS, ITS

Gateways, satellite

External Services

Web Scraping
TV CAM streams

Social Media

Brokers

IoT App

IoT App
ProcLogic

KB, graph

IoT App
ProcLog.

storage

Business Intelli-
gence CSBL

Entity Directory:
Smart Data Models

IoT Data Models
Digital Twins

Federation 
Smart City API

Entity Inspector

Dashboard/View 
Builder & Mng.

Synoptics & Widgets

HLT Manager

Service Map

Scenario, What-If
On Edge 
On Cloud

Event Driven

API Manager

Waste Mng.

Parking Mng.

Lighting Mng.

Building Mng.

Custom Themes

Sharing/pool Mng.

Sharing / Market PlaceA&A, RBAC, SSO, Blockchain, Resource Managers and Sharing

2/3D Digital Twin

Mobile Apps

8/25

Environment Mng.

Data Manager

Third parties solutions

Traffic Optimiz.

Traffic Light Plan

Applications

Front-End 
Facilities

Tourism Mng.

Public Transport

Energy Mng.Notification Mng.

KPI Support

Technical Architecture
Any API

Routing, MulDyn

Tools

Heatmap Gen.

Prediction Gen.

Measure & Compare

Fines Mng.

Participation Mng.

SnapAdvisor / Generative AI

Artificial Intelligence tools: 
pred., classif., optim., LLM, ….

Simulators’ tools: 
SUMO, DORAM, TFR, ..
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• General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS 
Milestone, TIM, HERE, ….

• Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 
Enfuser FMI, Lidar, glTF, GLB, DTM, GDAL, Satellite, D3 JSON, …

• Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..
• Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
• Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEx, ..
• Social:Twitter, FaceBook, Telegram, ..
• Events: SMS, EMAIL, CAP, RSS Feed, ..
• OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.
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Agenda
• Architetture IoT/IoE, reti, formati e protocolli, pattern

• Protocolli tipi IoT vs protocolli industriali

• Interoperabilità, protocolli push e pull

• Concetti di broker, gateway, adapter

• JSON, JavaScript, Node-RED 

• Esercitazione on Node-RED JavaScript

• Data Ingestion processing

• Test
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IOT Application Editor: NODE-RED
• In the IOT Application of Snap4City, it is possible to:

– Execute flows that process data as: Event Driven, Batch (periodic or not)

– Create multiple concurrent Flows for each IOT Application

– Create subflows as macros to be reused

– Create Groups of nodes as macro

– Save/load, share, of nodes, flows and applications with other users via 

• the Snap4City Resource Manager or 

• with JS Foundation or 

• via email, skype, file sharing in general

– ..
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IOT Application Editor: NODE-RED
• In the IOT Apps of Snap4City, it is possible to Extend the 

Capabilities:
– Load other Nodes, segments of flow and entire flows from several 

sources: email, libraries, S4C repository, etc. 

– Load other libraries of MicroServices/Nodes/Blocks from Manage 
Palette

• A large set of Libraries of Node is available. 

• The loading may have some limitations for security reasons

– Get more IOT Apps above the Limit that may depend on the 
organization and/or on personal authorizations, ask to Admin

– ..
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Load Library from Palette
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https://flows.nodered.org/

Two views of the same libraries

https://flows.nodered.org/


Load an IOT application of example
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Dashboards
Widgets: Graphic Libraries
Interactive Widgets
Maps, 3D representations
Synoptics, External Content 
Micro Web App

IoTApp Management
Data Logs, A&A, Security
Ownership Management
VPN remote access

Data Load / Search / Retrieval
KPI, POI, GIS Data, Scenarios
Time Series, Public transport
High Level Types: heatmaps, ODM,…
IoT / Entity Discovery
Delegation Management
Data Mapping

Open Data CKAN
Ticket Management, workflow

BIM Servers
Social Networks

Video Management system
Gateways

Data Analytics
Statistic, Optimization

Simulation
Artificial Intelligence

What-if Analysis Support 
Geo Utilities Support

Routing & Traffic Flow
MLOps support
Python support

R Studio Support

Snap4City 
Microservices

Proc.Logic
SSBL
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MicroServices 
Areas



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

43

https://flows.nodered.org/?term=snap4city

IOT Applications

• A collection of more than 150 MicroServices have been 

developed covering the above-mentioned requirements and 

much more. 

• The issue was not only to formalize the MicroServices, but 

also to create the infrastructure that enable their usage. In 

many cases, the simple MicroServices hide very complex 

and sophisticate tools and algorithms (Snap4city 

Platform). 

• They are formally distributed as two official libraries of 

Node-RED nodes (Snap4City Basic and Advanced) by the 

JS Foundation portal. 

• They can be directly installed in any Node-RED tool of any 

operating system. 

IOT Applications = Node-RED + Snap4City Platform

BASIC
ADV

2019
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Basic Node.js Blocks on NodeRed on our Advanced IOT Apps

+ on IOT Edge Raspberry
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• Data ingestion: more than 70 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database, 

etc. 

• Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system 
Km4City ontology, etc. 

• Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

• Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin 
BIMServer, any external service REST Call, etc. 

• Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

• Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data, 
scenarios, etc.

• Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices 
(predictions, anomaly detection, statistics, etc.)

• User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form, 
buttons, switches, animations, selector, maps, etc. )

• Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc

• Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc. 

• Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc. 

Firenze, 16 Ottobre 2025, DISIT lab 45



Ingestion, aggreg. → exploitation
• IoT App Visual 

Programming, no coding
• Data transformation

• Integration, Interoperab.

• Scripting Data Analytics

• Data ingestion

• Business logic 

• Edge and Cloud

• MicroServices data 
driven develop via 
visual language 
Node-RED
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Two Snap4City Libraries
2024 collection

https://flows.nodered.org/search?term=snap4city


DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Firenze, 16 Ottobre 2025, DISIT lab 48

Two Snap4City Libraries
2024 collection

We suggest also to install:

AND: From 
Resource 
Manager

https://flows.nodered.org/search?term=snap4city


Proc.Logic / IoT App Development 
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MicroServices collections IoT App. Editor

Resource Manager

Sharing/saving 
reusing IoT App

My IoT Applications

ServiceMap Discovery Dashboard Collection,  
Editor and Wizard

Generating IoT App
With Dashboard

Knowledge Base, Km4City

IO
T 

D
is

co
ve

ri
n

g
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JavaScript
 Nasce nel 1995 con il nome ‘Mocha’ grazie a Brendan Eich (fondatore di 

Netscape)

 Negli anni ‘90 si parla di Dinamic HTML (DHTML)

 Nel ‘97 nasce lo standard internazionale ECMA-262 (ECMAScript), per 
regolamentare le specifiche javascript, http://www.ecma-international.org

 Nel 2005 Jesse James Garrett rilascia un white paper in cui conia il nome ‘Ajax’ 
per descrivere una serie di tecnologie per creare applicazioni web, tra cui 
JavaScript

 Nel 2009 si ha la versione ECMAScript 5 

 Giugno 2015 ECMAScript 6, attuale versione

 Riferimenti:
 https://www.w3.org/community/webed/wiki/A_Short_History_of_JavaScript

 https://www.w3.org/standards/webdesign/script 
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JavaScript 

 E’ un linguaggio di scripting open source orientato agli 
oggetti e agli eventi

 Usato per: 

 Programmazione web sia lato server che lato client

 Oggi molto lato server, si veda per esempio Node.JS

 Gestione azioni interattive e aggiunta di maggiore dinamicità 
alle pagine web

 Comunicazione sia sincrona che asincrona con il server

Firenze, 16 Ottobre 2025, DISIT lab



52

Concetto di script lato client
 Uno script lato client è un programma che affianca un documento HTML 

(embedded)

 Viene eseguito, sulla macchina del client, quando questo effettua il load
della pagina HTML

 Azioni effettuate dagli script:
 Modifica dinamica dei contenuti visualizzati

 Controllo dinamico dei valori di input nei form

 Possono essere attivati in base ad eventi effettuati dall’utente sulla pagina web 
(download, upload, movimenti del mouse, etc.)

 Possono produrre elementi grafici

 etc.

 Tipologie di Script:
 Eseguiti una volta nel momento in cui l’utente carica la pagina

 Eseguiti in base alle azioni effettuate dagli utenti (nel momento in cui si verificano)
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JSON (Javascript Object Notation) 

 Nasce per memorizzare dati, trasferire informazioni, rappresentare i dati 
in maniera da poterli trasferire tra programmi anche diversi 

 Nasce dalla modalità di rappresentazioni degli oggetti in javascript

 E’ una alternativa a XML per la trasimissione delle informazioni

 E’ diventato uno standard: http://www.json.org

 RFC: https://tools.ietf.org/html/draft-zyp-json-schema-03

 ESEMPIO :
 Javascript (oggetto): {nome: "Mario", cognome: "Rossi "}

 JSON (stringa di car. UNICODE): '{nome: "Mario", cognome: "Rossi"}‘

 XML: <nome>Mario</nome><cognome>Rossi</cognome>
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Hello World of Node-RED
• http://developer.opto22.com/nodered/general/getting-

started/node-red-hello-world/
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https://flows.nodered.org/search?term=
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https://flows.nodered.org/search?term=


Load Library from Palette
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https://flows.nodered.org/

Two views of the same libraries

https://flows.nodered.org/


S4CSearch
• ANY kind of sensors

• To Get DATA of a Service / POI /sensor

– Historical and real time

– Real Time
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IOT Discovery on IOT Application Development
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Agenda
• Architetture IoT/IoE, reti, formati e protocolli, pattern

• Protocolli tipi IoT vs protocolli industriali

• Interoperabilità, protocolli push e pull

• Concetti di broker, gateway, adapter

• JSON, JavaScript, Node-RED 

• Esercitazione on Node-RED JavaScript

• Data Ingestion processing

• Test
Firenze, 16 Ottobre 2025, DISIT lab
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Node-RED Demo 1
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In this demo let's create an IoT Application that:

• generate a random value, 

• the value is switched on the correct path

• the value is showed in the local dashboard of 
NodeRed
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Example of simple IoT Application
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Nodes for flow
Generates an input for the other nodes. It can be repeated at predefined intervals, 
entered manually and of various types (timestamp, string, number, boolean, JSONetc)

Each message that enters the debug node is shown in the "debug" tab on the right of 
node-red (you can choose which part of the message to show)

Generates a random number. You can configure the number generation interval and the 
type (integer or float).

Evaluates the input message and routes it to the correct output according to the 
desired configuration

Shows a number inside a gauge
counter.

Shows a text inside the local dashboard
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Step 1

• Inject and Debug

• Connect

• Configure

• Deploy

• Click

• Observe
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• Random

• Connect

• Configure

• Deploy

• Click

• Observe
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• Switch

• Connect

• Configure

• Deploy

• Click

• Observe
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• Gauge and text

• Connect

• Configure gauge
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• Gauge and text

• Connect

• Configure text
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• Deploy

• Click

• Click

• Observe

Firenze, 16 Ottobre 2025, DISIT lab 68



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Firenze, 16 Ottobre 2025, DISIT lab 69

Nodes configuration 1/2
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Nodes configuration 2/2
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Nodes connections
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Resulting Dashboard

This is a local Node-RED dashboard.
Simple to be created, very limited for many
aspects. 

Snap4city dashboards are more :
• Powerful
• Flexible
• Secure
• nicer
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Agenda
• Architetture IoT/IoE, reti, formati e protocolli, pattern

• Protocolli tipi IoT vs protocolli industriali

• Interoperabilità, protocolli push e pull

• Concetti di broker, gateway, adapter

• JSON, JavaScript, Node-RED 

• Esercitazione on Node-RED JavaScript

• Data Ingestion processing

• Test
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IOT Gateway IOT Edge

Adapter/
WrapperIOT 

Device IOT 
Device IOT 

Device

IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Directory

IOT Discovery
Knowledge 

Base

Registration

Discovery requested data

IOT Application
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Activities for Registration on Directory
• Manual Registration

– From scratch Single Device / Entity Registration 
→ Entity Directory / IoT Directory

– From a template (the templates are called Models)

• Automated Registration for bulk/massive registration: N 
Entities / Devices 
– From IoT App on the basis of some Models from IoT App 
– From IoT App loading a CSV (with or without a reference IOT 

Model)
– Programming  from scratch or from a Model
– On the basis of some EXCEL file with data by using the Data 

Table Loader, which create model, devices and data
– Etc.

75Firenze, 16 Ottobre 2025, DISIT lab

Entity/IoT 
Directory1

Manual or automated
Registration
of Entities/Devices
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For Time Series
- ValueName: 

dateObserved
- ValueType: 

timestamp
- ValueUnit:

timestamp in 
millisecond

- DataType: 
string

- E.g.: ISO string of the 
date-time
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Please note for Time Series of IoT Devices

• Snap4City engine recognizes as time basis for the TimeSerie
only 1 Varible with 
– ValueType as TimeStamp (in milliseconds)

• If you need more than one timestamp in milliseconds use:
– ValueType as DateTime (in milliseconds)
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Once Created, I may send a new data to it
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Get/See last message
from Broker

Generate a New Message 
towards the Device, Storage

View IoT Device on 
map and its last value



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org
Edit Message
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Send the 
Message 
to the 
Device, 
Storage

Impose current
date time on
dateObserved
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Once created the Device you may send data on it

• You may create a Proc.Logic / IOT App, where:

– Function: is preparing the JSON package

– Block «FIWARE Orion OUT V2» is sending the data to the Orion Broker. 
Namely: «OrionUNIFI»

– Please note that several version of ORION Brokers and protocols
exists:

• So that you have to know which protocols you need to use for your broker 

Firenze, 16 Ottobre 2025, DISIT lab
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Settings ?

• Certificates are 
automatically
loaded at the first 
authentication

• Done!!
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• IP if the Broker is in cloud 
(internal)
• List of brokers is 

automatically provides
• The K1, K2 is automatically 

provided if you are 
authenticated

• Symbolic address of 
Broker can be taken from   
Directory
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• A Json from the IOT App
– NGSI V1

• ID: The Name of the IOT 
Device: «corveneto»

• Type as that defince in the 
IOT Device when you 
created

• The Time stamp: 
“dateObserved” to have  a 
time series data
– “str” is a string with the  

date and time in standard 
ISO, such as , 

– “2020-08-04T04:00:00+02:00”, 
– “2020-08-03T00:00:00.000Z”

• And the vector of 
“attributes” 

Firenze, 16 Ottobre 2025, DISIT lab
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msg = { payload : {
"id": "corveneto",
"type": "misura",
"attributes":[

{  "name": "dateObserved", "value": str, "type": "timestamp"  },
{  "name": "stato",   "value": “active”,   "type": "string"  },
{  "name": "ricoverati_con_sintomi",   "value": 12,   "type": "integer"  },
{  "name": "terapia_intensiva",   "value": 34,   "type": "integer"  },
{  "name": "totale_ospedalizzati", "value": 34,  "type": "integer"  },
{  "name": "isolamento_domiciliare",  "value": 334,  "type": "integer"  },
{  "name": "totale_attualmente_positivi",   "value": 12,   "type": "integer"  },
{  "name": "nuovi_attualmente_positivi", "value": 33,   "type": "integer"  },
{  "name": "dimessi_guariti",   "value": 22222,   "type": "integer"  },
{  "name": "deceduti",     "value": 2,  "type": "integer"   },
{  "name": "totale_casi",     "value": 2222,     "type": "integer"   },
{  "name": "tamponi",     "value": 222222344,     "type": "integer"   }
]

} 
}
return msg;
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{"id":"corveneto",

"type":"misura",

"codice_regione":{"type":"integer","value":""},

"dateObserved":{"type":"time","value":"2021-01-18T17:00:00.000Z"},

"deceduti":{"type":"integer","value":"8025"},

"denominazione_regione":{"type":"string","value":""},

"dimessi_guariti":{"type":"integer","value":"222062"},

"isolamento_domiciliare":{"type":"integer","value":"66514"},

"latitude":{"type":"float","value":"45.43490"},

"longitude":{"type":"float","value":"12.33845"},

"nuovi_attualmente_positivi":{"type":"integer","value":"-1557"},

"ricoverati_con_sintomi":{"type":"integer","value":"2233"},

"stato":{"type":"string","value":"ITA"},

"tamponi":{"type":"integer","value":"3663538"},

"terapia_intensiva":{"type":"integer","value":"336"},

"totale_attualmente_positivi":{"type":"integer","value":"69083"},

"totale_casi":{"type":"integer","value":"299170"},

"totale_ospedalizzati":{"type":"integer","value":"2569"}

}
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NGSI V2

The differences are mainly on how the variable are provided:
{
"id":"MyMobileDeviceTest",
"type":"misura",
"dateObserved":{"type":"timestamp","value":"2021-06-11T16:17:23.425Z"},
"status":{"type":"float","value":25}
"mydescription":{"type":"string","value":"see below the note for the forbidden
characters"}
}

• NOTE for: 
– names/IDs: Spaces or strange characters are not allowed in the. Please use simple 

alfphanumeric strings, it is a limitation of many solutions including Orion Broker and increase 
interoperability of your data.

– Values of attributes and variables: can be UTF8, but similarly, they do not accept: () <> “ ‘ ; = into 
values 

– https://fiware-orion.readthedocs.io/en/master/user/forbidden_characters/index.html
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DateObserved

• The Timestamp: “dateObserved” to have  a time series data

– “str” is a string with the  date and time in standard ISO, such as , 
– “2020-08-04T04:00:00+02:00”, 

– “2020-08-03T00:00:00.000Z”

• In JavaScript you can obtain by using:

– Var str = new Date().toISOString();

– Str has to be the ISO date string of today-now (at the current time). 
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From date to ISOString with fuse aligned time

var todaynow = new Date();

dateCET2Z(todaynow).toISOString();

----

function dateCET2Z(date) {

d = new Date(date).toLocaleString('nl-BE', {timeZone: 'Europe/Brussels'});

offset = new Date(d).getTime() - new Date(date).getTime();

return new Date(new Date(date).getTime() - offset);

}
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Test

• https://docs.google.com/forms/d/e/1FAIpQLSd
vUSBpEkBvbvtqyNRxMNkB2D342iI_rODqSt2Ab-
7EV6JB1Q/viewform
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http://www.disit.orgFree Trial
• Register on WWW.snap4city.org

– Subscribe on DISIT Organization

• You can:

– Access on basic Tools

– Access to a large volume of Data

– Create Dashboards

– Create IOT Applications

– Connect your IOT Devices

– Exploit Tutorials and Demonstrations
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http://www.disit.org
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https://www.snap4city.org/944
On Line Training Material (free of charge)

https://www.snap4city.org/944


booklets

• Smart City
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https://www.snap4city.org
/download/video/DPL_SN
AP4CITY.pdf

https://www.snap4city.org/d
ownload/video/DPL_SNAP4I
NDUSTRY.pdf

• Industry • Artificial Intelligence

https://www.snap4city.o
rg/download/video/DPL
_SNAP4SOLU.pdf

https://www.snap4city.org/download/video/DPL_SNAP4CITY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
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Tech. Overview
• https://www.snap4city.

org/drupal/sites/default
/files/files/Snap4City-
PlatformOverview.pdf
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Development
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https://www.snap4city.org/d

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf

https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
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Grazie per l’attenzione!

?  Q&A  !
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Paolo Nesi, paolo.nesi@unifi.it

DISIT, Dipartimento di Ingegneria dell’Informazione

Cell: 335-5668674, Lab https://www.disit.dinfo.unifi.it

https://www.snap4city.org

https://www.snap4industry.org
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