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Public SpacesasCritical Infrastructures
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https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf

ÅThe City isa system of systems for city users
ïCascadingeffects

ÅTransportnetworks
ïMain meansfor rescue teams, food, water, etc.

ÅCommunication, ICT infrastructure
ïTV cam, switches, cyber, 

ÅEnergynetworks
ïpower supply for health, cyber systems, etc.

ÅHospitalsnetworks
ÅAggregationareas

https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
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ComplexSmart Applications
ÅRecent solutions
ïMaaS, sharing, evolution of info-mobility

ïConnected Vehicles

ïEnergy vs Environmental applications

ïEtc.

ÅMost of them share the same modules, differently implemented 
and combined, but  the same modules
ïReal time data gathering and derived info distribution

ïPredictive and/or simulative models, on edge or cloud

ïData gathering + monitoring + plan + rendering: dashboard, visual 
analytics, mobile apps
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Main tasks
¶Controlling Status: management, and 

operational

o Monitoring via KPI

o Computing predictions vs KPI

o Anomaly detection

o Neuro-Symbolic analysis 

o Risk assessment

o Early warning on critical conditions 

¶Making plan: tactic and strategic, 
medium and long range, micro/macro

o Simulation & predictions

o Generative AI Prescriptions, scenarios

o Resilience to Unexpected unknows

o What-if analysis wrt scenarios
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Digital  Twin

ÅDigital Twin
ÅConnectedwith real systems
ÅModelling aspects: structural, visual, 

informative, real time data sensors (context),  
POI, functional, resources, etc. 
ÅAnalytics: AI/XAI techniques, simulations, 
ǳǎŜǊǎΩ ƴŜŜŘǎΣ ŜǘŎΦ

ÅEasier to understand  the context, review 
from multiple points  of view 

ÅUseful to perform
ÅDiscussion with city users
ÅSupport decision makers
ÅBy Case Experiments for analysing
ÅNew solutions, impact of disaster (natural and 

provoked) 
ÅReduction of costs in the analysis, in reduction of 

mistakes 
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Snap4City
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Standards and Interoperability(6/2023)

11

Compliantwith: 
Å IoT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean, 

Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, ProtocolBuffer, KNX, OBD2, Proximus, ..
Å IoT model: FIWARE Smart Data Model, Snap4City IoT Device Models
Å General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocketSecure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The WeatherChannel, Open WeatherΣ h[!tΣ ±a{Σ ΧΦ
Å Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 

EnfuserFMI, Lidar, glTFΣ D[.Σ 5¢aΣ D5![Σ {ŀǘŜƭƭƛǘŜΣ 5о W{hbΣ Χ
Å Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, ElasticSearch, Phoenix, PostGres, MS Azure, ..
Å Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
Å Mobility : DATEX, GTFS, Transmodel, ETSI, NeTEx, ..
Å Social:Twitter, FaceBook, Telegram, ..
Å Events: SMS, EMAIL, CAP, RSS Feed, ..
Å OS: Linux, Windows, Android, RaspberryPi, Local File System, AXIS, ESP32, etc.

https://www.snap4city.org/65 
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Expert System semantic queries
Åvia:

ÅSmart City API for 
Apps and third 
party

ÅMicroServices
data driven 
develop via visual 
language 
Node-RED
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https://www.snap4city.org/19

LinkedOpen Data

https://www.snap4city.org/19


High Level Types
ÅPOI, IOT Devices, shapes,.. 
ÅFIWARE Smart Data Models, 
ÅIoT Device Models

ÅGIS, maps, orthomaps, WFS/WMS, 
GeoTiff, calibrated heatmaps, ..

ÅSatellite data, any kind..

Åtraffic flow, typical trends, ..

Åtrajectories, events, Workflow, ..

Å3D Models, BIM, Digital Twins, ..

ÅOD Matrices of several kinds, .. 

ÅDynamic icons/pins, ..

ÅSynoptics, animations, ..

ÅKPI, personal KPI,..

Åsocial media data, TV Stream, 

Årouting, multimodal, constraints, ..

ÅŘŜŎƛǎƛƻƴ ǎŎŜƴŀǊƛƻǎΣ ΧΦ

Åetc. 
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Ingestion, aggreg. Ą exploitation
ÅIoT App Visual 

Programming, no coding
ÅData transformation

ÅIntegration, Interoperab.

ÅScripting Data Analytics

ÅData ingestion

ÅBusiness logic 

ÅEdge and Cloud

ÅMicroServicesdata 
driven develop via 
visual language 
Node-RED
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Solutions: reliable, secure and fast to realize

ÅVia Snap4City tools
ÅDashboard Wizard
ÅDashboard Builder
ÅData/Visual Analytic

ÅSmart Solutions results to be
ÅReal time data drive

ÅSecure end-to-end

ÅGDPR compliant

ÅReliable, interoperable

ÅAuditable, marketable
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