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Introduction

* An IoT platform:
* bridges the gap between device sensors and data networks.

* is a set of components that allows developers to spread out the
applications, remotely collect data, secure connectivity, and execute
sensor management.

* JoT Broker orchestrates the devices' networks, which can be
Internal (managed by the Platform) or External (managed by
third-party)
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Introduction

- A Data Model is a declarative framework designed for
representing loT concepts, devices, and workflows.

« We focus on the device’s Data Model. In particular, on FIWARE
Smart Model: an open-source European standard, suitable for
FIWARE Orion Broker.
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Goals

« Automatic harvesting of External Devices
« Automatic ingestion of data from External Devices in SNAP4city
« Automatic rules generation for FIWARE Data Model

* Rules editing and management
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SNAPA4city

e JoT Platform with FIWARE
certification.

 Offers an IoT
supporting tool (IoT
Directory) among
various features such as
Dashboard builder, ETL
development, etc....
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SNAP4city

* Knowledge Base:

* Implemented by Virtuoso on the basis of Km4City Ontologies

* Its management allows to index IoT entities and establishes all the
relationships.

Entities # of entities
Internal loT Broker 20

Internal loT devices 20.073
External loT Broker 7

External loT devices 77

Average Devices for each External Broker 15.400
Average Devices for each Internal Broker 40.936
Distinct value_name 1530
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Requirements
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Manage different kinds of IoT Brokers, IoT Devices and IoT Edge Devices.

Connect External and Internal Brokers.

Support automatic deployment of Internal IoT Brokers.

Register External Brokers.

Discover IoT Devices on IoT Brokers.
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Requirements

 Register, manage and use messages conformant to any Data Model with
any data type.

* Verify the correctness of IoT Messages of [oT Devices.
« Semantic Interoperability.

- Easy management graphic interface to list and test loT Brokers, and IoT
Devices and query them.

. Man?ge IoT Device Model and Device Data Type ownership and access
grant.
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Requirements

Requirement Snap4City Google Azure IoT AWS Amazon | IBM Watson | Siemens
IoT Cloud Mindsphere

N Y (Y) Y Y
Y Y Y Y (Y)
Y (Y) (Y) Y (Y)
(Y) (Y) (Y) (Y) (Y)

Manage different kinds of IoT entities
Connect External and Internal Brokers
Use any Data Model with any data type

Verify the correctness of IoT Messages of IoT Devices

Semantic Interoperability Y (Y)

Automatics deploy of Internal IoT Brokers

Register External Brokers

Z 2|2 <
Z

Z 2|2 <
Z
Z

Discover IoT Devices on IoT Brokers

(Y) N
(Y) (Y) (Y) (Y) (Y)

Easy management graphic interface to list and test IoT entities

Manage IoT Device Model and Device Data Type ownership and access grant

< </ </<x < < =<|=<x =</ <

<LOR

YTy, . -3 4
Sk | UNIVERSITA
FHWAe | DEGLI STUDI DINFO ‘
SELAS | DT T o ! RN IR Y STEMS 4
-M Vo | FIRENZE | 085 ohazone | TG INOLOGILS Las
s



Directory

Architecture e

User Snap4City

) /’ \ Illl IIIII
| External /
— _ ' | Broker1org2|

. . , f
Re gl St a t ion Of . | External | External

| BrokerQr Brokerlorgjll /— — E
* An Internal loT Broker - : I o 8
III(- J L/ * * I* ::\ Dl //.I N /\ Dm 7 '?!
| Internal A A 2N A4 N A4 0
.‘I I.' // \\ // \\ // \\ _— . — — =
¢ An EXternal IOT BFO ker / Bmkel'lOrglL " C D1 > (< Dy : Dm Devices E
K v \\\. _/// \\\_ _./// N /// =
g N Devices N =
f ) \ ) h 4 . ( :'—/
PN PN P\ Gateway <
I'\/\/ Dl \) \ e D2 \/tl _,-\// Dn \/}I - AN
Devices User Organization 3

UNIVERSITA
iz | DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

*
DISTRIBUTED SYSTEMS GIoTS — 20-23 June 2022 11 é
TECHNOLOGIES LAB



arBlsr,
A3 <)
4 NG

| i) C

3\ w " \-f:f‘
k) &
eIy

Architecture

Registration of:
e An Internal loT Device
e An External loT Device

The solid lines indicate the
registrations, while the dashed
lines indicate the data flow of
subscriptions.
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Architecture I
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Smart Data Model and Rules

* For successful registration of a Device, its general information
and all its attributes must be compliant with the standard of
the Platform.

* Once a model is known, each Device with the same Smart Data
Model could be automatically registered.

* The rule is the tool by which the Platform can recognize and fix
the compliant error of the model.
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SNAP4city model
* Each attribute is defined by:

* Value name - the name of attribute
 Value type — semantic definition of attribute
* Value unit — the attribute’s unit of measurement (if there is)

- Data type — the data type of the attribute

- [es ilH D e W '_'_"_ = af =T alnl ala T iC |

Value Name Value Type Value Unit Data Type
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Rules’ structure

The rule is divided into two parts:

 If statement, where the conditions are set. A condition defines
a subset of devices by operators of equivalence or not.

* Then statement, a collection of actions to apply. Each item
declares the attribute feature that the user would change and
the new value to put in.
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Rules in EBNF notation

Rule:= IF <condition list> THEN <action list>

<condition list>: = <c> | <c> AND <condition list>
<variable> <op> <constant>
"device name” | “context broker” | “device type” | “model” | “value name”

<C> .=

<variable> :=

<op> :="is equal” | “is not equal” | “is null” | “contains”
<a>| <a>, <action list>

<constant> := integer | float | string | list
<action list> :
<a> :=<action variable>: <action constant>

<action variable>:= "Data type” | “Value type” | “Value unit” | “Editable” |
<Coded Healthiness criteria> | <Healthiness value>

<action constant>:= string
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Bulk Update Rule - Values
R U I e s exq m I e If you need, load a rule: daliDimmingError_attr
Save Rules

IF STATEMENT

R:= IF <condition list> THEN <action list>

Fields Operator Value
.. . [ Contextoroker v| —
<condition list>: = <c_1> AND <c_2>
- - m [Value Name | |daIiD\mmingError | —
<c_1> := “context broker” “is equal” “TestCapelon” UPDATE STATEMENT
" W /I 2 w . m |Value type V| |Dower v|—
<c_1>:="value name” “is equal” “dailDimminError | o |
m Value unit v Watt v —-—

o . [Data type v| float v
<action list> := <a_1>, <a_2>,<q_3> = &
1 values founded

- 7, V4
<a_1>:=“value type”: “Power
Show| s v |entries Search:
o I l /7, M V4
<a_2> e Va ue unlt . Watt 10T Data Value Value
Device Identifier Broker Value Name Type Type Unit
Streetlight14B457FFFEGCE3S3  TestCapelon  daliDimmingError  float power W
14 7, V4
<a_3> := data type : float Streetlight:14B457FFFEGCE3S3  TestCapelon  daliDimmingError  float power W
Streetlight14B457FFFEGCE353  TestCapelon  daliDimmingError  float power W
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Validation experiments in SNAP4city

1. Add n?w device without model and with 10 attributes — (over
10 trial)

 Average time by human: 1'30”
 Average time by system: 3"

2. Add new device from model, with 10 attributes — (over 10 trial)

* Average time by human: 58"
 Average time by system: 1.035"
* Average time by IOT APP: 0.623"
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Validation experiments in SNAP4city

3. Harvesting of an External multi-tenant broker with 3700
devices — average time: 25" 50" (over 10 trial)

4. Automatic ingestion of a harvesting devices with FIWARE
streetlight model — average time: 0.0371" (over 10 trial)
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Conclusion

* This paper offers an analysis and comparison among relevant
existing platforms and delineates the basic requirements to
achieve the goals.

« SNAPA4city achieves all goals and is full open-source and
license free.

* The IoT Directory is the proposed solution to manage Internal
and External Brokers, perform the automated registration by
harvesting, and perform the automated registration and
management of Data Models.
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